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Motivation 

Although deep reinforcement learning offers superior adaptability for load 
frequency control compared to traditional proportional–integral–derivative 
(PID), its deployment is hindered by inherent vulnerabilities to adversarial 
attacks, which are predominantly studied under unrealistic “white-box” 
assumptions, where attackers possess full model knowledge. Motivated by 
the critical gap in analyzing realistic “black-box” threats, where model 
parameters are unknown, and the challenge that enhancing robustness 
often degrades standard control performance, this study aims to expose 
these vulnerabilities using zeroth-order optimization (ZOO) for gradient 
estimation and develop a defense strategy that balances security with 
stable operational efficiency.  

Front In
form Technol Electro

n Eng



Main idea 
 A detailed analysis of the vulnerability of the deep reinforcement learning 

(DRL)-based adaptive controller is conducted from the attacker’s 
perspective. 

 A black-box attack is designed by incorporating the ZOO method in 
adversarial attacks, enabling effective attacks on DRL-based adaptive 
controllers. 

 A new adversarial training paradigm is proposed that enhances the 
robustness of the DRL-based adaptive controller while maintaining control 
performance. Front In
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Method 
 Attack Scenario 

 
 
 
 
 
 
 

 Core Challenge & Solution 
 

• Man-in-the-Middle: The attacker 
intercepts communication traffic between 
the sensors and the control center. 

• Target: Manipulates the frequency 
deviation signal ∆𝑓𝑓 by injecting 
adversarial perturbations 𝛿𝛿. 
 

• Challenge: The DRL controller operates 
as a black-box with unknown parameters, 
making direct gradient computation 
impossible. 

• Solution: Uses the ZOO method to 
estimate gradients by querying inputs 
and outputs without requiring model 
knowledge. 
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Conclusions 

This paper highlights the vulnerability of deep reinforcement learning-
based load frequency control systems to black-box adversarial attacks, 
demonstrating that attackers can effectively compromise system stability 
using the zeroth-order optimization method without prior knowledge of 
model parameters. To mitigate this threat, the study proposes a hybrid 
adversarial training strategy that incorporates both normal and adversarial 
samples, alongside a real-time detection mechanism based on Q-value 
fluctuations. Simulation results confirm that these defense measures 
significantly enhance the robustness and security of the controller against 
malicious cyberattacks while maintaining effective performance under 
normal operating conditions. 
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