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Motivation 
1. Traditional static analysis alarm prioritization methods suffer from notable 
drawbacks: probability models relying on user feedback are limited by 
manually designed rules, prone to false generalization, and lack intelligent 
optimization; meanwhile, learning-based approaches face high training costs 
and constraints from predefined model structures, failing to effectively reduce 
the burden of manual alarm verification for users. 

2. The integration of large language models (LLMs) into static analysis has not 
yet realized its full potential—LLMs still suffer from issues like hallucinations 
and randomness, leading to limited vulnerability identification accuracy. 
Moreover, most existing methods use LLMs only as judgment substitutes or 
simple supplements, lacking deep integration with static analysis, and are 
restricted by data processing granularity (e.g., function or line-level), 
making it difficult to address scenarios such as cross-library vulnerability 
detection. 
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Main idea 
1. Propose the BinLLM framework: Integrate LLMs with Bayesian networks to 
iteratively refine alarm probability models using alarm paths and key statements. 

2. Adopt backward program slicing to extract alarm paths, preserving critical 
control/data dependencies and reducing redundant code information. 

3. Use task decomposition to address LLM limitations (hallucination, context 
window), enhancing rule learning effectiveness and achieving significant 
performance gains. 
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Framework 

Framework of BinLLM 
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Alarm path extractor 
 User feedback-based alarm probability models are limited by manually 

predefined Datalog rules, with insufficient expressive power to capture 
syntactic/semantic features of complex alarms, resulting in poor ability to 
distinguish related alarms. 

 We propose a syntax-semantics dual-driven fine-grained feature extraction 
method, capturing key features from line-level static analysis to support dynamic 
rule optimization and precise input for LLM-based vulnerability identification. 
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LLM rule refinement 
Due to LLM randomness and insufficient familiarity with Datalog rules, 
generated rules may violate Datalog inference requirements. We propose 
an extended symmetric alarm rule generation method. 
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Model refinement 

DUPath(v6, v7) :- DUEdge(v6, v7), PlusPI(v7)  
DUPath(v6, v7) :- DUEdge(v6, v7), !PlusPI(v7) 

LLM rule learning 

Alarm(7) 
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Major results 
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Major results 
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Conclusions 

1. We propose BinLLM, an innovative Bayesian framework fusing 
LLMs with static analysis, abstracting Datalog rules via alarm path 
and key statement extraction. 

2. We synergize the strengths of both approaches, leading to 
enhanced inference quality in limited iterations and reduction in 
false generalization in alarm ranking. 

3. Experimental results demonstrate the effectiveness of BinLLM, 
achieving 40.1% and 9.4% reduction in the number of checks 
required for alarm verification compared to two state-of-the-art 
baselines, Bingo and BayeSmith, respectively, in identifying all 
vulnerabilities within static analysis alarms. 
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