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 In this paper, we have proposed a novel detection model called DMRP to detect P2P 
botnets. Unlike the existing methods using similarity of network behaviors, or 
classifying techniques based on machine learning methods, our detection model is 
based on the nature of P2P botnets, sending requests periodically for updating their 
peer lists or receiving the commands from botmasters in the C&C phase. Therefore, we 
identify P2P botnet traffic by analyzing the specific periodicity within traffic datasets.  

 During the process to mine for hidden periodicity, we introduce a novel concept of 
regional periodic pattern mining in time series, which is novel to P2P botnet detection, 
and present three algorithms to solve this problem. The brute-force algorithm is 
proposed for only theoretical analysis; the apriori-like algorithm and RBI algorithm 
are very efficient in practical applications with a low computational cost .  

 Experimental evaluation based on public datasets shows that our proposed algorithms 
are suitable for mining the hidden regional periodicity in time series and that the 
DMRP model can detect P2P botnet traffic easily and correctly.  

 However, as our P2P botnet detection model is built on the basic nature of P2P 
protocols in the C&C phase, it is not able to detect P2P botnets in the attack phase or 
other types of botnets with different communication protocols, such as IRC/HTTP.  
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P2P bot detection model 
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Extracting candidate periods by autocorrelation 
analysis  
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Regional 
periodic 
patterns 
mining 
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Verification of mining results 

Fig. 6  The time series of the number of packets per second (PPS) for IP 
172.16.2.11 
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