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The feasibility and performance of selective image
encryption based on edge and face detection by
using a symmetric cipher are studied and the results
are compared with full encryption for still visual colour
images.

The different processes carried out during edge and
face image encryption were analysed, and the
computational time involved in each process was
calculated.

The study reflects a significant reduction of
computational time for selective encryption methods
on still visual images compared to full encryption.
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Computational times for the main processes executed during
the face-based encryption for Lena of size 256x256

4500
. [ 256x256
—#— Detection Process 4000 -+
m B512x512
—¥— Extraction Process E 3500 1 = 768x768
Foeeoee -~ qé 3000 |
= 4
'.-—: 2500 F11024x1024
c
.g 2000
i)
S 1500
o
E 1000
o
500
0
T Full Encryption Random selection  Edge Based Face Based
90x90 110x110 (Pixels) encryption (30%) Encryption Encryption

Encryption Method

Comparison of full visual Lena image encryption of
various sizes vs. selective encryption methods
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