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Motivation 
  Although the ellipse curve cryptography (ECC) algorithm has 

been widely used in actual protocols for small devices, the RSA 
algorithm is still widely available in the market because of its 
wider application and greater compatibility. The above two 
cryptographic algorithms are the main popular secure socket 
layer (SSL) protocol encryption algorithms. 

 As the basic operation of public key cryptography, the modular 
operation has been the subject of many studies, but it is 
relatively targeted. Many researchers have explored single 
functional modular operational units that perform well in certain 
scenarios, but they are unable to combine the operations 
required by different public key algorithms into one unit. 
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Contents 
 We propose an optimized dual-field high-radix Montgomery 

modular multiplication algorithm and a dual-field extended 
Euclidean modular inversion algorithm that are more efficient for 
RSA and ECC. 
 We propose a reconfigurable public key operation unit, with a 

memory unit as the center and double-multiply-accumulate 
structures. The unit can complete all of the operations needed by 
the ECC and RSA public key cryptography algorithms. Taking 
modular multiplication and modular inversion as examples, we 
discuss how to do efficient computation based on this unit. 
 We design the instruction set of efficient modular operation. This 

proves that the unit can be applied in the processor, and we 
realize the key generation, encryption and decryption, and digital 
signature functions of RSA and ECC by programming. 
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Dual-field high-radix Montgomery 
modular multiplication algorithm  

Modular multiplication for RSA 

 
  
 

Modular multiplication for RSA and ECC 
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Dual-field extended Euclidean modular 
inversion algorithm  
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Reconfigurable modular unit 
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Reconfigurable modular unit 
——state control circuit 
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General architecture of the 
reconfigurable modular units 

Architecture Performance  
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General architecture of the 
reconfigurable modular units 

Instruction 
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Conclusions 
 We have proposed a reconfigurable public key operation unit, with 

a memory unit as the center and double-multiply-accumulate 
structures. 
 The key delay has been reduced by the fusion structure of the 

condition selection adder and semi-carry storage multiplier, and 
the structure of unsigned multiply-accumulate has been improved 
to be applied to the multiply accumulator of signed numbers.  

 In memory processing, we have used static random-access 
memories (SRAMs) and shift registers to balance the performance 
area conflict caused by small-data-length ECC operations and 
large-data-length RSA operations. 
 Comparison results showed that our modular unit is more efficient 

and flexible than existing designs. 
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