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Motivation

- Although the ellipse curve cryptography (ECC) algorithm has
been widely used in actual protocols for small devices, the RSA
algorithm is still widely available in the market because of its
wider application and greater compatibility. The above two
cryptographic algorithms are the main popular secure socket
layer (SSL) protocol encryption algorithms.

- As the basic operation of public key cryptography, the modular
operation has been the subject of many studies, but it is
relatively targeted. Many researchers have explored single
functional modular operational units that perform well in certain
scenarios, but they are unable to combine the operations
required by different public key algorithms into one unit.



Contents

- We propose an optimized dual-field high-radix Montgomery
modular multiplication algorithm and a dual-field extended
Euclidean modular inversion algorithm that are more efficient for
RSA and ECC.

- We propose a reconfigurable public key operation unit, with a
memory unit as the center and double-multiply-accumulate
structures. The unit can complete all of the operations needed by
the ECC and RSA public key cryptography algorithms. Taking
modular multiplication and modular inversion as examples, we
discuss how to do efficient computation based on this unit.

- We design the instruction set of efficient modular operation. This
proves that the unit can be applied in the processor, and we
realize the key generation, encryption and decryption, and digital
signature functions of RSA and ECC by programming.



Dual-field high-radix Montgomery
modular multiplication algorithm

Modular multiplication for RSA Modular multiplication for RSA and ECC

Algorithm 1 High-radix Montgomery algorithm

suitable for semi-carry storage
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Input: X = (T—14-...T1,T0)or, Y =
(¥m—1,---,91,%0)27, N = (nm_1,...,11,10)9-,
w=—N"1 mod 2"

Output: Z2 = XY -27"" mod N

Z=0,v=0

for =0 tom — 1 do

(csly + 52, +eca,z0) = 20 + Tiyo
t; = zpw mod 27
(esly + es2y + ecy, z0) = zo + ting
for j=1 tom —1 do
(csla +cs2q +eca,z;) = 2; + 2y +ocsla +052q +ecq
(cslp+es2ptecy,zj_1) = z;+t;n;+esly+cs2p +ecy
end for
(v, 2 —1) = csl, + 82, +ec, + csly + 82y, +ecp, +v
end for
if Z > N then
Z=Z—-N
end if

Algorithm 2 Dual-field high-radix Montgomery
modular multiplication algorithm

1:

=W b

[y ]

=] &

o oo

10:

11:
12:
13:
14:
15:

16:

Input: X = (Tm—1,--.,T1,T0)2r, Y =
(Ym—1,---:Y1,%0)or, N = (m—1,-..,71,70)9r,
w=—N"1mod 27

Output: Z = XY -277" mod N

Z=0,v=0

for =0 tom —1 do

(csly @ 82, @ ecq,20) = 20 B2 @ Yo
// “@" means addition and XOR on the prime field
// and binary field, respectively
// “®" means multiplication on the prime field and
// binary field
t; = z0 @ w mod 27
(esly @ es2y B ecp, z0) = 20 D ti ®no
for j=1 to m —1 do
(esl, @ es2, @ ecy, z5)
=z; Dx; y; Desla @ cs2, P ecy
(csly @ cs2p @ ecy,zj-1)
=z; Bl; @n; Desly @ cs2p @ ecy
end for
(v, zm—1) = csla @ cs24 P ecq P csly T es2y T ecy, T v
end for
if Z > N & field = 1 then
A =4Z—N
end if




Dual-field extended Euclidean modular
inversion algorithm

Algorithm 3 Dual-field extended Euclidean modu-
lar inversion algorithm

1: Input: X = (Zm—1,-..,%1,%0)2r, Y = 21: if C is even and D is even then
{ym—l:----.yl-.yl:l)gr' 22: C=C>»1,D=D>1

2: OQutput: 72 = Y ! mod X or error 23- alse

3: if X is even and Y is even then 24- C=Caqy)>»1,D=(Dcz)>1

4: return error 25: end if

5: end if 26: end if

6 u=r,v=9y A=1,B=0,C=0, D=1 27: if field =0 and v is even then go to line 19

7: while u # 0 do 28: else go to line 30

8: if u is even then 29; end if

9: u=u>31l 30: if uw > v then

10: if A is even and B is even then 31- v=uov,A=AcC, B=BaD

11: A=A>1,B=B>1 32: if field = 1 then

12: else 33: A=Amodz, B= B modx

13: A=(Aoy)>»1,B=(Boz)>1 34: end if
// “@&” and “©" mean addition and subtraction 5. else
// on the prime field respectively, and both of 36: v=vou, C=CcA D=DcB
// them mean XOR on the binary field 37- if field = 1 then

14: end if 38: C=Cmodz, D= D mod =z

15: end if 39: end if

16: if field =0 and u is even then go to line 8 40- end if

17: else go to line 19 41: end while

18: end if 42: if v # 1 then return error

19:  if v is even then 43: else if D <0 & field=1then z =z + D

20: v=v3>1 44: else = = D

45: end if




Reconfigurable modular unit

Table 1 Sign relationships between addition and subtraction of signed number operations

Operation in symbolic form

Operations in Algorithm 3

Hesult sign

Result carry  Result value

Positive+positive

Positive—positive

Positive4-negative
Positive—negative
Negative-+negative

Negative —negative
Negative-+positive

Negative —positive

A-C,C—A,B-D,D—_B

A-C,C-AB-D,D-B

-':l - U, C_y
None

None

-’“‘1—?5'1 C_y

B—z, D—z,A—-C,C—A,B-D, D—B

B-z,D—z,A—C,C—A B-D,D_B

Positive J
J 0
J 0
Positive J
Negative J
J 0
J 0
Negative J

B D D B DY D DYDY

J represents the carry value of the unsigned number operation with two complements. Z represents the result of the unsigned

number operation with two complements
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Fig. 1 Structure of the unsigned multiply-accumulate
stage (PPG: partial product generator; PPA: partial
product adder; CPA: carry propagation adder)

—>

RAMA.B.C.D,U V. XY

.{—

L, Y8 Y1 | Yo
L AB A1 | AD
., C8 c1 | co
U8 Ut | o
V8 V1 | Vo
X8 X1 | X0

B8 B1 | BO

D8 D1 | DO

-

Fig. 2 Block storage structure



Reconfigurable modular unit
——state control circuit
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General architecture of the
reconfigurable modular units

Architecture Performance
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Fig. 6 Performance of RSA (a) and ECC (b) modular operations



General architecture of the
reconfigurable modular units

Instruction

Table 6 Extended instructions for modular operation

Instruction Operand A Operand B Result Description
SETMMI Length (6-bit) Mode (2-bit) None The operation mode setting instruction specifies the

operation length and operation mode. There are
four modes: ordinary modular multiplication,
ordinary modular imversion, modular multiplication in
the binary field, and modular imversion in the binary
field. The length is a multiple of 64.

STARTMMI None None None Starting operation instruction

WMMI Datain (64-bit) Addr (2-bit) None Indicating the address of the four parameters (X, ¥, N, W)
RMMI None None Dataout Output instruction




Conclusions

- We have proposed a reconfigurable public key operation unit, with
a memory unit as the center and double-multiply-accumulate
structures.

- The key delay has been reduced by the fusion structure of the
condition selection adder and semi-carry storage multiplier, and
the structure of unsigned multiply-accumulate has been improved
to be applied to the multiply accumulator of signed numbers.

- In memory processing, we have used static random-access
memories (SRAMs) and shift registers to balance the performance
area conflict caused by small-data-length ECC operations and
large-data-length RSA operations.

- Comparison results showed that our modular unit is more efficient
and flexible than existing designs.



	An energy-efficient reconfigurable asymmetric modular cryptographic operation unit for RSA and ECC
	Motivation
	Contents
	Dual-field high-radix Montgomery�modular multiplication algorithm 
	Dual-field extended Euclidean modular inversion algorithm 
	Reconfigurable modular unit
	Reconfigurable modular unit�——state control circuit
	General architecture of the reconfigurable modular units
	General architecture of the reconfigurable modular units
	Conclusions


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Gray Gamma 2.2)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.3

  /CompressObjects /Off

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages false

  /CreateJobTicket false

  /DefaultRenderingIntent /Perceptual

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts false

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Remove

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /Warning

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 600

  /ColorImageDepth 8

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.01667

  /EncodeColorImages true

  /ColorImageFilter /FlateEncode

  /AutoFilterColorImages false

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.40

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /Warning

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 600

  /GrayImageDepth 8

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 2.03333

  /EncodeGrayImages true

  /GrayImageFilter /FlateEncode

  /AutoFilterGrayImages false

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.40

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /Warning

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 2400

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (sRGB IEC61966-2.1)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /DEU <>

    /ENU <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

  >>

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [595.276 841.890]

>> setpagedevice





