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Motivation 

1. According to statistics, in the cyber-physical system, there 
are only a few failures due to software errors, and most of 
the failures originate from the actors and physical 
environment. 

2. Architecture Analysis and Design Language (AADL) does 
not support human factors and physical environment 
modeling. 

3. Traditional particular risk analysis does not consider 
human factors or provide a complete particular risk analysis 
guidance process. 
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Main idea 
1. AADL is an excellent design language to support the 
modeling and analysis work in the early phase of safety 
critical system development. 

2. Based on AADL, a particular risk analysis model is 
designed to describe human factors and physical 
environment in detail. 

3. The mapping rules from the AADL model to DSPN 
model are formulated. Front In

form
 Technol E

lectro
n Eng



Contribution 

1. We extend an AADL subclause language as an AADL-
PRA annex model with a human component and a physical 
component, and integrate the proposed model with an 
architecture model and an error model into a PRA model. 

2. A new PRA analysis method is proposed based on the 
particular risk model (PRM) model to obtain a PRA analysis 
table. 
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Method 
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Major results 
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Major results (Cont’d) 
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Major results (Cont’d) 
3. Particular risk analysis method 
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Major results (Cont’d) 
4. Mapping rules between the PRA and DSPN models 
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5. AADL model of SSC (safety and stability control system) 

Major results (Cont’d) 
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6. DSPN model of SSC 

Major results (Cont’d) 
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Major results (Cont’d) 
7. Analysis report of the proposed method 
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Major results (Cont’d) 
8. Failure probability of components with or without 
particular risk 
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Conclusions 
1. A particular risk model has been proposed based on 
AADL, which is combined with an architecture model and an 
error model to construct a particular risk analysis model. 

2. An architecture-level particular risk analysis framework 
has been proposed based on the PRM. The method 
transformed AADL PRM into the DSPN model, and then 
obtained the analysis results through simulation tool 
TimeNet. These results showed that it is necessary to carry 
out PRA in the early design phase of system development. 
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