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Motivation 
1. PowerShell is widely used in different tactics in real-world 
attacks due to its unique features, especially in downloading and 
executing payloads, establishing reverse shells, and collecting 
victims’ information.  

2. However, because the PowerShell language is dynamic by 
design and can construct script fragments at different levels,  
state-of-the-art static analysis based PowerShell attack detection 
approaches are inherently vulnerable to obfuscations.  
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Main idea 
1. Analyze the impacts of obfuscation techniques on abstract syntax 
trees (ASTs). All obfuscation techniques can thus be classified into 
three categories. Obfuscated PowerShell scripts can be identified 
based on the features in their AST. 

2. Encoding, as one of the obfuscation methods, cannot be used 
without dynamic execution. To recover the encoded script, the key 
idea behind our approach is that the obfuscated script fragments 
must be recovered to the original, unobfuscated scripts before being 
executed by the Powershell interpreter during runtime.  

3. The semantics of the PowerShell scripts can be easily identified in 
their original form. 
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Framework 

An overview of the proposed subtree-based deobfuscation for PowerShell 
scripts 
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Method 
1. Find obfuscated scripts based on the ASTs. 

Three kinds of obfuscations based on the impacts on ASTs (O represents 
obfuscation and D represents deobfuscation) 
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Method 
2. An example of the process to deobfuscate a script with emulation- 
based execution 
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Method 
3. We employ a frequent pattern (FP) growth algorithm based on  
a frequent pattern tree to generate frequent patterns and a classic 
classification based on objective-oriented association (OOA) on 
item sets of commands for detection. 

Semantic-aware detection workflow 

Front In
form

 Technol E
lectro

n Eng



Major results 

The average similarities of obfuscated, deobfuscated, and original ASTs 
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Major results 

Comparison of deobfuscation efficiency in different schemes: (a) S1 and S4; 
(b) S2 and S3 
The data is represented by the cumulative distribution function (CDF). We limit the 
maximum time because in some complex cases, the process takes minutes. 
Results show that the new method has better performance than the old one in all 
schemes 
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Conclusions 
1. In this paper, we design and implement the first generic, effective, 
and lightweight deobfuscation approach for PowerShell scripts. To 
find the obfuscated fragments of scripts accurately, we propose a 
novel method based on the impact on ASTs. The results show that 
the new method performs better than the existing methods with 
almost no false positives, and that it can cover complicated, 
multilayer, and even unknown obfuscations. 
 2. To recover the obfuscated scripts, we propose emulation-based 
recovery at the AST level. This method can recover the scripts 
perfectly, especially at the script-block level, for which it achieves 
100% similarity.  
3. We mine 31 newly identified OOA rules automatically with our 
detection system.  
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