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Motivation 
For group signature (GS) with membership revocation, the 

verifier-local revocation (VLR) mechanism is a more flexible 
choice compared with re-initialization of the whole system or a 
dynamic accumulator, when considering a large group. 

Backward unlinkability (BU), a significant security for GS 
supporting membership revocation, ensures that the previously 
issued signatures will remain anonymous and unlinkable even 
after the corresponding signer is revoked. BU security is 
essential to ensure privacy for honest members who voluntarily 
leave the group or inadvertently lose the signing secret-keys. 

None of the existing lattice-based VLR-GS schemes provide BU 
security. All signatures issued by the revoked member will 
become linkable, which inevitably undermines privacy. 
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Main idea 
Based on two well-known worst-case hardness assumptions, 

the short integer solution (SIS) problem and the learning with 
error (LWE) problem, the first lattice-based VLR-GS scheme 
with BU security (VLR-GS-BU) is proposed.  

Each group member has many revocation tokens (RTs) over 
the lifetime, and the signer can adopt different RTs in the 
signature algorithm. Once a group member is revoked, the 
manager can add his/her unused RTs to the revocation list 
(RL), and the used ones remain anonymous.  

The generation of RTs satisfies one-way security, which means 
leaking the revoked member’s RTs at period 𝑗𝑗, no one 
including an adversary can compute any RT before period 𝑗𝑗. 
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Method 
1. To realize two essential conditions—many RTs generated 
over TPs and one-way security, for RTs with BU security, the 
encoding with full-rank differences (FRD) function ℋ1 is adopted. 
Further, to avoid some deadly attacks to the underlying SIS 
problem and BU security, we sample two random matrices 
 𝑩𝑩0,𝑩𝑩1 ∈ ℤ𝑞𝑞𝑛𝑛×𝑚𝑚; thus, for time period 𝑗𝑗, the revocation token RT𝑗𝑗 
of the member id is 
 𝒈𝒈𝒈𝒈𝒈𝒈𝑖𝑖,𝑗𝑗=  𝑩𝑩0 + ℋ1 TP𝑗𝑗 𝑩𝑩1 𝒆𝒆𝑖𝑖,0mod 𝑞𝑞                                                                       

where 𝒆𝒆𝑖𝑖,0 is a short Gaussian vector and is the first part of the 
signing secret-key 𝒆𝒆𝑖𝑖= 𝒆𝒆𝑖𝑖,0,𝒆𝒆𝑖𝑖,1  ∈ ℤ(2𝑚𝑚) satisfying 
                                        𝑨𝑨id𝒆𝒆𝑖𝑖 = 𝒖𝒖 mod 𝑞𝑞                           (1)                                                                   

where 𝑨𝑨id= 𝑨𝑨  𝑨𝑨0+ 𝑖𝑖𝑨𝑨1 ∈ ℤ𝑞𝑞
𝑛𝑛×(2𝑚𝑚). 
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Method 
2. For the revocation mechanism, due to a flaw in Langlois et al. 
(2014) that an inequality test method was adopted to check 
whether the signer’s RT belongs to a given RL, a new and 
corrected technique which realizes revocation by binding the 
signer’s RT to an LWE function (in our design, the concept of TP 
is adopted, and for id with an index 𝑖𝑖 at period 𝑗𝑗, RT𝑗𝑗 =  𝒈𝒈𝒈𝒈𝒈𝒈𝑖𝑖,𝑗𝑗)  
was proposed 

                   𝒃𝒃𝑗𝑗=  𝑩𝑩T𝒈𝒈𝒈𝒈𝒈𝒈𝑖𝑖,𝑗𝑗 + 𝒆𝒆0             

                                                                                                          
(2)               = 𝑩𝑩T 𝑩𝑩0 + ℋ1 TP𝑗𝑗 𝑩𝑩1

𝑩𝑩𝑗𝑗
′

𝒆𝒆𝑖𝑖,0 +  𝒆𝒆0 mod 𝑞𝑞                                                                       

where 𝑩𝑩 is from a random oracle as in Ling et al. (2018) and 
𝒆𝒆0 ∈ ℤ𝑚𝑚 is sampled from an LWE error 𝜒𝜒𝑚𝑚. 
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Method 
3. Putting all innovative ideas, design approaches, and the 
Stern-type argument system introduced by Ling et al. (2013) 
together, design a Stern-type interactive ZKP protocol to prove 
Eqs. (1) and (2). 

• Public inputs: 𝑨𝑨′= [𝑨𝑨  𝑨𝑨0  𝒈𝒈ℓ⨂ 𝑨𝑨1] ∈ ℤ𝑞𝑞
𝑛𝑛×(ℓ+2)𝑚𝑚, 𝑩𝑩,𝑩𝑩0,𝑩𝑩1 ∈ ℤ𝑞𝑞𝑛𝑛×𝑚𝑚, 

𝒖𝒖 ∈ ℤ𝑞𝑞𝑛𝑛,𝒃𝒃𝑗𝑗 ∈ ℤ𝑞𝑞𝑚𝑚, and current time period 𝑗𝑗 ∈ 1,2,⋯ , 𝑡𝑡 . 

• Signer’s witness: 𝒆𝒆𝑖𝑖′ = 𝒆𝒆𝑖𝑖,0′ , 𝒆𝒆𝑖𝑖,1′ , Bin 𝑖𝑖 ⨂𝒆𝒆𝑖𝑖,1′  ∈ 𝐒𝐒𝐒𝐒𝐒𝐒𝛽𝛽 id  for a 
secret index 𝑖𝑖 ∈ 0,1,⋯ ,𝑁𝑁 − 1  , and an LWE vector 𝒆𝒆0 ∈ 𝜒𝜒𝑚𝑚.  

• Signer’s goal: to convince any verifier in zero-knowledge that: 

 𝑨𝑨′𝒆𝒆𝑖𝑖′ = 𝒖𝒖 mod 𝑞𝑞, where 𝒆𝒆𝑖𝑖′ ∈ 𝐒𝐒𝐒𝐒𝐒𝐒𝛽𝛽 id , id = Bin 𝑖𝑖 ; 

𝒃𝒃𝑗𝑗 = 𝑩𝑩T𝑩𝑩𝑗𝑗′ 𝒆𝒆𝑖𝑖,0′ +  𝒆𝒆0 mod 𝑞𝑞, 𝒆𝒆𝑖𝑖,0′ ∞
,  𝒆𝒆0 ∞ ≤ 𝛽𝛽. 
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Major results 
Detailed comparisons 
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Conclusions 

We proposed the first lattice-based VLR-GS scheme with BU 
security, and thus resolved a prominent open problem.  

By adopting an injective encoding function with FRD, a 
compact identity-encoding technique, and the corresponding 
Stern-type statistical ZKP protocol creatively, the proposed 
scheme enjoys an 𝑂𝑂(log 𝑁𝑁) factor saving for the bit-sizes of 
GPK and member’s signing secret-key, and is free of any 
public-key encryption. 

With BU security, the proposed scheme is more suitable for 
some large groups with better security. 
 

Front In
form

 Technol E
lectro

n Eng


	Verifier-local revocation group signatures with�backward unlinkability from lattices
	Motivation
	Main idea
	Method
	Method
	Method
	Major results
	Major results
	Conclusions



