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Abstract:
networks over Rayleigh fading channels. In a single-input multiple-output wiretap system, we consider a secondary
user (SU-TX) that transmits confidential messages to another secondary user (SU-RX) equipped with M (M > 1)
antennas where the MRC technique is adopted to improve its received signal-to-noise ratio. Meanwhile, an eaves-

We investigate the secrecy outage performance of maximal ratio combining (MRC) in cognitive radio

dropper equipped with N (N > 1) antennas adopts the MRC scheme to overhear the information between SU-TX
and SU-RX. SU-TX adopts the underlay strategy to guarantee the service quality of the primary user without
spectrum sensing. We derive the closed-form expressions for an exact and asymptotic secrecy outage probability.
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1 Introduction

Cognitive radio (CR) is envisioned as a promis-
ing solution to the inadequacy of spectrum, which is
one of the most important radio resources of wire-
less communications. In CR systems, the secondary
user (SU) could occupy the spectrum without caus-
ing harmful interference on the primary user (PU) by
the underlay strategy, which is easier to realize be-
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cause SU adjusts only its transmitting power within
a threshold that PU can tolerate (Lee et al., 2011;
Wang QH et al., 2014).

Due to the broadcast nature of wireless links,
it is difficult to prevent eavesdroppers (Eves) from
overhearing wireless communications. Thus, secu-
rity issues play an important role in wireless net-
works. Physical layer security has been widely con-
sidered as an effective technology to prevent infor-
mation from being intercepted (Shiu et al., 2011). In
different fading scenarios, Sun et al. (2012), Zhang et
al. (2014), and Pan et al. (2015) studied the secrecy
performance over independent /correlated Rayleigh/
log-normal /Rayleigh-log-normal fading channels. To
gain secrecy diversity performance, both the
maximal ratio combining (MRC) and selection com-
bining (SC) have been used to improve the secrecy
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performance (He et al., 2011; Alves et al., 2012; Wang
LF et al., 2014; Zhao et al., 2016). Moreover, Yang
et al. (2013a) took both transmit antenna selection
(TAS)/MRC and TAS/SC into account in multiple-
input multiple-output (MIMO) wiretap channels,
and derived exact and asymptotic closed-form ex-
pressions for the secrecy outage probability (SOP).
Besides, the impact of antenna correlation on SOP
in MIMO wiretap channels was analyzed by Yang et
al. (2013b).

Security issues are especially important in CR
networks (CRNs). The secrecy outage performance,
over Nakagami-m fading channels, including SOP
and the probability of non-zero secrecy capacity, was
studied by Tang et al. (2014). Liu HQ et al. (2016) in-
vestigated the secrecy outage performance over log-
normal fading channels in CRNs. In addition, a co-
operation technique in CRNs was investigated by
Zou et al. (2015), and both the intercept probability
and outage probability of the proposed single-relay
and multi-relay selection schemes for the secondary
transmission relying on realistic spectrum sensing
were analyzed. In cognitive decode-and-forward re-
lay networks, several relay selection schemes were
proposed, and two cognitive relays (one relay played
a role of relay, while the other acted as a friendly
jammer) were used to improve the secrecy outage
performance (Liu et al., 2015). Moreover, Liu YW
et al. (2016) introduced and analyzed a power trans-
fer model and secure information model of device-to-
device communications in energy harvesting large-
scale cognitive cellular networks to help the legal
receiver enhance its received signal-to-noise ratio
(SNR).

However, very little research has considered the
secrecy performance of the single-input multiple-
output (SIMO) system, which is one of the most
effective technologies to improve the transmission
rate in CRNs. Elkashlan et al. (2015) and Zhao
et al. (2015) investigated the security of SIMO sys-
tems using MRC/SC in CRNs. However, Zhao et al.
(2015) considered only the Eve equipped with a sin-
gle antenna, while Elkashlan et al. (2015) considered
only the SC technique. It is well-known that MRC
performs better than SC. In addition, although the
probability density function (PDF) of MRC is sim-
ilar to that of Nakagami-m, Tang et al. (2014) con-
sidered only the imperfect CR scenario and did not
deliver the asymptotic analysis in their investigation

on secrecy outage performance.

We consider a SIMO spectrum sharing system
where an SU transmits confidential messages to an-
other SU equipped with M (M > 1) antennas, em-
ploying an MRC scheme to improve its received SNR.
An Eve equipped with N (N > 1) antennas also
adopts the MRC scheme to promote successful eaves-
dropping. The closed-form expressions of the exact
and asymptotic SOP over Rayleigh fading channels
are derived. Two main observations can be obtained
from the simulation and numerical results:

1. SOP can be improved by increasing the num-
ber of the antennas at a secondary legitimate receiver
(SU-RX). Meanwhile, increasing the number of the
antennas at the Eve will degrade the secrecy outage
performance.

2. SOP will remain constant in the high re-
gion of the interference threshold at PU, because in
this case the secondary user (SU-TX) adopts only its
maximum available power as its transmit power.

2 System model

We consider a SIMO wiretap channel in CRNs
(Fig. 1). An SU-TX encodes its messages into the
codeword © = [z(1),---,z(l), -+ ,x(L)], where L
is the number of elements of @, and transmits x
into an SU-RX equipped with M (M > 1) anten-
nas and adopting MRC to improve its SNR, while
an Eve equipped with N (N > 1) antennas also
adopts MRC to overhear the information between
SU-TX and SU-RX. hM = [hMl,hMQ, s ,h]V[M]T
and hy = [hn1,hne, -+, hyn]T are the channel
vectors of the SU-TX-SU-RX link and the SU-TX-
Eve link, respectively.

In order not to degrade the quality of service
(QoS) of PU, the transmit power at SU-TX (F;)
should be limited at a given threshold (Ip) that the
PU can tolerate. Thus, P; can be written as

p— { Ip/gp, Ps>/gp = gp>Ip/Ps,
Ps, Ps<Ip/gp = gp <Ip/Ps,

(1)
where gp = |hy|? is the channel power gain between
SU-TX and PU, and Pg is the maximal transmit
power at SU-TX.

We assume that all channels experience in-
dependent Rayleigh fading and additive white
Gaussian noise with a variance of Ny. We also as-
sume that full channel state information (CSI) is
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Fig. 1 System model (SU-TX: secondary user; SU-
RX: secondary legitimate receiver; PU: primary user;
Eve: eavesdropper)

available at SU-TX. If Eve keeps in silence and just
listens, the channel gain of SU-TX-Eve (hn; € hy,
j€{1,2,---,N}) is unavailable at SU-TX. The as-
sumption, also given by Tang et al. (2014), that hy;
is available at SU-TX, is to establish theoretical mod-
els to investigate the secrecy performance for every
realization of hy ;. Similarly, the assumption on the
CSI from PU to SU-TX has been widely adopted in
cognitive works (Elkashlan et al., 2015) .

Thus, the PDF of the channel power between
SU-TX and SU-RX can be given as

f\th\Q (.CC) = hLM exp <_hiM), (2)

where hjs is the mean channel power gain for all
channels between SU-TX and SU-RX, and k €
{1,2,--- ,M}.

Similarly, we have |hn;|? ~ exp(1/hg) and
|hy|? ~ exp (1/hp), where h and hp are the mean
channel power gains of the SU-TX-Eve link and the
SU-TX-PU link, respectively.

Let )\E = 1/hE, )\p = 1/hp, and )\D = 1/h]\/[.
The PDFs of the combined channel powers of SU-RX
and Eve are (He et al., 2011)

il exp (—Aggq) AL

i—1)! 9

flgg) =2

>0, (3)

where (q,7) € {(D, M), (E,N)} and g, = | h|>.
The cumulative probability density function
(CDF) of g4 can be given by

/gq u' "l exp (=Aqu) Al q
o i—1) b

F(gq) =

3 Secure outage analysis

The instantaneous secrecy capacity is (Elkash-
lan et al., 2015)

C's=max {log2 <1—|— P;\?OD ) —log, <1—|— P]tngE) , O}.

(5)

SOP is defined as the probability that the in-

stantaneous secrecy capacity is below a target se-

crecy rate (Cipn, Cyp > 0). Different from Elkashlan

et al. (2015), we calculate the SOP under two cases
of P; as suggested by Eq. (1), by

SOP (Cy) =Pr{gp > Ip/Ps} SOP; (Ci)
+Pr{gp < Ip/Ps}SOP; (Cy,), (6)

where SOP; (Cyy,) and SOP4 (Cyy,) refer to the SOP
when P, = Ip/gp and P, = Pg, respectively.

The above method has also been adopted by
Liu HQ et al. (2016), and it has been verified that
this method is easier than that of Elkashlan et al.
(2015). However, Liu HQ et al. (2016) did not per-
form asymptotic analysis on SOP, which is one of the
most important indicators in physical layer security
(Wang LF et al., 2014; Elkashlan et al., 2015).

Since gp = |hp|* ~ exp(l/hp), the items
Pr{gp > Ip/Ps} and Pr{gp < Ip/Ps} in Eq. (6)
can be easily obtained as

Prige > Ie/Ps} e (<252) ()

Pr{gp < Ip/Ps} =1 — exp (—Af,';f) C®

3.1 Derivation of SOP;

When P, = Ip/gp, we can write SOP1(Chy,) as
(Tang et al., 2014)

Pr {CS < Cth}

=Pr {log2 (1 + pg—D) —log, <1 + pg—E> < Cth}
ap ap

_Pr { L+pgp/gp _ 2%}

L+ pge/gp ~
a—1
ZPY{ P QPZQD_QQE}7 9)
where o = 26 and p = Ip/Ny.
-1
Let 7y = “——gp, Zo = gp — agp, and X —
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agg. The PDFs of X and Z; can be derived as

N ~lexp (—Agz/a) A}

fX ({E): N (N—l)' ) (10)
le (21) = 1;1{)_)\]13 exp <_ f;)\lel) : (11)
2 > (a —Pl)No _ B7
S

where A = 1/exp(—ApIp/Ps). In this case, gp >
Ip/Ps. The PDF of gp can be obtained by f,, (z) =
AXp exp(—Apx).

We can rewrite Eq. (9) as

SOP; (Cyn)

/ [z, (1) / [z, (22) dzadz;
:/B fz (21)/700 [z, (22) dzadzy

I
"’/ [z, (Zl)/ fz, (22) dzodzy .
B 0
Iz

3.1.1 Derivation of I3

(12)

By using the distribution function proposed by
Papoulis et al. (2002), we can derive the PDF of Z5 as
(to simplify the analysis, we do not need to calculate
the PDF of Z5 < 0 directly)

fza (22) = / " fon (24 ) fx (z) da

Considering the derivation presented in Appendix A,

(13)

we have

M—1
(N + k)
[z, (22) =@ ( )
2 Z ()\D + )\E/Q)N+k
éw Flexp (=Apz), (14)
)\J\/I)\N
where & = and I'(+) is Gamma

aN (M —-1)I(N -1)!
function (Gradshteyn et al., 2007).
The CDF of Z5 can be given by

e T'(N + k)
Fos () = @ Z ( )()\D +xg/a)VF

z2
/ uM = L exp (=Apu) du
0
I'(N +k)

M-—1
=¢

Z ( ) (Ap + Ag /)N TF
'AIB MV(M— k,Apz2),

(15)

= [ exp(—t)t"~1dt is the lower in-
complete Gamma function (Gradshteyn et al., 2007).

To facilitate the analysis, we define an integral,
I3, as follows:

> N~ M1
Ig :/0 f22 (ZQ)dZQZ@ ];J < k )

 T(N+k)  T(M-—k)
(/\D + /\E/a)N-Hc )\]\él—k

For Z; € [B, +00), it is easy to observe that

where y(n,x)

(16)

11—/Boole(zl)'(l—lg)dzl—1—]3. (17)

3.1.2 Derivation of I

I> can be written as

I = /oo fz.(21) - Fz,(21)d2z

M-—1 F(N+I€) b M
=7 Z ( ) (Ap + Ap/a)N T &
'/: fr (27 (M =k Apzr)dar. (18)

Considering the integral equation @ given in Ap-
pendix B, we derive I as

M-—1 M—l
=y (M)
(N +k)
()\D + )\E/Oé)N+k

M—k—1 |,
'{1_ 5 )\_DAp)\pF(n+1,AB)}, (19)

n a—1 Antl
n=0

(M =k —1)!

where I'(n,z) = [ exp(—t)t"~'dt is the upper in-
complete Gamma function (Gradshteyn et al., 2007).
Finally, we can obtain SOP; as

SOP; (Cuy) =1 — I5 + Io. (20)

3.2 Derivation of SOP,

When gp < Ip/Ps, P, = Ps. It means that SU-
TX adopts only its maximal transmitting power to
deliver information to SU-RX. Obviously, the target
system model falls into a non-CR model in this case.

Substituting ¥,; = Psha/No and 7y =
Pshp /Ny into the closed-form expression of SOP
presented by He et al. (2011),
SOP; (Cip) as Eq. (21) (see the next page).

we can calculate
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SOPQ(Oth)_N21< M+kk—1 )(

k=0 Yv +Yw

VM’YW

M- e
N ! ( N + k -1 ) AN
JVI+k — — Ntk
k=0 Far +7w)

< fL )O‘n(o‘_ D* " (N + 0 — D)7

_ M-1 k
exp [—(a — 1)/7y] 3 (21)
— n N4+n
(N -1 o ne KA YT (T + o)
Finally, SOP can be obtained by substituting 4.1 Derivation of the asymptotic SOP{°
Egs. (7), (8), (20), and (21) into Eq. (6). This ex- _
pression serves as a prerequisite for other secrecy Eq. (9) can be rewritten as
metrics, such as the probability of non-zero secrecy a—1
capacity (PNSC), calculated as SOP; = Pr{ gp +ogp = gD} : (24)

PNSC = Pr(Cs > 0) = 1 — SOP(Cy, = 0).  (22)

In addition, our SOP expression without the in-
terference power constraint reduces to the SOP ex-
pression presented by He et al. (2011) in Rayleigh
fading.

4 Asymptotic secrecy outage probabil-
ity

In this section, we derive a new asymptotic ex-
pression for the SOP at high SNR operating regions.
The aim is to derive two important indicators in
physical layer security: the secrecy diversity order
and the secrecy array gain (Wang LF et al., 2014;
Elkashlan et al., 2015).

By applying the Taylor series expansion trun-
cated to the first order in CDF of gp, we can derive
the first-order expansion as (given by the equation of
the first-order expansion of PDF presented by Wang
LF et al. (2014))

M—1

A’U v

Fy, (9p) = 1 —exp(—=Apgp) Y Dv—,gD
v=0 '
=1-(1-Apgp)
Apgp)™
exp (Apgp) — % -0 (/\%I)]
(Apgp)™

:T+o()\%f), (23)
Ap — 0,

where o(-) denotes the higher-order terms, and A\p —
oo (Elkashlan et al.,

0 is namely the 7, =
2015).

S
—
NoAp

-1
Let Z3 = @ gp + agrg. We can derive the

PDF of Z3 as Eq. (25) (see the next page), where
Q1(-,+,-) is defined as (given by Eq. (1.3.2.6) pre-
sented by Prudnikov et al. (1986))

Q1 (n,a,z) = /:1:" exp (ax) dz = exp (ax)

n
x" +Z TL—l) (ln—p-i-l) n—p
a f art

p=

(26)

Considering Eq. (23), we can rewrite the asymptotic
SOP?° as

SOPY = /B [z, (23) / ngD (9p) dgpdzs
0

AM oo
AD. / Fzo (23) 2Mdzg + 0 (MM . (27)
it

Substituting the PDF of Z3 into Eq. (27), we
have Eq. (28) (see the next page).

We consider the integral Eq. (29), as shown on
the next page.

Substituting Q1 (-,-,-) into Q2, we can derive

Eq. (30), as shown on the next page, where a =
(e
a—1 «

Using Eq.(3.351.2) presented by Gradshteyn et
al. (2007), we can derive Q2 as Eq. (31), as shown on
the next page.

Considering the closed-form expression of @3,
we can derive the closed-form expression of the
asymptotic SOP” as

SOPS® = (Gar - Ap)M +0 (M), (32)
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faa (o) = | o (@) fx (55— 2) da

_ ApApAy ox
(a—1)aN (N -1) P

(
—<a_f§?§”_1fvi( )1>“1[@1(N—q—1’—(§i’1—%)123>

. Ap)\p)\N)\M N Nego1 [ [ pA\p g
SOPI ( —1)CYNM' | 1) /B Ql N_q_la_ a—l_j » %23

a—1
N—g—1 —q—1
z N—-q¢g-1)(N—-q¢q—-2)---(N—q—p g
l £y ! W —a-2): ) N ]d (30)
p=1
1 (- 1\ PAp &GN gD (N-g-2)-- - (N-g-p)
= '(N+M B 1
@ <P)\P> < e >+ pz:; =1 artl
N+M—p
a—1 PAP
'(N+M- B 1
<P)\P> < " Do ) (1)
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where G is defined as Eq. (33), as shown on the pre-
Ap/\p/\g
(= 1) a¥NMV(N - 1)

vious page, in which © =

4.2 Derivation of the asymptotic SOP3°

Using the asymptotic SOP expression presented
by Wang LF et al. (2014), we have the asymptotic
SOP5° as

SOPS = (Gaz - Ap)™ +0 (\Y), (34)

where G .9 is defined as

. i ( M ) ai(a — DM 7IPIT (N +4)
a2 = . q 4
2\ i MINLNZT(N)

No\™
Ps
Considering the closed-form expressions of

SOP?® and SOP5°, we can rewrite the asymptotic
SOP as

1/M
(35)

SOP™> = Pr{gp Z Ip/Ps}SOPTO
+ Pr{gp < Ip/Ps}SOPZ°

= (Ga-Ap)Y +o (N, (36)

where G, is defined as

Apl
Ga = {G% - eXp <_ ;SP>
7 1M
+GM . [1 — exp (— )\;SP)] } .37

It is obvious that the secrecy diversity order is M,
and the secrecy array gain is G, 1. These two indica-
tors determine the slope and characterize the channel
power gain advantage of the asymptotic SOP relative
to the reference curve )\%I .

5 Numerical results and discussion

Fig. 2 plots SOP versus Ip for various Ag and
(M, N) combinations. Obviously, SOP can be im-
proved by increasing M, which also means increas-
ing the MRC diversity gain at SU-RX. Meanwhile,
SOP becomes worse as N increases, and as it in-
creases the MRC diversity gain at Eve. The SOP
with a higher A\g outperforms that with a lower Ag
in various (M, N) combinations. It is because that a
higher \p represents a worse SU-TX—Eve link, which

increases the outage probability. We can see that
SOP degrades while Ip increases, due to the relaxed
peak interference transmit power at the PU, which
increases the transmitting power (FP,) at SU-TX in
turn. Further, we can find that, there exists a floor
for SOP in the high Ip region. It is because P, = Pg
when Ip — o0, in which case the transmitting SNR
remains constant.

In Fig. 3, it is obvious that our asymptotic
curves accurately predict the secrecy diversity or-
der and the secrecy diversity gain at a high w region,

namely at a high 7, = region. SOP can be

Ps
ApNo
improved when w increases, which means that SU-
TX-SU-RX links become better compared to SU-
TX-Eve links. It is also worth noting that N does
not have any impact on the diversity order which is
affected only by M, while N can generate an effect

on the secrecy array gain.

10° 8

N
<

(M,N)=(6,2)

Secrecy outage probability
o

* Simulation (A_=
| o Simulation (A_=
A Simulation (A_=
— Analysis
-30 26 -20 -15 -10 -5 0 5 10 15
1,(dB)

N
o

Fig. 2 Secrecy outage probability versus Ip for Ap =2,
Ap :3, N() = 1, PS =1 dB, and Cth =0.1 bit/(S~HZ)

100 4 — . . .

(M,N)=(6,3) ——

Secrecy outage probability
>

107 % Simulation
Analysis

== Asymptotic
5 0 5 10 15 20 25 30

w=1/A, (dB)

1072

Fig. 3 Secrecy outage probability versus w=1/Ap for
Ap:3, AE:2, IPZI dB, PS:3 dB, N():l, and
Ci¢n=0.1 bit/(s-Hz)
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Moreover, obviously, simulation and analytical
results match very well in both figures.

6 Conclusions

In this paper, we have investigated the secrecy
outage performance of the SIMO wiretap model
in CRNs over independent Rayleigh fading chan-
nels. The closed-form expressions for the exact and
asymptotic SOP have been derived and verified via
simulations.
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Appendix A: Derivation of Eq. (14)

Substituting the PDFs of gp and X into
Eq. (13), we can derive Eq. (A1), as shown on the
Expanding (-)»~!in Eq. (A1) by apply-
ing the finite sum function of power series presented

next page.
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)],

by Gradshteyn et al. (2007) for binomial expansion,
we have

MyN
ST e

£00)

/ VL exp [— ()\D + /\—E) ] dz.
0

(A2)

[z, (z2) =

By using the Gamma function presented by
Gradshteyn et al. (2007), we can derive the PDF of
Zs as Eq. (14).

Appendix B: Derivation of the integral
equation Q

We consider the following integral equation:

Q= / f2r (1)

M k )\Dzl)dzl (Bl)

Expending ~(-,-) in Eq. (18) into the form of
series, we have (given by Eq. (8.352.6) presented by
Gradshteyn et al. (2007))

'y(M—k,)\Dzl) = (M—k—l)'
M—k=1 yn n
: [1 —exp(=Apa) D B (B2
n=0 ’

where M — k=1,2,---, M.

Substituting Eq. (B2) into @, we can derive
Eq. (B3), as shown on the top of this page.

Using the incomplete Gamma function pre-

sented by Gradshteyn et al. (2007), we can derive
Q as

Q=(M-k—1)
M—k—1 |,
.{1_ 5 )\_DAp)\pF(n—i-l,AB)}, (B4)

n a—1 Antl

n=

App

where A = A\p —|— —1
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