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Abstract: We propose a method to suppress deceptive jamming by frequency diverse array (FDA) in radar electronic coun-
termeasure environments. FDA offers a new range-angle-dependent beam pattern through a small frequency increment across
elements. Due to the coupling between the angle and range, a mismatch between the test angle and physical angle occurs when the
slant range on which the beam focuses is not equal to the slant range of the real target. In addition, the range of the target can be
extracted by sum-difference beam except for time-delay testing, because the beam provides a range resolution in the FDA that
cannot be deceived by traditional deceptive jamming. A strategy of using FDA to transmit two pulses with zero and nonzero
frequency increments, respectively, is proposed to ensure that the angle of a target can be obtained by FDA. Moreover, the lo-
calization performance is examined by analyzing the Cramer-Rao lower bound and detection probability. Effectiveness of the
proposed method is confirmed by simulation results.
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1 Introduction

In electronic countermeasure (ECM) environ-
ments, the transmitted pulse from radar can be easily
picked up and retransmitted by a jammer. By ampli-
fying the repeated signal, the repeat jammer may
produce a series of false targets (FTGs), which can be
overlapped with echo in both time and frequency
domains. FTGs are in the main beam and are highly
correlated with the real target (RTG); thus, radar
cannot easily identify and suppress them. Several
strategies have been proposed to combat deception
jamming over the last several decades. Parameter
agility during the pulse has been studied (Akhtar,
2009; Lu et al., 2011; 2013; 2016; Zhang et al., 2013;
Xiong et al., 2016) and random orthogonal frequency
division multiplexing (OFDM) signals (Schuerger
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and Garmatyuk, 2009) have been adopted, which can
create more difficulties for the jammer in intercepting
the radar’s waveform. However, if the jammer is
powerful enough to follow the radar and is able to
retransmit the signal within one pulse repetition pe-
riod, FTGs can be generated effectively as well. Other
strategies focus on the analysis of signal features,
such as polarization (Huang et al., 2013), fluctuation
characteristics (Rao et al., 2010), and correlation (Rao
et al.,2011; Zhao et al., 2015), the aim of which is to
distinguish the true target from FTGs based on signal
feature differences. These methods have high com-
putational costs and the information needed can be
hard to extract.

Frequency diverse array (FDA), which can
generate a range-angle-dependent beam pattern
through a small frequency increment across the ele-
ments, was first proposed by Antonik et al. (2006).
Because of its potential applications in signal pro-
cessing, FDA has attracted substantial attention in
recent years. The characteristics of the FDA beam
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pattern have been analyzed (Cullens et al., 2012), and
the design strategies of the FDA radar system and
receiver architectures have been given (Jones, 2011;
Wang et al., 2015; Xu Y et al., 2015). Wang (2016a)
proved that FDA has better performance in parameter
estimation as well as moving target detection, indi-
cating that FDA can be exploited for radar applica-
tions (Wang, 2015). FDA was also used to suppress
the multipath and range-dependent clutter (Wu et al.,
2012; Cetintepe and Demir, 2014). Although much of
the literature indicates that FDA can be used for
range-dependent jamming (Wang and So, 2014; Wang,
2015), a concrete method for its application has rarely
been studied. A method of deceptive jamming sup-
pression based on FDA-MIMO (multiple input, mul-
tiple output) was proposed by Xu J ef al. (2015), and
is unique in the literature. However, although Xu J et
al. (2015) introduced the principle and the perfor-
mance of jamming suppression via spatial frequency
in the transmit-receive domain, a concrete method of
extraction is still unknown. A method for using FDA
in deceptive jamming suppression for improved per-
formance requires further investigation.

Due to the coupling range and angle peak in the
beam former output, a standard FDA cannot estimate
the range and angle of a target by itself (Wang, 2016b).
Traditional phase-array radar (PAR) can estimate the
angle information accurately by itself, but not the
range information. When the advantages of PAR are
used by FDA, physical range information can be
correctly extracted under deceptive jamming. In this
study, FDA is combined with PAR to distinguish the
true target and FTGs; FDA transmits double pulses so
that both the range and angle information can be es-
timated accurately. The strategy is based on the ob-
servation that jamming can deceive only the radar in
range domains, which is the general situation in
ECMs.

2 Preliminaries of frequency diverse array
radar

Different from traditional phased arrays, FDA
uses a small frequency increment across the elements.
Considering that the FDA radar is composed of om-
nidirectional elements, the carrier frequency of the
nth element in a uniform linear form is (Antonik et al.,
2006)
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fo=h+m=-DAf, n=12,..

N, (D
where f; is the reference carrier frequency and Af'is
the frequency increment, which can be neglected
when compared to f; (in other words, Af should meet
the condition that f;>>N-Af).

Supposing that all the signals transmitted by
elements have the same initial phase, the signal ar-
riving at a given far-field point (R, 6) (denoting the
range and angle for the reference element) is

s, (r —r—"j - exp|: 2nf, (; —iﬂ, )
C C

with ¢ denoting the speed of light and r,=R—ndsin8
the distance between the target and the nth element.
Therefore, the phase difference of the signals trans-
mitted by different elements can be expressed as
(Antonik et al., 2006)

-d-siné .

Aw(r)z2n[Af~t+f° sind _ & Rj, 3)

c ¢

where d is the inter-element spacing. In a narrowband

case, the array factor can be expressed as (Wang,
2016a)
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The additional phase factor ¢ is

fodsin@
B

4, ~ 21, (r —%]— 7N~ 1) 5)

As shown in Eq. (4), the characteristics of the
pattern, all of which are useful for FTG discrimina-
tion, can be identified as follows:

1. The beam pattern is range-angle-dependent.
For a given instant of time, the angle on which the
beam focuses is changed with an increasing range.
For a given time, the angle on which the pattern fo-
cuses in R'=Ryt+AR can be written as
AfAR

i)

0

(6)

¢’ = arcsin [Sin 6, +
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where 6, denotes the angle of the peaks at R=R,,.

2. The beam pattern is time-variant. For a fixed
range, the pattern would be periodic in time in the
angle dimension, and the angle of the peaks at /=¢, can
be expressed as

~ Af‘to'c} )

0’ = arcsin [sin 0 -
df,

where @ denotes the angle of the peaks at =0. The
tendency of angle changing with increasing time is
shown in Fig. 1.
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Fig. 1 Angle-time pattern of FDA (Af=3 kHz, fy=1 GHz)
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3. The beam pattern of FDA has a range resolu-
tion (for a transmitted monochromatic continuous-
wave signal, conventional PAR has no range resolu-
tion). The range modulation patterns of PAR and FDA
are shown in Fig. 2, with the energy attenuation in the
range dimension being neglected.

4. When the frequency increment is zero, the
array factor of FDA will be the same as the array
factor of PAR. The patterns of PAR and the FDA are
shown in Fig. 3.

The beam can be formed through phase-shift
architectures in PAR, which can also be suitable for
FDA. Supposing that the phase shift for each element
is 0, ¢, ..., (N—1)p, the transmitting patterns of FDA
based on Eq. (4) can be written as

sin[Nn(Af.t_w_‘_aWj_N(p}

|AF |_ c 2
FDA| — - .
sin{n[Af-t—Af’R+dﬁ)sm9)—N(’D}
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Fig. 2 The modulation patterns of range (0 and ¢ are fixed)
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Fig. 3 Comparison of FDA (a) and PAR (b) beam patterns
(Af=3 kHz, fi=1 GHz)

When the desired position is (Ry, 0y), the amount
of phase shift in =0 should be set as

ARy | dfy sin@oj' )

(/):27{
C C

3 Principle of deceptive jamming discrimi-

nation

FTGs are always created by digital radio fre-
quency memory (DRFM) through listening, storing,
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and repeating the radar’s transmitted signals. PAR can
be easily deceived in the range dimension because the
range information is extracted by time delay. In the
angle dimension, however, the information is ex-
tracted through the sum-difference beam and the
measurement results can be accurate. Because the
range and angle are coupled in FDA, the physical
range can be correctly estimated when the angle in-
formation of RTG can be obtained. Two strategies are
investigated to identify RTG from FTGs in the fol-
lowing, one of which is based on angle comparison
and the other is based on range estimation.

3.1 Strategy based on angle comparison (strategy
A)

Angle measurement is conducted by a sum-
difference amplitude comparison in PAR. Supposing
that the target is illuminated by two beams, the echo
received by beam 1 is

u, = kF,(0) = kF (6, - 6), (10)
while the echo received by beam 2 is
u, =kF,(60)=kF (6, +9), (11)

with 6y denoting the angle of the antenna axis and o
the drift angle between two beams and the antenna
axis. When the drift angle of the target is &, the sum
and difference signals can be expressed as

2. (0) =uy () +u(8) ~ 2kF (),

dF (6)

A@)=u, (0 0) ~ 2k (12)
(@) =u(0)—u,(0)~ 37 .

6=6,

As shown in Eq. (12), the value of angular error ¢
is proportional to 4(6) and the direction of deviation
can be indicated by the symbol of sum-difference
comparison.

Because the range and angle are coupled, an
error will occur in angle measurement when the range
under test is not equal to the real range in FDA. Thus,
FTGs can be identified due to the mismatch between
the test angle and physical angle. Assume that an RTG
locating at (R;, 6y) and an FTG locating at (R, 6,) are
indicated by PAR at the same time. Adjusting by
Eq. (9) the beam pattern of FDA to focus on (R;, 6y)
when #=0, another peak would occur when

t,=(RR;)/c. The angular error ¢ would be zero when
t,=0, while ¢ would be nonzero at #,, according to Egs.
(6) and (7). The angle patterns focused on at (R;, 1)
and (Ry, t,) can be given as

0, = arcsin [sin 0, — Afd—;zcj ,
0

N(R —R) Af-t,-c _g
df, a, | "

0, = arcsin {sin 0, +

(13)

where 6, denotes the angle at (R, #,) and 65 the angle
at (Rg, ). Eq. (13) reveals that the pattern steers at 6
at (Rg, 1p); at this time, the angular error e=6,—6,, so
the testing result of the angle is 6, at range Ry. That is
to say, the angle information cannot be extracted ac-
curately when the range cannot be measured correctly.
However, when the physical angle is known to FDA,
FTGs will be identified due to angle mismatch.

3.2 Strategy based on range estimation (strategy
B)

As shown in Fig. 2, FDA has a range resolution
that can be similar to the angle dimension of PAR.
Thus, a high-accuracy measurement can also be
conducted through the sum-difference beam in the
range dimension. This can provide another effective
way to estimate the slant range of the target when the
echo is deceived in the time domain. When the
sum-difference beam is adopted, the target will be
illuminated by two beams, which can be expressed as

u, = kF(R) = kF (R, — 6,), 14
{uz = kF,(R) = kF (R, + &), (9

with Ry denoting the range of the antenna axis when
the angle is fixed and dg the drift distance between the
two beams and the antenna axis. When the drift dis-
tance of the target is &g, the sum and difference signals
are

D (R)=u,(R)+u,(R)~ 2kF (R,),

dF(R) (15)

A(R) = u,(R) ~ u, (R)= 2ke,

R=R,

As stated in Eq. (15), the value and direction of
range error &g can also be indicated by the signal of
sum-difference comparison, which can be the same as
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the condition for the angle dimension. In addition, the
beam pattern is time-variant based on Eq. (4), and
when the angle is fixed, the distance on which the
beam focuses at r=¢;+A¢ can be calculated as

R=R, +cAt, (16)
where R, denotes the distance that the radar steers at
t=t;. Thus, the beam can scan a distance interval for a
given angle without any adjustment, assuming that
two targets located at (R;, 6y) and (Ry, 6y) are indicated
by PAR at the same time. Steering the beam to (R;, &)

when =0, if the value of the difference signal is zero,
then we can conclude that R; is a physical distance.

3.3 Strategies to transmit double pulses

According to the above analysis, deceptive
jamming can be identified successfully in FDA when
the information about a real angle can be obtained. An
important issue is how to extract real angle infor-
mation accurately for FDA. One effective way is to
emit double coherent pulses with zero and nonzero
frequency increments. Double pulses can be trans-
mitted by the same hardware equipment via time
sharing and spatial sharing.

The strategy of emitting double pulses via time
sharing is illustrated in Fig. 4. All the intrinsic signals
are produced by the same local oscillator, which en-
ables better performance in signal coherence. When
the radar wants to emit the conventional waveform,
switch B is turned on and all elements will emit the
same signal. A frequency increment will be brought to
every element via a frequency multiplier when switch
A is turned on. The phase difference error between
elements can be eliminated through amplitude-phase
compensation.

The strategy of emitting double pulses can also
be conducted via spatial sharing (Wang and Shao,
2012; Wang, 2013), which is shown in Fig. 5. The
array will be divided into two subarrays, one trans-
mitting the PAR waveform (subarray 1) and the other
transmitting the FDA waveform (subarray 2). Or-
thogonality of the transmitted waveforms is a re-
quirement for allowing signal separation at the re-
ceiver, which can be written as

[Sp(0)-5,(0dt =0, n=1,2,..,N, (17)
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Fig. 4
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Fig. 5 Illustration of the double-pulse FDA via spatial
sharing

where Sp(7) denotes the signal emitted by PAR and s,,(7)
the signal emitted by the nth element in subarray 2.

The physical angle will be accurately measured in

subarray 1, and a new coupling of angles at different

distances will be obtained in subarray 2. The physical

distance will then be identified when the test results in

subarray 2 are compared to those in subarray 1.

Finally, the proposed deceptive-jamming dis-
crimination method (Fig. 6) can be summarized as
follows:

1. The FDA radar transmits a coherent pulse with
zero frequency increment (Af=0 Hz).

2. The FDA radar return is processed by the
sum-difference comparator and thus the angles of the
targets 6, can be estimated using Eq. (12).

3. Record the time when the peaks are outputted
and thus the ranges of the targets can be estimated.

4. The FDA radar focuses the transmit beam
pattern toward the desired position (R, 6y) by Eq. (9)
and transmits another pulse with a non-zero fre-
quency increment. Ry can be the nearest range be-
tween the targets and radar, which is indicated and
recorded in step 3.
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5. For strategy A, record the time when the value
of the difference signal in the angle dimension is zero,
which can be written as At.

6. For strategy B, record the time when the value
of the difference signal in the range dimension is zero,
which can also be written as At.

7. The range of RTG can be estimated as R=Ry+
cAt.

(Generate a coherent pulse for the FDA radaD

Transmitted with Af=0 Transmitted with Af#0

Receive a series of target Focus the beam pattern

positions (Ro, 6o), (Ri,
B0), ("Rm 090) ! toward (Ro, 6o) (Eq. (9))

Strategy B

Strategy A ¢
Record the time (At) when the Record the time (Af) when the
value of the difference signal value of the difference signal
in the angle dimension is zero in the range dimension is zero

R=Ro+cAt

Fig. 6 Diagram for the proposed deceptive-jamming dis-
crimination method

4 Localization performance of the double-
pulse strategy

Although the proposed double-pulse strategy
can suppress deceptive jamming, it also causes loss in
reflected signal energy and decrease in localization
performance. In this section, the Cramer-Rao lower
bound (CRLB) and detection probability are pre-
sented to show how much the localization perfor-
mance is degraded using the double-pulse strategy.

According to Wang and Shao (2014) and Stoica
and Moses (2005), the CRLB for estimating the target
angle and range in FDA can be expressed as

n=0

N-1 -1
CRLBGS:(ZSNRJ(]ZZnZJ , (18a)
kP +k;

N-1 ’

2-SNR-k7k; Y n’

n=0

CRLB, =

(18b)

where SNR stands for the signal-to-noise ratio, 6; the
angle of the target, and r the range of the target, and
ki1, k», and k3 can be expressed as

k, =2mnf,dcos@,/c,, (19a)
k, =2n(f, + Af)d cos b, / c,, (19b)
k, =2nAf / ¢,. (19¢)

The detection probability based on the Neyman-
Pearson principle (Wang and Shao, 2014) can be

expressed as
2 -1
[JHFZ@ (I—Pﬂ,

P =1-F,
o!N*+o?

)

(20)

where ;((22) is the chi-square distribution with two

degrees of freedom, N is the number of receive array
elements, and Py, is the false alarm probability. An
approximate expression of Eq. (20) is (Richards,
2005)

P, 0.5 erfo(~In B, —SNR+0.5),

erfe(z) =1- ij. exp(—v* )dv. -
Jrndo

From Eq. (18), we can see that when Af=0,
CRLB, — oo it can be easily understood that con-

ventional PAR has no range resolution. Both Egs. (18)
and (21) show that the localization performance is
highly correlated with the signal-to-noise ratio (SNR)
in the receiver, so an SNR performance comparison
between a double-pulse radar and a typical FDA radar
is necessary for localization performance analysis.
For a time-sharing FDA radar, the output SNR
during one pulse can be the same as the conventional
SNR; however, the coherent processing time would
decrease as the time-sharing radar transmits double
pulses during one coherent processing cycle. Suppose
that the process of pulse integration in a double-pulse
radar is non-coherent integration, and that M pulses
are integrated during one coherent processing cycle.
The resulting SNR after integration can be expressed
as (Mahafza and Elsherbeni, 2003; Richards, 2005)

SNR, =SNR,-I(M)/L_(M),

46.6
log M[1-0.14log M +0.0183(log M )*],
L (My=M/I1(M),

res

[1(M)],, =6.790+ o.zsspd)[l +M}

(22)
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where /(M) denotes the improvement factor of ac-
cumulation and L., the SNR losses during the accu-
mulation. For fixed Py, and Py, the single-pulse SNR,
SNR;, can be calculated as

(SNR)),, =101og[SNR - L (M) /I(M)]. (23)

Suppose that the time when radar emits the
conventional waveform can be equal to the time when
radar emits the FDA waveform in a double-pulse
radar. The number of integrated pulses can be M/2. So,
the ratio of the SNR for a single pulse between a time-
sharing radar (denoted as SNR ) and a typical FDA
(denoted as SNR_gp4) can be expressed as

SNR, , _ L. (M) I(M) . (24)
SNR, o0 L. (M /2)/1(M/2)

res

For a spatial-sharing FDA radar, the coherent
processing time can be the same as the conventional
processing time; however, the transmitting energy can
be decreased as the number of elements transmitting
the same waveform decreases, so the output SNR
during one pulse can be lower than the conventional
SNR. Assuming that the array is divided from the
middle, the SNR during one coherent processing
cycle can be decreased to half of that of the typical
FDA (3 dB lower than the typical SNR). Also, as the
aperture area decreases, the angle resolution and
range decrease; this is shown in Eq. (18).

According to the above analysis, the localization
performance can be influenced by only the loss of
SNR in a time-sharing radar, while by the loss of SNR
and aperture area in a spatial-sharing radar. So, the
localization performance of a time-sharing radar is
better than that of a spatial-sharing radar (both time
and spatial sharing are divided from the middle). All
the simulation results given in the following section
are based on a time-sharing radar.

5 Simulation results

Considering an L-band (f;=1 GHz) FDA radar
composed of 11 elements (N=11), the frequency in-
crement is chosen as A/~=1 kHz and the inter-element
spacing is 0.15 cm. The radar transmits two beams
during angle measurement, the drift angles of which
are both 1° (6=1°).
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5.1 Example 1: strategy A

In the first example, a target of interest is sup-
posed to reflect a plane wave that impinges on the
array from the direction of 6=n/6 rad and the slant
range of R=30 km. Several FTGs are generated by the
target through deceptive jamming, the indicated
distances of which can be 28.5, 29.25, 30.75, and
31.5 km in PAR (the modulation time of deceptive
jamming is 5 ps). The beam is steered to (30 km,
n/6 rad) according to Eq. (10). The beam pattern of
FDA and the positions of FTGs and RTG are shown in
Fig. 7, from which we can see that the FTGs are still
in the main beam and cannot be easily identified.

Adjust the beam to steer at (28.5 km, /6 rad)
when =0. The angles on which the beam focuses at
different times at R=30 km are shown in Fig. 8, cor-
responding to Eq. (7). We can see that the beam would
focus on 6=n/6 at R=30 km when =5 pus, which is the
physical angle of the target.

Fig. 9 shows the normalized amplitudes of the
difference signals at different angles. The values of
the difference signals at different times can be ob-
tained, as shown in the magnification in Fig. 9. When
=5 s, the amplitude of the difference signal is zero.
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red 0.6
c 30
k|
B |
= 29 0.4
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27 0.2
26
25

-1.5 -1.0 -0.5 0 05 1.0 1.5
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Fig. 7 The beam pattern of FDA and positions of RTG and
FTGs
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o
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Fig. 8 The beam pattern of FDA at different times



1444

Normalized voltage gain
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Fig. 9 Normalized amplitude of the difference signal at
different angles and times

The testing results of PAR and FDA radar are
shown in Fig. 10. We can see that the angle infor-
mation obtained by these two types of radar can be
identical at the physical distance, whereas different at
other distances; thus, the RTG can be identified
effectively.

33

# Phase array

¥FDA
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=]

FTG.
™
\.\.‘ T
't RTG

~~ ““‘:*:—- {
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Distance (km)
rn ] W w
=] w o -

[
=3

25 30 35
Angle ()

Fig. 10 Testing results of PAR and FDA

5.2 Example 2: strategy B

In this example, the number and location of
FTGs can be the same as in Example 1. The radar
transmits two beams during range measurement; their
slant ranges are 29 km and 31 km at 6=n/6 rad. The
squinted patterns and sum pattern of the two beams
are shown in Fig. 11. The sum pattern focuses on the
desired position when the two beams are emitted.

Fig. 12 shows the different patterns of the two
beams. Notice that the amplitude of the difference
signal has a nearly linear variation with the range
when the range error is small enough, which is shown
more clearly in the magnification on the left side.
Adjusting the sum pattern to focus on (28.5 km,

Zhang et al. / Front Inform Technol Electron Eng 2017 18(9):1437-1446

n/6 rad) when =0, the amplitudes of the difference
signal at different times are remarked in the magni-
fication on the right side. When =5 ps, the amplitude
of the difference signal is zero and the range can be
estimated as R=Ry+ct=30 km.

. _;Two sqﬁinled
: : : ‘patterns
Lo Enm e fvamdss O\ s patiem ]

ost.....

2.0

-
w

Normalized amplitude
o

50 80

30 40
Range (km)

Fig. 11 The squinted patterns and sum pattern of two
beams

1.0

Normalized amplitude

5 10 15 20 25 30 35 40 45
Range (km)

Fig. 12 Normalized amplitude of the difference signal at
different angles and times

Fig. 13 demonstrates the difference signal versus
N (number of elements) and Af. We can see that the
slope of the difference signal near R=30 km has an
increasing tendency with growing N or Af. That is to
say, the larger N or Af is, the better performance can
be obtained. So, it can be easily understood that a
time-sharing radar has a better localization perfor-
mance than a spatial-sharing radar because the latter
decreases the aperture area.

5.3 Detection and estimation performances

In this example, we simulate the detection and
estimation performances of the proposed method.
Considering a radar composed of 101 elements, 10
pulses are integrated during one coherent processing
cycle. Fig. 14 shows the comparative detection
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Fig. 13 Normalized amplitude of the difference signal

versus N and Af: (a) difference signal versus N (Af=3 kHz);

(b) difference signal versus Af (N=11)
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probability as a function of the single-pulse SNR,
with a request that Pfa=1078. Notice that a double-
pulse radar needs a higher single-pulse SNR than a
typical FDA radar when the same detection perfor-
mance is requested. Also, the detection performance
of a time-sharing radar can be better than that of a
spatial-sharing radar, which is in line with the above
analysis.

The localization performance is examined by
comparative analysis of the CRLB of the range and
angle estimation (Fig. 15). Notice that the localization
performance degrades when using the proposed
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method; however, the performance of a time-sharing
radar is close to that of a typical FDA, whereas the
spatial-sharing radar is not. When the SNR is large
enough, both types of radar can give satisfactory
estimation performance.
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Fig. 15 Target estimation performance versus single-pulse
SNR: (a) angle estimation; (b) range estimation

6 Conclusions

FDA radar has drawn much attention in recent
years; however, limited work has been conducted on
the application of deceptive jamming suppression.
Conventional FDA radar cannot estimate the range
and angle of a target by itself, whereas PAR can
estimate the angle information accurately. In this
paper we propose a strategy in which a double pulse
can be emitted by FDA so that the advantages of PAR
can be used. When the angle information can be
extracted by FDA, FTGs can be identified due to the
coupling of the range and angle or the resolution in
the range dimension. It is also revealed that FDA
can offer another way to extract the target range
information without time-delay testing, which can
provide potential suppression of range-dependent
interference.
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