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Abstract: Attribute-based encryption (ABE) has been a preferred encryption technology to solve the problems of

data protection and access control, especially when the cloud storage is provided by third-party service providers.

ABE can put data access under control at each data item level. However, ABE schemes have practical limitations

on dynamic attribute revocation. We propose a generic attribute revocation system for ABE with user privacy

protection. The attribute revocation ABE (AR-ABE) system can work with any type of ABE scheme to dynamically

revoke any number of attributes.
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1 Introduction

As a type of cloud service model, cloud
storage inherits the benefits of cloud comput-
ing (Miller and Veiga, 2009; Carroll et al., 2011,
Gibson et al., 2012) and offers a range of advantages
over traditional owned storage systems. It allows
consumers to pay for information technology (IT)
services on a utility-like basis using a shared pool
of configurable computing resources (e.g., networks,
servers, storage, applications, and services). How-
ever, while the benefits of cloud storage are com-
pelling, cloud storage does have its potential down-

sides and risks. The unique security challenges
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arising from the trust in the cloud storage providers
(CSPs) and the shared storage environments have
special requirements for data- and user-centric ac-
cess control.

Attribute-based encryption (ABE) was intro-
duced by Sahai and Waters (2005). It is a type of
public-key encryption, which has a one-to-many rela-
tionship between a public key and a set of decryption
keys. Data is encrypted by a public key and a set of
system parameters. Decryption keys or decryption
processes are associated with an access policy. ABE
does not need data owners or a third party, such as a
CSP, to mediate the data access. Furthermore, when
data is backed up on different servers in cloud, the
access policy is transferred and enforced.

Although ABE is one of the ideal choices for
data-centric protection in a cloud environment, dy-
namic attribute revocation is one of the practical
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limitations. In ABE, an attribute can be shared by
multiple users. To revoke an attribute from a user,
the data owner has to re-generate the public key and
re-issue new private keys for other users to share the
same attribute. The data will need to be decrypted
and re-encrypted under a new key. However, we ar-
gue that any shared attribute being revoked from
a user should not impact the use of the attribute
by other users. In other words, attribute revocation
should allow any number of attributes to be revoked
from one user or multiple users without impact on
other users, who share or use the same attributes for
data decryption. Furthermore, no new public key or
private key needs to be generated. Data does not
need to be re-encrypted by a new key.

Attribute revocation has been studied in the lit-
erature; however, most existing revocation schemes
work only with certain individual ABE schemes.
Some schemes are inflexible in the number of at-
tributes that can be revoked, or not granular enough
to support attribute revocation at both user and at-
tribute levels (two-level revocation): revoking any
number of attributes from a user or revoking any
attribute from a number of users. We propose an at-
tribute revocation system that is generic to all ABE
schemes and supports two-level attribute revocation.
User privacy is protected in the revocation system.

2 Related work

Yu et al. (2010) proposed a ciphertext policy
(CP) ABE scheme to accomplish revocation of user
access rights via attribute revocation. When a user’s
access right is revoked, the ABE attribute author-
ity (AA) generates a new re-encryption key for the
semi-trusted online proxy server. On behalf of the
AA, the proxy server generates and distributes newly
updated attribute key shares (private keys) to each
non-revoked user. Then the proxy server re-encrypts
the data with a new encryption key. Although the
scheme offloads the data and the attribute private
key updates to a semi-trusted proxy server, each re-
vocation triggers a round of user attribute key up-
dates and data re-encryption.

Yang et al. (2013) proposed a CP-ABE revoca-
tion scheme, which generates a new attribute public
key and a private key whenever an attribute is re-
voked. The difference between this scheme and the
one proposed by Yu et al. (2010) is that only those

components associated with the revoked attribute in
secret keys and ciphertexts, instead of all the com-
ponents in secret keys and ciphertexts, need to be
updated. Users are required to obtain those up-
dates of their private keys.
by semi-trusted CSPs using the new attribute pub-
lic key. While these schemes enable instantaneous
user revocation, each revocation still triggers a
round of attribute key share updates and ciphertext
re-encryption.

Data is re-encrypted

Based on the user revocation system pro-
posed by Hur and Noh (2011), Xie et al. (2013) con-
structed a user and attribute revocation system,
aiming at reducing the computational overhead of
the data service manager in Hur and Noh (2011).
The new construction proposed by Xie et al. (2013)
improved the key update computation of the data
Despite the efficient
new construction, it inevitably inherits the poten-
tial management overhead of service managers in
Hur and Noh (2011). The attribute key encryption
keys (KEKs) are generated and maintained via a
global binary tree that assigns users to the leaf nodes.

service manager by half.

For a large group of users, maintaining the binary
tree becomes hard when the system needs to add
or delete users. The data service manager has to
know every user’s attribute set to generate and dis-
tribute their attribute KEKs, which requires trust in
the data service manager. This kind of trust does not
exist in the untrusted cloud storage environments. In
addition, every user needs to have two sets of keys:
secret attribute key shares and attribute KEKs.

Wang et al. (2011) proposed an attribute revo-
cation for a key policy (KP) ABE scheme. In the
scheme, each user is associated with two access trees.
Each tree has its own private key. The first tree is
used for data decryption if the user does not have
any revoked attributes. Otherwise, the second tree
is used as long as the user’s valid attributes still sat-
isfy the policy of the KP-ABE scheme. Although
this revocation scheme does not require attribute
key re-issuing, it works only for revoking one at-
tribute at a time. Naruse et al. (2014) proposed an
attribute revocation scheme to CP-ABE schemes us-
ing a cloud server by proxy re-encryption to revoke
attributes. This scheme does not require generations
of the new secret key when granting attributes to a
However, this revocation can apply to only
CP-ABE schemes built on the linear secret sharing

user.
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scheme (LSSS) access structure. Imine et al. (2017)
proposed an attribute revocation mechanism for a
decentralized CP-ABE scheme. Their revocation ap-
proach built on an existing decentralized CP-ABE
scheme can immediately revoke an attribute without
redistributing user keys. However, this revocation
is still limited to be applied to a particular scheme.
Xue et al. (2018) proposed a KP-ABE scheme with
an attribute revocation feature, AD-KP-ABE, to
protect data from being accidently deleted in the
cloud storage. The construction used the attribute
revocation cryptographic primitive and Merkle Hash
tree to achieve fine-grained access control and veri-
fiable data deletion. Although AD-KP-ABE can re-
voke an attribute without secret key update, it works
only for its own proposed KP-ABE scheme.

3 Contributions

We propose an attribute revocation ABE (AR-
ABE) system for ABE schemes with the following
characteristics:

1. Generic

The revocation process can directly work with
any ABE scheme.

2. Dynamic

The revocation is instantaneous without re-
quiring ABE private keys be re-issued or data be
re-encrypted.

3. Granular

The revocation can take place at either the at-
tribute level or the user level. At the attribute level,
an attribute can be revoked from a user or a num-
ber of users. At the user level, a user can have one
attribute or multiple attributes being revoked. Any
level of revocation does not impact other users using
the same attributes.

4. Collusion resistant for re-encryption keys

The revocation system uses ciphertext re-
encryption to control the access to ABE ciphertexts.
Ciphertext re-encryption keys are re-constructed by
The AR-ABE
system prevents users from pooling their attribute
witnesses to construct any ciphertext re-encryption
key. Re-encryption keys are completely independent
with regard to ABE private keys.

users with their attribute witnesses.

5. Anonymous
Users do not send their identity information
that can individually identify them to CSP when

retrieving encrypted data. Beyond the attributes
dictate in the policy attached to the ciphertext, CSP
cannot identify any user. Thus, users are anonymous
to CSP.

In the following sections, we first introduce
cryptographic preliminaries that will be used for the
security analysis of AR-ABE. Then we describe and
design an AR-ABE system. Data structures and
system flow diagrams are used for explanation. As
AR-ABE is a secure data protection system rather
than a cryptographic scheme, we analyze the secu-
rity of the system. Finally, we inspect the overhead
of adding generic attribute revocation to an ABE
scheme.

4 Cryptographic preliminaries

As AR-ABE is a system design instead of a cryp-
tographic scheme, security will be analyzed instead
of formally approved. We provide a brief background
of cryptography necessary for the remainder of this
study.

4.1 Diffie-Hellman assumptions

The Diffie-Hellman assumptions are closely re-
lated to the difficulty of computing the discrete loga-
rithm problem over a cyclic group (McCurley, 1990).

Let IG be a polynomial-time algorithm that
takes security parameters 1™ as inputs and outputs
the tuple (G, p, g), where G is a cyclic group, p is the
order of GG, and ¢ is a generator of G. The discrete
logarithm problem (DLP) in (G, p, g) is defined as
follows:

Given (g, g*), compute a, where a is randomly
chosen from Z,. A polynomial-time adversary A has
an advantage of ¢ in solving the DLP in (G, p, g) if
Pr[A(g, g%) = a] > &, where the probability is over
the random choice of a € Z, and the random bits
used by A.

A group G satisfies the DLP if there is no such
adversary A with a non-negligible advantage.

The computational Diffie-Hellman (CDH) as-
sumption (Boneh, 1998) in (G, p, g) is defined as
follows:

Given (g, g%, g°), compute g*°, where a and b are
randomly selected from Z,. A polynomial-time ad-
versary A has an advantage of ¢ in solving the CDH
problem in (G, p, g) if Pr [A(g, ¢, ¢°) = g*] > ¢,
where the probability is over the random choice of
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a, b € Z, and the random bits used by A.

We say that a group G satisfies the CDH, if
there is no such adversary A with a non-negligible
advantage.

The decisional Diffie-Hellman (DDH) assump-
tion (Boneh, 1998) in (G, p, g) is defined as follows:

Given (g, g%, ¢°, g°), determine whether ¢ = ab,
where a, b, and c are randomly selected from Z,. A
polynomial-time adversary A has an advantage of ¢
in solving the DDH problem in (G, p, g), if

e <[Pr[A(g, ¢, ¢", g*) =1]

—Pr[A(g, ¢% ¢°, g9 =1]|,

where the probability is over the random choice of
a, b, and c € Z, , and the random bits used by A.

We say that a group G satisfies the DDH, if
there is no such adversary A with a non-negligible
advantage.

4.2 Bilinear Diffie-Hellman

assumptions

maps and

Many schemes have been

constructed using bilinear maps (Joux, 2000;
Verheul, 2001), CP-ABE scheme
(Bethencourt et al., 2007). Computational complex-

cryptographic
such as the

ity assumptions for bilinear maps, such as bilinear
Diffie-Hellman assumptions, are thus used for argu-
ing the security of the schemes. We will use bilinear
maps to construct our security systems.

4.2.1 Definition of bilinear maps

Let G1, G2, and Gp be multiplicative cyclic
groups of prime order p. Let g; and g2 be generators
of G and G4, respectively. A mappinge : Gy xGa —
G is said to be bilinear if it has the following prop-
erties (Boneh et al., 2004):

1. Bilinearity

For all u € G1, v € Ga, and a and b € Z,,,
e(u®, v°) = e(u, v)®.

2. Non-degeneracy

e(g1, g2) # 1.

In this study, we consider G; = G5, or e : G X
G — Gp. The existence of a bilinear map e : G x
G — Gr has two direct implications for the groups
involved:

(1) Menezes, Okamoto, and Vanstone (MOV)

reduction reduction (Menezes et al., 1993)

The DLP is no harder in G than in Gp. To
see this, let P and Q € G. We would like to find
a € Z, such that Q@ = P*. Let g = e(P, P) and
h =e(P, Q). Then we have h = ¢g®. Therefore, we
reduce the DLP in G to DLP in Gr.

(2) DDH that is easy (Joux and Nguyen, 2003)

The DDH in G is to distinguish between dis-
tributions of (g, g%, ¢°, ¢*®) and (g, g% ¢°, 9°),
where a, b, and c € Z, are randomly selected. The
DDH in G is easy. To see this, observe that: Given
g, g% ¢° and ¢° € G*, we have ¢ = ab mod
q = elg, 9°) = elg* 9").

5 Generic attribute revocation system
(AR-ABE)

attribute revocation without re-
issuing user’s private keys is not straightforward. In
ABE schemes, each user’s private key is uniquely
formed. A special link is typically used to bind the

private key shares of a user’s attributes together,

Granular

so that users are prevented from pooling their key
shares together to construct a decryption key. This
type of prevention is referred to as collusion resis-
tance. Revoking an attribute without re-issuing the
private key can break the bond among the attribute
key shares, and prohibit the user from reconstructing
other decryption keys. This makes it difficult to im-
plement a dynamic and granular revocation system.

To make an attribute revocation system dy-
namic, granular, and generic to all types of ABE
schemes, we separate revocation control from the
underlying ABE schemes. This revocation control
is achieved by controlling access to ABE ciphertexts
via ciphertext re-encryption. Re-encryption keys are
randomly generated one-time keys. If a user does
not have non-revoked attributes that are required by
the ABE policy, the one-time re-encryption key can-
not be recovered during the decryption process, even
though the user still possesses a valid ABE private
key. The proposed system uses the dynamic accumu-
lator (DA), which is built according to the scheme
proposed by Au et al. (2009), to manage user’s ac-
cess to ABE ciphertext. Users are uniquely identified
by global identifiers (gids) that are not linked to their
attributes and identities.

1. At the attribute level, each attribute is associ-
ated with a set of accumulators aggregated with users
(gids) who possess the attribute that has not been
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revoked. When an attribute is revoked from a user,
the user’s gid will be removed from its accumulator.
The rest of the users of the accumulator will receive
their new witnesses. When a new user is granted the
access to an ABE ciphertext, the user will be added
to an accumulator for each attribute that the user
has. Other users in those accumulators will receive
new witness updates.

2. At the user level, we employ an access tree
called an “attribute accumulator tree” (AATree) in
Section 5.2.1.

An AATree is constructed by a data owner (DO)
with attributes required by the access policy of an
ABE scheme. The tree is provided to CSPs. The
A ATree is used for the following purposes:

(1) It contains the necessary attributes (via their
accumulators) needed by the selected ABE scheme.
Although AATree is inspired by the access tree of
ABE schemes, it is completely independent with re-
gard to the content and relationship with the under-
lying ABE scheme. An AATree is not used by any
ABE scheme and does not replace any ABE scheme’s
access policy. It simply contains the necessary at-
tributes that are used by the selected ABE scheme
in the decryption process.

(2) It is used for controlling user’s access to
ABE ciphertexts. When a user requests an ABE
ciphertext, a CSP randomly generates a one-time re-
encryption key, re-encrypts the ABE ciphertext, and
embeds the re-encryption key using the AATree in
the re-encrypted ciphertext. Only users who have
non-revoked attributes with their accumulator wit-
nesses satisfying the AATree can re-construct the
re-encryption key to obtain the ABE ciphertext.

(3) It is used to protect user’s privacy. As the
AATree and accumulators are managed and updated
by DOs, CSPs do not need to know or keep a list of
users with their revoked attributes. A CSP needs
only to be posted with the latest AATree and uses it
to embed re-encryption keys.

5.1 Trust model

As Fig. 1 shows, the trust model of the attribute
revocation system for ABE in cloud storage consists
of four entities:

1. AA that generates ABE private keys (or at-
tribute key shares) for users, publishes the ABE pub-
lic key pKape, and protects the ABE master secrets
mKape.

Cloud storage

Data owner
(DO)

Fig. 1 Trust model of an attribute revocation system
for ABE in cloud storage

2. DO that initializes the system, defines data
access policy, and centrally manages user’s access
rights to the encrypted data in cloud storage.

3. CSPs provide cloud storage for a DO to store
data and fulfill user’s requests.

4. Users that can decrypt data only if they
are eligible and have attributes complying with the
access control policy of an ABE scheme.

We assume that, where necessary, communica-
tions between entities in our system are protected via
suitable secure communication mechanisms, such as
secure sockets layer (SSL) and transport layer se-
curity (TLS). More assumptions can be found in
Chen et al. (2018).

5.2 Algorithm definitions and constructions

We first define the data structures and algo-
rithms used in AR-ABE.

5.2.1 Data structure definition

There are two main data structures for AATree
AATree data structure is used
for managing user’s access to ABE ciphertexts. Ac-
cumulator data structure is used to manage user’s

and accumulators.

attributes and revocation statuses.

1. AATree

Fig. 2 shows an example of the AATree. The in-
ternal nodes are attributes that are required by the
selected ABE scheme to check the compliance of its
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access policy. Each leaf node is one of the accumu-
lators of the attribute. Since each user is aggregated
to only one accumulator of an attribute, the internal
nodes (attributes) are one-out-of-n threshold gates,
where n denotes the number of accumulators for an
attribute that can be different among attributes. As
the number of accumulators for an attribute can be
changed by adding or removing users, n is not static
and is subject to change throughout its lifetime. AA-
Tree is dynamically updated by the DO. Fig. 2 illus-
trates how a re-encryption key is split and embedded
into the tree.

Root
(re-encryption
key)

Attribute-1
(threshold gate

Attribute-n
(threshold gate
1-out-of-n) 1-out-of-n)

S, S, S, S,
Accumulator-1 ‘Accumulator-1
Fig. 2 Attribute accumulator tree

2. Data
accumulators

structures used for managing

The system and DO use data structures to
manage accumulators and user attributes. Let
Att = {att;}1<;<|a¢) contain attributes in the sys-
tem, where |Att| denotes the number of attributes in
the system. Let Apolicy = {atti}lgigmpo“cy\ contain
the attributes used by an ABE access policy, where
[Apolicy| denotes the number of attributes included.
Let UAttgia = {atti}1<i<|uat,,,| contain attributes
of user gid, where |UAttgq| denotes the number of
attributes of user gid. An accumulator o contains
{v, {gid, }1<2<|{gid,}|> i> ¥}, where v denotes the ag-
gregate value by aggregating the elements in {gid, },
[{gid,}| denotes the number of gids in «, 7 is the
internal identifier (also referred to as an “internal in-
dex”) of a, and y is randomly selected from Z, to
generate the external identifier in the form of g¥.

Each component of o can be further denoted as
follows:

ad =1, a4:y.

{ al =v, o? = {gid, i<a<|(gid, }1>

Let (patt
container which contains all the accumulators of

denote the attribute accumulator

attribute att, expressed as
Py = {Ppy = att, Py = P = {aitici<ia},

where |P| is the number of accumulators of att.

Let 2 = {®Datt, Fats, cate contain all the attribute
accumulator containers. Let uwgq — {att;, Wegid
qg¥i }1Si§|uwg; 1| contain the witnesses of the attributes
that user gid has had and not been revoked.

3. Data structures used to express AATree

As accumulators are solely managed by a DO,
they are kept and stored at the DO side. The infor-
mation, such as the accumulator’s aggregate values
and attributes required by an ABE access policy, is
needed by CSPs to control user’s access to an ABE
ciphertext. A is used by a DO to provide the infor-
mation for CSPs. V¥ is created by a CSP to embed
re-encryption keys in the ciphertext based on Apolicy-
A is used to store accumulator aggregate values of
attributes in A,eicy, expressed as

_ . Yi Yj
A= fatti, {v;’, 9" h<j<io2, | 11<i<|Aponey >

where v; is the aggregate value of accumulator «; for
attribute att;, g% is the external identifier of accu-
mulator o, | P2, | = || is the total number of accu-
mulators for att;, and ¥ is used to carry a ciphertext
re-encryption key. An example is as follows:

Si*gid'yj Hgidzeaj (gidz+ﬂ)

¥ = {{(e(9,9) 7

gyf)}1§j§|q>§tti | H<i<| Apotiey |

where s; is a randomly split share of a randomly se-
lected s at the re-encryption time. Users re-construct
re-encryption keys if their non-revoked attributes
have the valid witnesses of those accumulators.

Table 1 lists the commonly used notations in
this study.

5.2.2 Algorithm construction

We define the commonly used algorithms in our
system. Whether the algorithms can be run privately
or publicly and which information is kept secret de-
pend on the trust model. These will be described in
Section 5.3.

1. Setupape(1™)

The algorithm takes the inputs 1™ as security
parameters and initializes the ABE scheme using the
security parameters 1”. Then the public key pkape
and the master secret mk,p. will be generated.
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Table 1 Attribute revocation system notations

Notation Description

c An ABE ciphertext

AA The ABE attribute authority

Setupabe The setup algorithm of an ABE scheme

KeyGen,pe The key generation algorithm of an
ABE scheme

Encape The encryption algorithm of an ABE
scheme

Dec,pe The decryption algorithm of an ABE
scheme

Pkabe The public key of an ABE scheme

mK,pe The master secret of an ABE scheme

uskabe An ABE private key of a user

gid A user’s global unique identifier

U The set containing user gids in the
system

CSP A cloud storage provider

DO A data owner

o] An accumulator container to store the
accumulators of attribute att

Datt An accumulator container to store the
accumulators @

2 An accumulator container to store all
the Patt in the system

k The maximum number of elements
aggregated to an accumulator

Ag Accumulator function to generate
aggregate values

B Trapdoor value used by the accumulator
function Ay

« A container of a particular accumulator
and its information

v An accumulator aggregate value

Ops Accumulator operational type “Add”
or “Delete”

Wa A witness container of o to store user’s
witnesses

Att A set of attributes in the system

UAttgiq A set of attributes for user’s gid

Apolicy A container storing the attributes
required by the ABE scheme

UWgid A container storing attribute witnesses of
user gid

A A data structure storing accumulator
values of attributes in Apqlicy

4 A data structure storing shares of a
ciphertext re-encryption key

c’ A container storing the re-encrypted ABE

ciphertext

2. KeyGengpe()

This is the ABE algorithm to generate user pri-
vate keys. The (-) generically denotes the input pa-
rameters and outputs a user private key uskape-

3. UserAttributeManager (gid, Ops, ®Patt)

This algorithm takes a user gid, the operation
type Ops, and an accumulator container @, of

attribute att as the inputs. It proceeds as follows:
Extract the accumulator container @, expressed
as

P = qutt = {az’}lgig@?

aeel
Replace the old @ in @, with the newly re-
turned @, expressed as

P2 =D

Set w!, = {}, find and replace the old « in &2,
(using the internal index o?), and embed gids and
accumulator random number o (y) in user witnesses
to prevent collusions and witness forgery. For each
gid; € wq, re-compute the witness as

)gidioz4

i

’ _ 71 _ 1
wgidi _{w gid; — (wgid

sid;y ( Hgia, ca2 (gidz+ﬁ))
— i,
=g gid; +8 ,

w2,d _ g(gidﬁﬂ) }’

gid;

and add wgy to wa': wa' + {wgy , gid;}.

Finally return {w!,, a, P}

4. Encape(m, -)

This is an ABE encryption algorithm. It takes
the input of message m and the rest of parameters
denoted as (), and outputs an ABE ciphertext c.

5. ReEnc(c, Apolicy, 4, gid)

This algorithm inputs an ABE ciphertext ¢, the
attributes needed by the ABE access policy Apioicy,
the aggregate values with external identifiers A, and
a user’s gid. It re-encrypts c as follows:

Let Apolicy = {atti}lgigmpoucy\ and A =

{{atti7 {'U;'Jj7 gyj}}1gjg|q'>2

att;

éatti

lgiglApolicy‘
cannot be accessed by this algorithm. We use this

denotation to express the total number of accumu-
lators for attribute att;. Randomly select s < Z,,
re-encrypt ¢ to ¢/ = ce(g, ¢)°, and embed s in ¥: s
is split into |Apelicy| shares differently and randomly.
Therefore, no share is equal to any other share:

§=381+s2+ -+ 55,

where I = [Apolicy |-

Each share is assigned to an att; € Apoicy. To
prevent collusion, gid is embedded into shares. As
accumulators’ aggregate values do not disclose the
aggregated gids, gid is blindly embedded in every
accumulator. However, this is not a concern. The
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AATree is one-out-of-n threshold (Fig. 2). A gid
can belong to only one accumulator at most. Using
the accumulators’ external identifiers, correct com-
ponents can be located for reconstructing the key in
the decryption algorithm.
The following is the steps of building ¥:

att; € find {att,,
{v”, gyf}1§j§|¢§“i|} in A. For each accumulator
of attribute att;, compute

For each Apolicys

. . ;—gidy; . 'dz+
e(g™, (0)") 78 = e(g.g)" " (a3 (6:49))
where j is the j® accumulator o for att;.

The final ¥ is expressed as

si=gidy; (T, ca? (8id. +5))

v :{{(6(979) :

v,
g ”)}1§j§|¢§tti} :
1§7;S‘Apolicy|

Finally the algorithm outputs
C'={c =ce(y, 9)°,¥}.

6. Dec(C’, uwgiq)

This algorithm inputs the re-encrypted cipher-
text C’, and attribute witness set uwgiq for the user
gid. It uses the attributes as the witnesses in the
Uwgiq to recover the re-encryption key, and decrypts
C’ to obtain the ABE ciphertext c.

Let uwgiq be {att;, wgid, 9% }1<i<|UAtt 4], Where
|[UAttgia| is the number of attributes of user gid, wgiq
is the witness of attribute att;, and g¥/ is the external
identifier of the accumulator.

The re-encrypted key can be recovered as fol-
lows: for each att; in uwgiq, use the external identi-
fier g¥% to find the re-encryption key share in ¥. If
the share can be found, then proceed as follows:

(1) Compute the intermediate value using the
witness as

gidzea? (gidz+5))

gid+8

gidy;; (H

, g(gid+/3)>

)gidyi ( Hgidm €a2 (gid'ﬂLﬁ))

e(wéidv wgid) =e (9
=e(g,9
(2) Recover the key share as

e(g.9)" =e(g g>sﬁgidy]~(Hgidzea]ﬂgidﬁﬂ))

e(g,9

Jsids (Maa, oz (2id. +5))

Reconstruct the re-encryption key if all the
shares can be recovered as

II  eg.97 =elg9)"

lgiglApolicy ‘

Decrypt ¢/, which is a part of C’, to obtain the
ABE ciphertext as ¢ = ¢/e(g,g)®. Then the algo-
rithm returns c¢. Note that if the re-encryption key
can be successfully constructed, ¢ is a well-formed
ABE ciphertext; otherwise, c is a random string.

7. Decabe(c, *)

This is an ABE decryption algorithm. It takes
the ciphertext ¢ and required parameters denoted as
(+) as inputs. (-) should include the user’s uskape. It
returns data m if uskape can decrypt c; otherwise,
the output depends on Dec,pe.

5.3 System description

Fig. 3 illustrates interactions and communica-
tions between a DO, an AA, a CSP, and users.

1. System setup

This is privately run by a DO. It takes in security
parameters 1" and initializes the system by setting
up system parameters, an ABE scheme, and a DA.
It then adds users into accumulators, issues and dis-
tributes attribute witnesses, encrypts data using an
ABE, and constructs data structures.

The outputs of the process are the following:

(1) pkape and mk,pe are sent to AA. pKape is
public, and mk,p. needs to be kept secret.

(2) Non-revoked attribute witnesses are sent to
users. They need to be kept secret.

(3) The ABE ciphertext ¢, data structures A,
and Apelicy are sent to CSP. They can be public.

Detailed steps are as follows:

(1) DO calls Setupape(1™) to initialize an ABE
scheme and a DA. The algorithm returns the ABE
public key pkape, master secret mKy,o, and DA’s sys-
tem parameters {k, 8, Ay, P}.

(2) DO sends AA the ABE public key pkape and
master secret msype.-

(3) DO keeps the system parameters of DA
private.

(4) DO calls Encape(m, -) to encrypt the mes-
sage m to c.

(5) DO creates the data structure Apolicy
= {atti}1<i<|Apo,| containing all the attributes
needed by the access policy of the ABE scheme.
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(6) DO issues attribute witnesses to users. Let
U contain the existing gids. For each gid; € U, let
UAttgidj contain all the attributes of gid;. For each
att; € UAttgidj, if att; has not been revoked, call
UserAttributeManager(gidj, “Add”, @,4,) and have
{Wa, @, Py, } returned. If a? # {} , compute the
external identifier g"4 = g¥; for each gid, € a?, send
gid; the witness of att;: {att;, wgida,,9"}.

Update @att, in 2, where {2 is a container con-
taining all the @,¢¢ in the system.

(1) DO A = A{att,,
gyj}1§j§|45§tti | }1§iS\/1puucy\ using @y, in 2.

(8) DO sends ¢, A, and Apolicy to a CSP.

2. A new user (gid) that requests witnesses for
the attributes he/she has

This process is privately run by a DO. It first
validates the user’s eligibility of data access. If the
user is eligible, the process adds the user to an ac-
cumulator of each non-revoked attribute. The DO
then updates the attribute witnesses for all users in
those changed accumulators. A is re-constructed at
the end.

The outputs of the process are the following:

(1) Attribute witnesses in the updated accumu-
lators are sent to the users to be kept secret.

(2) Updated A is sent to CSP. It can be public.

Detailed steps are as follows:

1) User gid contacts a DO and an attribute set
UAttgia = {att; 1<i<|uatta)-

2) DO first authenticates the user and verifies
the attributes in UAttgiq.

3) If the user is authenticated, DO issues the
witnesses as follows: For every non-revoked att;
€ UAttgq, call UserAttributeManager(gid, “Add”,
Pai,) and have {we, a, P, } returned. If a? # {},
compute the external identifier go‘4 = g¥: For each
gid, € a?, send gid, the witness update of attribute
att;: {att;, wgia,, g¥}. Replace the old @, with the
new Py, in 2.

4) The DO re-constructs A = {att;, {v;-“,
gyj}1§j§|¢§tt, | F1<i<|Aporiey | USING Page, in £2.

5) The DO sends A to the CSP to replace the
previous one.

3. A new user (gid) that contacts AA for an
ABE’s private key

This is a private process run by an AA. The
output of the process is one of the following:

uska,pe is sent to the user and kept secret if the
user is authenticated; otherwise, the output of the

o

constructs i

AA is sent to the user.

Detailed steps are as follows:

1) The user contacts an AA with the required
input parameters.

2) AA authenticates the user: If the user can
be authenticated, AA calls KeyGen,pe(+), generates
uskape, and sends usk,p. to the user; otherwise, the
output depends on the output of AA.

4. A wuser (gid) that retrieves ciphertext for
decryption

This is a process run by a CSP and a user. The
user contacts the CSP with his/her user gid to re-
trieve an ABE ciphertext ¢. The CSP re-encrypts
¢ to ¢ using a randomly selected key. The re-
encryption key is embedded into the data structure
V. The user is provided with ¢’ and ¥ that are stored
in C’. If the user has all the required attributes that
have not been revoked, the re-encryption key can be
re-constructed. Once the user obtains the ABE ci-
phertext ¢, the user calls Dec,pe to decrypt the data.

The output of the process is data m if the user
has all the required witnesses and a valid ABE pri-
vate key; otherwise, the output is the output of
Decape.

Detailed steps are as follows:

1) User gid contacts a CSP to request an ABE
ciphertext ¢ with gid.

2) CSP calls ReEnc(c, Apoticy, 4, gid) and re-
turns C" = {ce(g, ¢)°, ¥} to the user.

3) Let UWgid = {att; Weid, gyj}lgiS\UAttg;d\ de-
note the container who has all the attribute witnesses
for gid.

4) The user calls Dec(C’, uwgiq). If uwgiq has all
the required and valid attribute witnesses, the ABE
ciphertext c is returned; otherwise, a random string
is returned.

5) User gid calls Decape(c, -) to decrypt m, if ¢ is
correctly returned and uskape can decrypt ¢ accord-
ing to the access policy of the ABE; otherwise, the
output is the output of Decpe.

5. DO that revokes an attribute of user gid

This is a private process run by a DO. The pro-
cess takes the user gid and the attribute att to be
revoked as the inputs. It first removes the gid from
an accumulator for att, and then updates the rest
of users in the accumulator with new attribute wit-
nesses. It reconstructs A and sends it to CSP.

The outputs of the process are as follows: At-
tribute witnesses in the updated accumulator are
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sent to the users and kept secret. Re-constructed
A is sent to CSP and can be public.

Detailed steps are as follows:

1) The DO extracts the attribute accumulator
container @, of att from 2.

2) The DO calls UserAttributeManager(gid,
“Delete”, @ott) and has {wq, «, Putt} returned.

3) If a? # {}, the DO computes the external
identifier go‘éL = g¥. For each gid; € o?, send the
updated witness {att, wgiq,, g¥} to user gid,.

4) The DO replaces the old @, with a new P4
in £2.

5) The DO re-constructs A = {att,, {v;-”,
9% h<j<|z,,, | N<i<iAponey | USING Page, In 62

6) Finally, the DO sends A to the CSP to replace
the previous one.

5.4 Security analysis

The goal of the generic attribute revocation sys-
tem is to prevent users from using their revoked
attributes to decrypt ABE ciphertexts after revo-
cations. As the revocation capability is built on
the top of an ABE scheme and leverages a dy-
namic accumulator (DA) scheme (Au et al., 2009)
to achieve dynamic and anonymous user revocation,
the fundamental security of the system first relies
on the security of the selected ABE scheme and DA
scheme. Assume that the ABE scheme is at least cho-
sen plaintext attack (CPA) secure (Katz and Lindell,
2014), and that the DA scheme is secure against
any forgeability of the witnesses. The DA provides
anonymity protection for elements aggregated into
the accumulators.

The attribute revocation capability aims to
equip an ABE scheme with two additional security
features:

1. Any number of attributes revoked from one
user or multiple users does not impact other users
using the same attribute or attributes. The users can
still use their non-revoked attributes despite their
other attributes being revoked. ABE private key is
not required to be re-generated after a revocation.

2. Users can anonymously request re-encrypted
ABE ciphertexts from CSPs.

With those in mind, the system should meet the
following security requirements:

1. Dynamic attribute revocation

Users are prevented from using their revoked

attributes to decrypt ABE ciphertexts, even when
they hold valid ABE private keys. However, this
protection applies to the ciphertexts retrieved after
revocation.

2. Witness unforgeability

Users should not be able to forge their attribute
witnesses.

3. Collusion prevention

A user cannot combine his/her attribute wit-
nesses with other users’ to successfully construct a
re-encryption key.

4. Anonymity

Users remain anonymous to CSPs.

5. Ciphertext indistinguishability (CPA secure)

The re-encrypted ABE ciphertext is CPA secure
against eavesdropping attacks.

5.4.1 Dynamic attribute revocation and collusion
prevention

This security feature relies on ciphertext re-
encryption to control the access of ABE cipher-
text, in particular, the inability to recover ciphertext
re-encryption keys using forged attribute witnesses.
The witnesses unforgeability of a DA should prevent
users from forging any attribute witness.

We use the following scenario to informally an-
alyze that a user is prevented from using revoked
attribute(s) to recover any re-encryption key. The
system is assumed to be concerned with probabilis-
tic polynomial time (PPT) adversaries.

1. Assume that user gid, has a set of at-
tributes, which can be denoted by UAttgiq . =
{atti}1§i§|UAttgidA\- They are not revoked at the
beginning. gid, is given the witnesses of his/her
attributes of {att;, wgid, gyj}1gi§|UAttgidA‘.

2. Suppose that user gid 4 has attribute att; €
Apolicy revoked. The DO removes gid, from the
accumulator for attribute att; and re-generates the
witnesses for the remaining users in that accumula-
tor. The DO updates and sends CSP: A = {att;,
{vqyj7 gYi }1§j§|¢acti | }1<i<| Apoiiey |» Which contains the
accumulator’s updated aggregate values.

3. User gid 4 can freely ask for any number of re-
encrypted ciphertexts from CSP within polynomial
time, each time the re-encryption key is randomly
generated and embedded in ¥. Since attribute att;
for user gid 4 is not a member of any accumulator in
A after its revocation, gid 4 does not have the valid
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witness of an accumulator for att;.

(1) Suppose that user gid, still holds the old
witness of att;. Based on the membership of the
unforgeability (Au et al., 2009), user gid 4 should not
be able to forge any valid witness of any accumulator
if gid 4 is not aggregated to any accumulator for att;.

(2) Suppose that user gid 4 tries to re-construct
the re-encryption key either using his/her old at-
tribute witness or colluding with other users (assum-
ing that o, one of the accumulators for att;, has
gid 4 removed).

As described in the Dec algorithm, the fol-
lowing steps recover a share of the re-encryption
key: gy

the witness of the attribute of {att;, wgia,

The external identifier provided in

2 (gidg+8)

gid y( .
AYi Hg;dze%

g gid o +8

, ggidA"’B), gy’} is used to
locate the share in V.

Then a share for this attribute att; can be re-
covered as follows:

gidAyi(HgidIEaz(gidZ+ﬁ))
1 2 _ o
e(Wgid ,» Wgid ) = €<9 gidats )
gid,+p
g(&idath)

— e(g, g)gidAyi ( Hgidzea% (gidz+ﬂ))

)

e(g g)si = €(g g)si_gid"‘yi(Hgidzeag(gidz-&-ﬂ))

. e(g, g)gidAyi ( Hgidzea% (gidm"!‘,ﬁ)) .

If user gid 4 has the old witness, he/she does not
have the accumulator’s correct external identifier g¥:
as this identifier has been changed after his/her re-
vocation. Since y; is randomly selected from Z,, and
kept secret by a DO, gid4 cannot guess the new g¥:
within the polynomial time based on the discrete log-
arithm problem (DLP) assumption, assuming that
the prime number p is large enough. Even though
user gid 4 can collude with other users to obtain the
new ¢¥*, gid 4 cannot forge a valid witness of an ex-
isting accumulator under the witness unforgeability
of a DA.

Suppose that user gid 4 can obtain user gidg to
share his/her valid witness of att; to compute

id gy . id,
e(g’g>gl BY Hg,dzga?(gl I+B)'

(1)

Note that o? here does not contain gid 4 as his/her

Chen et al. / Front Inform Technol Electron Eng 2019 20(6):773-786

attribute has been revoked. However, with gidg be-
ing embedded into the share, gid 4 and gid; cannot
be cancelled in Eq. (1). Furthermore, based on the
DLP assumption, A should not be able to recover
the aggregate value of v; given Eq. (1) within the
polynomial time. Therefore, A cannot collude with
other users to reconstruct the re-encryption key.

Assume that gid 4 is the only one removed from
oy for att;. Given g%, gid 4 cannot extract y; under
the DLP assumption. Therefore, gid 4 cannot replace
the old y; with a new y; in his/her wéidA.

(3) As re-encryption key is a one-time randomly
selected key, the key and shares are different each
time the ABE ciphertext is requested. If gidg can
provide gid 4 a share of att; from his/her retrieved
ciphertext, the share cannot work with the rest of
the shares gid, has to recover the ciphertext re-
encryption key. The previous re-encryption keys re-
covered by gid 4 cannot decrypt the newly retrieved
ciphertext.

Based on the above analysis, the system achieves
the dynamic user attribute revocation and collusion
prevention.

5.4.2 Witness unforgeability

This protection is assumed to be provided by
the scheme proposed by Au et al. (2009) upon which
the DA is built.

5.4.3 Anonymity

The anonymity of a user to CSPs is provided
from two aspects. A user is uniquely identified by a
global identifier that is not linked to any of the user
identity. An accumulator value does not leak any
aggregated item within the anonymity of the DA
on which it is based. Each accumulator is further
randomized by a randomly selected number y.

5.4.4 Ciphertext indistinguishablilty (CPA secure)

Ciphertext sent over various channels can be
eavesdropped by an adversary. Although the ad-
versaries can obtain ABE public keys, all the re-
encryption keys are one-time keys that are randomly
and uniformly generated. Assume that the selected
ABE scheme is CPA-secure. Intuitively, the re-
encrypted ciphertext should remain CPA-secure.

The user attribute revocation control is imple-
mented on the top of an ABE scheme, which is
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treated as black boxes and “wrapped” by a revocation
layer. ABE private keys are independently generated
from the attribute witnesses. Although an adversary
may be given valid witnesses for their attributes, if
those attributes do not comply with the ABE access
policy, the adversary should not be able to decrypt
an ABE ciphertext due to the security of the under-
lying ABE scheme. The control layer manages only
user’s access to the ABE ciphertext.

Based on the above analysis, we conclude that
the proposed attribute revocation system, AR-ABE,
has met the security requirements.

6 Attribute
analysis

revocation overhead

To the best of our knowledge, we are not aware
of any similar system that can generically work with
any existing ABE scheme. The analysis below is only
pertaining to our system.

Adding the attribute revocation system to an
ABE scheme introduces the following overhead:

1. Accumulator management;

2. Attribute witness updates and management;

3. One-time encryption key generation and ci-
phertext re-encryption.

Data owners are responsible for managing the
first and second overhead. The overhead potentially
has scalability issues if a user’s attributes or sta-
tus is frequently changed. Delegating management
tasks to a trusted entity and servers can dramati-
cally improve the scalability. The 3™ overhead is
at CSPs and takes place whenever a CSP fulfills a
data retrieval request.
neck during a peak time of data retrieval. However,
parallel processing in the re-encrypting ciphertext
and constructing the data structure to carry the re-
encryption key can help ease the bottleneck.

This can become a bottle-

Fig. 4 shows the overhead incurred by different
entities in the system.

7 Conclusions

In this study, we have proposed an AR-ABE
system for ABE schemes. Our system is generic, and
can be directly applied to any ABE scheme without
modifying the underlying ABE scheme. The revoca-
tion is dynamic. It neither requires the ABE scheme
re-issue user private keys, nor requires it re-encrypt

1. Accumulator 1. Storage for 1. One-time Attribute
management;  one copy of re-encryption  witness and

2. Attribute ABE ciphertext; key generation; witness updates
witness 2. Storage for 2. Ciphertext provided by the
management;  the AATree re-encryption; data owner

3. AATree provided by 3. One-time
management  the data owner re-encryption
and updates key embedded

to the AATree

Fig. 4 Overhead of the attribute revocation system
(AR-ABE)

the message for any revoked attribute. There is no
limitation on the number of attributes to be revoked
from a user or multiple users. AR-ABE protects user
privacy, and thus is practical for deployment in the
untrusted cloud storage environments.
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