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Abstract: We propose a new asymmetric pixel confusion algorithm for images based on the Rivest-Shamir-Adleman
(RSA) public-key cryptosystem and Arnold map. First, the RSA asymmetric algorithm is used to generate two
groups of Arnold transform parameters to address the problem of symmetrical distribution of Arnold map parameters.
Second, the image is divided into blocks, and the first group of parameters is used to perform Arnold confusion on
each sub-block. Then, the second group of parameters is used to perform Arnold confusion on the entire image. The
image correlation is thereby fully weakened, and the image confusion degree and effect are further enhanced. The
experimental results show that the proposed image pixel confusion algorithm has better confusion effect than the
classical Arnold map based confusion and the row-column exchange based confusion. Specifically, the values of gray
difference are close to one. In addition, the security of the new confusion operation is dependent on RSA, and it can

act as one part of a confusion-substitution structure in a cipher.
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1 Introduction

Digital images are increasingly integrated into
people’s lives and play an increasingly important
role in communication. Because digital images can
be transmitted through communication tools, e.g.,
computers and mobile devices, it is possible for them
to be stolen in the communication process. Unfor-
tunately, traditional encryption algorithms, e.g., the
Advanced Encryption Standard (AES) (Mossa, 2017;
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Arab et al., 2019) and Data-Encryption Standard
(DES) (Mitchell, 2016), have poor image encryption
efficiency because of the high redundancy and strong
correlation of digital images (Gan et al., 2019; Li
et al., 2019).

Cryptography can be divided into symmetric
and asymmetric types. Because of their advantages
of high security and easy digital signature and veri-
fication implementations, asymmetric cryptography
algorithms have been extensively researched (Verma
et al., 2019). Wu et al. (2019) suggested a new im-
age compression and encryption scheme, in which a
discrete wavelet transform (DWT) is employed to-
gether with nonlinear operations.
ductive for data transmission using DWT. In Wu’s

It is more con-

scheme, four component images for a greyscale image
are obtained after applying DWT. Then, the scheme
can obtain a single-amplitude ciphertext when non-
linear phase truncation is processed followed by a
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cylindrical diffraction. Yao et al. (2017) proposed
an asymmetric method to encrypt a colour image
through the deduced gyrator transform (GT). Using
a GT algorithm, by multiplying a phase distribution
and performing Fourier transform (FT), the spec-
trum modulus of the input image is treated as the
encrypted image. To avoid the attack in an iterative
phase-retrieval way, a random phase mask is used
to modulate three components (i.e., red, green, and
blue) in the input image with a function of convo-
lution. Then, for convenient display, transmission,
and storage, all values in the image are quantized
to a real value. Using a correct decryption key, the
original colour plain image can be obtained after the
three original color components red, green, and blue
are recovered. Xiao et al. (2017) designed a high-
payload joint reversible data-hiding scheme. To be
different from traditional methods, the data hider
embeds the data through flipping the most signifi-
cant bits (MSBs) after the owner estimates the con-
tent and generating a location map. To overcome the
problems of user inconvenience, low efficiency, and
low security level, Khashan et al. (2015) proposed a
concept of “transparent encryption.”

The RSA algorithm (Boldyreva et al., 2010) is a
representative of asymmetric cryptography, and has
been widely used in public-encryption systems. It
has the advantages of ease of use, fast data transmis-
sion, and high management convenience, and can re-
sist the vast majority of password attacks known thus
far. To improve the security of an image-encryption
system, Gong et al. (2019b) proposed a new com-
pression and encryption scheme for optical images
using compressive sensing and the RSA public-key
cryptographic algorithm. To sample the original
image, an optical compressive imaging system was
employed, simulated by Walsh-Hadamard transform
and a measurement matrix. To enhance the security,
a pseudo-random sequence was used to scramble the
related positions for image pixels in the resulting im-
age. Then, all values were further modulated by
a random DNA sequence. Because of the relation-
ship between the key and the original image under
the RSA algorithm, the encryption algorithm can
achieve good performance.

El-Khamy et al. (2017) used RSA encryption
technology and the DWT domain for image hiding
encryption, and wrote it into an audio steganography
algorithm. This method encrypts the plaintext im-
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age with RSA, and then embeds the cipher bits into
detailed components of the audio signals according to
a predetermined threshold. However, because of the
transformation domain, the image cannot be fully re-
stored. Two basic principles of the digital-image en-
cryption design are scrambling and diffusion. To ad-
dress the shortcomings of the Fridrich structure, for
example, the gray distribution maintained before the
diffusion operation, an efficient pixel-level chaotic
image-encryption algorithm has been proposed by
Ye et al. (2018). The permutation-rewrite-diffusion
(PRD) structure was used to simply rewrite the per-
mutation image before the diffusion operation. The
key-stream design depends on displacement and dif-
fusion operations being applied to the original im-
age, to avoid known-plaintext and selective-plaintext
attacks.

To reduce extra transmission in the encryption
algorithm, Ye and Huang (2018) suggested to use
random confusion methods for pure images with the
help of pixel frequencies, followed by two diffusion
operations to change the pixel distribution. Hua
et al. (2019) used the Joseph principle to shuffle the
image pixels to different positions and achieved good
confusion effect. The filtering technique uses a ran-
domly generated filter to propagate small changes in
the original image to all the pixels of the encrypted
image to obtain the diffusion characteristics. Chen
JX et al. (2018) used adaptive permutation-diffusion
and random DNA encoding to achieve secure and ef-
ficient image encryption. A random DNA encoding
was used to scramble the plaintext’s bit distribution,
and then an adaptive permutation-diffusion process
was introduced for further encryption. The quantisa-
tion processes of the permutation and diffusion pro-
cedures were disturbed by the intrinsic features of the
plaintext, and the introduced disturbances can be
automatically retrieved at the end of the decryption.
Yu et al. (2020) proposed a chaotic image-encryption
algorithm based on the phase-truncation short-time
fractional Fourier transform (PTSTFrFT). The sub-
images obtained by decomposing the original images
were encoded with encryption units. By combin-
ing the PTSTFrFT with a wave-based permutation,
an encryption unit was constructed to encode the
sub-images, and the mixed-phase information and
amplitude information were recombined, to ensure
the integrity of image information and the nonlin-
earity of phase truncation. Then, the pixel values
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and positions were modified by permutation and dif-
fusion operations to generate an interim image.
Because the Arnold transform is intuitive and
simple, it is commonly used in image-confusion al-
gorithms (Chen LF et al., 2013; Liu LF et al,
2018; Mansouri and Wang, 2020; Sneha et al.,
2020). One algorithm based on a generalized Arnold
transform and double-random-phase encoding (Zhou
et al., 2015) combines the Arnold transform and a
double-random-phase encoding technique.
the double-random phase to perform diffusion, and
the Arnold transform to mix the pixels. Arnold
transform increases the number of keys and improves
the security. Zhu ZL et al. (2011) replaced high four-
bit planes with low bit planes to reduce the execu-
tion time. They used the Arnold map for permuta-

It uses

tion and diffusion. This approach uses bit permuta-
tion and diffusion to provide good security against
chosen/known plaintext attacks. To reduce the
blocking effect in the compression process, another
algorithm (Gong et al., 2019a) performs Arnold
scrambling on the image before compressing and en-
crypting it. One digital image-encryption method
uses a structural random matrix and the Arnold
transform (Rawat et al., 2016). The Arnold trans-
form was used to convert the reduced digital image
into a more complex form, which was then encrypted
by a double-random-phase encoding process and em-
bedded into a host image. Liu ZJ et al. (2012) de-
signed a double-image-encryption algorithm based
on the Arnold transform and discrete fractional an-
gular transform. Two original images were regarded
as the amplitude and phase of a complex function.
The Arnold transform was introduced to scramble
the pixels at a local area of the complex function.
Subsequently, the changed complex function was
converted by a discrete fractional angular transform.
Unlike traditional applications of the symmetric
Arnold map, this study combines the RSA algorithm
and Arnold map to produce an asymmetric image-
pixel confusion algorithm. This ensures the security
of the algorithm using the large-integer factorization
problem. The Arnold map cycle is effectively pro-
longed by local (sub-block) and global (whole block)
confusion.
The contributions of this paper are as follows:
1. combination of asymmetric RSA with the
symmetric confusion technology of an Arnold map;
2. application of double confusion operations to

both the sub-blocks and the entire image to extend
the period of the Arnold map;

3. design of a new confusion operation depen-
dent on RSA and acting as one part of the confusion-
substitution structure in a cipher;

4. achievement of a high-level gray difference
that can be applied to shuffle image pixel.

2 Background
2.1 RSA algorithm

Public-key cryptography uses different encryp-
tion and decryption keys. Because the encryption
key is public, its distribution and management are
simple, and digital signatures can be easily imple-
mented. RSA is an efficient algorithm that could
be used for both encryption and digital signatures.
It is easy to understand and operate. It is also the
most widely researched public-key algorithm, and
has withstood various attacks. Algorithm 1 shows
the RSA encryption and decryption process.

Algorithm 1 RSA encryption and decryption
Input: prime numbers p and ¢ and plaintext informa-

tion m
Output: ciphertext information ¢

1: Calculate n = pg and p(n) = (p—1)(¢ — 1)

2: Randomly select public key e satisfying 1 < e < ¢(n)
and ged(e, o(n)) =1

3: Calculate the private key d, i.e., d = e~* mod o(n)

4: Encryption: ¢ = m® mod n

5: Decryption: m = ¢? mod n

This public-key system has two types of keys:
{e,n} is the public key and {p,q,d} is the private
(secret) key. In data transmission, the sender knows
the receiver’s public key and uses it to encrypt the
message.
to decrypt the ciphertext and obtain the plaintext

The receiver uses their own private key

message.
2.2 Arnold transform

The Arnold map was proposed in the ergodic
theory of classical mechanics, and is commonly
known as the cat-face transformation. As to phys-
ical meaning, Arnold transform is a chaotic map-
ping method that repeatedly conducts folding, splic-
ing, and stretching of transformation in a limited
area. Through transformation, points in the discrete
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digital image matrix are rearranged into a new con-
fused image matrix. That is to say, it changes the
pixel coordinates of the digital image and perturbs
the image, making the digital image appear as white
noise. Its definition is as follows:

Suppose that the size of the original image is
N x N, with (z,,,yn) as the coordinates of a pixel
in the original image and (2,41, Yn+1) the position
after transformation. The transformation formula is
expressed as

[%1]:[1 b Hx] mod N. (1)
Yn+1 a ab+1 Yn

The digital image is treated as a matrix and the
original image will be scrambled. Then, the inverse
transformation can be used to restore the original
image. The corresponding inverse transformation
formula is as follows:

[$n+1 ] :[ab—Fl —b} [xn] mod N. (2)

Yn+1 —a 1 Yn

However, the Arnold transform is periodic, and
the image will return to its original state after a
certain number of transformation iterations; hence,
the confusion number is important. The periodicity
of the Arnold transform is related to the image size,
so it is difficult to recover the original image if one
fixes the iteration number to any image size.

Table 1 shows the relationship between Arnold
transform period T and size N (Chen LF et al.,
2013). To improve the security of image confusion,

the execution period of the Arnold transform and
size N are fixed as different values. Fig. 1 shows
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the results of Arnold transform after different exe-
cution periods (supposing a = 5 and b = 3). In
Fig. 1a, the Boat image is 256 x 256 pixels, so ac-
cording to Table 1, its period is 192. Fig. 1b shows
the results after 50 rounds of Arnold transform, and
Fig. 1c shows the recovered image after 192 rounds
of Arnold transform. Simulation results validate well
the periodic relationships shown in Table 1.

2.3 Fast calculation method

In the RSA algorithm, encryption and decryp-
tion both need to conduct large-integer modular
power multiplication. To simplify the calculations
and increase the operation speed, a fast calculation
method (FCM) (Hui and Lam, 1994) is adopted in
our study. In the § = a® mod n calculation, e is
expressed in a binary form; ie., e = Zf;ol e; 2,
where e; € {0,1} and k is the number of bits
used by e in the binary.
The specific calculation pro-
cess is shown in Algorithm 2. Table 2
time comparison between the traditional method

Then, an iterative oper-
ation is carried out.
shows the

Table 1 Relationship between the Arnold transform
period T and size N

N T | N T || N T
2 3 32 24 33 20
3 4 64 48 65 70
4 3 128 96 100 150
5 10 256 192 257 258
6 12 512 384 513 1432
7 8 1024 768 1025 100
8 6 2048 1536 2049 684
9 12 4096 3072 4097 360

10 30 8192 6144 8193 780

hd,\n&i 3.-1;
"‘l‘ 1};"“
1 i
b
RN

Fig. 1 Image confusion test for Boat: (a) original image; (b) results after 50 rounds of Arnold transform;

(c) result after 192 rounds of Arnold transform
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Algorithm 2 Fast calculation method
Input: a, e, and n
Output: 6

1: Transfer e = dec2bin(e)
2: Obtain k = length(e)
3: Setm=1

4: fori=1:k do
5. m=m?mod n
6: if e(i) == 1 then

7 m = (m x a) mod n
8 end if

9: end for

10: Obtain § =m

Table 2 Time comparison between the traditional
method (TM) and the fast calculation method (FCM)

Method Time (s)
Case 1 Case 2 Case 3 Case 4
™ 0.0683 0.0546 0.0663 0.0772
FCM 0.0315 0.0399 0.0485 0.0471

and the FCM when calculating the modular mul-
tiplication in four cases: case 1, 254 20834! 923
mod 818 627; case 2, 539 916220 265 mod 818 627;
case 3, 203 350%941 mod 751 589; Case 4,
168 807491 285mod 751 589.

3 The proposed asymmetric confusion
algorithm

3.1 Image confusion process

This scheme is based on the RSA asymmetric
public-key system and the Arnold confusion opera-
tion, and an effective image-confusion method is pro-
posed. This study is concerned mainly with image
confusion technology. Scrambling in cryptography
initially hides the image information by changing the
positions of pixels in the image. The confusion algo-
rithm is shown in Algorithm 3. The image confusion
process is shown in Fig. 2.

The confusion process proceeds as follows:

Step 1: use the RSA algorithm to generate pri-
vate key d and public key e.

Step 2: read the original image as P. Randomly
select two positive integers a; and asz, and encrypt
them with the generated public key. Calculate the
open ciphertext information m; = a$ mod n (i =

1,2). Let s = /log(}° P?; +1), and calculate b

through the obtained ciphertext. That is, given aq
and as, the formula for generating parameter values

Algorithm 3 The proposed image confusion

algorithm

Input: P (original image), a1, and a2
Output: EI (block confusion image) and C' (confused

image)

1: Read image P

2: Obtain the size [M, N] = size(P)

3: Obtain b1, b2 from a1, a2, respectively

4: Set blc = zeros(M /2, N/2)

5: fori=1:2do

6: forj=1:2do

7 r=0G0-1)(M/2)+1, y=(j —1(N/2)+1

8: ble=Plz:x+M/2—-1,y:y+ N/2-1)

9: Do Arnold transform using the first group a:
and b; for blc

10: El(z:ax+M/2—-1,y:y+ N/2—-1)=blc

11:  end for

12: end for

13: Confuse EI using the second group a2 and bz by
Arnold transform to obtain C'
14: Return confused image C'

. . Image
Plaintext image segmentation

First group of _ | Block Arnold
parameters confusion
A
|Pub|ic key |—>| RSA algorithm |
\ 4
s d ¢ t Global Arnold
econd group of parameters confusion

Confusion
image
Fig. 2 Asymmetric image confusion algorithm

b1 and by is as follows:

m; = a§ mod n,

A/ log(>_ Pi2,j +1), (3)

S =
b; = fix(a; + logm; + s),

where fix(z) returns the integer of z.

Step 3: divide the image into four blocks. Sub-
stitute the first parameter group a; and by into the
Arnold transform formula and take Arnold confu-
sion for each sub-block to obtain the block confusion
image B.

Step 4: substitute the second parameter group
as and by into the Arnold transform formula and
repeat the Arnold transform on the entire image to
obtain the final confused image C'.
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3.2 Reverse image confusion process

The reverse image confusion process involves the
following steps:

Step 1: decrypt the public ciphertext informa-
tion m; (¢ = 1,2) with private key d, ie., a; =
m¢ mod n (i = 1,2). Use Eq. (3) to obtain two
groups of parameters for the reverse process.

Step 2: substitute the second group as and by
into Eq. (2) and perform the Arnold inverse trans-
form on the confused image C' to obtain B’.

Step 3: divide image B’ into four blocks. Then,
substitute the first group a; and b; into Eq. (2) to
obtain the original image P’ by executing the Arnold
confusion operation on each sub-block.

4 Experimental results

In this study, four standard greyscale images
were selected for testing. The work was simulated
using MATLAB R2017b on the Windows 10 operat-
ing system. The following large prime numbers were
selected: p = 859, ¢ = 953. Then, a; = 5, az = 9,
by = 13, and by = 17 were obtained by testing the
Peppers image. The block confusion number was set
to 20, and the global confusion number was set to
30. The Peppers image in Fig. 3a was in the size of
512 x 512 pixels. Fig. 3b is the block confusion image
of Fig. 3a, and Fig. 3c is the final confusion image of
Fig. 3a. Fig. 3d shows the overall inverse confusion
image when the wrong key a1 = 4 was used. Fig. 3e
is the block inverse confusion image when the wrong
key a1 = 4 was used. Fig. 3f is the image when the
correct key was used. The image test results show
that if the wrong key is used, the original image in-
formation cannot be obtained.

5 Confusion analysis
5.1 Correlation analysis

One of the most important differences between
images and text is the correlation (Zhou et al., 2014;
Zhu HH et al., 2019) of two adjacent digital mes-
sages. In meaningful images, there is a high correla-
tion between pixels and their neighbors in the hor-
izontal, vertical, and diagonal directions. The aim
of the scrambling technique is to break the correla-
tion between adjacent pixels in all three directions,
to achieve an image with the maximum randomness
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and zero or the minimum correlation. To measure
the correlation coefficient between two adjacent pix-
els, the following formulae are used:

cov(z,y)
D(z)\/D(y)

—E@)yi — E@)], ((5)

. (4)

D)= S - B@L  ©)
D) =+ SN - Ew). ()
B) =+ 5w )
Bly) =+ 2% ()

where z; and y; represent the gray values of two
images, 75, represents the correlation coefficient, =
and y are the gray values of two adjacent pixels, and
N is the total logarithm of (x;,y;).
tion coefficient between the original image and the
corresponding encrypted image is shown in Fig. 4.
Table 3 shows the correlation coefficients for the ver-
tical, horizontal, and diagonal directions for all the

The correla-

test images.

In addition, we compare the proposed algorithm
with the traditional Arnold method (TAM). Table 4
shows the comparison results. The test results show
that the correlation coeflicient of the confused image
is close to zero. Therefore, there is no relationship
between adjacent image pixels.

Table 3 Correlation coefficients of different images

Correlation coefficient

Image

Horizontal Vertical Diagonal

Boat 0.9372 0.9240 0.8790

Plaintext image Man 0.9638 0.9336 0.9137
Baboon 0.9135 0.9323 0.8746

Peppers 0.9517 0.9447 0.9168

Boat 0.0141  —0.1020 0.0363

Confusion image Man 0.0629 0.0191 0.0347
Baboon —0.0483 —0.0338 —0.0613

Peppers —0.0131 —0.0147 —0.0039

Table 4 Correlation coefficients of different algo-
rithms for the Boat image

Correlation coefficient

Direction
Original image Ours TAM
Horizontal 0.9372 0.0141 —0.2401
Vertical 0.9240 —0.1020 0.4071
Diagonal 0.8790 0.0363 —0.2491

TAM: traditional Arnold method
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_ (e

Fig. 3 Image confusion and inverse confusion tests using the new algorithm: (a) original image; (b) block
confusion image; (c) confused image; (d) overall inverse confusion image with the wrong key; (e) block inverse
confusion image with the wrong key; (f) inverse confusion image with the correct key
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Fig. 4 Correlation of adjacent pixels in the Peppers image: (a) original image in the horizontal direction;
(b) confused image in the horizontal direction; (c) original image in the vertical direction; (d) confused image in
the vertical direction; (e) original image in the diagonal direction; (f) confused image in the diagonal direction



1790

5.2 Key sensitivity analysis

The security key analysis reveals the sensitiv-
ity to the security key (Méndez-Ramirez et al.,
2018).
pects: whether a small change in the security key
will make a significant difference in the confused im-
age and whether the image can be recovered with
other keys. Four standard images are confused with
the same key, and the global confusion number in the
key is set to 30.

Figs. ba—5d show 30 times global confusion im-
ages for Boat, Man, Baboon, and Peppers. If the
number of global confusion times is 31 for inverse
confusion, Figs. 5e-bh show the corresponding in-

The sensitivity is considered from two as-

verse confusion images, indicating that the clear text
information cannot be recovered. Simultaneously, to
further test its sensitivity, the standard image is con-
fused with keys a; = 5 and as = 9, and the resulting
image is anti-confused with keys a; = 4 and a2 = 10.
Fig. 6 shows the confusion and inverse confusion re-
sults of the four standard images.

5.3 Security analysis

The security of this method is based on the secu-
rity of the RSA asymmetric system, which depends
on the factorization of large integers. Trying to de-
compose the prime factor of modulus n is the most
direct way to attack RSA. To improve the security,
the parameter choice is important. p and ¢ should be
strong prime numbers. The difference between these
two numbers should be as large as possible, and the
value should be large enough to make factorization
impossible.

Factorization is one of the most common prob-
lems in cryptography. Although factorization algo-
rithms have made great progress, there is still not
enough evidence to prove that RSA can be cracked.
Therefore, as long as n reaches a certain requirement
and parameters p, ¢, and e are reasonably selected,
a system based on RSA is safe.

5.4 Period analysis

The periodicity of an Arnold map is related to
the size of the image. In this study, we adopt the
block-by-block and the whole methods. After the
image is divided into blocks (block-by-block), the
confusion period of each sub-block is changed. We
take image size 128 x 128 as an example. When N
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is 128, the period is 96. If the image is divided into
four blocks, each block’s size is 64 x 64. Therefore,
the period of each block is 48, and the entire period
is 64 x 48 = 3072. Table 5 shows the transforma-
tion period comparison between our method and the
traditional method.

Table 5 Transformation period comparison between
our method and the traditional method

N T
Our method Ttraditional method

4 9 3
6 4 12
8 18 6
10 300 30
12 144 12
16 72 12
32 288 24
50 6000 150
64 1152 48
128 4608 96
256 18 432 192
512 73 728 384

5.5 Gray difference and its comparisons

The adjacent gray difference (Ye, 2010) is used
to scramble each pixel of the image, so that the dif-
ference between the pixel values of any pixel and its
neighboring pixels tends to be as large as possible.
The larger the value, the better the effect of adjacent
gray difference scrambling. The formula for calculat-
ing the difference in gray values between image pixels
and neighboring pixels is expressed as

YG(,y) = &' y)]?

= 10
GD ; , (10)
(x_lvy)
+1,9)
where (z/,y') = (@ and G(z,y) repre-
(', y") (y— 1) (,y) rep

(z,y+1)

sents the gray value at position (z,y). Excluding the
pixels on the edge of the image, the average neigh-
borhood gray difference of the remaining pixels in
the image is calculated as

M—1 N_lGD(x y)
E(GD(z,y)) = m(:& - ;?(QN —2) 7

The calculation formula for the gray-value scram-
bling degree (Ye, 2010) is
E'(GD(z,y)) + E(GD(z,y))’

(11)

GVD =

(12)
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(©) (d)

4 o . m

(@ (h)

Fig. 5 Confusion images with 30 times global confusion: (a) Boat; (b) Man; (c) Baboon; (d) Peppers. Inverse
confusion images with 31 times global confusion: (e) Boat; (f) Man; (g) Baboon; (h) Peppers

@ ®

(e) U]
Fig. 6 Confusion with keys a1 = 5 and a2z = 9: (a) Boat; (b) Man; (c) Baboon; (d) Peppers. Inverse confusion
with keys a1 = 4 and a2z = 10: (e) Boat; (f) Man; (g) Baboon; (h) Peppers

where F and E’ are the average neighborhood gray
differences of the image before and after scrambling,
respectively.

Three different methods, i.e., our method,
Arnold method (Abbas, 2016), row-column exchange
method (R-C) (Patidar et al., 2011), are used to
compare the odd values of the same image in 25

| ©) )
@ (n)

iterations. Table 6 shows the comparison of the gray
values of these three sample images. It can be seen
that the proposed method performs the best.
Taking the 256 x 256 Boat image as an exam-
ple, the gray differences of different methods are an-
alyzed and compared. Fig. 7 shows the compari-
son of the scrambling degree using double cycles of
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the traditional Arnold map based method and our
method. It is easy to see that most values are less
than 0.875 using the traditional Arnold map, while
our method displays better performance with values
larger than 0.90. Fig. 8 shows the comparison of
the confusion degree among the proposed algorithm,
the R-C method, and the traditional Arnold method
with one circle. The proposed method has higher

confusion degree.
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Fig. 7 Comparison of the gray value confusion degree
with double cycles
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Fig. 8 Comparison of the gray value confusion degree
with three methods in one cycle
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6 Conclusions

The public-key algorithm separates the encryp-
tion and decryption keys, reduces the number of keys
required for multi-user communication, saves system
resources, and facilitates key management. Image
confusion is a means to hide information. Consid-
ering the security of the confusion algorithm, a new
asymmetric image pixel confusion algorithm was pro-
posed based on RSA and the Arnold map. Public
and private keys were generated using the RSA al-
gorithm, and then the image’s pixels were confused.
The Arnold confusion method was used on the image
blocks first, and then the entire image was confused
to enhance the confusion effect. The experimental
results showed that the proposed algorithm is sim-
ple to implement and has high confusion degree with
test values near to one.
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