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Abstract: For group signature (GS) supporting membership revocation, verifier-local revocation (VLR) mechanism
seems to be a more flexible choice, because it requires only that verifiers download up-to-date revocation information
for signature verification, and the signers are not involved. As a post-quantum secure cryptographic counterpart of
classical number-theoretic cryptographic constructions, the first lattice-based VLR group signature (VLR-GS) was
introduced by Langlois et al. (2014). However, none of the contemporary lattice-based VLR-GS schemes provide
backward unlinkability (BU), which is an important property to ensure that previously issued signatures remain
anonymous and unlinkable even after the corresponding signer (i.e., member) is revoked. In this study, we introduce
the first lattice-based VLR-GS scheme with BU security (VLR-GS-BU), and thus resolve a prominent open problem
posed by previous works. Our new scheme enjoys an O(log N) factor saving for bit-sizes of the group public-key
(GPK) and the member’s signing secret-key, and it is free of any public-key encryption. In the random oracle model,
our scheme is proven secure under two well-known hardness assumptions of the short integer solution (SIS) problem
and learning with errors (LWE) problem.
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1 Introduction without divulging his/her identity information; the
latter enables an opening authority, in cases of any

Group signature (GS) (Chaum and van disputes, to revoke the anonymity and track the real
Heyst, 1991) has two privacy-preserving properties: identity of a misbehaving member. With these two
anonymity and traceability. The former enables appealing properties, GS has found several appli-
each registered member of a group to issue signa-  cations in real-life scenarios, such as direct anony-
ture on a message on behalf of the whole group gy attestation in trusted computing, anonymous

vehicular ad-hoc network online communications,

* Corresponding authors

* Project supported by the National Natural Science Foundation
of China (Nos. 61802075 and 61772477) and the Natural Science . . .
Foundation of Henan Province, China (Nos. 222300420371 and To design an efficient GS theoretically, three
202300410508) critical cryptographic ingredients are required, in a

ORCID: Yanhua ZHANG, https://orcid.org/0000-0001-7946- . — . . .
5262; Huiwen JIA, https://orcid.org/0000-0002-9289-5918 relatively sophisticated combination. These build-

© Zhejiang University Press 2022 ing blocks comnsist of a digital signature scheme,

e-commerce systems, and many more.


www.jzus.zju.edu.cn
engineering.cae.cn
www.springerlink.com

Zhang et al. / Front Inform Technol Electron Eng 2022 23(6):876-892 877

CCA-secure public-key encryption, and an effi-
cient non-interactive zero-knowledge proof proto-
col. Since its first introduction three decades ago,
much progress has been made in the construction of
GS, and some creative schemes based on different
mathematical hardness assumptions, with differ-
ent levels of service functionality and operating
efficiency, have been proposed (Bellare et al., 2003,
2005; Boneh and Shacham, 2004; Gordon et al., 2010;
Bootle et al., 2016; Emura and Hayashi, 2018; Huang
et al., 2020).

Supporting membership
disabling the signing ability of misbehaving
members or honest members who voluntarily leave,
is a desirable functionality of many multi-member

revocation, i.e.,

(or multi-user) signature systems. Revocation not
affecting the remaining members is also a non-trivial
problem.  Specifically, for GS with membership
the verifier-local revocation (VLR)
mechanism is a more flexible choice compared

revocation,

with re-initialization of the whole system or a
dynamic accumulator, when considering a large
group, and more practical and suitable for mobile
environments where signers are often off-line or
some computationally weak devices (e.g., smart
cards) are pervasively adopted. The concept of
VLR group signature (VLR-GS) was first formalized
by Boneh and Shacham (2004) and subsequently
investigated and extended (Nakanishi and Funabiki,
2005, 2006; Libert and Vergnaud, 2009; Ishida et al.,
2018). However, all these constructions operate in
the bilinear map setting and they may not be able
to resist the effective attack of quantum computers
in the future post-quantum cryptography era. As
the old saying goes, “don’t put all your eggs in one
basket;” it is encouraging to consider some alter-
native instantiations, post-quantum constructions,
e.g., based on a lattice-based cryptosystem.

Owing to the creative work of Ajtai (1996),
Regev (2005), and Gentry et al. (2008), lattice-based
cryptography has become a hot field and GS over
lattices has been extensively studied.

Lattice-based VLR-GS, introduced by Langlois
et al. (2014), is the first quantum-resistant de-
sign that supports revocation.
proved schemes were proposed (Zhang et al., 2016;
Gao et al., 2017; Ling et al., 2018; Perera and
Koshiba, 2018a, 2018b, 2018c¢), but the schemes of
Langlois et al. (2014), Ling et al. (2018), and Perera

Subsequently, im-

and Koshiba (2018a, 2018b, 2018c¢) operate within
the Bonsai tree (Cash et al., 2010), and feature
bit-sizes of group public-key (GPK) and member’s
signing secret-key proportional to log N; therefore,
none of these constructions are suitable for a large
group. As two exceptions, Zhang et al. (2016) and
Gao et al. (2017) adopted a new identity-encoding
function (Nguyen et al., 2015) to encode a mem-
ber’s index and saved a factor O(log N) for both
bit-sizes, but both needed a series of sophisti-
cated encryptions in the signing phase, which
resulted in stronger hardness assumptions. To
overcome these somewhat unsatisfactory situa-
tions, Zhang et al. (2019a, 2019b) designed an
improved Stern-type zero-knowledge proof (ZKP)
for the identity-encoding function and a lattice-
based VLR-GS achieving smaller key-sizes and
explicit traceability.

Backward unlinkability (BU), a significant secu-
rity first introduced by Song (2001) for GS support-
ing membership revocation, ensures that the previ-
ously issued signatures will remain anonymous and
unlinkable even after the corresponding signer is re-
voked. BU security is essential to ensure privacy for
honest members who voluntarily leave the group or
inadvertently lose the signing secret-keys. Note that
none of the existing lattice-based VLR-GSs provide
BU security, because in a conventional lattice-based
VLR-GS, the revocation list (RL) is provided for ver-
ification, containing a list of revocation tokens (RTS)
for the revoked members. Once a member is revoked,
the issued signatures cannot be accepted any more.
Following this process, it is fairly easy to test whether
two different but legal signatures are issued by the
same revoked member by performing the verification
algorithm twice with the before- and post-revocation
RLs, respectively. As a result, all signatures issued
by the revoked member will become linkable, which
inevitably undermines privacy. This yields two inter-
esting open questions on lattice-based VLR-GS: Is it
possible to design a scheme providing BU security?
How can we construct a more efficient scheme for a
large group?

In this study, we introduce the first lattice-
based VLR-GS with BU security (VLR-GS-BU).
Our scheme operates on the model of Nakanishi and
Funabiki (2005) and is proven secure under two well-
known worst-case hardness assumptions: the short
integer solution (SIS) problem and the learning with
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errors (LWE) problem.

As we discussed earlier, each registered mem-
ber is given a vector called the RT, which is
added to the RL once this member is revoked.
Using this unique and immutable vector RT,
all signatures issued by the honest revoked members
who lose signing secret-keys inadvertently or leave
voluntarily can be linked. So, to realize BU security,
we require a mechanism in which the RT is updated,
which means that each member has many RTs over
the lifetime, and the signer may adopt different RTs
in the signature algorithm. Once a group member
is revoked, the manager can add his/her unused RTs
to the RL, and the used ones remain anonymous.
Therefore, to achieve BU security, a classical concept
called time-periods (TPs), adopted by Song (2001) to
realize forward-secure GS, is introduced in our new
member RT design. Let the entire time period TP
of each group member be ¢ discrete periods, and the
member obtains RT;,RT,,...,RT;, corresponding
to the discrete periods 1,2, ...,t¢ from the manager.
If a member is revoked at period j € {1,2,...,t}, all
his/her RTs after (and including) the current period,
RT;,RTj41,...,RTy, are added to the RL. There-
fore, any signature issued by the revoked member af-
ter (and including) j is judged invalid using the verifi-
cation algorithm, while signatures issued before (not
including) j are still valid and remain anonymous.
Obviously, BU security holds. Furthermore, during
the generation of RTs, the main challenge is to ensure
one-way security, which means leaking the revoked
member’s RTs at period j,i.e., RT;, RT11,...,RTY,
no one including an adversary can compute any RT
before period j, i.e., RTy, or RT, ..., or RT;_;.

Thus, to reach our goal, that is, to meet the
following two requirements-RTs must be generated
over TP and the generation of RTs satisfies one-way
security, we first assume that the periods are ele-
ments in Zg (the discrete integer TPs can be repre-
sented in their binary form {0, 1}*, and then hashed
into Zy using the collision-resistant hash function).
In construction and proof of security, we require
an injective encoding function Hy : Zy — Zy*"
map TPs in Z; to matrices in Zy*";
construction of this function, called encoding with
full-rank differences (FRD), was first introduced by
Agrawal et al. (2010). For t different TPs, i.e.,
TP1,TPs,..., TP, we obtain ¢ different encodings
H1(TP1), H1(TP2),...,H1(TP;). As in Zhang et

a concrete

al. (2019a, 2019b), we adopt a constant number of
matrices in Gpk to encode the member’s identity
index, i.e., Gpk = (A4, Ao, A1). For a member id
with an index ¢ € {0,1,..., N — 1} (in this study, N
is the group size, N = 2¢ = poly(n), and n is the
security parameter), the identity-encoding matrix
is Ajq = [A]Ag + iA1]. However, these encoding
TPs cannot be directly used for modular multiplica-
tion or to replace the public matrices in all known
lattice-based VLR-GS schemes (because there is a
deadly attack on the underlying SIS problem and
BU security). We introduce a simple but insight-
ful tweak that allows us to upgrade the above stra-
tegy directly into a secure and one-way setting.
By sampling By € Zy*™ as a perturbation, we
can obtain the new RTs for each member, an
id with an index ¢ € {0,1,...,N — 1}, ie.,
grt; 1, grt; 5, ..., grt;, € Zy, where grt,; ; = (Bo +
H1(TP;)B1)e;p mod g, 1 < j <t. Here, ;90 € Z™
is a short Gaussian vector and the first part of sign-
ing secret-key e; € Z?™, and B; € Zy*™ is a public
matrix used for modular multiplication.

We first construct a lattice-based Stern-type in-
teractive ZKP for all membership relations. Then
the protocol is repeated w(logn) times to reduce the
soundness error to some negligible value and trans-
form it into a non-interactive one, also, a signature
using the Fiat-Shamir paradigm in the random oracle
model. To summarize, by incorporating an efficient
and improved FRD, a creative RT design, and a cor-
responding Stern-type statistical ZKP protocol into
lattice-based VLR-GS, we introduce the first lattice-
based VLR-GS-BU, and thus resolve a prominent
open problem.

2 Preliminaries

Table 1 refers to some notations used in this
paper.

2.1 Parameters

Our lattice-based VLR-BU-GS scheme involves
three main parameters: a security parameter n, the
maximum number of members (i.e., group size) N =
2¢ = poly(n), and the number of TPs ¢ = poly(n).
The other parameters are listed in Table 2.
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Table 1 Notations used in this paper

Notation Definition

Z Set of integers
R Set of real numbers

a, b Vectors

A, B Matrices
id Member identity
m Message
Sk All permutations of k elements
<i Sampling uniformly at random
Il Euclidean norm /5

I loo Infinity norm Zoo

[e] The smallest integer not less than e
Parse(e, k1, k2) (Ckys Chyt1s-- -5 Chy) € RFZTRIFL
1<k <ks<n,e=(e1,e2,...,€n)

O, (5, w Standard asymptotic notations
loge Logarithm of e with base 2
PPT Probabilistic polynomial-time

Table 2 Parameters of our VLR-GS-BU scheme

Parameter Value or asymptotic bound
Modulus g w(n?logn) > N
Dimension m 2n[logq]
Gaussian parameter s w(v/nlogglogn)

[slogm], s.t. (48 +1)2 <q
Ly — Zgxm
{0,1}* —» Zg*™
{0,1}* — {1,2,3}"
w(logn)

Integer norm bound S
FRD function H1

Hash function G

Hash function Ho
Number of repetitions

2.2 VLR-GS definition and security model

In this subsection, we present the definition and
security model of VLR-GS with BU security, which
is extended from Boneh and Shacham (2004) and
Nakanishi and Funabiki (2005).

Definition 1 (VLR-GS-BU) A VLR-GS with BU
security consists of three algorithms:

1. KeyGen(1™, N, t): a PPT algorithm takes as
input security parameter n, group size N, and num-
ber of time-periods ¢, and outputs Gpk, a set of
signing secret-keys Gsk = (gsk, gsk, ..., gsky_1),
and a set of RTs Grt = (grtg ;,8rtgo,...,8rty_q,)-
Here, grt; ; denotes the RT; for member id with
index i at period j.

2. Sign(Gpk, 7, gsk,, m): a PPT algorithm takes
as input Gpk, a signing secret-key gsk,, current pe-
riod j for id with index 4, and a message m € {0, 1}*,
and outputs a signature o.

3. Verify(Gpk, j,RLj, 0, m): a deterministic al-
gorithm takes as input Gpk, a set of RTs for period
J, RL;, a signature o, and a message m € {0,1}*,
and outputs either invalid or valid. Valid indicates

that o is a valid signature on m at period j, and the
signer has not been revoked at period j.

Remark 1 Any VLR-GS, as introduced by Boneh
and Shacham (2004), has an implicit-tracing algo-
rithm: given a message-signature pair (m, o) for
period j, the party owning Grt can determine the
signer of o by executing the verification algorithm
successively, i.e., Verify(Gpk, j,RL; = grt, ;,
for © = 0,1,..., N, and outputting the first index
i* € {0,1,..., N—1} when the verification algorithm
returns invalid.

A VLR-GS-BU scheme has three properties:
correctness, BU-anonymity, and traceability.
Definition 2 (Correctness) A VLR-GS-BU scheme
is correct if for all (Gpk, Gsk, Grt) outputted by
KeyGen, all periods j € {1,2,...,t}, any member
with index i € {0,1,..., N — 1}, all RL; C Grt, and
m € {0,1}*, we have

o, m)

Verify(Gpk, 7, RL;, Sign(Gpk, 7, gsk;, m), m)
= valid & grt,; ; ¢ RL;.

Definition 3 (BU-anonymity) A VLR-GS scheme
is BU-anonymous if no PPT adversary A has a
non-negligible advantage Adv5U-mo"
ing game (between a challenger C and A):

1. Initialization: C gets (Gpk, Gsk, Grt) using
KeyGen and provides Gpk to A (not including Gsk).

2. Query phase: at the beginning of a time-
period j € {1,2,...,t}, C declares j to A, and j
must be incremental. During period j, A adaptively
makes a polynomially bounded number of queries:

in the follow-

Signing: requesting for a signature on a message
m € {0,1}* for id with an index ¢ at period j, C
returns o + Sign(Gpk, j, gsk;, m).

Corrupting: requesting for a signing secret-key
for id with an index i, C returns gsk; to A.

Revoking: requesting for a revocation token
RT; of id with an index i for current period j, C
returns grt, ; to A.

3. Challenge: A outputs a period j* € {1,2,
...,t}, a message m* € {0,1}*, and two distinct
members idg and idy, with indices 4o and i1, respec-
tively. A cannot make a corrupting query or a re-
voking query at either member; i.e., the secret-keys
of idg and id; cannot be corrupted, and idg and id;
have not been revoked before or at j*. C chooses a bit
b € {0,1}, defines o* using Sign(Gpk, j*, gsk,, , m*)
as a challenge on m* by idy, and returns it to A.
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4. Restricted query: once o* is obtained, A can
still make queries as before, but with restrictions that
do not allow a corrupting query or a revoking query
for idg or idy for the periods before (and including)
7%, i.e., in incremental form, and the opening query
for (m*,o*).

5. Guessing: A outputs a bit b* € {0,1}, and
wins if b* = b.

The advantage of A in the above game is defined
as Adv5Uom = |Prb* = b] — 1/2].

Definition 4 (Traceability) A VLR-GS-BU scheme
is traceable if no PPT adversary A has a non-
negligible advantage Adv’y**° in the following game:

1. Initialization: C gets (Gpk, Gsk, Grt) using
KeyGen, and provides (Gpk, Grt) to A. Also, an
initial corruption set Corr = & is defined.

2. Query phase: A adaptively makes a polyno-
mially bounded number of queries:

Signing: requesting for a signature on a message
m € {0,1}* for id with an index ¢ at period j, C
returns o using Sign(Gpk, j, gsk;, m).

Corrupting: requesting for the signing secret-
key of id with an index 4, C returns gsk; and adds id
with its index i to Corr.

3. Forgery: A outputs m* € {0,1}*, a period
j*, a set of tokens RL;-* C Grt, and a signature o*.
A wins the game if Verify(Gpk, j*,RL}., 0%, m") =
valid.

The implicit-tracing algorithm fails, or traces to
a member outside Corr\RL}. (Because ¢* cannot be
traced to i* € (Corr NRL}. ), Corr\RL}. can also be
modified to Corr).

The signature o* is non-trivial; i.e., A has not
obtained ¢* by making a signing query on m*.

The advantage of A in this game is defined as
its probability of winning, denoted by Adv:ﬁraCC =
SuccPT 4.

2.3 Background on lattices

Definition 5 (Lattices) For positive integers n, m,
q > 2, and a random A € ZZX’", an m-dimensional
g-ary orthogonal lattice A (A) is defined as

€L m
A7 (A)={ec€Z™| Ae= 0 mod g}.

For s > 0, the Gaussian function on R™ with
center c is

ps.c(€) = exp(—7|e— ¢c||?/s?), Ve € R™.

For ¢ € R™, the discrete Gaussian distribution
over A is

DA,s,c - ps,c(e)/zee/l ps,c(e)7 Ve S va

where D, 4 . is denoted as Dy ¢ if ¢ = 0.
Lemma 1 (Gentry et al., 2008) For integers n, ¢ >
2, m > 2n[logq], let a real number s > w(y/logm);
the following properties hold:

1. For all but a 2¢™" fraction of all A € Zp*™

and e <i Dyzm s, the distribution of Ae mod ¢ is
statistically close to uniform over Zg.

2. For e - Dgm s and f = [slogm],
Pr[|| €] < 3] is overwhelming,.

3. The min-entropy of Dzm s is at least m — 1.

Ajtai (1996) introduced how to obtain a matrix

A statistically close to uniform together with a low
Gram-Schmidt norm basis for Afl- (A). Then two im-
provements were investigated by Alwen and Peikert
(2011) and Micciancio and Peikert (2012).
Lemma 2 (Alwen and Peikert, 2011; Micciancio and
Peikert, 2012) Letn > 1,¢ > 2,and m = 2n[loggq].
There exists a PPT algorithm TrapGen(q, n, m) that
outputs A € Zy*™ and Ra, such that A is statisti-
cally close to a uniform matrix in Zy*™ and R4 is a
trapdoor for orthogonal lattice A} (A).

Given a short basis matrix of Aé-(A), Gentry
et al. (2008) introduced a creative algorithm to sam-
ple short vectors from some discrete Gaussian dis-
tribution over lattices. Then an improved algorithm
was introduced by Micciancio and Peikert (2012).
Lemma 3 (Gentry et al., 2008; Micciancio and
Peikert, 2012) Letn > 1,¢ > 2,and m = 2n[logq].
Given A € Zy*™, a trapdoor R4 for Aql(A), a pa-
rameter s = w(y/nlogqlogn), and uw € Z7, there
exists a PPT algorithm SamplePre(A, R4, u, s) that
returns a short vector e € A(A) sampled from a dis-
tribution statistically close to DA};(A)’S, where A}Z‘(A)
is a coset of Aé-(A).

We recall two average-case lattice problems: SIS

and LWE.
Definition 6 (SIS) The SIS, ;5
defined as follows: given a random A € Z;*™ and a
real 8 > 0, obtain a vector e € Z™ s.t. Ae= 0mod ¢
and 0 < ||e]jeo < 8.

The
(ISIS) problem is a new variant of SIS, also given
a random syndrome vector u € Z;. The ISIS™®

n,m,q,3
problem is to obtain e € Z™ such that Ae = umod ¢

problem is

inhomogeneous small integer solution
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and |le[lcc < B. Both problems are as hard as
certain worst-case problems, such as the shortest
independent vector problem (SIVP).

Lemma 4 (Gentry et al., 2008; Micciancio and
Peikert, 2013) For m, f = poly(n) and ¢ >
BO(y/n), the average-case SISy g5 and ISISZ® 5
problems are at least as hard as the SIVP 86 (n)
problem in the worst case.

Definition 7 (LWE)  The LWE,, ,, problem is

defined as follows: given a random vector s L Ly,
and a probability distribution x over Z, let Ag
be a distribution obtained by sampling A € Zy*™,

e & x™, output (A, ATs + e mod ¢), and dis-
tinguish between A,, and a uniform distribution
U & Zrm x 7. Let B> /nw(logn). For a
prime power ¢, given a S-bounded distribution y, the
LWE,, 4, problem is at least as hard as SIVP@v(nq/ﬂ).

Now let us recall two important facts and a new
sampling algorithm that is used in the security proofs
of this work:
Lemma 5 (Agrawal et al., 2010) Let n > 1, and
assume that m > (n + 1)logq + w(logn) and ¢ is a
prime. Let A and that B be two matrices chosen
uniformly in Zg*™, and R an m X m matrix chosen
uniformly in {—1,1}™*™. Then, for all w € Z}",
the distribution (A, AR, RTw) is statistically close
to (A, B, R"w).
Lemma 6 (Agrawal et al., 2010) Let Rbeanmxm
matrix chosen at random from {—1,1}™*™. For
e € R™, Pr[||Relloc > €]l octo(vIogm)] < negl(m).
Lemma 7 (Agrawal et al., 2010) Let prime g > 3,
m > n, matrices A, B € Zy*™, and a real s >
| Rp||y/mw(logm). There exists a PPT algorithm
SampleRight(A, B, R, Rp, u, s) that, given a trap-
door Rp for Ay (B), a low-norm R € {—1,1}"™*™,
and w € Z7, outputs e e Z*" distributed
statistically close to D u(p),s, Where F = [A|AR +
BJ.

An injective encoding function H; : Zy — Zy*"
is adopted for our lattice-based VLR-GS-BU, and a
concrete construction of such a function, called FRD,
was introduced by Agrawal et al. (2010).
Definition 8 (FRD) A function H; : Zi — Zy*"
is called FRD if the following hold:

1. Ve, e € Z?, e 75 €2, 7‘[1(61) — Hl(eg) is
invertible; i.e., the rank is n.

2. H; is computed in polynomial time, i.e.,
nloggq.

3 Preparations

In this section we describe the main techniques
and provide the main building block in our new de-
sign of a Stern-type statistical ZKP. First, we adopt
the design techniques in Zhang et al. (2019a, 2019Db)
for member identity encoding. Thus, only a constant
number of public matrices are included in Gpk, e.g.,
Gpk = (A, Ay, A1) (actually, two more matrices By
and B; are needed in our scheme). We focus on
describing our design of member RTs to achieve BU
security.

3.1 New design of RTs

The FRD function H; in Definition 8 is adopted
to realize two essential conditions (many RTs
generated over TPs and one-way security) for mem-
ber RTs with BU security. Thus, for member id
with an index 4, t different TPs and ¢ different
encoding matrices Hi(TP1), H1(TP2), ..., H1(TPy)
are achieved. Further, to avoid some deadly at-
tacks of the underlying SIS problem and BU secu-
rity, we sample two random matrices By, By S
So, for time period 7,
the revocation token RT; of member id is grt; ; =
(Bo + H1(TP;)By)e; o mod g, where e; o is a short
Gaussian vector (see the descriptions in Section 4.1
and e; is the first part of the signing secret-key
e, = (ei)07 em) € Z(Qm)) satisfying

Zy*™ as perturbations.

Aige; = umod g, (1)

where Ajq = [A| Ao+ 144] € ZZX(Qm).

So, grt, ; is generated from the member’s sign-
ing secret-key. For the revocation mechanism, as
stated by Ling et al. (2018), due to a flaw in Lan-
glois et al. (2014) that an inequality test method
was adopted to check whether the signer’s RT be-
longs to a given RL, a new and corrected technique
which realizes revocation by binding the signer’s RT
to an LWE function (in our design, the concept of
TP is adopted, and for id with an index i at period
J, RT; = grt, ;) was proposed:

b; = Blgrt, ; + e
= (BY(By + H1(TP;)By))eio + e mod g, (2)

B,
where B is from a random oracle as in Ling et

al. (2018) and ey € Z™ is sampled from an LWE
error Y.
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Putting all innovative ideas, design approaches,
and the Stern-type argument system introduced by
Ling et al. (2013) together, we have designed a Stern-
type interactive ZKP protocol to prove Egs. (1) and
(2), which is described in the next subsection.

3.2 Underlying ZKP protocol

This subsection introduces an underlying inter-
active Stern-type statistical ZKP protocol that al-
lows P (a member id with index 7) to convince V that
P is indeed a valid member who signs m € {0, 1}*.

In our design of the underlying Stern-type ZKP
protocol, decomposition (Dec), extension (Ext), and
matrix-extension (Mat-Ext) techniques are adopted.
Specific sets, e.g., Bas, B3, Secg(id), SecExt(id™),
permutations, e.g., m, ¢ € Sgm, T € S2¢, and a com-
position F are used. We omit all these duplicate
concepts and the detailed definitions can be found in
the literature (Ling et al., 2013, 2018; Zhang et al.,
2016, 2019a, 2019b; Gao et al., 2017).

We first define a function Bin to denote a binary
representation of a member’s index, i.e., the member
id = Bin(i) € {0,1}¢ for i € {0,1,..., N — 1}, where
N = 2% = poly(n) is the group size. In addition, we
define a series of integers k = |log 8| + 1, f1 = fgl,
B2 = [F], By = [P0, B = 1.

For Eq. (2), we prove that id is a certified mem-
ber without leaking e;. As in Zhang et al. (2019a),
we transform A;q to A" = [A|Ag|g, ® A1], which
is independent of index i. g, = (1,2,22,...,2¢1)
is a power-of-two vector (thus, ¢ can be rewritten as
i = g;Bin(i)), and ® denotes a concatenation with
vectors or matrices; e.g., given A € ZZX’", e e Lq',

and e = (e1,e2,...,e7) € Zf;, we have the follow-
ing two definitions: e® € = (e1€,eq€,...,¢e0€') €
Zrt, e A = [e1AlesA|. . |e,A] € Zi*™E A

corresponding change to 4’s signing secret-key e; =
(€0, €,1) is transformed into €; = (e; 0, €;,1, bin(i)®
e;.1). Thus, to argue the relation A;qe; = w mod ¢,
we instead prove a new relation A’e, = w mod gq.
For Egs. (1) and (2), to prove BU security, we need
only to prove that they hide the same short Gaussian
vector e; g € Z™.

The underlying ZKP protocol between P and V
can be summarized as follows:

Public input: A’ = [A|Aglg, ® Ai] €
zy< "™ B, By, By € ™, we 70, b; € LI,
and current period j € {1,2,...,t}, where Bis from
a random oracle (Section 4).

P’s witness: €] = (€], e}, Bin(i) ® €} ;) €
Secg(id) for a secret index i € {0,1,...,N — 1},
and a short vector eg € x"*, which is an LWE error.

P’s goal: to convince V in zero-knowledge (ZK)
that:

g1: A'e, = uwmod ¢, where €], € Secg(id) and
id = Bin(4) is kept secret.

g2t b = (BTBSj)e;O + €9 mod ¢, where €] ; is a
part of ¢ and [[¢/locs | ollos < 5.

For the group membership mechanism (i.e., P’s
goal is g1), as in Zhang et al. (2019a, 2019b), the
following steps are taken:

1. Extend A" to A* GZZX((%H)Sm), where A* =
[A|0n><(2m)|A0|0n><(2m)| o |2671A1|0n><(2m)|0n><(3m€)],
using the Mat-Ext technique.

2. Extend id = Bin(i) = (d1,da,..
{0,1}¢ to id* = (dy, do, . .
technique.

3. Extend €], to € 1,€ g --

. ,dg) (S
.,da) € By using the Ext

/

1€ o0k € Bs,,
/ / / / :
and €, t0 € 1,€ 19,...,€ 1, € By using the
Dec and Ext techniques.
4. For each r € {1,2,...,k}, define

/ _ / / / /
€ir = (ei,O,r7 €1, di €ilrs--- N, ei,l,r)'

5. It can be checked that €], € SecExt(id").
So, P’s goal is transformed into

k
A (Z 6r6¢,r> = uwmod g, @)

r=1

€, € SecExt(id").

To prove Eq. (3), as in Zhang et al. (2019a,
2019b), we take the following two steps:

1. Sample 4, 75,..., 7% S Z,(J%H)X(SW) to
mask €] 1, € ,..., €, and it can be checked that

k k
A (Z Br(€, + m) —u= A (Z 5@) mod g.
r=1 r=1

2. Sample permutations w, ¢ € Ssp, T € Sy,
and it can be checked that

Vre{1,2,...,k}, Fro-(€,) € SecExt(r(id")),

where id" € By, is an extension of id = Bin(7).

For the revocation mechanism (i.e., P’s goal is
92), the following steps are taken:

1. Define B = B*B;j mod q € Zp<m,

2. Let €], = Parse(e] ., 1,m).

3. Parse ep = (.1, €02, - - -, €0,m) and extend it
to ep,1,€0,2,...,€0% € B3y, using the Dec and Ext

techniques.
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4. Define B* = [B|I,,|0™*?™)], where I, is
the identity matrix of order m.
So, P’s goal is transformed into a new relation:

bj = B (XF_, B(€q.,. €o,) mod g,
€y,r € Bgm.

(4)

To prove Eq. (4), we take the following three
steps:
1. Let 7). o = Parse(r],,1,m).

7 )
$
2. Sample ry1,70,2,...,T0k +— ng to mask

€,1,€0,2,- .., €0k, and it can be checked that

B (X Be(€hg, + 0. €0 + 10,)) — by
= B*(XF_, B,(%.0, 10,)) mod g.

3. Sample one permutation ¢ € Ss,,, and it can
be checked that ¢(ep ) € Bam,.

Putting all the techniques together, we design
an interactive Stern-type statistical ZKP protocol.
In our lattice-based VLR-GS-BU, we also use a sta-
tistically hiding and computationally blinding com-
mitment scheme (COM) proposed by Kawachi et al.
(2008).

The protocol between P (a member id with an
index ¢) and V is as follows:

Commitments: P picks the randomness of
COM, 64,05,05 L {0,1}21°8a  and several
objects:

., ;8 204+2) % (3
Ty T <—Zg +2)x(3m)

$
7T177T2,...,7Tk<—83m7

$ ZSm

70,1, 70,25 -+ s POk < Ly

$
80178027"-78016 <_S3m7

$
¢17¢27"'7¢k<—83m7
T(&Sgg.

Let 7., = Parse(r,,1,m). P sends the

commitment CMT = (¢, €2, ¢3) to V, where
e1 =COM({m,, p, b}y, 7, A*(XF_, Bo10),
B (CF_ Be(tg,m0.0))i 1),

ca =COM({Fr, g, .+(7), &r(10,0) 515 62),
C3 :COM({fﬂr,@r»T(e;,r + r/r)v

br(eor + 10,0 }_y; 03).

Challenge: V' chooses a challenge Ch S
{1,2, 3}, and sends it to P.

Response:  depending on Ch, P replies as
follows:

1. Ch=l. Let v, = Fr o, -(€,), v =
¢r(60,r)a w, = '7:777‘7807‘>T(T¢‘)’ w, = ¢.(ro,), and

tig = 7(id"). Define
RSP = ({vf/mwf/rav?”aw?”};lf:latid792793)- (5)

2. Ch=2. Let #, = v, & = ©r, br = b,
T = T, :l/r' = e/i,r 4+ T';, and Y. = €or + To,r- Define

RSP = ({ﬁh@héhyq/ﬂvyr}ff:lv%velvafi)' (6)

3. Ch=3. Let #, = 7, &r = ©p, br = o,
7=, h, =7, and h,. = 1. Define

RSP = ({7}7‘7357‘7&7”7’7“;«7hr}qu:17%761792)' (7)

Verification: after receiving RSP, V begins to
check the following:

1. Ch=1. Check tiq € By, v, € SecExt(t4q),
v, € Bs,,, and

G = COM({’w/r? wr}lrczﬂ 92)7
s = COM({v], + w), v, + w, }_1:03).

2. Ch=2. Let y, , = Parse(y,, 1,m), and check

1 = COM({#tr, &r, or}iy, 7 A (3K, Brafl)
—u, B (XF_ B (40, y,) — bji01),
¢3 = COM({Fx, 4.+ (4.), 0 (9,) 1513 03).

3. Ch=3. Let h; , = Parse(h;.,1,m), and check

¢ = COM({7y, &p, & }r_1, 7, A*(SSF_, B.BL),
B (Y5, Br(W g, b)) 61),
ca = COM({Tz, 5,7 (), ¢ (hr) }5_y; 62).

Finally, V returns valid if all the conditions hold;
otherwise, it returns invalid.

The associated relation R(n,k,¢,t,q,m,3) in
the above protocol is defined as

A, Ay, A1, B, By, By € "™ u € Zy,
id = Bin(i),j € {1,2,...,t},b; € ZI",

€, = (62,0, 62,17Bin(z’) ® 62,1) € Secg(id),
e € Z™ 5. 0 < || €f|oo; [ €00 < B,

b, = (BTB:,-)eQ,O + ep mod ¢,

[A| 4]g, ® Arle, = wmod g




884 Zhang et al. / Front Inform Technol Electron Eng 2022 23(6):876-892

3.3 Analysis of the protocol

We summarize the main properties of the above
protocol in the following theorem, including commu-
nication cost, perfect completeness, statistical ZK,
and argument of knowledge:

Theorem 1 Let COM be a statistically hiding and
computationally binding commitment scheme. Then
the proposed protocol is a statistical ZK argument of
knowledge for the relation R(n, k, ¢,t, g, m, 3), where
each round has perfect completeness, soundness
error of 2/3, the argument of knowledge property,
and communication cost €(5(n)

Proof The proof includes the following aspects:

Communication cost:

1. The output of COM, a vector of Zg, has bit-
sizes nloggq, and thus P sends three commitments
amounting to 3n log ¢ bits.

2. The challenge Ch can be represented by 2
bits.

3. The response RSP from P consists of:

(1) one permutation in Say;

(2) 3k permutations in Ss,p;

(3) 2k vectors in Z{ZT*™ 2k vectors in zm,
and one vector in {0, 1}2.

So, the bit-size of RSP is bounded by
O(¢mk)log q. Recall that k = |log 3] + 1. The com-
munication cost of the proposed Stern-type statisti-
cal ZKP protocol is bounded by O(¢mlog f)logq =
1O(n).

Perfect completeness:

Given a public tuple (A, Ay, A1, u, B, By, By,
J, b;), if an honest P has witness = (id = Bin(i), €] €
Secp(id), ey € Z™) and follows the proposed proto-
col, it can generate an efficient Stern-type statisti-
cal ZKP satisfying the verification process, and is
accepted by V with a high probability.

The inputs and witness are transformed into A™,
B, id", {€] ., e, €, = Parse(e],.,1,m)}F_, by
P using the Dec, Ext, and Mat-Ext techniques; thus,
these results satisfy the following new structures:

A (XF_ B, €,) =umod g, €, € SecExt(id"),
B*(Zle ﬁr(e/i’o,ra eO,r)) = bj mod q, eO,r S B3m-
As in Zhang et al. (2019a, 2019b), to show
that P can pass all verification checks correctly for
each Ch € {1,2,3} with a high probability without

considering the checks for correct computations, we
need only to note that:

1. Ch=1. Since id = Bin(i) € {0,1}¢, id* €
By, is an extension of id, Bgy is invariant under
T € Sy and tq = 7(id*) € Bge. Similarly, for
re{1,2,...,k}, ey, € Bsy,, Bs,, is invariant under
¢r € Sam; thus, v, = ¢r(epr) € Bay,. Thus, we
have

V, = Fr, o7, (€ ) € SecExt(r(id") = tq).

2. Ch=2. The key point is to check ¢;. P can
pass this step by generating y,., 7., y,., ¥, 7., and
70,7, such that the following hold true:

AN Bey) —w
= AT(Xh_, B, + 7)) —u
= A*(YF_, Borl) mod g,
B (X0, B0, 9) — b
= B (30, Bi(€ 0, + Thor €00 + T0)) = b
= B (X0, B,(7), m0,.r)) mod q.

3. Ch=3. We need to consider the checks for
correct computations, and obviously these are true.

According to the previous discussions, the pro-
posed protocol enjoys perfect completeness.

Statistical ZK:

Asin Zhang et al. (2019a, 2019b), we should de-
sign a PPT simulator S that interacts with verifier
V' (may be dishonest) to output a simulated tran-
script that is statistically close to the one generated
by honest P in the real interaction with a probability
negligibly close to 2/3. The design is as follows:

S first samples a random value Ch <& {1,2,3}
as a prediction that verifier V' may not choose.

1. IfCh = 1, the following steps are taken:

(1) Use the basic linear algebra (BLA) algorithm
to compute vectors €/ |, €5,..., €/} € fo“l)?’m s.t.
A*(Zle Bre},) =umod q.

(2) Define €}, , = Parse(e],, 1,m) and use the
BLA to compute k vectors €1, €2, .., €k € Zg’m
st. by =B (XF_, B,(€/q,. €,r)) mod g.

(3) Sample the randomness of COM, 61, 02, 03,
and several random vectors and permutations:

/. / 20+2)x (3m
rl,r2,...,rkeZg )x(3m)
3
70,1, 70,25+ -5 Tk € Zy™,
7T1,7T27...,7Tk,§01,§02...7@k7¢1,¢27...,¢k683»,-,“

T E Sgg.
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(4) Let 7., = Parse(r,1,m), and compute (3) If Ch = 3, send
CMT = (61178/2783)? where RSP = ({ﬂ'ra<ﬁra¢r7 rO,r}f:lvTv 91792)-
, . .k 3. If Ch = 3, the followmg steps are taken:
e1 =COM({mr, r, br}rmr, 7, AT (30,21 Bt (1) Sample the randomness of COM, 61, 62, 65,
B (Zle Br (7.0, T0,r)); 01), and several random vectors and permutations:
— / k.
_SSM({]——T‘W 7307‘,7'( I/) (b’r‘i;ro ’r‘)}r:17 02)7 r/l’ T'/2, T/k 6 Z((Z2f+2)><(3m),
¢ =COM{Fr o, ol +17), 01,7025 -5 Tk € L3,
or(e0r + TO,T)}r:ﬁ 0s).

Ty T2y e oy Ty P1,P25 -+ Py ¢17¢27"'7¢k¢ 6837717

(5) Send CMT to V'. T € Sop,
After receiving Ch € {1,2,3}, S replies as ©0.1,0.2,- .., % € Bam,
follows: id € By,
(1) If Ch=1, output L and abort. v . .
(2) If Ch—2, send e/1,€ls, ..., €, € SecExt(id’).
RSP :({TFM Prs ¢r7 e;/,r + r/rv/éO,r + TO,T}?:I, 7'917 93) (2) Let 82/0 ro Parse( €ir L, m) TIT,O =

Parse(r.,1,m), and set CMT = (c17 ch, ch):
(3) If Ch=3, send ) i
RSP ({WT‘7SDT‘7¢T7 "F'O,r}quzlﬂ—? 01702)' © :COM({WT’SDT’d)T}T_l’T’

. IfCh= 2, the followmg steps are taken: A* (Zr L Be(el, + 1) —

1) Sample the randomness of COM, 61, 65, 03,

() P randonm b B (yr_ 1ﬁr(10r+7/0760r+7‘0r))

and several random vectors and permutations:

(20+2) x (3m) ~ bsib),
X m
Mot €2 T ¢y =COM({Fr, ,,~(r}), &3m0 }o_1; 02),
70,1, 70,2, -, T0,k € Zq ) Cé :COM({fﬂj’Wr,T(e;(r + T/r)v
T, T2y« e o3 Ty P1,P2, -5 Pk ¢17¢27"'7¢k€83m7 (b’r(/éO’r'i_rOr)}]::l;e?))'
T € 822,
!
€,1,€0,2,---, €0k € B3y, (3) Send C,M,T to V. 5 .
. After receiving Ch € {1,2,3}, S replies as
id € ng,
o follows:

€1, €2, € € SecExt(id’). (1) If Ch = 1, send

(2) Let 7., = Parse(r],1,m), and compute RSP =({Fr, 1 (€,), Frv o (1), 60 (B0.0),

CMT = (¢}, ¢, c), where

=COM({my, 0p, bp b oy, 7o A*(SF_, By,
B (30—, Br(7]0,m0.0))i 01);
ch =COM({Fr, o, (7)), 60 (r0.0) Y13 602),
¢ =COM({Fr, o, ~(€], +10),

o (€0,r + To,r)}r:1§ 03). (3) If Ch = 3, output L and abort.

Based on a statistically hiding property of COM,
the distributions of CMT, Ch, and RSP are statis-
tically close to those in the real interaction, and S
outputs | and aborts with a probability negligibly
close to 1/3. Furthermore, once S does not halt, a
RSP =({Fr, 4. (e" )y Frroon i (T2), 00 (€0.1), valid transcript will be given, and the distribution of

¢r(7“0,r)}r Lr(id’), B2, 63). "che tran.scrlpt 1sAstatls'tlcally close to that in the r.eal
interaction, so S can impersonate an honest P with
(2) If Ch = 2, output L and abort. a probability negligibly close to 2/3.

br(ro,) Y1, 7(id), 02, 03).
(2) If Ch = 2, send

RSP :({ﬂ-rv Pr, qb’l“? e;:r + ﬁvEO,r + rO,T}f:lv
T, 01793)'

(3) Send CMT to V'.

After receiving Ch € {1,2,3}, S replies as
follows:

(1) If Ch =1, send
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Argument of knowledge:
To prove that the proposed protocol is

an argument of knowledge for the relation

R(n,k, 0 t, q,m, ), we need to prove that the given
protocol satisfies the special soundness property.

If there is a P’ (may be cheating) who can
respond to three challenges correctly correspond-
ing to the same commitment CMT with the inputs
A= (A, Ay, Ay, B, By, By, u,j, bj), then there is an
extractor L who can produce

(id = Bin(i), €] = (€} o, €; 1, Bin(i) ® €] ), eo)

s.t. (4;id = Bin(i), €, eg) € R.
Indeed, based on three valid RSPy, RSP2, and
RSPj3 given by P’, the extractor K can extract

tiq € By,
V). € SecExt(ta),
vy € B3m7
= COM({fTT? Szjm éT}]rczla 7 A*(Zle Br?/r)
—u, B (X, Br(¥0,9r)) — bji 01)
= COM({ﬁ—T? Prs qzr}ﬁ:l? 7, A*(Zle Brhlr)7
B (Y0, Br(h g, b)) 1),
ca = COM({w], wr}f—1;92)
= COM({ Fx, 5, #(h.), ér(hy) }i_y; 02),
cz = COM({v,. + wl, v, + w,}_,;03)
= COM({F, ¢,.#(¥.), br(y,) ooy 03).

Based on the computationally binding property
of COM, the extractor K can deduce

ta € B2é77ﬁ = 7~—7¢r = ¢r77ATr = ﬁra@r = Szjra

k
A* (Zle ﬁr%) —u=A" (Z ﬁrh;> mod g,
r=1
B (1 Br(¥h0090) — by

:B*(Zr 1ﬁ’r( 7,07
w; = ‘7:7\'7‘>Lp77 (h/) ’UT + wr = Fﬁrﬁbrﬁ(ylr)’

h,)) mod g,

v, € SecExt(tq), v, € B,

wy = J’r(hr)v Uy + Wy = Qgr(yr)-

Let e;,r = :'/T - 7;: Prs (,l/r)? €,r = Yp —
h. = ¢ (v,); thus, €, € SecExt( Ltq) = idY),
€o,r € Bsy,. Let 6;)07 = Parse( i L ,m), we have

u mod g,

{A*(Z’f | Brel,) =
(ZT L Br(€ o€ ) = bj mod q.

The extractor K produces id = Bin(i) € {0, 1},
€, € Secs(id), and ey € Z™ as follows:

1. Let id*:(dl,d27...,d dg@):
We obtain Bin(i) = id = (dhdg,.. dy),
index i = g} Bin(i).

2. Let ef = Zle fé€; ., we have

'(tia).
and the

k
0<l€flloo <32y Brli€frlloc < B-

Since €, € SecExt(id™), there are two vectors

* * 3m . * *
efo and e;; € Z°™ that satisfy |le] |, | €}
B, and e = (€, ef1,di€},...,dye; ). Set

e; = (6270, e;,lv dy e;,lv R dfe;,l)
= (62707 e;,lv Bin(i) ® 6271),

where €], and €] ; are obtained from e}, and €],
respectively, by removing the last 2m coordinates.
Thus, €] € Secg(id) and

(4] A|g, © As)(€lr €Ly, Bin(i) ® ;) = wmod g
3. Let &g = Zle Breg,r, we have

~ k
0 <Tleolloc < 32r—y Brlleorlloc < 5.

Let eg € Z™ be obtained from &y by remov-
ing the last 2m coordinates. Thus, ey € Z™,
0 < |lelloo < B, and b; = (BT B;)€, + ey mod q.

Finally, IC outputs

= id, €} € Secp(id), ey € Z),

(n7k7£7t7m7/87p7t)'

witness = (Bin()

which is a valid witness for R =

4 VLR-GS-BU scheme

In this section, we describe a lattice-based VLR~
GS-BU scheme and prove the construction satisfy-
ing three requirements, correctness, BU-anonymity,
and traceability, as defined in Section 2.1. The
parameters will also be specified.

4.1 Description of the scheme

KeyGen(1™, N,t): input a parameter n, group
size N = 2° = poly(n), and number of periods ¢t =
poly(n); other parameters are as listed in Table 2
This algorithm works as follows:

1. Run TrapGen(q,n,m) to obtain A € Zg*™
and a trapdoor R4.

2. Choose matrices Ag, A1, By, By & Zy™™

$
and a vector u +— Zf;.
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3. As in Zhang et al. (2019a, 2019b), for id
with ¢ € {0, 1,...,N— 1}, let Ajq = [A|A0 +ZA1] €
Z;’“m, and proceed as follows:

(1) Choose e; 1 S Dgm s, let u; = (Ao +
iA1)e; 1, and run SamplePre(A, Ra, v — u;,5) to
obtain €0 € 7.

(2) Let e; = (e, 0, €1) € Z*
and 0 < |le;]loo < B.

(3) For the time-period TP;c(12,... 1y € Zy, de-
fine grt; ; = (Bo + H1(TP;)B1)e; 0 mod g.

(4) Let the signing secret-key of member id be
gsk, = e; € Z?™, and the revocation token be grt, =
{grt; 1. grt; 5, ... grt; ;}.

4. Output:

ka = (A, Ao, Al, Bo, Bl, u, 97 7‘[1, HQ),

Gsk = (gskg,gskq,...,g5kn_1),

Grt = (grt07grt17 ce 7grtN71>'

Sign(Gpk, j, gsk;, m): let x € Z be a S-bounded
distribution. Take Gpk, current period j, and
m € {0,1}* as inputs; a member id with index 4
and secret-key gsk, = e; proceeds as follows:

1. Choose v < {0,1}™, and let

B= Q(A, Ay, A1, By, B, u, m, ’U) S ngm

2. Choose ey S X", and define

™ Age; = umod g,

bj = BTgrti,j + ey
= (B"(Bo + H1(TP;)B1))ei o + eo.

3. Generate a ZKP protocol in which the
signer id is a valid member. This is achieved by
repeating the protocol in Section 3.2 w(logn) times
with A = (A, A(), Al, u, B, Bo, Bl,j, bj) and a wit-
ness (id, gsk;, ep), and making it non-interactive as
I = ({CMT,}s ,,CH,{RSP,}%_,), where CH =
{Chy}i, = Halm, A).

4. Output o = (m, 4, I, v, b;).

Verify (Gpk, j,RL;, m,0): input Gpk, a signa-
ture 0 on m € {0,1}*, and a set of tokens RL; =
{grti/,jvgrti/,j+1v . ,grti/’t}i/SN,l - Grt for time-
period j; the verifier proceeds as follows:

1. Parse 0 = (m, j, 11, v, b;).

2. Compute B=G(A, Ay, A1, By, By, u, m, v).

3. If CH # Hz(m, A), return invalid.

4. For r = 1 to K, run the verification steps of
the protocol as in Section 3.2 to check the validity
of RSP, with respect to CMT, and Ch,. If any
condition does not hold, return invalid.

5. For each grt; ; € RL;, compute e; = b; —
BTgrti/)j mod q. If there exists an index i’ < N — 1

such that ||e;||oc < 8, then return invalid.
6. Return valid.

4.2 Analysis of the scheme

Efficiency: we first analyze the space
complexity of our lattice-based VLR-GS-BU scheme
with respect to the security parameter n.

Gpk needs only (A, Ag, A1) and a vector u
for identity-encoding, two matrices (By, B;) and an
FRD function H; for the new RT design, and two
hash functions G, Ho modeled as random oracles.
So, the bit-size of Gpk is O(3nmlogq + 2nmlogq +
nlogq) = O(n?).

The member signing secret-key gsk; is a Gaus-
sian vector e; € Z2™ of bit-size O(2m) = O(n).

The member revocation token grt, is composed
of £ = poly(n) vectors grt,; € Zj of bit-size
O(tnlog q) = O(tn).

The signature o = (m, j, I, v, b;) is of bit-size
O(logt + (fmlog B)log g + n +mlog q) = £O(n).

Next, we analyze the computation complexity of
our lattice-based VLR-GS-BU scheme with respect
to n. Here, we let r < N denote the number of
revoked members in the RL and ¢ denote the number
of time periods.

The KeyGen procedure involves one TrapGen
operation, for each member, one SamplePre opera-
tion, ¢ FRD operations for the vector over Zj, and
t + 1 matrix-vector multiplication operations over
Z;‘X’" X Z™. Thus, the computation complexity is
O(n?)+N(O(n2)+tO(n)+(t+1)O(n?)) = NtO(n?).

The Sign procedure involves one hash func-
tion operation, one matrix-vector multiplication op-
eration, and a proof of the corresponding non-
interactive zero-knowledge (NIZK) in Section 3.2.
Thus, the computation complexity is (5(712) +
O(n?) + w(logn)O(n?) = O(n?).

The Verify procedure involves two hash func-
tion operations, r matrix-vector multiplication oper-
ations, and a verification of the corresponding NIZK
in Section 3.2. Thus, the computation complexity is
20(n?) 4+ rO(n?) + w(logn)O(n?) = rO(n?).

The detailed comparisons between our construc-
tion and previous lattice-based VLR-GS schemes,
in terms of asymptotic efficiency, functionality, and
security, are given in Table 3 and Figs. 1 and 2.

Our lattice-based VLR-GS enjoys better asymp-
totic efficiency (except a relatively high cost for
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Table 3 Comparison of known lattice-based VLR-GS schemes (N = 2¢)

Scheme |Gpk| |gsk| lo| Functionality Free of encryption BU-security
Ling et al. (2013)’s 0(n2?)  LO(n) 20(n) VLR Yes No
Zhang et al. (2016)’s O(n?) O(n) O(n+0) VLR No No
Gao et al. (2017)’s O(n?) O(n) O(n +0) VLR No No
Ling et al. (2018)’s 0(n2?)  LO(n) 20(n) VLR Yes No
Perera and Koshiba (2018a)’s £0(n?) £0(n) £0(n) VLR Yes No
Perera and Koshiba (2018b)’s £O(n?) O(n) £O(n) Fully dynamic No No
Perera and Koshiba (2018c)’s 20(n?) 20(n) 20(n) Fully dynamic No No
Zhang et al. (2019a)’s O(n?) O(n) £0(n) VLR Yes No
Zhang et al. (2019b)’s O(n?) O(n) 20(n) VLR No No
Ours O(n?) O(n) £0(n) VLR Yes Yes

|Gpk|: size of the group public-key; |gsk|: size of a member’s signing secret-key; |o|: size of the signature; VLR: verifier-local
revocation
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our KeyGen procedure involving extra ¢ FRD and
t matrix-vector multiplication operations). Specifi-
cally, we have achieved BU security for the first time.
For correctness, BU-anonymity, and traceabil-
ity, we show the following three theorems. The proof
details are given in Appendix.
Theorem 2 The proposed scheme is correct with
an overwhelming probability.
Theorem 3 If COM enjoys the statistically hiding
property, the proposed scheme is BU-anonymous in
the random oracle model.
Theorem 4 If the SIS:?m,q,M(Hw(\/m)) problem
is hard, then the proposed scheme is traceable in the
random oracle model.

5 Conclusions

In this study, we proposed the first lattice-
based VLR-GS scheme with BU security, and thus
resolved a prominent open problem. By adopting an
injective encoding function with FRD, a compact
identity-encoding technique, and the corresponding
Stern-type statistical ZKP protocol creatively, our
new scheme enjoys a O(log N) factor saving for
bit-sizes of GPK and member’s signing secret-key,
and is free of any public-key encryption. Moreover,
with BU security, it is more suitable for some large
groups with better security.
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Appendix: Proofs for VLR-GS-BU
Proof of Theorem 2

For the first four steps of Verify, a member
id with an identity index ¢ having a valid witness
(€}, ep) € Secg(id) - x™ can return a signature meet-
ing it. As for step 5, e;; can be expressed as

e; = bj - BTgI‘ti/J
= BT(gl‘tm —gl‘ti/,j) + € mod q.

L. Prove grt, ; ¢ RL; = Verify(-) = valid.

Suppose that grt, ; ¢ RL;. We need to prove
that with an overwhelming probability, step 5 is
satisfied; i.e., Verify(Gpk,j, RL;, Sign(Gpk,j,
gsk,,m), m)=valid and ||e;/||oc > 3. For all grt,, ; €
RL;, we have BT(grti’j —grt; ;) = er — e mod q.
Let sy ; = grt; ; — grt; ;. We have B sir jlloo <
ll€i |lcot]l€olloo < |l€ir]|ootB- According to Lemma 4
of Ling et al. (2018), we have

Prl|| B sy jllo < 28] <1/(48+1)".

Thus, ||€}]lcc > 25 — 8 = f is satisfied with an
overwhelming probability (> 1 — (45 +1)™").

2. Prove Verify(-) = valid = grt, ; ¢ RL;.

Assume Verify(-) = valid; for all grt, ; € RLy,
we have || €;/[|oc > (. If there is i’ satisfying grt,; ; =
grt, ;, we have ey = ey and | e | = [leo] < B
Thus, a contradiction exists and the above relation
holds with probability 1.
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Proof of Theorem 3

A list of games is established as follows:

Game 0: C honestly proceeds as follows:

1. Run KeyGen to obtain (Gpk, Gsk, Grt). Set
RL = @, Corr = @, and send Gpk to A.

2. For A’s signing queries on m € {0,1}* of
member i < N — 1 for j € {1,2,...,t}, C returns o
using Sign(Gpk, j, gsk;, m);
queries in period 4, C sets Corr = Corr U {id, i} and

for A’s corruption

returns gsk;; for A’s revocation queries for period j,
C sets RL = RL U {grt, ,;} and returns it.

3. A outputs a message m* € {0,1}*, a period
j* € {1,2,...,t}, and two indices ig, i1, and Vb €
10,1}, grt;, q,81t;, o, ... 81t ;. & RL.

4. C picks b & {0,1}, and gener-
ates a signature o* = Sign(Gpk, j*,gsk; ,m*) =
(m*, 5%, I, v, b;+).

5. A makes queries as before without the right
to ask for gsk; or grt;, ; Vb € {0,1} and each j €
{1,2,...,5%}.

6. A outputs ¥ € {0,1}.

Game 1: C simulates step 4 of Game 0 by pro-
gramming the oracle:

1. Choose v - {0,1}™ and eq & XM

2. Define B = G(A, Ay, A1, By, By, u, m*, v)
and bj» = B'grt, ;. + ey mod q.

3. Program Hs, and IT* is statistically close to
1I.

4. Output 6* = (m*, j*, II*, v, b;+).

Game 2: C defines bj- = BT r+ey, so b;- is close
statistically to the one in Game 1, and thus Game 2
is statistically indistinguishable from Game 1.

Game 3: C gets (B, bj~) & U, so (B, bj) is
close to the one in Game 2. Games 3 and 2 are com-
putationally indistinguishable. Furthermore, the ad-
vantage Adv37 " is 0.

According to the indistinguishability of
Games 1-3, the advantage Adv5""°" in Game 1 is
negligible; i.e., our new scheme is BU-anonymous.

Proof of Theorem 4

Suppose that a forger F* breaks the scheme with
advantage €; using F*, we design an efficient A to

solve the SISZ‘?m’q’w(HW(W)) problem.
Setup: A proceeds as follows:

1. Choose i* € {0,1,...,N =1}, €}, o, €} | ¢
Dy s, and R < {—1,1}mxm,

2. Run TrapGen to obtain A; € Zg*™ and
Ra,. A

3. Define A = A and Ag = AR — i*A; mod q.

4. Sample By, Bi ¢~ Z'™ and define u =
A(ef. o + Rej. ;) mod g.

5. For period TPje(12,. ¢, define grt,. ; =
(Bo +H1(TP;)B1)ej. ; mod g.

6. For i = i*, let gsk,. = (ef g, €/ ) and
grt;. = {grt;. 1, grt;. o, .. @b )

7. Fori # i*, define A;q = [A|Ap+iA1] and run
SampleRight(A4, (i — i*)A1, R, Ra,,u,s) to obtain
e, = (eio,€1) € Z*™. Then let gsk; = e; and
grt; = {grt; 1, 8rt; 5, ..., @rt; ;}, wheregrt, ; = (Bo+
Hl(TPJ) . Bl)ei’g mod q.

8. Let Hy : Zy — Z;LX” be an FRD func-
tion, and Ho : {0,1}* — {1,2,3}=«(oen) and
G :{0,1}* — Zy*™ be two hash functions.

9. Let ka = (A7 1407 1417 .Bo7 .Bl7 u, 7‘[1, Hg, Q),
Gsk = (gskg,gsky,...,gsky_1), and Grt =
(grty,grty,...,grty_q), and send (Gpk, Grt) to F*.

Queries: F* proceeds as follows:

1. Corrupting: take id with an index 7 as input;
A outputs gsk; and adds (id, i) to Corr.

2. Signing: take m € {0,1}* of 7 at period j as
input; A outputs o using Sign(Gpk, j,gsk,;, m). In
particular, the values in {1,2,3}*=«{(°8™) are sam-
pled as responses to Hs. Let r4 be a reply to the dt®
(d < qu,) query; here, g3, is the whole number of
queries to Hs.

Forgery: F* returns m* € {0,1}*, RL}. C Grt
for period j*, and a forged o* = (m*, j*, IT*, v*, b;f*),
which satisfies the following;:

1. Verify(Gpk, j*,RL ., 0%, m*) = valid.

2. The implicit-tracing does not succeed, or
returns a member not included in Corr\RL7..

3. A has not obtained ¢* by a signing query.

F* proceeds as in Zhang et al. (2019b). Let
B" = G(A, Ay, Ay, By, By, u,m*, v*). A obtains a
3-fork involving

(m*, A, Ao, Al, u, .B*7 .Bo7 .th*7 b*

J*

CMTT}?:I)?

after at most 32¢y, /(e—37") executions of F*. With
the help of an extractor K as described in the argu-
ment of knowledge, we obtain a valid witness = (id =
Bin(i) € {0,1}",e; = (eio,€.1) € Z*™, ey € Z™)
such that:

1. [A|Ap +iA1]e; = umod ¢, e; € Secp(id).

2. b, = ((B")TBj-)eio + €}, 0 < |eolloc < B
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Thus, we show two cases:

1. If ¢ # ¢* (the probability is at most 1 —1/N),
A aborts.

2. Ifi = 4%, Areturns & = (€}. oy — e ) + R -
(ef 1 — €ix.1). Thus, we have

e;k*yo — €0 —+ R(e;‘*)l — ei*,l))

Ae— Al
= A(ej. o+ Rej. 1) — A(ei- o+ Rei- 1)

3

=0 mod gq.

We now show that with a high probability, & #
0 mod ¢ and || &|| < poly(m):

L |[é]oc < poly(m). For b€ {0,1}, [[€}. [0 <
B, lleiplloc < 8, R & {1, —1}">™; thus, we have
[€floc < (1 + w(vIogm))2B = poly(m).

2. & # 0mod g. Since 0* = (m*, j*, II*, v*, b3.)
is a forged signature, the implicit-tracing does not
succeed, or returns a member not included in
Corr\RL..

(1) If the implicit-tracing will not succeed, then
Verify (Gpk, j*, grt;. j.,0", m*) = valid implies that
Bj-e;« o mod g # grt;. ;. = Bj-e€}. ; mod g; thus,
e~ 0 # e;‘*’o.

(2) If the implicit-tracing algorithm traces to a
member i* ¢ Corr\RL}., clearly we have the follow-
ing facts:

Verify(ka,j*,grt;*J* 0%, m*) = invalid,
Verify(Gpk, j*, RL}., 0%, m*) = valid.

Thus, we have:

(a) grt;. ;. ¢ RL}.; thus, i* ¢ Corr.

(b) Since |[bj. — (B")"grt;. ;.
|(B")" (Bj- e 0 — grti. ) + eolloo < B, [leofloo < 5,
|(B)T(Bj- e+ — grt;. ;. )lle < 2B8.  Further,
according to Lemma 4 of Ling et al. (2018), we have
grt;. ..
probability.

Now, consider the following two cases:

(c) If F* does not request gsk;., then vector
(ef o, € 1) cannot be known to F*; thus, accord-
ing to Lemma 1, we have (e}. o, €}. ;) # (e 0, €= 1)

00 =

= Bj-e;-p mod ¢ with an overwhelming

with an overwhelming probability.

(d) If F* requests gsk;., then i* € Corr, and
thus i* # i*; therefore, grt,. ;- # grt;. .., which
means €« o # € -

The following analysis is the same as those in

Zhang et al. (2019b). For the different cases in 2(1)
and 2(2)(d) (assume that ej. ; = e« 1), and in 2(1),
2(2)(c), and 2(2)(d) (assume that €}. ; # e; 1), we
conclude that with probability 1 — exp’é(”), e =
(€. g—ei-0)+R-(ef ;—eix 1) # 0mod q. Therefore,
based on the above analysis, we conclude that with
a probability € > ¢/(2N)(1 —(7/9)%)(1 —exp~ ™),
e will satisfy Ae = 0 mod ¢, 0 # ||&]s < 26(1 +

w(vIogm)) = poly(m).
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