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Abstract: Traditional high performance computing (HPC) systems provide a standard preset environment to
support scientific computation. However, HPC development needs to provide support for more and more diverse
applications, such as artificial intelligence and big data. The standard preset environment can no longer meet
these diverse requirements. If users still run these emerging applications on HPC systems, they need to manually
maintain the specific dependencies (libraries, environment variables, and so on) of their applications. This increases
the development and deployment burden for users. Moreover, the multi-user mode brings about privacy problems
among users. Containers like Docker and Singularity can encapsulate the job’s execution environment, but in a
highly customized HPC system, cross-environment application deployment of Docker and Singularity is limited.
The introduction of container images also imposes a maintenance burden on system administrators. Facing the
above-mentioned problems, in this paper we propose a self-deployed execution environment (SDEE) for HPC. SDEE
combines the advantages of traditional virtualization and modern containers. SDEE provides an isolated and
customizable environment (similar to a virtual machine) to the user. The user is the root user in this environment.
The user develops and debugs the application and deploys its special dependencies in this environment. Then the
user can load the job to compute nodes directly through the traditional HPC job management system. The job and
its dependencies are analyzed, packaged, deployed, and executed automatically. This process enables transparent
and rapid job deployment, which not only reduces the burden on users, but also protects user privacy. Experiments
show that the overhead introduced by SDEE is negligible and lower than those of both Docker and Singularity.
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1 Introduction use demand, modern HPC not only is being applied
to scientific computing, but also supports various ap-

_ ) _ : i i plications such as big data and artificial intelligence
is designed mainly to provide super-high computing (Wang B et al., 2020). The needs of users are in-
speed for scientific computing. It provides a standard

preset environment to meet the needs of scientific

Traditional high performance computing (HPC)

creasingly diverse. The traditional standard preset

environment can no longer meet the needs of users.
computing. However, with the rapid development of

The purpose of using HPC is for users to take
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desktop environment.

However, the preset environment of traditional
HPC systems cannot meet the diverse needs of users.
Thus, users of HPC systems need a lot of manual
work to deploy their own applications and customize
their own execution environment. This puts a heavy
burden on users. In current HPC systems, some
shortcomings can be identified:

1. Workload. Users need to develop and debug
their program and configure the environment on the
login node, but the job is ultimately running on the
compute nodes. Some unique libraries and depen-
dencies of user jobs do not exist on the compute
nodes and need to be manually configured by users.
For example, the user has a program that links to a
special library. This user has to put this special li-
brary somewhere that he/she can access (“/usr/lib”
is not writable for non-root users), and then he/she
needs to recompile the program linked to that place.
This process greatly affects efficiency and is a heavy
burden on users. The user can also contact the sys-
tem administrator to help configure the environment,
but this process requires a lot of communication and
an uncertain amount of time waiting for the admin-
istrator to complete the configuration.

2. Privacy. Multiple users may share the same
login node, so user files and processes are visible to
other users. For example, if user A and user B log
in to the same login node, user A can see what user
B is running (using the ps command) and user B’s
files. In this multiuser mode, user privacy cannot be
protected. In most cases, users do not want their
processes and files to be exposed.

3. System environment. Different users are
likely to have different requirements for the system
environment; for example, different users may use
different versions of glic. Obviously, the preset en-
vironment of the system cannot be satisfactory for
all users. If users are given high configuration priv-
ileges, it is likely to have an impact on the security
and stability of the system, and because multiple
users share the landing node, the configuration of
some users may adversely affect other users. For ex-
ample, if user A changes a library in the system, user
B will have problems when using the same library.

The above shortcomings are well known, and we
now have many tools to solve some of them, but not
an integrated solution for the HPC scenario to solve
them all.

The development of container technology makes
it easier for users to deploy their job’s execution en-
vironment, but it also introduces additional burdens.
The container encapsulates the application and the
libraries it needs to run in the image, and then de-
ploys the application by deploying the container im-
age (Huang et al., 2019). Examples of this are Docker
(Merkel, 2014; Boettiger, 2015), Shifter (Gerhardt
et al., 2017; Belkin et al., 2018), and Singularity
(Kurtzer et al., 2017; Godlove, 2019). In this model,
users are no longer directly deploying jobs and config-
uring environments on compute nodes. Instead, they
have the additional task of maintaining the container
image.

Furthermore, the container image cannot be de-
ployed across different environments (details in Sec-
tion 2.3), so users usually need to develop and com-
pile their programs on the login node and then en-
capsulate them into a container image. It seems to
be unnecessary for the user to explicitly build the
container image in the HPC system and run the
container-related instruction, which only increases
the burden on the user.

After the user encapsulates his/her application
and its libraries into an image, the system adminis-
trator will not be able to view the content or help
maintain this particular environment. The mainte-
nance of the image is then left to the user. At the
same time, the image will bring some performance
overhead to the running of the program (Casalic-
chio and Perciballi, 2017; Lingayat et al., 2018; Saha
et al., 2018). In addition, this model does not solve
the privacy problem of users. When different users
are developing programs on the same login node, files
and processes are still visible to each other.

To solve the problem of privacy, we can use
large containers that contain the whole system, such
as Linux container (LXC) (Bernstein, 2014; Beserra
et al., 2015) and OpenVZ (Che et al., 2010; Kovari
and Dukan, 2012), or use virtual machines directly,
but the disadvantages are also obvious. On one hand,
this approach is too cumbersome. It introduces sig-
nificant performance overhead that is completely in-
appropriate for the HPC usage scenario, and it also
introduces management overhead. It is completely a
black box for system administrators. On the other
hand, and more importantly, this model does not
ease the user’s burden of deploying the execution en-
vironment, but rather makes it more cumbersome
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(Kwon and Lee, 2020).

In summary, the above problems are obvious in
the HPC usage scenario, but there is no complete
answer that solves them well. Therefore, to solve
these problems, we propose a self-deployed execu-
tion environment (SDEE) for HPC that offers the
following benefits:

1. Reduce the burden on users. The process of
deploying the user’s job and execution environment
in the compute nodes is completely transparent to
the user and completely automatic from the user’s
perspective, which greatly reduces the burden on
the user. At the same time, SDEE is more efficient
than manual user deployment and especially suitable
for HPC systems. A comparison of the workload is
shown in Fig. 1a.

2. Protect user privacy. Based on the currently
maturing container-related support in the Linux ker-
nel (namespace, overlay filesystem), SDEE imple-
ments isolation between users. The user logs in to
the isolated environment on the login node for job
development and environment configuration. The
development environments of different users are iso-
lated from each other, and the user cannot snoop on
other users’ files and processes.

3. Support user customization. SDEE supports
independent customization of the user’s own execu-
tion environment. The system administrator main-
tains and manages the underlying basic environment.
The underlying base environment is shared among
different users, while the user’s customization has
a higher priority. The development environment of
each user is isolated from other users without affect-
ing any user. For example, if user A upgrades Python
2.7 from the standard system environment to Python
3.7, he/she can do so directly without affecting the
users of Python 2.7. Compared with the usage sce-
narios of traditional HPC systems, SDEE not only
ensures that users can share the standard config-
uration of the system, but also provides users with
higher configuration privileges and protects their pri-
vacy. At the same time, the user’s independent cus-
tomization will not affect the underlying basic sys-
tem environment. This ensures the security of the
system.

4. Be lighter than containers (Fig. 1b), with less
performance and space overhead. SDEE uses only
the overlay file system to achieve independent cus-
tomization of the execution environment for users.

SDEE uses just two layers of overlay, whereas Docker
uses more layers. The SDEE overhead introduced
by overlay is less than that of Docker. SDEE does
not need to introduce the traditional container im-
age, and the space overhead is relatively small. At
the same time, SDEE is less isolated than traditional
container technology. The isolation of SDEE is mod-
erate. Process and file systems are isolated. Devices
and the network are shared. This is more suitable
for HPC scenarios and introduces less performance
overhead while ensuring user requirements.

Manual work SDEE
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Fig. 1 The comparison of workload (a) and overhead
(b) of three approaches
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In summary, SDEE reduces the burden on users
during the deployment of the execution environment,
supports users doing their own customization, pro-
tects the privacy of users, and improves system secu-
rity. At the same time, the performance and space
overhead introduced by SDEE is very small. It is de-
signed for HPC systems and brings great convenience
to users.

2 Background and related works

Users run their jobs on the HPC system with
the help of a job management system. This section
introduces the job management system, two job ex-
ecution modes, and the HPC container technology.

2.1 HPC job management system

All modern HPC systems support multiple
users. Each user submits different jobs, some serial,
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some parallel, some interactive, some batch, some
computation-intensive, some I/O-intensive, which
compete for the HPC system resources. Therefore,
the HPC system needs management software for real-
time response, scheduling, and management of users’
jobs to ensure that the resources of the HPC system
are fully utilized. This software is the job manage-
ment system (Georgiou and Hautreux, 2013; Manco
et al., 2017).

Currently, simple Linux utility for resource
management (SLURM) (Christer, 2012; Azginoglu
2017), portable batch system (PBS) (Feng
2007) and load sharing facility (LSF) are
widely used in HPC systems. A good job manage-

et al.,
et al.,

ment system should provide optimized job schedul-
ing policies to improve user job response speed and
reduce execution time (Wang K et al., 2014).

Take SLURM as an example. SLURM is a
highly scalable and fault-tolerant cluster manager
and job scheduling system. It is widely used by
HPC systems around the world. SLURM maintains
a queue of pending jobs and manages the overall re-
source utilization of any single job. It manages avail-
able compute nodes in a shared or non-shared man-
ner (depending on resource requirements) for users
to run their jobs. SLURM allocates resources reason-
ably to the job queue and monitors jobs until they
are completed.

Although the job management system can
quickly handle a user’s request to run a job, it is
still very limited within the HPC system, because
the job management system is not capable of con-
figuring the job execution environment. If the user
can issue a job run request to the job management
system without considering the environment config-
uration of the compute node, it will greatly reduce
the user’s additional workload.

2.2 Job execution modes in HPC

In modern HPC systems, a large number of
physical nodes are divided into two categories: lo-
gin and compute nodes. The job management sys-
tem links these two types of nodes together. After
the user logs in to the login node, the development
and debugging of the job and the configuration of
the job execution environment are performed on the
login node. A job run request is then issued through
the job management system, which assigns compute
nodes to the job to execute it (Fig. 2).

Compute nodes

B2 /2 -

Submit job

= = 5T 1
PR

Fig. 2 Traditional job execution in HPC

In this process, however, the user has only con-
figured the execution environment at the login node,
such as the libraries required by the job. There is
no such environment at the compute nodes, so the
job cannot run successfully on the compute nodes.
There are usually two ways to solve this issue.

In general, users can manually configure the exe-
cution environment of some compute nodes and then
specify these nodes to run their own jobs through the
job management system. However, when too many
compute nodes are used, such a manual configura-
tion wastes too much time. The second approach is
to deploy the execution environment of the job to the
shared file system of all compute nodes, so that the
user needs only to specify the relevant path when
running the job through the job management sys-
tem. However, in the context of multiple HPC sys-
tem users, this approach can easily cause chaos in the
system environment, and changes to the shared file
system may have a negative impact on other users.
All users have permission to access files in the shared
file system. If user A accidentally deletes or modifies
another user’s file, it can cause a lot of trouble. It
is difficult for other users to find the cause of the
problem, because they do not know whose operation
caused the problem. If user A and user B use the
same file in the shared file system, but they require
different content, such as a configuration file for a
tool, then user A’s changes to the file will affect the
use by user B. Ultimately, files of different users are
visible to other users and lack isolation.
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Another way relies on container technology.
Container technology has been applied to HPC
(Xavier et al., 2013; Gantikow et al., 2015; Herbein
et al., 2016; Hale et al., 2017) and has facilitated
the migration and deployment of applications. How-
ever, containers still expose a lot of problems in the
specific HPC scenario. We describe this in detail in
Section 2.3.

2.3 HPC container technology

Container technology is applied to achieve rapid
deployment of the job execution environment in HPC
systems. Docker and Singularity are good examples.

Docker was released in March 2013. It packages
applications with all their dependences to facilitate
application deployment and achieves a good software
ecology through Docker Hub.

Singularity is a container technology devel-
oped at the Lawrence Berkeley National Laboratory
specifically for large-scale, cross-node HPC and deep
learning (DL) workloads.
from the Docker image to the Singularity image, so
users can package their local job execution environ-
ment and upload it to Docker Hub. Then they can
use Singularity to run their jobs on HPC systems.

However, in the existing container schemes,
there are still some obvious deficiencies in the HPC

It supports conversion

usage scenario:

1. The HPC system is highly customized.
Docker and Singularity are designed for cross-
environment deployment. Users develop and package
containers in their desktop environment and then de-
ploy them to the HPC system, effectively leveraging
the Docker Hub ecosystem. However, this process
is often hampered by HPC systems that have highly
customized hardware and software.

The desktop environment on which users are
building their Docker images may be quite differ-
ent from the login and compute nodes in HPC sys-
tems. For example, Tianhe uses ARM instruction
set architecture (ISA) and Taihu-light uses the self-
developed 64-bit RISC ISA. However, the majority
of desktop and Docker images are X86-based. More-
over, the software stacks in HPC systems are highly
customized to fit their special hardware. Thus, users
cannot deploy their images across the different envi-
ronments. The common scenario is that users need
to develop and compile their program on the login
node, not on their own desktop.

To deploy the job’s execution environment, the
user can still package the job and its dependencies in
an image on the login node, and then deploy the job
and its environment by deploying the image, but the
process always seems redundant. This is a complete
additional burden for the user.

2. The container is completely owned by the user
and it relies only on the user to maintain its environ-
ment, which makes it more difficult for the user to
use. The HPC computing resources are highly cus-
tomized, and it is complicated for users to maintain
the image. Furthermore, the container image con-
structed by the user is a black box for the system
administrator, so the system administrator is unable
to help the user maintain and update the underlying
common environment.

In summary, the current container technology
has obvious deficiencies in HPC systems, and there
are still many burdens for users to run their jobs in
HPC systems. SDEE aims to solve these problems,
is highly compatible with the HPC usage scenario,
and offers great convenience to users.

3 Design and implementation

This section describes our design choices and the
implementation of SDEE.

3.1 Process isolation

SDEE provides users with a light-weight, iso-
We use the Linux
namespace mechanism (Biederman and Networx,
2006; Wright et al., 2006; Rosen, 2013) to achieve
process isolation. When the user logs in to the login

lated execution environment.

node, a new process is started at the login node. The
process is isolated to a new PID namespace through
the Linux PID namespace.

PID namespaces are used to isolate the process.
Therefore, the process IDs in different PID names-
paces can be repeated and do not affect each other.
As shown in Fig. 3, PID namespaces can be nested,
which means that there is a parent-child relation-
ship. All new namespaces created in the current
namespace are sub-namespaces of the current names-
pace, and all process information in the descendant
namespace can be seen in the parent namespace. At
the same time, process information in the ancestor
or brother namespaces cannot be seen in the sub-

namespaces. This makes it easy to start multiple



Shao et al. / Front Inform Technol Electron Eng 2022 23(6):845-857

struct upid{
int nr N,Zmes,zac‘” Level 0
struct pid_namespace *ns pidxpdy...
struct hlist_node pid_chain
struct pid{ / \
tasks
intnr numbers[0]
struct pid_namespace *ns [« numbers[1] < Nizrra]esizacez g‘izmbep?iza;es Level 1
struct hlist_node pid_chain numbers[2] P piay...
intnr
struct pid_namespace *ns
struct hlist_node pid_chain
- pie Namespace4 Namespaceb
. H . B Level 2
pidmpidy ... pid x pidn ...

Fig. 3 Linux PID namespace

execution environments on a single physical node and
protects user privacy.

Each process under Linux has a corresponding
/proc/PID directory, which contains a great deal of
information about the current process. For a PID
namespace, the /proc directory contains only infor-
mation about the current namespace and all of its
descendants’ namespace processes, SO we remount
the proc file system.

This process, then, becomes the root process of
this new PID namespace, with a completed indepen-
dent process tree as shown in Fig. 4.

bash
pid = 4256
vim ps
pid = 6204 pid = 8556

Fig. 4 The process tree of the new PID namespace

In this way, user privacy is protected. Multiple
users log in to the same login node and cannot see the
specific process of other users. We do the same on
compute nodes when a job is deployed on them. This
allows the job to run in an isolated environment.

In addition, this approach facilitates the man-
agement of user processes. For example, when a user
logs out or a job is completed, we need only to kill
the root process on the corresponding node, so the
entire process tree will disappear. This operation
cannot affect processes outside this PID namespace.

3.2 File system

SDEE allows all users to share the standard
system environment of the HPC system, while cus-
tomizing their own execution environment. This is
achieved by designing an overlay file system.

SDEE uses two file system layers, the upper and
the lower layers. The lower layer is a standard sys-
tem environment (the system’s “/” directory) that
is managed and maintained by the system adminis-
trator. It contains the basic program libraries and
common compilers, editors, and so on, which are
shared by all users. An empty folder is then overlaid
on the host “/” as the upper layer for the overlay file
system. Finally, chroot is used to access the merged
folder.

Based on the features of the overlay file system
(Fig. 5), when a user reads or writes a file, he/she first
looks in the upper layer. If the file does not exist in
the upper layer, he/she goes through the lower layer.
In other words, the upper layer has a higher priority.
It is worth mentioning that the overlay file system
uses the copy on write mechanism; that is, when a
file is written, if it exists not in the upper layer but
in the lower layer, it will be copied to the upper layer
and then modified. This mechanism ensures that
the lower layer will never be modified by the normal
user.

This file system provides a good balance be-
tween sharing and customization. For example, if
Python 2.7 is installed in the system environment
maintained by the system administrator, but the
user needs to use Python 3.7, then the user can
update the Python version from 2.7 to 3.7 directly
without any worry. Because this happens in the
upper layer, there is no impact on the standard
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Fig. 5 The features of the overlay file system

system environment. Other users still use Python 2.7
in the system. If the system administrator changes
Python 2.7 in the lower layer to Python 3.7, all users
will immediately see this modification.

The design of the overlay file system not only
ensures that users can share the standard system
configuration, but also provides users with greater
autonomy and protects user privacy. At the same
time, the user’s free customization will not affect
the underlying system environment, which improves
system security. The advantage of such a design
is that the system administrator and the user can
work together to maintain the environment. The
existing container environment, such as Docker, can
be maintained only by the user.

3.3 Deployment of the environment

To achieve self-deployment of the execution en-
vironment with the job, we need to preconfigure the
login node to be ready for the user’s login. At the
same time, linkage with the job management system
should be preset, which will be introduced in Section
3.4.

We need to run a daemon ahead of time on the
login node. When a user asks to log in to a login
node, he/she will actually log in to an isolated ex-
This
daemon process continues to listen for login requests
from users. When a login request from the user is
detected, the daemon process is responsible for start-
ing a new isolated process (introduced in Section 3.1)
and overlaying an empty folder (introduced in Sec-
tion 3.2).

ecution environment. The daemon does this.

The user then logs in to the environment. This
is the environment in which jobs are developed, de-
bugged, and configured.

3.4 Job execution process

Traditionally, a user issues a job run request to
the job management system. The job management
system assigns appropriate compute nodes to exe-
cute the program. To achieve self-development of
the execution environment, we design a mechanism
to combine self-deployment with the job manage-
ment system.

As is shown in Fig. 6, there are three users shar-
ing the same login node. We use different colors to
distinguish them. When a user submits a job, the job
management system assigns appropriate computing
nodes.

Then the user’s upper file system in the login
node is automatically synchronized to the assigned
compute nodes and becomes the upper file system
of these compute nodes. The job and its special
libraries and all other modifications made by the
user are contained in the upper file system. Be-
cause the compute nodes and the login nodes have
the same configuration in the underlying file system,
they now have the same upper file system. This step
completes the synchronization of the job execution
environment.

Synchronization does not always make a com-
plete copy of the upper file system. The user’s en-
vironment configuration is cached on the compute
nodes. If the user resubmits the job, only the modi-
fied parts will be synchronized. We determine which
files need to be synchronized by checking the size of
the files and the timestamp.

The document legend in Fig. 6 stands for the
user’s job, and the user and his/her job have the
same color. The job and its special libraries are
contained in the upper file system. We now have a
complete execution environment of user’s job on the
compute nodes and start a new isolated process on
the compute node. This is similar to what happens
when a user logs in to a login node, and we obtain
a completely separate process tree. The job runs
in this automatically configured environment on the
compute nodes, and the job management system will
feed the results back to the user on the login node.

The above process is isolated for each different
user. Users do not influence each other.
pute nodes that are assigned to different users may
be completely different or overlap, depending on the
job management system. In other words, the number

The com-
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Fig. 6 The self-deployed execution environment (SDEE) framework

of upper file systems on a compute node depends on
how many different user jobs are running there. For
example, a compute node in Fig. 6 is being used by
users A and B, while another compute node is used
by users A and C. Of course, it is also possible for a
compute node to be used simultaneously by users A,
B, and C. It all depends on the job status of all users
in the entire system.

Finally, when the results of the job are returned,
the execution environment is cleared on the com-
pute nodes. After the job is submitted, we start an
isolated process on the compute node as the root
process in the process tree. When the root process
is killed, the entire process tree will cease to exist.
Then the upper file system is cleared out. The over-
lay file system makes this work much easier.

The whole process is transparent to the user.
From the user’s point of view, he/she just issues the
run command to the job management system to run
the job at the login node and then obtains the results
of the job after a period of time. The whole process is
completed automatically, which greatly reduces the
burden on users.

3.5 Security

SDEE supports users in customizing their own
environment freely, which relies on the overlay file
system. This file system ensures that user customiza-

tion happens in the upper layer without impacting
the underlying system environment, which supports
system security.

SDEE lets the user be the root user in his/her
own isolation environment. This is implemented
through the SUID mechanism, and the user has
root privileges, but we have limited the privilege
of users based on the Linux capability. We drop
privileges that may threaten security. For example,
CAP_ SYS ADMIN may leave a door open to break
into the kernel. CAP SYS BOOT may enable a
user to do operations that affect others.

SDEE can effectively defend itself against the
vulnerabilities that have been published so far.

4 Experiment and evaluation

SDEE reduces the burden on the user and does
not require the user to manually deploy the environ-
ment. Because the execution environment is light-
weight, we expect that the cost of performance will
be very small.
overhead compared with bare metal.

In this section we mainly test its

The experimental platform is a server of the
Tianhe system. It is equipped with FT-1500A 16-
core CPU and 64 GB of memory.

First of all, we used Unixbench to test the
overall performance of SDEE, which gave us a rough
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estimate of SDEE. Then we did some further tests
including CPU performance, file operation, and
startup time.

Unixbench is not only a CPU, memory, and disk
testing tool, but also a more general system-based
benchmarking tool. The purpose of this test is to
provide a basic performance evaluation of SDEE.
The result of these tests is an index number. Fi-
nally, there is a comprehensive score that can easily
be used for comparison with others. Our test results
for bare metal, SDEE, Docker, and Singularity are
shown in Tables 1 and 2.

Tables 1 and 2 show the average results of our
10 tests. Dhrystone 2 using register variables focuses
on the string handling test. Double-precision whet-
stone focuses on testing the efficiency and speed of
double-precision floating-point arithmetic. File copy
focuses on file operation tests including read, write,
and copy. Pipe throughput focuses on testing the
communication between processes.

We calculated the overheads of SDEE, Docker,
and Singularity based on the bare metal score. From
the test results, we can see that SDEE had the low-
est overhead. In the individual test samples though,
SDEE’s performance was not the best. The sys-
tem contingency may lead to this. Overall, SDEE
performed best. Docker and Singularity had their
advantages and disadvantages, but Singularity was
slightly better than Docker as a whole. We also no-
ticed that most of the overheads for the three systems
were in file copy.

Unixbench is a more comprehensive testing tool.
To enhance the persuasive power, we conducted fur-
ther targeted tests.

The benchmarks used in the experiment in-
cluded NPB (Bailey et al., 1995), SysBench (Kopy-
tov, 2012), and fio. We used these benchmarks to
test the basic performance overhead, and also com-
pared the Docker and Singularity test results. The
tests included mainly CPU performance and file op-
eration. We also did a special test on the startup
deployment time.

4.1 CPU performance

We used the NPB and SysBench benchmarks
to measure the overhead and reflect the impact of
SDEE on CPU performance.

Figs. 7 and 8 show the SDEE overhead com-
pared with bare metal on the NPB benchmark. Each
NPB benchmark test case had seven problem sizes.
We chose a scale large enough to avoid the contin-
gency of the results. We chose bt, lu, sp, and ua
benchmarks, and each benchmark was run 10 times.
The average result is shown in the figure. We marked
the fluctuating units of the test results.

We can see from the results that the overhead
introduced by SDEE was very small, less than 1%.
The main source of performance overhead was the
overlay file system. We used only two layers, so we
introduced only a small amount of overhead. At the
same time, the benchmark did not operate on the file
frequently, so the overlay file system had less impact.

Table 1 The comparison of Unixbench results (running one parallel copy of tests)

Benchmark Score Baseline Unit Overhead
Bare-metal SDEE Docker Singularity SDEE  Docker Singularity
Dhrystone 2 using register variables 54 424 915.52 54 461 290.80 54 230 590.20 54 127 957.47 116 700 Ips —0.07%  0.36% 0.55%
Double-precision whetstone 3663.90 3657.17 3653.23 3647.17 55 MWIPS  0.18%  0.29% 0.46%
File copy 1024 bufsize 2000 maxblocks 1 625214.80 1621 733.70 1601 870.70 1 618 400.37 3960 KBps 0.21%  1.44% 0.42%
File copy 256 bufsize 500 maxblocks 462 600.68 459 027.73 456 043.33 459 694.40 1655 KBps 0.77% 1.42% 0.63%
File copy 4096 bufsize 8000 maxblocks 3 605 343.52 3591 148.63 3593 464.83 3 557 815.30 5800 KBps 0.39% 0.33% 1.32%
Pipe throughput 3064 019.30 3046 674.73 3033 976.87 3053 341.40 12 440 Ips 0.57%  0.98% 0.35%

Table 2 The comparison of Unixbench results (running four parallel copies of tests)

Benchmark Score Baseline Unit Overhead
Bare-metal SDEE Docker Singularity SDEE  Docker Singularity
Dhrystone 2 using register variables 204 047 022.52 203 873 046.10 203 715 198.60 203 373 046.10 116 700 Ips 0.09%  0.16% 0.33%
Double-precision whetstone 14 462.35 14 405.60 14 404.10 14 430.60 55 MWIPS 0.39% 0.40% 0.22%
File copy 1024 bufsize 2000 maxblocks 1 828 673.10 1809 848.30 1803 758.97 1812 348.30 3960 KBps 1.03%  1.36% 0.89%
File copy 256 bufsize 500 maxblocks 491 701.37 487 144.18 484 199.23 484 394.18 1655 KBps 0.93% 1.53% 1.49%
File copy 4096 bufsize 8000 maxblocks 5 218 754.62 5196 358.93 5172 533.63 5 186 358.93 5800 KBps 0.43%  0.89% 0.62%
Pipe throughput 11 514 943.03 11 526 694.20 11 378 097.50 11 501 694.20 12 440 Ips —0.10% 1.19% 0.12%
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Compared with Docker and Singularity, SDEE
introduced less performance overhead, because
Docker and Singularity use more isolation mecha-
nisms than SDEE. Although the overheads of SDEE,
Docker, and Singularity were all within a small
range, the overheads introduced by Docker and Sin-
gularity were more obvious.

The NPB benchmark includes both serial and
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parallel programs. The results were similar because
the concurrency of the program is not the cause of
the performance overhead.

To increase the completeness of the test results,
we also used the SysBench benchmark. The Sys-
Bench benchmark executes prime addition opera-
tions, so the higher the selected upper prime limit,
the more time the benchmark will naturally take for
execution. To avoid the contingency caused by the
short running time of the benchmark, we selected a
high enough upper limit of prime number. A repeat
test was also conducted to obtain an average result
(Fig. 9). The results of the SysBench benchmark
added to the evidence that SDEE introduces negli-
gible overhead, which is a little better than those of
Docker and Singularity.

4.2 File operation

When testing CPU performance in Section 4.1,
the overhead was due mainly to the overlay file sys-
tem (Mizusawa et al., 2017). However, the NPB and
SysBench benchmarks do not focus mainly on the
file operation, so this subsection is dedicated to test
the overhead associated with file operations.

We used the fio benchmark. Fio provides six
test modes which include sequential read, sequen-
tial write, sequential mixed read and write, random
read, random write, and random mixed read and
write. We ran each mode 10 times. Fig. 10 shows
the average results. From the results, we can see that
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Fig. 9 Overhead of running the SysBench CPU test
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the overhead in write, especially in randwrite mode,
was relatively obvious, but only within the range of
2%. Tt is still acceptable and there are few such jobs
in the HPC system.

The Docker and Singularity performance was
slightly worse than that of SDEE, especially in terms
of write operation overhead. This is because the
number of file system layers that Docker and Sin-
gularity use is variable, and will increase due to the
modification operation, thus creating more overhead.

4.3 Startup and deployment time

SDEE provides users with an isolated, customiz-
able environment. SDEE is light-weight. When the
job runs on the compute node, the environment must
also be started on the compute node first, so there’s
a very high limit on this startup time. We compared
the startup time of SDEE, Docker, and Singularity.
This was done by starting 100 SDEEs in a row, 100
Docker containers in a row, 100 Singularity contain-
ers in a row, and recording the total startup time
separately. The experimental results are shown in
Table 3.

Table 3 Startup time of 100 SDEE, Docker, and Sin-
gularity environments

SDEE
2.848

Environment Docker Singularity

Total time (s) 16.930 12.489

As we can see from Table 3, SDEE had a very
quick startup, which was 4.9 times faster than Docker
and 3.4 times faster than Singularity. This startup
speed is more suitable for the HPC usage scenario.

SDEE implements self-deployment of the job ex-
ecution environment and is transparent to the user.
In this subsection, we tested the execution environ-
ment’s deployment time. Because the deployment
process is designed to synchronize the upper file sys-
tem to the corresponding compute nodes, the de-
ployment time should increase with an increase in
the size of the upper file system. We set the different
upper file system sizes separately to test the time re-
quired for self-deployment. This is the time between
when the user issues the run command and when the
job actually starts running.

As can be seen from Fig. 11, the deployment can
be completed in seconds. In most cases, for user jobs
users need only to configure their unique libraries and
dependencies. When the size was several megabytes,
the job can start running at the compute node in less
than one second.

The maximum size of the upper file system that
we used in the test process was 2 GB, and the test
result was 80 s. It looks like a long time, but the
efficiency was greatly improved compared with the
user’s manual deployment. Moreover, such a large
size of libraries and dependencies should rarely hap-
pen in actual application scenarios.

The deployment time of Docker and Singularity
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is hard to measure. This is more of an empirical
value, because this process requires manual execu-
tion by the user. It is inefficient, and cannot be mea-
sured in exact time. In contrast, SDEE’s deployment

time is a definite advantage.

5 Discussions

SDEE is designed to solve the problems related
to the user’s job execution environment in the HPC
system. Traditionally, users configure this environ-
ment manually, or the system administrator precon-
figures it according to the user’s requirements. This
method not only greatly increases the burden on
users, but also brings problems of system security
and scenarios related to multiple users.

Deployment using containers can encapsulate
the user’s execution environment. However, because
HPC is highly customized, it is likely that the user’s
container image cannot be used in the HPC system,
and users still need to build and maintain the image
in the HPC system, so the burden still exists. In ad-
dition, the container carries performance overhead.

SDEE solves most of the above problems,
realizes the self-deployment of the execution envi-
ronment, and introduces negligible overhead.

SDEE allows isolation of the job execution en-
vironment through the Linux PID namespace mech-
anism. When multiple users share the same nodes,
processes are not visible among users, which protects
user privacy. SDEE is a two-layer overlay file system
that supports user environment customization and
ensures the system administrator’s maintenance of
the underlying environment. This feature also guar-
antees system security, and all changes made by the
user occur on the upper layer of the file system, with
no impact on the real system. This hierarchical file

system also facilitates the deployment of a job exe-
cution environment.

Finally, SDEE allows self-deployment of the exe-
cution environment of user jobs through linkage with
the job management system. This process is trans-
parent to users and greatly reduces their burden.

The experimental results show that the environ-
ment does not introduce significant overhead, which
is better than Docker. In terms of the startup time
of self-deployment, SDEE completes the startup in
seconds.

SDEE ideas and methods also provide inspira-
tion for future work.

6 Conclusions

In this paper, we have proposed the self-
deployed execution environment (SDEE) for HPC
jobs. Users run their jobs in an HPC system, which
requires a lot of manual work because of the con-
SDEE reduces the
It implements self-

figuration of the environment.
user’s burden in this process.
deployment of the job’s execution environment. At
the same time, SDEE supports flexible user environ-
ment customization, which not only protects user
privacy but also ensures system security. Experi-
ments show that the overhead introduced by SDEE
is negligible. The SDEE overhead is lower than both
the Docker overhead and Singularity overhead.
SDEE is currently used on NUDT’s Tianhe E
prototype supercomputer and has good performance.
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