Wang et al. / Front Inform Technol Electron Eng 2022 23(1):5-18 5

Frontiers of Information Technology & Electronic Engineering
www.jzus.zju.edu.cn; engineering.cae.cn; www.springerlink.com
ISSN 2095-9184 (print); ISSN 2095-9230 (online)

E-mail: jzus@zju.edu.cn

Review:

Intelligent radio access networks: architectures, key
techniques, and experimental platforms®

Zeyu WANG, Yaohua SUNT!, Shuo YUAN

State Key Laboratory of Networking and Switching Technology,
Beijing University of Posts and Telecommunications, Beijing 100876, China
TE-mail: sunyachua@bupt.edu.cn

Received June 29, 2021; Revision accepted Oct. 19, 2021; Crosschecked Nov. 8, 2021

Abstract: Intelligent radio access networks (RANs) have been seen as a promising paradigm aiming to better
satisfy diverse application demands and support various service scenarios. In this paper, a comprehensive survey
of recent advances in intelligent RANs is conducted. First, the efforts made by standard organizations and vendors
are summarized, and several intelligent RAN architectures proposed by the academic community are presented,
such as intent-driven RAN and network with enhanced data analytic. Then, several enabling techniques are
introduced which include Al-driven network slicing, intent perception, intelligent operation and maintenance, Al-
based cloud-edge collaborative networking, and intelligent multi-dimensional resource allocation. Furthermore, the
recent progress achieved in developing experimental platforms is described. Finally, given the extensiveness of the
research area, several promising future directions are outlined, in terms of standard open data sets, enabling Al
with a computing power network, realization of edge intelligence, and software-defined intelligent satellite-terrestrial

integrated network.
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1 Introduction

At present, with the development of communi-
cation networks, application types tend to be diver-
sified and service scenarios become more and more
complex. Moreover, with the involvement of new
technologies, such as edge computing (Liu YQ et al.,
2020), intelligent reflecting surface (Ding and Poor,
2020), and network slicing (Zhang HJ et al., 2017),
it is challenging to effectively realize network man-
agement and optimization. To better deal with the

above issues, the industry and academia have recog-
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nized artificial intelligence (AI) as one of the poten-
tial key techniques in the sixth generation (6G) era.

To promote deep integration of AI and radio
access networks (RANSs), researchers have proposed
various Al-enabled architectures. In the space-
air-ground-aqua integrated network (SAGAIN), the
problems of heterogeneous network convergence, un-
balanced load, and large latency should be ad-
dressed. In Liu J et al. (2020), a task-oriented in-
telligent network architecture for the SAGAIN was
proposed to provide personalized services that can
meet user needs. Through edge-cloud computing
and network domain division, intelligent networking
was achieved, along with reduced response latency.
Specifically, a task-oriented intelligent networking
requirement extraction method was designed accord-
ing to different types of tasks and network conditions,
thereby providing personalized networking solutions.
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In terms of management and control, an intelligent
network management and control architecture was
proposed in Yu P et al. (2020), in which the intel-
ligent management and control unit completed the
functions of perception, analysis, decision-making,
execution, and network evaluation through closed-
loop control. To better support the deployment of
federated learning in network, Lu et al. (2020) paid
more attention to data security and user privacy,
and a data-sharing structure based on blockchain
and federated learning was designed which incorpo-
rates local differential privacy into a gradient descent
training scheme.

In contrast, some researchers have conducted
extensive studies on specific Al-enabled RAN tech-
nologies. Focusing on the physical layer, He HT et al.
(2019) discussed the applications of model-driven
deep learning (DL) in the transmission scheme, re-
ceiver design, and channel state information recov-
ery. In the medium access control (MAC) layer,
to lower the latency in scenarios involving Internet
of Vehicles, a distributed resource allocation scheme
based on deep reinforcement learning (DRL) meth-
ods was proposed which can be used for both uni-
cast and broadcast communications (Ye et al., 2019).
Significant progress has also been made toward Al-
enabled mobility management. By applying an un-
supervised learning method, the handover rate and
system throughput were well balanced (Wang et al.,
2018). In addition, user positions can be predicted
using supervised learning based on the historical
trajectory information, which helps realize seamless
handover (Yu C et al., 2017). Intelligent network
slicing is a promising approach that can be used to
satisfy customized service demands in a cost-efficient
way. Bega et al. (2020) discussed Al applications
in network slice management, which includes the
scheduling of slice traffic, network resource orches-
tration, and admission control of slice requests. As
another key technique that lowers network operat-
ing expense, Al-enabled self-optimization and self-
healing of RANs is attractive. In Asghar et al.
(2018), a self-healing framework for cellular net-
works was introduced, outlining the solutions of
anomaly detection, fault diagnosis, and performance
compensation.

Recent progress in intelligent RANSs has encour-
aged researchers to survey related research and pro-
vide useful opinions. Integrating AI and network

technologies, the “intellicise” wireless network oper-
ation paradigm proposed by Zhang P et al. (2022)
emphasizes endogenous intelligence using semantic
information and a primitive-concise paradigm. Mao
et al. (2018) and Sun et al. (2019c¢) focused mainly
on the applications of machine learning (ML) and
DL in wireless networks respectively, and Zhao et al.
(2020) summarized federated-learning-enabled intel-
ligent fog radio access networks (F-RANs), including
the theory, techniques, and future trends. Combin-
ing AT and RANs, Xia et al. (2020) paid attention
to the interplay between AI and F-RANSs, including
how AI makes F-RANs smarter and how F-RANs
enable Al deployment. From the data-driven per-
spective, an overview of Al in wireless networks, in-
cluding sensing, network device, access, user device,
and data provenance, was presented (Nguyen et al.,
2021).

Unlike most previous reviews, here we consider
the combination of Al and RANs in many aspects,
and are not limited by key techniques and specific Al
tools. First, the progress from industry on intelligent
networks is outlined, and the network architectures
proposed by the academic community are presented.
Then the key techniques related to intelligent RANs
are summarized. Furthermore, two experimental
platforms are presented that facilitate the imple-
mentation of intelligent networks, on which network
functions are demonstrated and performance advan-
tages are evaluated. Finally, we discuss the future
challenges related to the intelligent RANs.

2 Industrial progress

In this section, we present state-of-the-art ad-
vances in intelligent networks deployed in the in-
dustry. The standardization organizations in-
cluding the 3 Generation Partnership Project
(3GPP), International Telecommunication Union-
Telecommunication Standardization Sector (ITU-
T), European Telecommunications Standards Insti-
tute (ETSI), China Communications Standards As-
sociation (CCSA), International Mobile Telecommu-
nication 2020 (IMT-2020), and China Institute of
Communications (CIC) have actively promoted the
development of Al in communication networks. Ma-
jor organizations, equipment vendors, and operators
also take the initiative to conduct research on intel-
ligent RAN architectures.
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2.1 3GPP

In 2017, the network data analysis function
(NWDAF) was introduced into the core network
(CN). Later on, in 2020, it was further enhanced
to collect data from other fifth generation (5G) func-
tions, and the results were fed back to the network
functions requesting data analysis service for net-
work management and optimization (3GPP, 2019a).
In the RAN domain, 3GPP RAN3 launched the
RAN-centric research work for data collection and
application, which is oriented toward the automation
and intelligence of RANs. It provides data support
for various Al applications, such as Al-enabled mo-
bility management. In June 2020, 3GPP RAN3 ap-
proved the research project of “Study on Further En-
hancement for Data Collection” to further extend Al
functions to RANs, aiming at improving network en-
ergy saving, load balancing, mobility management,
and coverage optimization (3GPP, 2020). As for
SAD, it began to study Al in 2018 and defined a new
management function: management data analytics
function (MDAF) (3GPP, 2019b). In 2020, research
on the enhancement of management data analytics
service was completed, rendering that it is feasible
to apply Al technology to data analysis.

2.2 ETSI

In 2017, ETSI established an Experiential Net-
worked Intelligence (ENT) group, which is committed
to providing intelligent services for network opera-
tion and maintenance, network security, and equip-
ment management (ETSI, 2017).
joint orchestration of network resources and network
services based on service level agreement, the logical
and physical connections between AI and network
functions should be clarified. To this end, ETSI
ENI provided a reference architecture in 2019, in
which the functions of the environment awareness

To achieve the

component, data processing component, knowledge
management component, and policy management
component were described, along with the related
application programming interface. Recently, ENI
has defined more advanced applications, such as en-
ergy saving based on the intent network and data
processing mechanisms. Based on the concept of
intelligence-defined network, mobile intelligent net-
work decision-making entities were introduced for
the RAN domain, each of which is responsible for

data collection, data analysis, data modeling, de-
cision making, and verification. Afterwards, ETSI
proposed the zero-touch network and service man-
agement architecture, in which the Al-driven do-
main intelligence was introduced to realize intelli-
gent closed-loop automation. Moreover, focusing on
AT security, ETSI established the Industry Specifi-
cation Group on securing Al, which includes three
aspects: using Al to enhance security, mitigating
against attacks that use Al, and protecting AT itself
from attacks.

2.3 ITU-T

In 2017, ITU-T established the Focus Group
on Machine Learning for Future Networks includ-
ing 5G (FG-ML5G). In June 2019, FG-ML5G de-
scribed 5G intelligent application scenarios and re-
quirements. In terms of the AI functional framework
and process, the framework standards of ML and
ML-enabled data processing were released in 2019
and 2020, respectively. In February 2020, FG-ML5G
also released the framework for evaluating the in-
telligence level of future networks (ITU-T, 2020).
In addition, owing to the influence of ITU-T, some
technical specifications have been translated into
standards, including the end-to-end network slicing
management framework based on ML in the multi-
domain environment and the design of the ML func-
tion orchestrator.

2.4 CCSA, IMT-2020, and CIC

Since 2019, CCSA has carried out the research
on Al including mainly the intelligent capability
classification of mobile communication networks, ap-
plications of Al and big data in wireless communi-
cation, and 5G intelligent CN slicing technology. In
November 2020, CCSA TC5 held a Network Intelli-
gence Seminar to promote the integration of 5G and
Al In 2020, TC3WGI launched the project of Intel-
ligent Communication Networks Based on Software
Defined Networks (SDN)/Network Function Virtu-
alization (NFV) and Intent-Based Networking Ar-
chitectures. In July 2019, IMT-2020 (5G) released
the white paper “Intelligent Slicing Management and
Collaboration Based on AI,” which outlined the typ-
ical applications and requirements of intelligent slic-
ing, together with an intelligent network slicing ar-
chitecture. In 2020, CIC organized the “From Cloud
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AT to Network AI: Building 6G Network Architec-
ture” Seminar and established the 6G Alliance of
Network AT (6GANA), focusing on 6G networks and
AT technologies.

2.5 Huawei

In 2020, Huawei introduced the solution to the
autonomous driving network (ADN) (Huawei, 2020).
Fig. 1 shows the architecture which involves real-time
perception and Al inference capabilities. Through a
local knowledge library and an Al inference frame-
work, the network management and control unit au-
tomatically converts upper-layer services and appli-
cation intentions into network operations, thereby
achieving single-domain autonomy and closed-loop
management. In addition, the data interaction be-
tween the network management and control unit and
the cloud can continuously enrich the local AT model
and knowledge base, which can optimize and enhance
the local intelligent perception and decision-making
capabilities. In the cloud, the Al network unit is re-
sponsible for the continuous training of the AI mod-
els, along with the extraction of the network data
that is aggregated at the cloud. Through unified
management, the complete sharing and reuse of the
AT models and the knowledge base can be realized,
hence reducing the need for repetitive training.

2.6 O-RAN

Under the trends of endogenous intelligence and
network openness, the O-RAN Alliance, in which
many operators participate, has proposed an open

Autonomous driving network

3. Intelligent operation and maintenance 4. A| network unit
Operation and maintenance| | Network cloud knowledge Cloud
design base +Al
Process and knowledge Data Al training
assets service service
2. Network management and control unit
Network Network Network Network
manager controller analyzer +Al
Local knowledge base+Al inference
framework
1. Simplified network infrastructure |[ Real-time
perception || Network
- element
MBB s FBBsf;ib DC Al inference +Al
framework

Fig. 1 Solution to the autonomous driving network
(Huawei, 2020)

intelligent wireless network reference architecture
(RAN Alliance, 2018). In this architecture, an Al-
enabled software-defined RAN intelligent controller
(RIC) is designed to realize embedded intelligence.
RIC includes the non-real-time part and the near-
real-time part. The main goal of the non-real-time
RIC is to support non-real-time intelligent radio re-
source management, higher-layer process optimiza-
tion, and strategy optimization of RAN. Near-real-
time RIC is responsible for load balancing, radio re-
source block management, interference management,
etc. At the same time, it provides new functions
that use embedded intelligence, such as quality of
service (QoS) management and seamless handover
control. As shown in Fig. 2, through the Al inter-
face, the non-real-time RIC collects data from the
central unit (CU) and distributed unit (DU), and
distributes trained AI models to the near-real-time
RIC. In addition, through the open E2 interface (be-
tween the near-real-time RIC, multi-RAT CU pro-
tocol stack, and RAN DU), the near-real-time RIC
can not only obtain the near-real-time network con-
ditions but also issue configuration commands.

3 Academic progress
3.1 Intelligent and concise RAN

To adaptively meet the differentiated require-
ments of various communication application scenar-
ios, an Al-enabled 6G intelligent and concise radio

Network orchestration & automation

| Policy | | Configuration | | RAN non-real-time RIC |
A1 interface
l_ Near-real-time RIC
Mobility QoS Interference Trained
management management || management model

Application layer

RAN database

Open

Fronthaul

—
PDCP F1 RF
RAN CU

g I‘

|
|
|
| | E2 interface |
|
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|

Fig. 2 O-RAN architecture (RAN Alliance, 2018)

RAN: radio access network; RIC: RAN intelligent controller;
QoS: quality of service
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access network architecture was proposed (Peng
et al., 2020), which features the air-space-ground-
underground integrated networking and the collab-
oration of communication, computing, caching, and
control resource (Fig. 3). Moreover, it achieves deep
integration of Al and a flexible network reconfigura-
tion, along with the decoupling of network functions
from dedicated hardware, with the aid of network
slicing, SDN, and NFV technologies.

To provide wide area seamless communication
in remote areas, in the space and terrestrial ground
communication layer, real-time wireless signal pro-
cessing and resource management can be imple-
mented on satellites and unmanned aerial vehicle
(UAV) platforms.
can share resources and cooperate with each other
through wireless links. In addition, shipborne base
stations (BSs) support the maritime communication
service. In the terrestrial cellular mobile communi-

As communication nodes, they

cation system, to suppress serious interference in the
high-capacity hotspots, the intelligent and concise
network adaptively chooses the cloud RAN mode,
which can achieve high capacity by massive remote
radio units and centralized baseband processing.
For the intelligent manufacturing scenario, the dis-
tributed computing power at edge can be exploited
through cloud-edge collaboration ability, and the col-
laborative computing of multiple fog access points
(F-APs) can help execute computation-intensive and
latency-sensitive industrial applications.
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Fig. 3 Intelligent and concise RAN architecture (Peng
et al., 2020)

BS: base station; RAN: radio access network; UAV: unmanned
aerial vehicle

3.2 Intent-driven RAN

In Zhou et al. (2020), an intent-driven radio
access network (ID-RAN) was proposed. As shown
in Fig. 4, the intent-driven radio network controller
(ID-RNC) is deployed at the centralized cloud, the
BS controller, and the macro BS, and it is responsible
for capturing network operation and maintenance
data, wireless transmission data, and terminal data,
and for issuing the networking configuration and op-
timization instructions to network entities. Each in-
tent received by ID-RAN will sequentially go through
five modules in its life cycle, namely, intent transla-
tion, conflict resolution, network orchestration, con-
figuration activation, and strategy optimization.

1. Intent translation

The intent generated from the operator or op-
eration and maintenance management office, includ-
ing networking intent, performance intent, and busi-
ness intent, can be identified and extracted through
natural language processing (NLP). Then, based
on networking experience, the intent will be trans-
formed into corresponding network configuration
statements. Specifically, networking intent can be
expressed in the form of control commands, while
business intent and performance intent can be trans-
formed into optimization problems with additional
constraints through mathematical modeling.

2. Conflict resolution

Before network configuration requirements en-
ter the orchestration module, the conflict resolu-
tion module needs to determine the entry sequence
according to the type of intent corresponding to
the network configuration requirements. Intents are
characterized by varying priorities. In general, net-
working intent has the highest priority, and perfor-
mance intent and business intent have lower prior-
ity. For network configuration requirements trans-
formed from the same type of intent, multi-objective
joint optimization can be designed, in which network
resources can be rationally allocated by Al-based
algorithms, so as to meet as many intent requests
as possible.

3. Network orchestration

The structured network configuration require-
ments outputted from the intent translation mod-
ule can be used as reference objectives for network
optimization, and based on the multi-dimensional
network environment data, networking strategies of
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RAN that match the intent needs can be derived
with the aid of DRL.

4. Configuration activation

Through SDN, NFV, and other technologies,
networking strategies can be transformed into con-
trol commands, which can then be used for the pro-
grammatic configuration on the function and param-
eters of the RAN infrastructure.

5. Strategy optimization

After the implementation of intent networking,
network performance is monitored in real time for
index evaluation and failure prediction. If the dif-
ference between the expected performance and the
actual feedback performance is too large, the cur-
rent network configuration scheme should be further
optimized through DRL.

3.3 Intelligent endogenous trusted network

In Al-enabled RANs, data collected by the mas-
sive network entities is facing the security problem
of data leakage. As a distributed ledger, blockchain
can help solve hidden security problems. Blockchain
is responsible for tracking and recording information
and data sharing among network entities, which can
then maintain a safe and credible network ecology.
In El Azzaoui et al. (2020), blockchain and AT tech-
nology were combined, and an intelligent and secure
architecture “Block5GIntell” for data analysis was

proposed. As shown in Fig. 5, the architecture is
divided mainly into four layers, namely, device layer,
access layer, fog layer, and cloud layer.

In the device layer, blockchain is responsible for
collecting a large amount of private personal infor-
mation and storing it anonymously in the real-time
sharing ledger to ensure its security. In the access
layer, the data such as network status information
will also be stored in the blockchain, which is gener-
ated by macro BSs, small BSs, and BS controllers.
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In the fog layer, the blockchain contains computing
resources and Al-driven fog nodes with learning and
execution capabilities. Through centralized learning
and feature analysis of the data stored in the cloud
layer, network organization and planning is strength-
ened, and the generated strategies are fed back to the
access layer for execution.

In the cloud layer, the blockchain is responsi-
ble for centralized storage of all data forwarded from
other layers. Meanwhile, a blockchain synchroniza-
tion module is added to ensure the real-time trans-
mitted data updating. Al takes charge of organizing
and clustering the scattered data in the blockchain to
facilitate efficient use in the fog layer. The strategies
that have been successfully outputted from the fog
layer will also be transmitted back to the cloud layer
and stored in the form of smart contracts, which can
be automatically executed in the network without
passing through the fog layer.

3.4 Enhanced data analytic network

The service-based architecture (SBA) for 5G has
been specified in the 3GPP, and service-based inter-
face has been introduced to expose the service of
control plane function, including network data ana-
lytics service (NWDAS) and management data anal-
ysis service (MDAS). On this basis, an enhanced
integrated data analysis framework was proposed
(Pateromichelakis et al., 2019) to perform multi-
level data analysis in different domains and config-
ure or parameterize end-to-end analysis function in
a slice-customized manner. As shown in Fig. 6, to
make data analysis for real-time operation and allow
customers to closely manage some operations verti-
cally, the framework integrates new data analytics
functionality (DAF) blocks in RAN, data network
(DN), and application function (AF) domains, cor-
responding to RAN-DAF, DN-DAF, and AF-DAF,
respectively.

To achieve rapid decision-making in RAN, real-
time analysis function is required to be directly per-
formed locally. Within RAN, RAN-DAF can fulfill
the role of control and management, which can be
achieved through the inter domain message bus in-
terface. The operation, administration, maintenance
(OAM) system can provide an RAN configuration
for RAN, in which MDAS uses network management
data to make corresponding analysis to improve the
deployment and optimization of the network slice. In

OAM domain message bus
AF domain message bus

ONAP
OAM system

AF-DAF

AF
AF domain

Inter domain message bus

DN domain
message bus

DN-DAF
Data network

Fig. 6 Enhanced integrated data analysis framework
(Pateromichelakis et al., 2019)

CN:: core network; FM: fault management; NWDAF: network
data analysis function; PM: performance management

addition, performance management (PM) and fault
management (FM) are responsible for performance
improvement and failure prevention, respectively.

3.5 AI agent based software-defined network

Large-scale access by mobile devices imposes a
huge communication burden upon the network, and
with merely the traditional service resource schedul-
ing and allocation mechanism, it is difficult to meet
the growing demands of users. To address the above
problems, Cao et al. (2020) defined AI agents in
SDN. Through the deployment of Al agents in the
device layer, BS layer, and SDN controller layer,
network service prediction, resource scheduling, and
other functions are easy to implement.

As shown in Fig. 7, the main task of the Al
agent in the user device layer is the perception and
integration of the bottom history environmental in-
formation, such as the application resource consump-
tion, terminal consumption, used application types,
and user locations. Then, by applying Al models
(such as the neural network, long short-term mem-
ory network, and support vector machine), the re-
source type and quantity requested by users in a
future period can be predicted. In the BS layer, the
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AT agent can effectively schedule communication re-
sources according to the user resource requests and
the available resources of resource providers. On
one hand, communication resources are used mainly
for edge servers to provide services for users. On
the other hand, resource providers sink resources
from the remote server to the edge server. For the
decision-making of communication resource schedul-
ing, the learning process based on trial and error can
be adopted, and at the same time, the decision in-
formation in each environment can be stored in the
knowledge base, which conveniently allows ready im-
provement of the learning process performance.

The AT agent in the edge server layer is respon-
sible mainly for the resource deployment on the edge
server. Specifically, by comprehensively considering
the concrete location of users, resource requests, us-
age and quantity of application, and computing re-
sources in the edge server, the Al agent can make
decisions related to mobile service caching and of-
floading, thus reducing the latency of data service
acquisition.

4 Key techniques

4.1 Al-driven network slicing

To adapt to diversified business scenarios, with
the help of SDN and NFV, network slicing tech-
nology can divide a substrate physical network into

multiple independent logical networks (Xiang et al.,
2017). Considering the complexity of slicing net-
work resources, Al-driven network slicing technology
is attractive, and can handle two key issues, namely,
the allocation of communication and computing re-
sources and the scheduling and deployment of net-
work functions, with the advantageous results that
the capability of responding to the dynamic network
environment on demand is gained and that there is
an improvement in the utilization efficiency of net-
work resources. Furthermore, reasonable resource
allocation strategies can be generated by the slice
manager to realize the differentiated customization
of network functions and ensure the service capa-
bilities of slices. As for resource allocation, based
on the RAN slicing framework, the problem of con-
tent caching and mode selection optimization was
formulated in Xiang et al. (2020), which considers
the differences of user demands and resource con-
straints. The real-time content caching and user
mode selection strategy can be obtained by DRL
in the centralized cloud, which uses historical data
to learn content popularity. Compared to other slic-
ing solutions, the DRL method can help improve the

cache hit rate and maximize system performance.
4.2 Intent perception and translation

As the core procedure in the intent-driven RAN,
the intent translation process transforms wireless
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Fig. 7 System architecture of the artificial intelligence agent based software-defined network (Cao et al., 2020)
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network intent into corresponding network configu-
ration strategies according to current network condi-
tions, realizing the accurate identification and trans-
formation of the dynamic intent: (1) By the aid of
“entity recognition” belonging to the lexical analysis
method in NLP, along with segment, part-of-speech
tagging, and dictionary query processes, the received
wireless network intent can be used to identify the
keywords, which would be the same as, or related
to, intent words compared with the network knowl-
edge base. (2) The extracted keywords are classified
according to the tag categories of the key elements
in the intent translation language model. As shown
in Fig. 8, the intent language model is an expres-
sion of intent, which is presented in the format of
objects-operations-results. Specifically, for the cur-
rent infrastructure and network resources (objects),
corresponding networking strategies (operations) are
formulated to achieve the users’ expected business
demands (results). (3) According to the expressions
of key elements in the network knowledge base and
the mapping relationship between the elements, the
sequence-to-sequence model in NLP can be applied.
With the aid of the recurrent neural network (RNN)
coding and decoding framework, the intent keywords
are converted into structured configuration state-
ments. The statements can be described in the form
of network optimization problems, including three
elements: optimization objectives (performance in-
dicators), optimization objects (network resources),
and constraints (network resource and space-time
constraints). (4) These problems can be solved
quickly based on DRL models, which are trained
from the historical configuration experience stored
in the network knowledge base, and then the corre-
sponding networking strategies can be generated.

4.3 Intelligent operation and maintenance

To reduce the cost of network operation and
maintenance, Al-enabled fault diagnosis and re-
covery techniques need to be introduced to solve
anomaly more quickly and efficiently, such as weak
coverage, signal interruption, and strong interfer-
ence. In contrast with the active detection method
of sending signaling to the network to monitor net-
work faults, a passive fault identification and loca-
tion method was proposed by Srinivasan et al. (2019)
to directly capture the packet loss rate, round trip
time, and other traffic characteristics from the net-

Wireless intent

Results Operations Objects

| Business types ” Topology structure || PhyS|caI nodes

| Expected statements ” Resource aIIocatlon| |Cach|ng resources

Computlng

|Performance |nd|cators|| Access modes ||W|re|ess resources|
resources |

|Space-time constraints” Network constraints| |

Fig. 8 Wireless intent language model

work, thus avoiding additional communication delay
and overhead. The traffic behavior captured was
trained through ML algorithms of support vector
machine, multi-layer perceptron, and random for-
est. In addition, the performance advantages of this
method were verified through comparative experi-
ments; it can improve the fault detection accuracy
to up to 97% and greatly reduce the time for fault
location.

Aiming at the problem of data scarcity and dif-
ficulty in obtaining effective labels, Wu et al. (2020)
proposed a fault diagnosis method based on unsuper-
vised deep transfer learning. Through the convolu-
tional neural network, data features can be extracted
from the source and target domains and classified,
and these features are then sent to the domain ad-
versarial neural network to learn domain-invariant
features and distribution, so as to solve the problem
of unlabeled data classification. Compared with the
method of directly using labeled data from the source
domain for supervised learning, this method can ef-
fectively improve the accuracy of fault detection.

4.4 Al-based cloud-edge collaborative net-
working

As a promising network architecture, F-RAN
can make full use of local caching and resource man-
agement capabilities at edge devices, which signif-
icantly reduces end-to-end latency and relieves the
fronthaul load (Peng et al., 2016). To improve the
spectrum efficiency of F-RANs; Sun et al. (2019Db)
proposed a method of joint cache and radio resource
management based on game theory and reinforce-
ment learning (RL) to raise the opportunity of joint
transmission among F-APs. However, since there is
no explicit objective expression for long-term cache
resource optimization, a model-free multi-agent RL
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based caching scheme has been designed. With
collected historical channel information and user ser-
vice requests, the cloud uses the caching scheme
to approach the optimal caching strategy, based on
which contents are pushed to each F-AP at a large
time scale. On a small time scale, F-APs are self-
organized into cooperative clusters and the interfer-
ence among F-APs is significantly reduced by time
division based on non-coherent joint transmission.
Considering that F-RAN users can select differ-
ent communication modes (i.e., each user can acquire
services by accessing multiple remote radio units in
C-RAN mode or operate in device-to-device mode
to directly enjoy local services), Sun et al. (2019a)
proposed a joint mode selection and resource man-
agement method based on DRL to help users real-
With DRL, the net-
work controller in the cloud took current user com-
munication modes, on-off states of baseband units,
and cache state at each user device as the input
of the deep Q-network. Based on the output Q-
values, intelligent decisions were made on user com-
munication mode selection and the on-off control of
baseband units. Simulation results showed that the

ize adaptive mode selection.

proposal can reduce the system power consumption
and has significant advantages compared with other
methods, which may help alleviate the problem of
tremendous power consumptions faced in Al-enabled
F-RAN.

4.5 Intelligent multi-dimensional resource

allocation

To better meet the needs of applications such as
ultra-low latency and ultra-dense connections with
limited resource, more intelligent optimization meth-
ods for multi-dimensional resource allocation are de-
sirable. There is a need to consider the time scale
characteristics of resources in different dimensions
and the differences in resource granularity. In Chen
et al. (2019), under the dynamic changes in chan-
nel quality and computing resources, the problem
of random offloading in sliced RANs was modeled
as a Markov decision process. Double deep Q-
network algorithms were designed to obtain the op-
timal computation offloading strategy and allocate
the integrated computation and communication re-
sources, so as to maximize the cost of energy con-
sumption and latency. In addition, they designed an
online deep state-action-reward-state-action based

RL algorithm. Experimental results showed that
the proposed algorithms achieve the best offloading
performance.

To overcome the problems of high energy con-
sumption in industrial Internet of Things (IIoT) and
high complexity of traditional computing offloading
methods, an F-AP selection method based on multi-
agent DRL was proposed in Ren et al. (2021), which
aims at minimizing the system energy consumption.
With the trained DRL model for each IIoT device,
each F-AP can identify the appropriate F-AP for
its currently associated device by taking dynamic
computation task requests and channel states into
account. After that, a low-complexity greedy algo-
rithm was performed at each F-AP to decide the
offloading requests that need to be further offloaded
to the cloud. Simulation results showed that the pro-
posed method can achieve the lowest system energy
consumption.

5 Experimental platforms

5.1 FlexRAN

Issa et al. (2019) reported an experiment of
network slicing management by running Mosaic 5G
FlexRAN software on an OpenAirlnterface (OAI)
platform. OAI is an RAN technology simulation
platform that is able to implement 4G and 5G RAN
protocol stacks together with 4G evolved packet core
as well as 5G core functions. Being a flexible and
programmable platform for software-defined RANS,
FlexRAN decouples the user plane and control plane,
and the control plane is further consolidated into
a centralized controller, which is named the real-
time controller (RTC). The RTC can perform co-
ordinated intelligent control of multiple RANs and
support real-time RAN control applications. Those
applications can be developed using RTC SDK,
allowing RAN infrastructure monitoring and coor-
dinated control. As a local agent of RTC, RAN run-
time is responsible for virtualizing resources in the
underlying RAN and providing SDK that supports
distributed control applications. The FlexRAN pro-
tocol is used to realize the interactions between RTC
and RAN runtime.

To test the RAN slicing function, as shown in
Fig. 9, two CNs and an IP multimedia subsystem
(IMS) server are virtually deployed in a personal
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computer (PC). Two user terminals are connected to
the OAI BS, and the BS is connected to OAI CNs and
the ClearWater IP IMS server through an Ethernet
cable (S1-flex). To realize intelligent resource man-
agement and network slicing, the FlexRAN RTC is
deployed on the PC running the OAI BS. The WiFi-
AP is physically connected to the CN, connecting to
the ClearWater IMS server to access the Internet.
To transmit audio and video streams on the IP net-
work, the Session Initiation Protocol (SIP) is used to
connect the ClearWater IMS server.

To test the IMS server, the SIP client applica-
tion is installed on the UE side, and the Zoiper soft-
ware IP phone is used. Through RFBENCHMARK,
which is an application detecting mobile networks,

8 || &
RAN slice 1| | RAN slice 2
CEM5G || LRTCS
4 FlexRAN VM1: 192:168:12:83
= ANRTC : CEMSG-EPC | \/\a: 205:151:76:246
|_RAN runtime | IMS ClearWater server
A VM2: 192:168:12:84
v LRTCS-EPC
il S 1-flexp|
cemsc ¥ b PM: 192:168:12:82
PC: 192:168:12:85 A
i - h 4
LRTCS é 2 P Internet
WiFi AP

Fig. 9 System structure of the experimental scenario
(Issa et al., 2019)

RAN: radio access network; RTC: realtime controller

the existence of two CNs and their performance can
be detected to verify the good deployment of the
network. In addition, the Iperf testing tool is used
to generate Transmission Control Protocol (TCP)
streams to measure the network throughput, and
User Datagram Protocol (UDP) streams are used
to measure the delay jitter.

5.2 O-RAN testbed

In Bonati et al. (2020), based on the architec-
ture proposed by O-RAN, data-driven closed-loop
control was integrated and demonstrated. Through
the O-RAN open interface, the data at the edge
of the network was collected, and the xApp de-
ployed at the RAN near-real-time RIC can realize
the optimization of scheduling strategies for network
slicing.  Specifically, experiments were conducted
on Colosseum, which is the world’s largest closed-
loop (including hardware) wireless network simula-
tion platform, including 128 computing nodes, and
is equipped with USRP X310 SDRs that can run
on a general protocol stack. In addition, Colosseum
contains a data center with the storage capacity of
900 TB and the data processing capacity of 52 TB/s,
which is used for large-scale data processing and ML
algorithm testing in heterogeneous networks.

In Fig. 10, a 5G cellular network in a dense
city scenario is simulated on the Colosseum, where
there are four BSs. Furthermore, each BS is di-
vided into three slices, which are responsible for three
kinds of services of eMBB/URLLC/MTC generated
by the Colosseum traffic generator. These three

| Traffic generator (TGEN) |
A
| UE T Massive channel S e Eeltl E2 interface
(with srsLTE)|  emulator (MCHEM) Ir Base stafion | [ RIC subscription
SRN [ RIC indication
10 IIJEs : _ PDCP OO D RIC control messages
dhces SRN_ _ _ PGW/SGW Ek% Standard radio node (SRN)
3 UE HSS/MME | PHY & O-RAN near-real-time RIC
| (with srSLTE) | - 1 RIC database
T D 1 .
10UEs [ T A Cell 2 ] P ey el =
3 cliceg SSTERER ISTEEEESS Conlainerd Container 2 Container 3 § 5
TS ——— I =5 Docker (one per BS) g %
5 | _UE — LIl a2
i ) [ — “Basestation - zg
3 slices Mobility, path loss, — -_?_- _—— O-RAN non real-time RIC (=]
e fading, inter-cell ST ML model catalog N
o : _ Celld - = -
00 [Tz interference | = B rsﬁ_ﬁoﬂ S Offline training engine

L O1-like interface for data mllectionJ

Fig. 10 O-RAN integration in Colosseum (Bonati et al., 2020)

DRL: deep reinforcement learning; ML: machine learning; RAN: radio access network; RIC: RAN intelligent controller



16 Wang et al. / Front Inform Technol Electron Eng 2022 23(1):5-18

service slices serve 3/3/4 users respectively within
each cell. After 63 h of continuous experiments on
the Colosseum platform, 6-GB training data is gen-
erated. Through the O-RAN E2 interface, the DRL
agents can obtain the real-time performance test-
ing results of the slice, including RIC subscription,
indication, and control messages. Then data dimen-
sionality is further reduced by an encoder, and the
agent can recognize the system state based on the
output. Based on a fully connected neural network
with five layers and 30 neurons in each layer, the
DRL agent can select its optimal scheduling strat-
egy for each RAN slice. The experimental results
of the platform show that, in comparison with the
dedicated scheduling strategies of round robin, pro-
portionally fair, and waterfilling, DRL-based data-
driven optimization can achieve higher eMBB spec-
trum efficiency, and that the gain is as high as 20%.
As for the URLLC slice, DRL can achieve the best
performance and reduce the buffer occupancy rate
by 20% in the downlink of the BS.

6 Future directions

6.1 Standard open data set

To facilitate the research community to study
and fairly evaluate the performance of key techniques
for RAN intelligence, a standard and open data set is
essential. Intuitively, it is more convenient for mobile
operators and vendors to collect real network data
from their operational support systems and equip-
ment databases. Although massive data sets con-
tribute to higher model training performance, stor-
age of huge volumes of data and their pre-processing
are time-consuming. In addition, data sets should
be continuously updated to cope with network dy-
namics and new scenarios. If not, the inconsistent
data distribution between the training samples and
the latest network situations can degrade Al model
performance significantly. In the case where real net-
work data cannot be easily obtained or the amount
of the data obtained is insufficient, the schemes of
generating high-quality training samples need to be
investigated, including the way of establishing a re-
alistic simulation environment based on digital twin
(Sun et al., 2021).

6.2 Enabling AI with a computing power
network

To better satisfy the huge demand for comput-
ing power to better support Al model training within
RANSs, one can use the core idea of computing power
network, which is gathering idle computing power
through the network and implementing the global
management and scheduling of it (He T et al., 2020).
At present, research on the computing power net-
work is popular in the industry and many related
standards have been set up. In November 2019,
China Unicom issued a white paper on the comput-
ing power network, which expounds the view of in-
tegrating computing and networks (China Unicom,
2019). In June 2021, at the 5" Future Network De-
velopment Conference, China Unicom pointed out
four developing directions of the computing power
network, namely, satisfying high requirements of
high performance metrics, perception and intelligent
scheduling of computing power, flexible deployment
of network functions, and simplification of the net-
work architecture.

6.3 Realization of edge intelligence

Edge intelligence moves Al services from the re-
mote data center to the network edge, which raises
the intelligence level of network edge and reduces
AT service latency. However, since it is difficult for
edge devices to gather enough data, few-shot learn-
ing with quick learning ability is needed. In addition,
federated learning is an effective paradigm to mix
local AT models trained at edge devices. In this way,
a model with a better global performance can be ob-
tained, and meanwhile, the data privacy of each edge
device is preserved. Currently, there have been many
works discussing the performance improvement of
federated learning in RANs, in terms of model com-
pression, device scheduling, and training strategies.
Finally, to achieve efficient deployment and migra-
tion of edge Al services, further study needs to be
done on the integration of virtualization technology
and Al frameworks, such as TensorFlow, Torch, and
Calffe.

6.4 Software-defined intelligent satellite-

terrestrial integrated network

With software-defined networking and Al,

software-defined  intelligent  satellite-terrestrial
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networks can provide much flexibility in networking
and resource management. However, for a large-
scale satellite-terrestrial network, relying on a single
centralized SDN controller for network management
and control results in the need to satisfactorily tackle
the issues of single point fault and large control
plane latency (Yuan et al., 2021). Therefore, it is
necessary to design a distributed multi-layer man-
agement architecture for future satellite-terrestrial
networks, to realize collaborative management and
control with a coarse-grained manner for the global
network and a fine-grained manner for each regional
network. In addition, AI can help make intelligent
decisions on virtual network function deployment
among satellites and terrestrial nodes, as well as
routing selection by taking the dynamics of network
topology,
differentiated service QoS into account.

resource limitation at satellites, and

7 Conclusions

To efficiently support differentiated business
scenarios and give full play to the performance ad-
vantages of RANs, RAN intelligence has attracted
more and more attention. In line with this trend, we
make a comprehensive introduction of the research
progress from the view of industry and academia,
which includes standardization progress, architec-
tures, enabling techniques, and experimental plat-
forms. Finally, we put forward deep thoughts on the
development in this direction.
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