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Abstract: Image secret sharing (ISS) is gaining popularity due to the importance of digital images and its wide
application to cloud-based distributed storage and multiparty secure computing. Shadow image authentication
generally includes shadow image detection and identification, and plays an important role in ISS. However, tradi-
tional dealer-participatory methods, which suffer from significant pixel expansion or storing auxiliary information,
authenticate the shadow image mainly during the decoding phase, also known as unidirectional authentication. The
authentication of the shadow image in the distributing (encoding) phase is also important for the participant. In
this study, we introduce a public key based bidirectional shadow image authentication method in ISS without pixel
expansion for a (k,n) threshold. When the dealer distributes each shadow image to a corresponding participant,
the participant can authenticate the received shadow image with his/her private key. In the decoding phase, the
dealer can authenticate each received shadow image with a secret key; in addition, the dealer can losslessly decode
the secret image with any k& or more shadow images. The proposed method is validated using theoretical analyses,
illustrations, and comparisons.
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1 Introduction management (Cheng et al., 2018), blockchain (Fuku-
mitsu et al., 2017; Shen J et al., 2019), password
transmission (Wang W et al., 2017), digital water-
threshold, the dealer encodes a secret image to out- marking (El-Latif et al., 2018), identity authentica-

put n shadow images, also known as shadows or iy (Chavan et al., 2014; Li YN and Guo, 2018), and
shares, which are then distributed to the correspond-

Using image secret sharing (ISS) for a (k,n)

distributive storage in a cloud (Komargodski et al.,
2017). The value of each binary pixel can be repre-
sented by 1 bit, and the value of each grayscale pixel
can be represented by 1 byte; therefore, ISS is easily

ing n participants. The dealer can decode the secret
image with any k or more shadow images (i.e., at
most n — k shadow images are lost), which is known

as the loss-tolerant property of ISS. Hence, ISS is  .itended to secret sharing. Among many sharing

principles of traditional ISS technologies (Wang GY
control (Yan et al., 2017; Beugnon et al., 2019), key o al., 2016; Shivani and Agarwal, 2018; Yan et al.,
¥ Corresponding author 2018, 2020b; Meng et al., 2021; Harn et al., 2022),
” Project supported by the National Natural Science Foundation the use of polynomials (Pilaram and EghthS, 2017)
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currently used in several applications, such as access
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Shamir (1979) designed the first polynomial-
based secret sharing for a (k,n) threshold by ran-
domly building a (k—1)-degree polynomial. Inspired
by Shamir’s work, some follow-up works (Thien and
Lin, 2002; Liu YX and Yang, 2017; Liu YX et al.,
2018a, 2019; Yan et al., 2021) investigated several
improved polynomial-based ISS schemes to obtain
significant properties. Polynomial-based ISS is ad-
vantageous because the decoded secret image has
high quality and does not exhibit pixel expansion.
The dealer can encode a secret image to n shadow
images using polynomial-based ISS. The dealer nor-
mally distributes the shadow images to n corre-
sponding participants (Fig. 1). When any k or
more shadow images are collected during the nor-
mal dealer-participatory decoding phase, the secret
is decoded with high quality using the Lagrange in-
terpolation (Fig. 1).
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Fig. 1 Normal dealer-participatory shadow image dis-
tributing (a) and secret image decoding (b)

However, the above-mentioned polynomial-
based ISS schemes cannot authenticate shadow im-
ages. The authentication plays an important role in
ISS (Fig. 2). If a watch dog tampers with the shadow
image during abnormal dealer participatory shadow
image distribution, a participant cannot authenti-
cate the received shadow image without authentica-
tion. Here, a watch dog represents an eavesdropper
in cryptography or a third party on the network in
communication security. In an abnormal secret im-
age decoding phase, the dealer cannot successfully
decode the original secret image or even distinguish
the fake one if there is a fake shadow image among
the k collected ones.

In contrast, in the distribution of an abnormal
shadow image and the decoding of a secret image as
shown in Fig. 3, authentication allows a participant

to judge whether the received shadow image is fake
or tampered with when receiving each shadow im-
age from the corresponding participant; the dealer
can also judge it based on the result of shadow im-
age authentication, stop the decoding phase if a fake
shadow image is detected and identified, and broad-
cast the fake one to all the other participants to avoid
further deception.
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Fig. 2 Distribution of an abnormal shadow image (a)
and decoding of a secret image without authentication
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Fig. 3 Distribution of an abnormal shadow image (a)
and decoding of a secret image with authentication
(b), illustrating the motivation of this paper

Shadow image authentication is critical and ISS
with shadow image authentication ability is gaining
popularity. Most existing ISS schemes that support
shadow image authentication can be classified into
two categories. The first category uses information
hiding (or fragile watermark) (Lin and Tsai, 2004;
Chang et al., 2008; Liu YJ and Chang, 2018; Liao
et al., 2022). A typical work is Liu YJ and Chang
(2018), in which the authors realized shadow image
authentication using turtle shell based information
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hiding. This type of scheme embeds the shadow im-
ages in the cover images using existing information
hiding techniques, resulting in a possible high pixel
expansion (Fig. 4a). The other category uses auxil-
iary information (Li P et al., 2010; Ulutas et al., 2013;
Du et al., 2020), such as hash. This type of scheme
uses the auxiliary information to achieve authentica-
tion, which also results in possible pixel expansion or
increase in the required storage space (Fig. 4b).

Cover image
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A Shadow
-+
s image
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Fig. 4 Analyses of traditional image secret sharing
schemes with shadow authentication ability: (a) using
information hiding; (b) using auxiliary information

Liu YX et al. (2018b) proposed polynomial-
based ISS for a (k,n) threshold with shadow im-
age authentication based on improved polynomial-
based ISS. They embed an authentication value into
a polynomial coefficient. However, this scheme can
authenticate the shadow image only in the decoding
phase, also known as unidirectional authentication,
and it cannot authenticate the shadow image dur-
ing the shadow image distribution phase. It also
has flaws in fake participant identification, auxiliary
encryption, and lossy decoding.

Yan et al. (2020a) proposed a separate shadow
authentication method using a fusing (2, 2)-
threshold visual cryptographic scheme (VCS) (Shen
G et al., 2017) and polynomial-based ISS. In the en-
coding phase, the shadow image bit generated using
VCS is embedded in the most significant bit (MSB)
of each shadow image pixel. However, their method
is used only for shadow image authentication dur-
ing the secret image decoding phase. Following Yan
et al. (2020a), Jiang et al. (2020) developed an au-
thentication using a (2,n + 1)-threshold VCS and
the least significant bit instead of the MSB. How-
ever, it cannot authenticate a shadow image during
the distribution phase.

This study introduces a bidirectional shadow
image authentication method without pixel expan-

sion in ISS for a (k,n) threshold based on ISS rather
than on information hiding (Fig. 3). Here “bidi-
rectional shadow image authentication” shows that
shadow image authentication in the shadow image
distributing and secret image decoding (sending)
phases (Fig. 3) achieves stronger authentication than
“unidirectional shadow image authentication.”

The following is the key challenge. The encoding
and decoding methods usually entail the use of math-
ematical functions in ISS, such as polynomial and
interpolation, which are sensitive to slight changes;
thus, achieving bidirectional shadow image authen-
tication is a key challenge.

In this study, we introduce a public key based
bidirectional shadow image authentication method
without pixel expansion in ISS for a (k, n) threshold.

In the encoding phase, the dealer first uses a
random number generator with his/her secret key to
generate two coordinates for each participant. Sec-
ond, a hash of the pixels between the two coordinates
is generated for the authentication of each shadow
image. Third, the two coordinates are encrypted
with the public key of each participant to obtain two
encrypted coordinates. Finally, the encrypted coor-
dinates and the hash value are fused into each shadow
image to avoid any pixel expansion using a screen-
ing operation in the process of polynomial-based ISS.
Here, a “screening operation” denotes an operation
that can screen the polynomial coefficients to sat-
isfy some requirements. When the dealer distributes
each shadow image to a corresponding participant,
the participant can authenticate the received shadow
image with his/her private key.

In the decoding phase, the dealer can authenti-
cate each received shadow image with a secret key,
i.e., achieving a separate shadow image authentica-
tion ability; in addition, the dealer can losslessly de-
code the secret image with any k or more shadow im-
ages. The proposed scheme has no pixel expansion
with a separate shadow image authentication abil-
ity. In addition, it achieves lossless decoding without
auxiliary encryption. The proposed method is val-
idated using theoretical analyses, illustrations, and
comparisons.

2 Preliminaries

We describe some preliminaries for our intro-
duced method in this section, including the principle
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of polynomial-based ISS, public key encryption, and
hash function. We use bidirectional authentication
in polynomial-based ISS, public key encryption, and
a hash function to authenticate a separate shadow
image.

First, notations used in this study are presented
in Table 1.

2.1 Polynomial-based ISS scheme

To encode a grayscale secret image, Shamir’s
original polynomial-based ISS scheme splits any se-
cret pixel value s into n values, which are then
assigned to n corresponding pixels in shadow im-
ages. We present Shamir’s original polynomial-based
scheme in Algorithm 1.

In the decoding phase, given any k pairs of the
n pairs {(¢,SC;)}"_,, we can obtain the coefficients
of f(i) using Lagrange interpolation and obtain s =
f(0). However, secret s cannot be solved with fewer
than k shadow images. Finally, an ISS for a (k,n)
threshold is achieved.

In addition, when the original polynomial-based
secret sharing is applied to the ISS, we conduct the
following analysis: Because 0 < SC;(h,w) < 255,
for i = 0,1,2,--- k — 1, P cannot be any prime
greater than ag. The primes closest to 255 are 251
and 257. If 257 is used, we cannot store the 7!
shadow pixel when SC;(h,w) = 256; if 251 is used,
we cannot reconstruct the secret pixel ag when 251 <

ap < 255. Finally, traditional polynomial-based ISS
selects P = 251 for a slight loss.

2.2 Public key encryption

The basic idea behind public key encryption is
that a cryptosystem with two distinct keys may be
possible. A public key is used to encode the plaintext
and a private key is used to decode the ciphertext,
where the public key can be public, i.e., known to ev-
eryone, and the private key is private, i.e., known to
only one person. In this way, a public key encryption

Algorithm 1 Shamir’s polynomial-based ISS

Input: a grayscale secret image S of size Hx W and the
threshold parameters (k,n).

Output: n shadow images SC1,SCa,--- ,SCp.
Step 1: Select P = 251. At each position (h,w) €
{(h,w)]1 < h < H,1 <w < W}, repeat steps 2 and 3.

Step 2: For s = S(h,w), if s > P, fix s = P—1. To split s
into pieces SCq(h,w),SCa(h,w), - ,SCy(h,w), construct
a (k — 1)-degree polynomial as follows:

f(@)=(ao+ a1z + - +ap_12" ) mod P, (1)
in which ap = s, and a; is random in [0, P — 1], for i =
1,2, k—1.

Step 3: Calculate
SCl(h,'w) = f(1)7 SCQ(h7w) = f(2)7 Tt

2
Scn(hvw) = f(n)v ( )

where ¢ can be used for an identifying index or an order
label for the " participant.

Step 4: Output n shadow images SC1,SCa, -+ ,SCp.

Table 1 Chief notations in the paper

Description

Notation
(kyn) Threshold, 2 < k <n
P A prime number
&) Boolean XOR operation
S A grayscale secret image
HxW Size of the secret image

5C1,85C2,- -+ ,5Cy
t

Shadow images
Number of collected shadow images in the decoding phase
Decoding result S’ by shadow images SC;,,SCj,, - ,SCy,

XORing result of the four lower bits of a grayscale pixel a

Eil,ig,--- g} OF SCliy ig, - ie}
p () Probability of any event x
XORA4LBs(a)
kp Dealer’s secret key
K, Public key of the ith participant
ki Private key of the ith

(Z;’Ll,zjﬂl) and (Z;Q,ZQQ)
Z;i,ff = h1,w1, h2,w2

bz,

0bZ,

HV?

participant
Starting and ending plain coordinates for the i*? participant to be hashed

Cipher coordinate for the ith

participant to be hashed
Binary form of Z;i
Expanded form of bZ;i with length of W/4 by adding 0 at the beginning

Hash code for the i*? participant
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system allows everyone to encode a plaintext to be
sent to one person, and only that person can decode
the ciphertext.

A public key encryption system is suitable for
shadow image authentication in ISS, which is further
analyzed as follows. If each participant has his/her
public key and private key, the dealer can use the
public key to generate an authenticating message
and only the participant with the private key can
authenticate the shadow image. It is a significant
challenge to achieve bidirectional shadow image au-
thentication using a public key encryption system
with the condition of no pixel expansion.

The RSA cryptosystem is the best-known exam-
ple of a public key encryption system, and it is used
in our introduced method. Note that other public
key encryption systems can also be used with our
method.

2.3 Hash function

A hash function is used to compress a plaintext
of arbitrary length to a random-looking and short
plaintext digest with a fixed length, which is a pub-
lic function known to all. A hash function has the
property that it is computationally infeasible to yield
collisions; i.e., it is difficult to decode the plaintext
given digest. Additionally, if the plaintext is altered
even a bit, the digest will no longer be valid. In this
way, a hash function can achieve data authentication
and integrity.

The hash function is suitable for detecting
shadow images in ISS, which is further analyzed as
follows. The dealer can compress a shadow image to
a digest and send it to the participant along with the
shadow image. The participant can use the digest
to determine whether the shadow image has been
altered. It is a significant challenge to achieve bidi-
rectional shadow image authentication using a hash
function without pixel expansion.

SHA-256 is a well-known hash function, and is
used in our introduced method. Note that other hash

Embed the

Generate the > coordinates into

Encrypt the

functions can also be used in our method.

Above all, the difficult point is how to achieve
bidirectional shadow image authentication by fusing
the advantages of a public key encryption system and
a hash function without pixel expansion.

3 Proposed public key based bidirec-
tional shadow image authentication
without pixel expansion

3.1 Proposed method
3.1.1 Framework

Fig. 5 shows the framework of the proposed pub-
lic key based bidirectional shadow image authenti-
cation method without pixel expansion. The key
modules in the framework are as follows: The dealer
generates the coordinates using his/her secret key
so that he/she knows the concentrated positions to
be hashed to authenticate the shadow image when
receiving each shadow image during the decoding
phase. The dealer encrypts the coordinates using
each participant’s public key so that the true par-
ticipant with the private key can authenticate the
shadow image when receiving each shadow image
during the shadow image distribution phase. The
dealer embeds the encrypted coordinates and hash
values into the first n and last n lines of each shadow
image to avoid storing auxiliary information. In this
way, no pixel expansion can be achieved.

The design idea of the proposed public key based
bidirectional shadow image authentication method
without pixel expansion is shown in Fig. 6.

3.1.2 Algorithms

Algorithm 2 is the proposed detailed encod-
ing algorithm, and the decoding method is given
in Algorithm 3. Fig. 6 is the overview of the pro-
posed method only for the current position (h,w),
which must be combined with Algorithm 2 to better

Sharing process

coordinates coordinates

the first n lines

Embed the hash
values into the
last n lines

Polynomial-
based ISS

Compute hash

Fig. 5 Framework of the proposed public key based bidirectional shadow image authentication method
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understand our method.
Regarding Algorithm 2, we comment as follows:

Secu-
rity and coordinate ranges are considered in the
generation of Z!. As in Table 1, (Zh A ) and
(Ziiw’ qug) denote the starting and ending plain co-

1. In step 1, kp serves as a seed.

ordinates for the i*" participant to be hashed, re-
spectively. Through the corresponding length of the
binary bits, we can generate temporary random num-

bers, denoted by (Xh Y ) and (Xh Y ) to fur-

ther satisfy that Z, € (n,4],Zi € (IQJ,H - nj

and Z}, € [1,W],Z}, € [1,W] using simple shift
operations, i.e., Z}'Zl = X,iZl + n,ZfU1 = Yj}l and
Zi, = H-n-— th»Zl =Y, . Here, the length

of the binary form of Xh1 and bez is |logy (4 —n)]
and that of Y;, and Y} is [log,W].

2. In step 1, the dealer uses his/her secret
key, kp, by a random number generator to generate
(Zh1 A ) and (Zh A ) Therefore, the dealer
knows the concentrated positions to be hashed in

Grayscale
secret image S

(k, n), P=257

step 7 and he/she can authenticate the shadow im-
age when receiving each shadow image during the
decoding phase. The m-sequence is selected as the
random number generator.
random number generators can also be used to ob-

Some other enhanced

tain better quality randomness.

3. In step 1, the dealer uses each participant’s
public key to encrypt Z’ to obtain cipher Z,! and
further bZ," and ObZ;i. Thus, only the participant
with his/her private key can decrypt Z;f to obtain
Z!, i.e., the concentrated positions to be hashed in
step 8. Thus, during the shadow image distribu-
tion phase, the participant with the private key can
authenticate the shadow image when receiving each
shadow image.

4. To avoid supplementary bits, we handle
value 256 in our scheme as follows. In step 2, we
257 rather than 251
and in steps 5, 7, and 10, we use a screening op-

eration, SC; (h,w) < P — 1 to achieve a value of

select a prime number P =

[« | [& fori=12,,n]
Random nunil/)er generator
| (z,.2.).(2,,,2., ) fori=1,2,---,n

T
Public key encryption
N2

| Z!" for x = h,w,, h,,w, H
T

| Convert to binary form
.

[ 62! for x = I, wi, by, w |

T
Expand to length of W/4 by adding 0
i

lobz" for x =, w, h,, w,]
I

ao=S(h, w)
Randomly generate
ay, ag, **, Ak-1 | H| fiX)=(ap+asx+ap*+-+-+a1xX*") mod P
__________ AN o e -
I |SC1(h w)=f(1)]  [SCalh, w)=f(2)] -+ [SCu(h, w)=f(n)] '
No

SC; (h,w)<P-1

fori=1,2,---,n

ORALBs(SC; (h,w)) = 0bZ{ (w mod %),when 1<h<

XOR4LBs(SC; (h,w)) =HV' (w),when H —n<h< I

[ HV

Hash function

wy

|sc,.(z;,z;,),sc, (2.2, +1).--.5C (2.2 |

Yes
__________ Lo _
| 5o ] [CSChw ] -~ [SChwd ],

Fig. 6 Design concept of the proposed public key based bidirectional shadow image authentication method
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the shadow image pixel ranging from 0 to 255 and
lossless decoding. Here, a “screening operation” de-
notes an operation that will screen the polynomial
coeflicients to satisfy some requirements.

5. In step 3, our information embedding and

Algorithm 2 Encoding phase of the proposed pub-
lic key based method

Input: any grayscale secret image S with size of H x W'; kp,
kf), and kI, i = 1,2, - ,n; threshold parameters (k,n).
Output: shadow images SC;, 1 =1,2,--- ,n.
Step 1: The dealer uses his/her secret key kp to gener-
ate (Z};I,Zﬁ)l) and (Z}'L27Zi

w2

) using a random number

generator, for ¢ = 1,2,--- ,n, where Z};l € (n, %},Z};z €
%,H —n] and Z, € [1,W],Z, € [1,W]. ki is used to

encode plain ZZ to obtain cipher Z;i. Z;i is then converted

to its binary form, denoted by bZ;i, for x = hy, w1, ho,wo
and ¢ = 1,2,---,n. Expand bZ;i by adding 0 at the

beginning to obtain ObZ;i with length of W/4.

Step 2: P = 257 is selected. At each position (h,w) €
{(h,w)|1 <h < H,1<w< W}, repeat steps 3-10.

Step 3: If h < n, go to step 4; else if n < h < H —n, go

to step 6; else go to step 8.

Step 4: Construct a (k — 1)-degree polynomial as follows:

f(x) = (ao +a11’+~-~+ak,1xk*1) mod P, (3)

where ap = S(h,w), and a; is random, for i =1,2,--- ,k—
1. Calculate SC; (h,w) = f(i), for i =1,2,--- ,n.
Step 5: If SC; (h,w) < P—1 and XOR4LBs (SC; (h,w)) =

ObZ;i w mod %) , when w mod % #0,

ObZ;i %) , when w mod % =0,

go to the next position (step 2), for ¢ = 1,2, - ,n, where
z = h1 when w < W/4, x = w1 when W/4 < w < W/2,
x = hy when W/2 < w < 3W/4, and * = w2 when
3W/4 < w < W; otherwise, go to step 4.

Step 6: Construct a (k — 1)-degree polynomial as follows:

f(x) = (ao +a11’+~-~+ak,1xk*1)mod P, (4)

where ap = S(h,w), and a; is random, for i =1,2,--- [k —

1. Calculate SC; (h,w) = f(i), for i =1,2,--- ,n.

Step 7: If SC; (h,w) < P — 1, go to the next position

(step 2), for i = 1,2,--- ,n; otherwise, go to step 6.

Step 8: Concentrate SCi(Zil,qul), SCi(Zil, Z};}l +

1)+, SCi(Z}Lz,Z}w), and then the concentration result

is compressed using a hash function on a digest, denoted

by HV?, for i =1,2,--- ,n.

Step 9: Construct a (k — 1)-degree polynomial as follows:
f(x) = (ap + a1z + -+ ap_12" ") mod P, (5)

where ap = S(h,w), and a; is random, for i =1,2,--- ,k—
1. Calculate SC; (h,w) = f(7), for i =1,2,--- ,n.

Step 10: If SC;(h,w) < P — 1 and XORA4LBs
(SC; (h,w)) = HV? (w), where i = H — h + 1, go to the
next position (step 2), for i = 1,2,--- ,n; otherwise, go to
step 9.

Step 11: Output n grayscale shadow images SCjy,
SCa, -+ ,SCh.

processing order for the i** shadow image is further
illustrated in Fig. 7.

6. Steps 4, 6, and 9 are used to achieve
a (k,n) threshold using the polynomial without pixel
expansion.

7. Step 5 embeds 0bZ. into the ™" line

Step 10 embeds hash
th

of the i*" shadow image.
code into the last i*® line of the i*® shadow im-

age. Finally, no pixel expansion occurs. However,

Algorithm 3 Authentication and decoding in the
proposed public key based bidirectional shadow im-
age authentication without pixel expansion

i

Input: grayscale shadow images SC1,SC2,- -+ ,SCnp; kp, kp,

and k¢, i =1,2,--- ,n.

Output: decoded grayscale secret image S’ with a size of
Hx W and authentication result of SC;, for i =1,2,--- n.
Step 1: In the shadow image distribution phase, when
the #t" participant receives SCj;, extract Z;i through
the XORALBs operation on the " line of SC;, for
r = hi,w1,h2,w2. Use k; to decrypt Z;i to obtain Z;.
Concentrate SC; (Z]il,ZfUl), SC; (Z]il,ZfUl + 1) S
SC; (Z]iz,Zﬁ)Q), and then the concentration result is

compressed by the hash function to HV?. Perform the
XORALBs operation on the last it® line of SC;. If the
result is equal to HV?, pass the authentication; otherwise,
identify the fake one, denoted by ¢*, and broadcast the
fake one.

Step 2: In the secret image decoding phase,
the dealer receives SC;, use his/her secret key kp by

when

the random number generator to generate (Z}Ll,qul)
and (Z;’w, Z,@Q).
SC; (Z;‘Ll,zful + 1) o, SOy (Z,gz,zgz), and then the
concentration result is compressed by the hash function to
HV?. Perform the XOR4LBs operation on the last i*" line
of SC;. If the result is equal to HV?, pass the authenti-
cation, and go to step 3; otherwise, identify the fake one,
denoted by i*, and broadcast the fake one.

Step 3: When collecting any k grayscale shadow im-
ages SCq;,8Cq,, - ,SCq,, for each position (h,w) €
{(h,w)]1<h< H,1 <w< W}, repeat steps 4 and 5.
Step 4: Solve Eq. (6) by Lagrange interpolation to ob-
tain ag:

Concentrate  SC; (Z,ill,Zﬁ)l)v

SCqy (h,w) = (a0 + a1q1 + -+ ai_1q1%*~1) mod P,
SCqy (h,w) = (a0 + a1g2 + -+ -+ ax_1q2%"1) mod P,

SCqj,_, (h,w)
= (a0 +aiqr—1+ -+ ar_1qx—1*"1) mod P,
SCyq, (h,w) = (ap + a1q + -+ - + ak,lqkkfl) mod P.
(6)

Step 5: Compute S’(h,w) = ao.

Step 6: Output the decoded grayscale secret image S’
with a size of Hx W and the authentication result of SC;,
fort=1,2,--+ ,n.
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Line 1 - v ) v
o : 0Z,,0Z",0Z; ,0Z
Line i 4 : ' > 2
Line n .
e 2 2)
H Z;'z Zw))
stk
Line H-n+1 ‘/HV
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Fig. 7 Information embedding and processing order
for the it? shadow image

0bZy ,0bZ.% ,0bZ, ,0bZ,} are inserted only in line
i (Fig. 6); HV® is inserted only in line H — ¢ + 1.
The probability of hash collisions is decided by the
adopted hash function; thus, it is not discussed.

8. In steps 5, 7, and 10, we can screen
ai,ag, - ,ap—1 to satisfy the embedding and
lossless decoding requirements because grayscales
ai,as, -+ ,ap_1 are random, when n — k is small.

9. Although it is possible to fake the n — 1 lines
of the first and last n lines in each shadow image, the
influence on the secret image is minimal.

10. The authentication will not be broken if the
attackers or cheaters attempt to modify the higher
four bits of each generated shadow image SC;(h, w)
because the grayscale pixel value (eight bits) is com-
pressed in step 8.

Regarding Algorithm 3, we comment as follows:

1. Step 1 focuses on the authentication in the
shadow image distribution phase, step 2 focuses on
the authentication before decoding the secret image,
and steps 3-5 focus on the secret image decoding
during the secret image decoding phase. The dealers
and participants are involved in different phases.

2. In step 1, the distributed shadow image is au-
thenticated by the participant in the shadow image
distribution phase to check whether the hash code is
altered; thus, our method achieves the authentica-
tion of each distributed shadow image.

3. In step 2, each collected shadow image is au-
thenticated by the dealer in the secret image decod-

ing phase to check whether the hash code is altered;
thus, our method achieves the ability of a separate
shadow image authentication.

4. In step 4, at each position (h,w), to obtain
S’(h, w) we must construct a polynomial to solve ag.

5. In this way, our method achieves bidirec-
tional shadow image authentication without pixel
expansion.

6. The decoding process is just like Shamir’s
approach except for the authentication phase.

7. Because the ISS algorithm complexity gener-
ally considers time complexity in the decoding phase,
we analyze the time complexity of Algorithm 3. The
decoding phase contains authentication and decod-
ing. The main authentication operations are XOR
and the hash function, and thus the main time com-
plexity is O(k) because the hash function is com-
puted once and XOR is the key factor. The main
decoding operation is an interpolation, so the main
time complexity is O(k(logy k)?).

3.2 Security and performance analyses

Here, we give the performance analyses and
security proof of the proposed authentication
method. Without loss of generality, the collected
k grayscale shadow image pixels are denoted by
SCq1,5Cgy, "+ ,5Cq, in the decoding phase. s indicates
S(h,w).
Lemma 1 s and sc; can range from 0 to 255, for
1=1,2,--+ ,n.

Proof Because P = 257, s can range from 0 to
255. Because SC; (h, w) < P — 1, s¢; can range from
0 to 255, fori =1,2,--- ,n.

Lemma 2 s is losslessly decoded with scg,, scq,,
“++, SCqy -

Proof From Eq. (6) and by Lagrange interpolation,
ap and a; are uniquely determined fori =1,2,---k—
1. According to Lemma 1 and s = a9 < P, s is
losslessly decoded with scg, ,scq,, -
Theorem 1 Using SC; and kp, the dealer can au-
thenticate whether SC; is fake for ¢ = 1,2,--- ,n.
Using SC; and k!, the i*!" participant can authenti-
cate whether SC; is fake.

Proof  In step 8 of Algorithm 2, if an attacker
intends to guess (2} ,Z},,) and (Z]_, Zl,,), i.e., the

w1 w2
starting and ending plain coordinates for the i par-

ticipant to be hashed, there are (% — n)2 x W2 pos-

sible coordinates; i.e., the probability of brute-force

,SCqy -
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guessing the coordinates is [(% — n)2 X Wﬂ
The security essentially depends on the adopted ran-
dom number generator, whose result is indistinguish-
able from a random number. The dealer with kp can
generate (Z}im Zi)l) and (Zh A ) i.e., the starting
and ending plain coordinates for the i** participant
to be hashed.

However, the result of the XOR4LBs operation
on the last it line of SC; has 2" possible values;
i.e., the probability of brute-force guessing the hash
code is 1/2"W, whose security depends on the adopted
hash function. However, the dealer receiving SC; can
extract the hash code.

In this way, using SC; and kp, the dealer can
authenticate whether SC; is fake fort =1,2,--- |n

Similarly, the i*" participant can decrypt bZ.!
with his/her private key to obtain (Zh1 qul) and
(Z b A ) to authenticate whether SC; is fake,
whose security essentially depends on the adopted
public key encryption system.

Therefore, our method achieves public key based
bidirectional shadow image authentication without
pixel expansion.

Lemma 3 The secret image S cannot be decoded
with any k — 1 or fewer shadow images.
Proof

Eq. (6), there are a total of P solutions rather than

If any k& — 1 equations are constructed in

only one for any k — 1 equations in Eq. (6). Finally,
the secret image S cannot be decoded with any k — 1
or fewer shadow images.

Note that, although results from Lemma 3 are
well known and are the property of a secret-sharing
scheme, we provide the proof of their integrity here.
Theorem 2 Our method is a valid ISS for a (k,n)
threshold with lossless decoding when n — k is small.
Proof
conditions for a (k,n) threshold are satisfied.

Because when k is fixed, n increases, more re-

Based on Lemmas 2 and 3, the mentioned

quirements must be satisfied, which is further an-
alyzed as follows. Let Ngr denote the number of
available random values of ai,as,---
method.

For each line of the first or last n lines,
N = PF 1 x %)n x 2; for the other lines,
Ng = PF1 x (21536)n. Thus, the weighted Ny =
[PE=1(26)" x L x 2n + PR 1(256) (H—2n)| /H.
There are enough available random values to guar-
antee searchability.

n—k < 1

However, in practice *— < 5 is suggested to

,Gk—1 in our

obtain admirable performance.

Note that the inherent information-theoretic
property of secret sharing may be compromised as
we introduce our method, which is shown in Theo-
rem 2.

Note that there is one possible security risk. If
an attacker only modifies the pixels beyond the two
random coordinates, it does not cause the decoding
stage authentication to fail because the coordinates
and the pixel values between the coordinates in the
decoding stage are the same as those in the encoding
stage; however, the received shadow image has been
altered, in which case it is possible to bypass the en-
coding stage authentication and complete the mod-
ification of the shadow image. We call the possible
risk the “beyond-coordinates-issue.” If the attacker
modifies too many pixels, it will be detected. If the
attacker modifies fewer pixels, it is possible to bypass
the authentication although it has little effect on the
image. One possible solution to the risk is to take
the coordinates to both ends as much as possible;
however, there will be a trade-off problem of brute
force guessing. At present, we have not thought of a
more suitable solution, so we will continue to study
it in the future work.

4 Experimental results and compar-
isons

In this section, we perform experiments to val-
idate the effectiveness of the proposed public key
based bidirectional shadow image authentication
method without pixel expansion. Some discussions
on our parameters are also provided. Finally, a com-
parison of illustrations and features with the most
related schemes is provided to describe the features
of our scheme.

4.1 Experimental settings

In our experiments, all the test images are of
the same size, 256 x 256, because there is no pixel
expansion in the proposed ISS. More experiments
are required to show that our scheme is suitable for
general thresholds and different secret images.

RSA-1024 is used as the public key encryption
system, SHA-256 is used as the hash function, and m-
sequence is used for the random number generator.
Note that other functions can also be applied to our
method. kp =[11001010101010].
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4.2 Image illustration

Fig. 8 presents the results of the pro-
posed (k, n) threshold ISS scheme with bidirectional
shadow image authentication without pixel expan-
sion, where k=2, n=2, k!={36 296 023, 42 414 499},
k2={6 980 681, 34 960 501}, kéz{?, 42 414 499},
kgz{f), 34 960 501}, and the input grayscale secret
image S is displayed in Fig. 8a. Figs. 8b and 8c illus-
trate the output two shadow images SC; and SCo,
respectively. Fig. 8d shows the secret image decoded
with the two shadow images by Lagrange interpo-
lation, where the secret image is losslessly decoded;
i.e., Fig. 8d is the same as the secret image in Fig. 8a.
A randomly generated fake shadow image, denoted
by SC7, is shown in Fig. 8e. Fig. 8f shows the secret
image decoded with SC| and SC, using Lagrange
interpolation, which reveals no information on the
secret image and thus fails to decode the secret.

We will provide a detailed numerical encoding
and authentication process of SC;. The detailed pa-
rameters are given in Table 2.

The result of the XOR4LBs operation on the
last it" line of SC; is equal to HV?, for i = 1,2, and
thus SC; and SCsy are real images. Finally, the real
shadow images, i.e., SC; and SCs, can be authen-
ticated. However, the coordinate extraction of SC}
fails and thus SC] is fake. In the following experi-
ments, we will omit the detailed parameters to save

(b) (©

() (©) ()

Fig. 8 Experimental results of the proposed (k,n)
threshold ISS scheme with bidirectional shadow im-
age authentication without pixel expansion, where
k = 2 and n = 2: (a) grayscale secret image S; (b—
c) two grayscale shadow images SC; and SCaz; (d)
grayscale secret image S’ decoded with SC; and SCs;
(e) fake shadow image SC/; (f) grayscale secret image
S’ decoded with SC] and SCa

space.

Fig. 9 presents the results of the proposed
(k,n) threshold ISS scheme with bidirectional
shadow image authentication without pixel expan-
sion, where k=3, n=4, k!={5 999 297, 30 045 641},
k2={10 558 901, 52 880 551}, k3={24 523 229,
30 704 257}, k3={37 471 565, 46 915 867}, k:Il):{5,
30045 641}, kf,:{57 52880551}, kf’,:{57 30704257},
ka—{5, 46 915 867}, and the input grayscale se-
cret image S is displayed in Fig. 9a. Figs. 9b-9e
present the four shadow images. Figs. 9f-9i illustrate
the secret images decoded with two or more shadow
images using Lagrange interpolation, where almost
only the first t'" shadow images are used to save
space. From Figs. 9f-9i, the secret image decoded
with any three or more shadow images is lossless,
while no part of the secret image with two or fewer
shadow images is recognized. A randomly generated
fake shadow image, denoted by SCY, is illustrated in
Fig. 9j. Figs. 9k—9n illustrate the secret images S’
decoded with SC/ and another one or more shadow
images using Lagrange interpolation, which reveals
no information on the secret image and thus fails to
decode the secret.

Based on the above-mentioned experimental re-
sults, we conclude the following:

1. Each shadow image has no pixel expansion
or cross-interference with the secret image.

2. No secret information is leaked with fewer
than k shadow images, demonstrating the security
of the proposed ISS.

3. The secret image is losslessly decoded with
any k or more shadow images.

4. A separate shadow image is provided to
achieve authentication.

5. An ISS scheme with bidirectional shadow
image authentication without pixel expansion for a
general (k, n) threshold is achieved, where 2 < k <n
and n — k is small.

4.3 Parameter analyses

We discuss the values of entropy, encoding time,
and Ny for k and n because k and n are important
in our method, where the entropy of SC; is given as
follows:

H(Y)=- Z Prob(y)log,Prob(y), (7)
yey
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where y means a pixel value, and its statistical prob-
ability in an image Y is denoted by Prob(y).

Here, z indicates that the low x bits of the
shadow image is XORed, where in our introduced
method = = 4. We also state why we set x = 4.

The grayscale secret image shown in Fig. 8 is
used in our study.

Fig. 10 presents the entropy, encoding time, and
Ng curves for n when k = 3, where we set the theo-
retical entropy 8, from which we know the following:

1. The entropy is almost the same as n increases
and the experimental entropy fits well with the per-

This demonstrates that the
shadow image is almost random, that our method is
secure, and that our analyses are effective.

fect theoretical value.

2. The encoding time is a monotonically in-
creasing function of n. As n increases, the number of
screening operations increases, and thus the encod-
ing time increases.

3. Npg is a monotonically decreasing function of
n. As n increases, the number of screening require-
ments increases, and hence the available random val-
ues of aq,aq, -+ ,ar_1 decrease.

Fig. 11 shows the entropy, encoding time, and

Table 2 Some parameters and their values in Fig. 8

Value

(2187, 1), (34 067 233, 1), (32 768, 1), (1 931 210, 2 791 241)

0oo0o0o00000000O0O0O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000O0O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000O0O0OOOO0OOOOOOOOOOOOOOOOOOOOOOOOOOOLIOOOOOOT11
0oo0o0o00000000O00O0O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
000000O0O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
0oo0o0oo00000000O000O0OO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOO
0oooooo00000000000O0O0O0OOOOOOOOOOOOOOOOOOOOOOOOT111O

000000O0O0OOOO0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO1IO01O01

00000010000011001011110000110001010001100100111

Parameter
Zy 2y, ), Z}WZEUQ (3, 1), (248, 1), (8, 1), (247, 49)
zy .73, ) (22, 22,
’ ’ ’ ’
z3.24). (2.2,
2 2 2 2
Zh/17Zw1 ) Z}L27Z'LU2
0bZ,}
1
00000100010001011
0bZ,}
00000000000000001
0621
ha
11101001100100001
0bZ,),
00000000000000001
0bZ,2
1
01000000000000000
0bZ,2
00000000000000001
0b2,2
2
10111011111001010
0bZ,2
01001011101001001
HV?! of SC;

Result of the XOR4LBs
operation on the last
line of SCy

HV! of SC|

Result of the XOR4LBs
operation on the last
line of SC)

00010100101110011110111000110111100100110110011
01110000010010111100000010000110110100110101011
01101000010000110011000010001011101110111001110
01110110001101011000111001000011100111110011001
001110010100100000011
00000010000011001011110000110001010001100100111
00010100101110011110111000110111100100110110011
01110000010010111100000010000110110100110101011
01101000010000110011000010001011101110111001110
01110110001101011000111001000011100111110011001
001110010100100000011

Coordinates are larger than image size, error
10001100110100001110100100010001100010010010001
10101111000101010100111000010111001111111110111
10001010001000011110001101000111001010101000010
00101001111100110001110101101111110110101111011
01110101010000000110110111010100011101001101101
110010001001010000101




Yan et al. / Front Inform Technol Electron Eng 2023 24(1):88-103 99

(b) (©)

(d) (e) ®)
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Fig. 9 More experimental results of the proposed (k,n) threshold ISS scheme with bidirectional shadow image
authentication without pixel expansion, where k = 3 and n = 4: (a) grayscale secret image S; (b—e) grayscale
shadow images SC1, SC2, SC3, and SCy; (f—i) grayscale secret image S’ decoded with two or more shadow
images; (j) fake shadow image SC}; (k—n) grayscale secret image S’ decoded with SC} and the other one or

more shadow images
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Fig. 11 Entropy (a), encoding time (b), and Ngr (c) curves for kK when = 4,n =8

Ng curves for k when n = 8, from which we know
the following;:

1. The entropy is almost the same as k increases,
and the experimental entropy fits well with the per-
fect theoretical value. This demonstrates that the
shadow image is almost random, that our method is
secure, and that our analyses are effective.

2. The encoding time has a close value as k

increases. There are enough available random values
of a1,a9, -+ ,ax_1, and thus it is easy to screen the
available values.

3. Ng is a monotonically increasing function
of k£ and increases dramatically when k£ > 7. The
space of available random values of a1, a2, ,ar_1
increases, as k increases.

Figs. 12 and 13 show why we set x = 4, where
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Fig. 12 Entropy (a) and encoding time (b)
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Fig. 13 Entropy (a) and encoding time (b)

k=2.

1. The values 3, 4, and 5 are the alternative
candidates of z because their entropy is larger.

2. Considering the encoding time, x = 4 repre-
sents an acceptable time.

3.
security and efficiency.

In our method, we set x = 4 to balance

4.4 Comparison with related schemes

We compare our method with that of Yan et al.
(2020a) using experiments and features in which the
same secret image as shown in Fig. 9a and the (2, 3)
threshold can be used. We choose the scheme of Yan
et al. (2020a) for comparison because their scheme
has a separate shadow authentication ability for a
(k,n) threshold, which is also based on a polynomial.

Fig. 14 displays the results of Yan et al. (2020a),
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where k = 2 and n = 3, and the grayscale secret im-
age S is shown in Fig. 14a. Fig. 14b is a binary
authentication image. Figs. 14c—14e illustrate the
three shadow images SC1, SCq, and SCs. Fig. 14f is
the output additional binary image preserved by the
dealer for authentication. Fig. 14g presents the au-
thentication result of SC; by the dealer. Fig. 14h
presents the secret image decoded with the first
two shadow images using Lagrange interpolation.
Fig. 14h shows that the decoded secret image with
any two or more shadow images is lossless.

Fig. 15 shows the results of our method with the
same parameters.

According to Figs. 14 and 15, the schemes of
Yan et al. (2020a) and ours are compared as follows:
1.
et al. (2020a) have the features of no pixel expansion,

Both our scheme and the scheme of Yan
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@) (h)

Fig. 14 Experimental results of Yan et al. (2020a), where k = 2 and n = 3: (a) grayscale secret image S; (b)
binary authentication image; (c—e) shadow images SC1, SC2, and SCs; (f) additional binary image preserved
by the dealer for authentication; (g) authentication result of SC1 by the dealer; (h) grayscale secret image S’

decoded with SC; and SC»2

(a) (b)

() (d) (e)

Fig. 15 Our experimental results, where k = 2 and n = 3: (a) grayscale secret image S; (b—d) shadow images
SC1, SC2, and SCg3; (e) grayscale secret image S’ decoded with SC; and SC»

dealer-participatory separate shadow image authen-
tication ability, (k,n) threshold, lossless decoding,
and the use of a polynomial.

2. The scheme of Yan et al. (2020a) can au-
thenticate the shadow image only in the decoding
phase, i.e., unidirectional authentication, whereas
our method can authenticate the shadow image in
both distributing and decoding phases, i.e., bidirec-
tional authentication.

3. The scheme of Yan et al. (2020a) requires an
additional image preserved by the dealer to achieve
authentication, whereas our method does not.

4. A little information leakage may appear
in the shadow image in the scheme of Yan et al.
(2020a) because they use only the MSB in their
scheme, whereas no information leakage appears in
our method because we set x = 4 to balance security
and efficiency.

5. Only a binarization operation is used to
achieve authentication in the scheme of Yan et al.
(2020a). Thus, their scheme has lower computational
cost than ours.

We compare the proposed method with more
related studies (Liu YJ and Chang, 2018; Liu YX
et al., 2018b; Jiang et al., 2020; Yan et al., 2020a) in
terms of features.

Feature comparisons between the proposed
method and related methods are presented in

Table 3.

Compared with conventional schemes, the pro-
posed method with bidirectional shadow image au-
thentication without pixel expansion achieves bidi-
rectional separate shadow image authentication,
lossless decoding, no pixel expansion, and no aux-
iliary information, and thus outperforms traditional
schemes.

5 Conclusions

The main contribution of this study is the in-
troduction of an image secret sharing (ISS) scheme
with bidirectional shadow image authentication with
no pixel expansion, lossless decoding, and no auxil-
iary information. The public key system and hash
function were first introduced into the ISS to achieve
admirable bidirectional shadow image authentica-
tion without pixel expansion or additional informa-
tion, except for the secret key of the dealer and
the public/private keys of participants. Theoretical
analyses and experimental examples demonstrated
the effectiveness of our method. The proposed ISS
can losslessly decode secret images with bidirectional
shadow image authentication without pixel expan-
sion. We performed experiments and feature com-
parisons with related competitive schemes to show
the advantages of our method. In the future, we will



102 Yan et al. / Front Inform Technol Electron Eng 2023 24(1):88-103

Table 3 Feature comparisons with related methods

Description
Feature

Liu YJ and Chang (2018) Liu YX et al. (2018b) Yan et al. (2020a) Jiang et al. (2020) Our method
(k,m) threshold Yes Yes Yes Yes Yes
No pixel expansion No Yes Yes Yes Yes
Lossless decoding High quality High quality Yes Yes Yes
Key idea Information hiding Polynomial ISS ISS ISS and hash
Authentication in the No No No No Yes

distributing phase

Authentication in the Yes Yes Yes Yes Yes

decoding phase
Authentication ability Requiring one

shadow image

Requiring k
shadow images

Requiring one
shadow image

Requiring one
shadow image

Requiring one
shadow image

focus on the use of other ISS principles, public key
systems, and hash functions in our method to obtain
more admirable features. In addition, we will study
the ISS security analysis methods and consider the
“beyond-coordinates-issue.”
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