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TPE-H2MWD: an exact thumbnail preserving encryption scheme 

with hidden Markov model and weighted diffusion*
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Abstract: With the substantial increase in image transmission, the demand for image security is increasing. Noise-like images 
can be obtained by conventional encryption schemes, and although the security of the images can be guaranteed, the noise-like 
images cannot be directly previewed and retrieved. Based on the rank-then-encipher method, some researchers have designed a 
three-pixel exact thumbnail preserving encryption (TPE2) scheme, which can be applied to balance the security and availability 
of images, but this scheme has low encryption efficiency. In this paper, we introduce an efficient exact thumbnail preserving 
encryption scheme. First, blocking and bit-plane decomposition operations are performed on the plaintext image. The zigzag 
scrambling model is used to change the bit positions in the lower four bit planes. Subsequently, an operation is devised to 
permute the higher four bit planes, which is an extended application of the hidden Markov model. Finally, according to the 
difference in bit weights in each bit plane, a bit-level weighted diffusion rule is established to generate an encrypted image and 
still maintain the same sum of pixels within the block. Simulation results show that the proposed scheme improves the 
encryption efficiency and can guarantee the availability of images while protecting their privacy.
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1  Introduction

With the development of the Internet and cloud 

service platforms, people upload their pictures and vid‐

eos to cloud service platforms (Beaver et al., 2010). 

With fewer restrictions on hardware and easier file shar‐

ing, it is possible for users to access uploaded files at 

will (He et al., 2010). However, images may also con‐

tain sensitive information such as identity, location, and 

circumstances (Fan, 2019), so people are more inclined 

to prevent others from viewing their private images.

There are two main methods of privacy leakage: 

inside attacks and external attacks (Ashiq, 2015). 
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Inside attacks are the most easily ignored security 
issue. Inside attacks generally refer to malicious dam‐
age by insiders, collusion between insiders and out‐
siders, abuse of power by managers, and threats caused 
by natural disasters such as floods and earthquakes. 
Even righteous employees can inadvertently leak data 
due to weak security awareness or incorrect use of 
software. External attacks refer to the attacks on nodes 
inside the network by malicious nodes outside the 
network that have not been authenticated. With the 
explosion of information and the maturity of attack 
techniques, there are increasingly more incidents of 
illegal intrusion in the network, which brings numer‐
ous difficulties to network security protection.

Some scholars have proposed conventional image 
encryption schemes to generate noise-like images 
(Joshi et al., 2020; Zhu et al., 2020). This prevents at‐
tackers from stealing the content in the image, but the 
image owners cannot identify the original image’s con‐
tent through encrypted images. To balance the avail‐
ability and security of encrypted images in the cloud, 
Wright et al. (2015) introduced two thumbnail pre‐
serving encryption (TPE) schemes, where the plain‐
text images and the encrypted images have the same 
thumbnails. In the generated encrypted images, users 
with a priori knowledge can quickly find the image 
they want, while those without a priori knowledge can 
recognize only the general outline of the images and 
cannot obtain more detailed information. A priori 
knowledge refers to the impressions left in the user’s 
mind by viewing the image.

The TPE schemes presented by Wright et al. 
(2015) change only the position of the pixels within 
the block, and although the thumbnail of the plain‐
text image is accurately preserved, the attackers can 
obtain all the pixel values in the plaintext image. 
Some studies (Li et al., 2008; Jolfaei et al., 2016) 
have shown that only the scrambling operation in the 
encryption process cannot satisfy the security require‐
ments. To improve the security of encrypted images, 
Marohn et al. (2017) proposed two approximate TPE 
schemes, where the thumbnails of encrypted images 
and those of plaintext images are similar but not iden‐
tical. The first method works using dynamic range 
preserving encryption (DRPE), which retains only 
the minimum and maximum pixel values of the plain‐
text in each thumbnail block. The second approach is 

an extended application of the least significant bit 
(LSB) embedding technique in steganography, which 
reveals only the maximum pixel value and the aver‐
age value of the plaintext in the blocks. However, the 
encrypted images still reveal more information than 
the plaintext image thumbnails and cannot be fully 
decrypted to the original images. Later, Zhang et al. 
(2022) proposed a high-fidelity TPE scheme (HF-TPE), 
which improves the perceptual quality of encrypted 
images. Decrypted images have a lower noise intensity 
and an upper limit of noise quantity.

Tajik et al. (2019) achieved the first exact TPE 
scheme with nonce-respecting (NR) security. To pre‐
serve accurate thumbnails of the plaintext images, the 
adopted strategy is to ensure that the sum of pixels 
within a single block of a single channel remains un‐
changed. They summarized and employed the rank-
then-encipher method proposed by Bellare et al. 
(2009). That is, first calculate the sum S of a vector, 
compute the rank of the vector through the function, 
and then encrypt the rank. Finally, the encrypted rank 
is converted into an integer vector via the function. 
All the vectors with the same sum S are numbered, 
and the rank of the vector is the corresponding num‐
ber. This scheme encrypts the image in groups of two 
pixels, but it uses Markov chains to demonstrate its 
security. The fewer the number of pixels in a group, 
the worse the chain state connectivity. Therefore, 
based on the rank-then-encipher approach, Zhao et al. 
(2021) proposed the TPE2 scheme for encrypting 
images, which extended the exact TPE scheme to a 
group of three pixels for the first time; however, the 
TPE2 scheme has the problem of low efficiency.

To solve the above problems, we propose an exact 
TPE algorithm based on a hidden Markov model and 
weighted diffusion (TPE-H2MWD). The encryption 
process takes the entire block as a unit while chang‐
ing the position and value of the pixels and keeping 
the sum of the pixels constant. After multiple rounds 
of encryption, an encrypted image with the same 
thumbnail as the plaintext image is obtained, mak‐
ing it impossible for attackers to identify whether the 
encrypted image comes from the plaintext image or 
from another image with the same sum of pixels in 
the block (e.g., a mosaic image of the plaintext) 
while improving the encryption efficiency. The main 
contributions of this paper are as follows:
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1. A new exact TPE-H2MWD is presented. Bit-
level permutation and diffusion methods are used to 
realize the exact TPE directly, which improves the 
encryption efficiency.

2. A bit-level permutation method based on the 
hidden Markov model is presented. First, blocking 
and bit-plane decomposition operations are performed 
on the plaintext image to obtain eight bit planes, and 
then different scrambling operations are performed 
on different bit planes. This makes the permutation 
process more random while improving the security 
of the encryption scheme.

3. A weighted diffusion method is introduced 
under the condition that the sum of pixels is un‐
changed. This method modifies the bit values and is 
able to prevent the leakage of statistical information 
of the bits.

4. In the TPE-H2MWD, the thumbnails of the 
ciphertext images and those of the plaintext images 
are absolutely identical, and the encrypted images 
can be recovered completely by the decryption pro‐
cess. Simulation results show that the proposed 
scheme balances the security and usability of en‐
crypted images. In addition, there is good retrieval 
performance for thumbnails of ciphertext images.

2  Fundamentals

In this section, the definition of TPE and the 
fundamental knowledge of the hidden Markov model 
are presented.

2.1  Thumbnail preserving encryption

TPE is a special type of format-preserving en‐
cryption, which is the encryption of plaintext images 
into ciphertext images with the same properties. The 
definition of TPE is provided below.
Definition 1    In the TPE, a collection of images M 
is selected. An encryption scheme is claimed to be 
Φ-preserving within the plaintext image group M, if 
it satisfies the following criteria:

EncK(T, M) → C, (1)

DecK(T, C ) → M, (2)

Φ (C ) = Φ (M ), (3)

where the plaintext image M∈M, with the key K, 
nonce T, and the plaintext image M as input and the 
ciphertext image C as output in the encryption pro‐
cess, while with the key K, nonce T, and the cipher‐
text image C as input and the plaintext image M as 
output in the decryption process, as well as the plain‐
text image and the corresponding encrypted image 
having the same dimensionality and thumbnail.
Definition 2    Let FΦ be the set of functions F:

{0,1}*
× M→M, where F satisfies the Φ-preserving 

property, and Φ(F(T, M))=Φ(M) is met for all T and M. 
If for any probabilistic polynomial time (PPT) oracle 
machine A, the following condition is satisfied (Bellare 
et al., 2009):

|

|

|
||
|

Pr
K ← { }0,1

λ
[AEncK( )⋅, ⋅ ( λ) = 1] − Pr

F ← FΦ

[AF ( )⋅, ⋅ ( λ) = 1]
|

|

|
||
|

⩽ negl ( λ), (4)

where negl(λ) is negligible in λ, the format-preserving 
encryption scheme is deemed to satisfy the pseudo 
random permutation (PRP) security.
Definition 3    Let A be the PPT oracle machine with 
two parameters. A is denoted as NR if A never takes 
the same first parameter (i.e., nonce T ) to make two 
oracle calls. A format-preserving encryption scheme 
is considered NR-secure if it can satisfy Definition 2 
under only the condition that Definition 3 is respected 
(Tajik et al., 2019).

2.2  Hidden Markov model

Hidden Markov models are the statistical models 
(Franzese and Iuliano, 2019) that are used to describe 
Markov processes with hidden uncertain parameters. 
There are three elements:

1. Visible random sequence. This is used to de‐
scribe the physical quantity of interest, which changes 
over time.

2. Hidden state sequence. Each physical quantity 
at each time point corresponds to a state quantity, and 
each state quantity cannot be directly observed.

3. Relationships among variables. The initial state 
quantity, the relationship between the current hidden 
state quantity and the next hidden state quantity, and the 
relationship between the current hidden state quantity 
and the visible random variable, all these three relation‐
ships or variables are described in probabilistic terms.
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The hidden Markov model is a kind of statistical 
model with quite common applications. The theory 
was proposed by Baum and Petrie (1966) and subse‐
quently became an important direction of signal pro‐
cessing over a decade of development. At present, 
the hidden Markov model has also started to be widely 
applied to the fields of speech recognition (Srivastava 
et al., 2022), smart home applications (Youngblood 
and Cook, 2007), and behavior recognition (Hart‐
mann et al., 2022; Xue and Liu, 2022), among which 
the application of the hidden Markov model in image 
processing is also relatively successful and effective.

In our scheme, the hidden state chains and the 
visible state chains are generated based on one bit 
plane, and then another bit plane is scrambled based 
on the generated sequences. The data in each bit plane 
are different, making the permutation process more 
random and not easy to predict.

3  Proposed TPE-H2MWD

After performing bit-plane decomposition on 
the plaintext image, one may obtain eight bit planes, 
as shown in Fig. 1. From this figure, we can see that 
the lower four bit planes contain less information 
about the plaintext image, and the higher four bit 
planes contain more information about the image.

Inspired by this, an exact TPE-H2MWD is pro‐
posed, and the specific algorithm framework is illus‐
trated in Fig. 2. First, the plaintext image P (M×N×3) 
is decomposed to obtain the red, green, and blue com‐
ponents, and then blocking and binary decomposi‐
tions are performed on each component in turn to 

yield eight bit planes. The lower four bit planes are 
randomly zigzag scrambled, and then the scram‐
bled lower four bit planes are used to generate two 
hidden state sequences and two visible state sequences. 
The higher four bit planes are scrambled with these se‐
quences, and then, a weighted diffusion operation is 
performed between two adjacent bit planes. Finally, 
an encrypted image is obtained.

3.1  Zigzag model permutation (ZMP) for the lower 
four bit planes

The pixel block B of size K×K is binarily de‐
composed to obtain eight bit planes, denoted as B8, 
B7, B6, B5, B4, B3, B2, and B1. Zigzag scrambling oper‐
ations are performed on the lower four bit planes B1, 
B2, B3, and B4 to obtain four new bit planes B'1, B'2, B'3, 
and B'4, respectively. Generally, there are eight types of 
zigzag scrambling models, as shown in Fig. 3, where 
the traversal rules of different models will be changed.

Fig. 2  Flowchart of the proposed scheme (ZMP: zigzag model permutation; PMH2M: permutation method based on 
hidden Markov model; WDPCS: weighted diffusion preserving constant sum)

Fig. 1  Bit-plane decomposition: (a) 8th bit plane; (b) 7th bit 
plane; (c) 6th bit plane; (d) 5th bit plane; (e) 4th bit plane; (f) 
3rd bit plane; (g) 2nd bit plane; (h) 1st bit plane
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In this scheme, to improve the randomness of con‐
fusion, different zigzag models and starting positions 
are selected for different bit planes, and accordingly, 
the data in this bit plane are scrambled. The selected 
zigzag model is determined by ((count1–count0) % 8), 
and the starting position can be computed by ((count0 % 
K)+1, (count1 % K)+1), where count1 indicates the 
total number of bits with value 1 in the current bit 
plane, and count0 indicates the total number of bits 
with value 0 in the current bit plane.

3.2  Permutation method based on hidden Markov 
model (PMH2M) for the higher four bit planes

Four new bit planes B'5, B'6, B'7, and B'8 are gener‐
ated by scrambling the four bit planes B5, B6, B7, and 
B8, respectively. The bits in B'1, B'2, B'3, and B'4 are em‐
ployed to generate the hidden and visible state se‐
quences. The data in the hidden state sequences are 
applied to determine bit populations, and bits in the 
bit population are to be involved in the shifting oper‐
ation. The data in the visible state sequences are used 
to determine the distance that bits move. Specifically, 
the data in the lower plane B'i are used to change the 
position of the bits in the higher plane Bj, and the de‐
tailed steps are as follows:

Step 1: Based on the bit values in the bit plane 
Bi', two hidden state sequences (Imp1, Imp2) and two 
visible state sequences (Vis1, Vis2) are created, and 
all of them have length K. The process of sequence 
generation is expressed by

ì

í

î

ï
ïï
ï

ï
ïï
ï
ï
ï

P1 = t,

Q1 = {K,  if mod ( t + 1, K ) = 0,
mod ( t + 1, K ) ,  otherwise, 

R1 = {K,  if mod ( t + 2, K ) = 0,
mod ( t + 2, K ) ,  otherwise,

  (5)

where t is an integer, t∈[1, K].

ì

í

î

ï
ïï
ï

ï
ïï
ï

Imp1 t = mod ( )bin2dec ( )( )B′i 1P1
( )B′i 1Q1

( )B′i 1R1

, 4 ,

Imp2 t = mod ( )bin2dec ( )( )B′i P11
( )B′i Q11

( )B′i R11
, 4 ,

(6)

where Imp1t and Imp2t are the tth elements in the 
hidden state sequences Imp1 and Imp2, respectively.

ì

í

î

ï
ïï
ï

ï
ïï
ï
ï
ï

Vis1 t = mod ( )∑
e = 1

K ( )( )B′i eP1

+ ( )B′i eQ1

+ ( )B′i eR1

, K ,

Vis2 t = mod ( )∑
e = 1

K ( )( )B′i P1e
+( )B′i Q1e

+( )B′i R1e
 , K ,

(7)

where Vis1t and Vis2t are the tth elements in the visi‐
ble state sequences Vis1 and Vis2, respectively.

To generate the sequence Imp1, the P th
1 , Q th

1 , and 
R th

1  bits of the first row in B'i are taken, three bits are 
converted to a decimal number, and the remainder of 
the number divided by 4 is the tth data Imp1t. Similar‐
ly, to generate the sequence Imp2, the P th

1 , Q th
1 , and 

R th
1  bits of the first column in B'i are selected, and then 

the tth data Imp2t are obtained.
To generate the sequence Vis1, the total number 

of bits 1 in the P th
1 , Q th

1 , and R th
1  columns of B'i is 

taken, and the remainder of the total number divided 
by K is the tth data Vis1t. Similarly, to generate the se‐
quence Vis2, the total number of bits 1 in the P th

1 , Q th
1 , 

and R th
1  rows of B'i is obtained, and the remainder of 

the total number divided by K is the tth data Vis2t.
A complete example of generating sequences is 

shown in Fig. 4.

Step 2: According to the data in Imp1 and Vis1, 
the bit populations and the moving distance of the 

Fig. 4  Generating two hidden state sequences (Imp1, 
Imp2) and two visible state sequences (Vis1, Vis2)

Fig. 3  Eight types of zigzag models
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bits will be determined. In bit plane Bj, the first row 
of bits is used as a reference to change the position 
of the bits, and the new bit plane B'j is obtained.

For bit populations in the minor and principal 
diagonal directions, circular downwards shift opera‐
tions will be performed, and the moving distances 
are determined by the data in the corresponding visi‐
ble state sequence. For bit populations in the row direc‐
tion (as shown in Algorithm 1), bits in odd positions 
shift sequentially to the left, and bits in even posi‐
tions shift sequentially to the right. For bit popula‐
tions in the column direction, bits in odd positions 
shift successively upwards, and bits in even positions 
shift successively downwards. After moving the cor‐
responding distance, if there are already data at the 
target location, continue moving one bit per time until 
a vacant location is found.

As shown in Fig. 5, the first data point in Imp1 is 
1, and then the set of bits in the column where the first 
bit in the first row in the plane Bj is located is called 
the bit population. The first data point in the visible 
state sequence Vis1 is 1. When finding the target posi‐
tion in this bit population, it moves one bit first. The 
1st bit is moved up cyclically by one bit, reaching the 
5th position of the first column in Bj1; the 2nd bit is 
moved down cyclically by one bit, reaching the 3rd 
position of the first column in Bj1; the 3rd bit is moved 
up cyclically by one bit, reaching the 2nd position of 

the first column in Bj1; the 4th bit is moved down cycli‐
cally by one bit, reaching the 5th position of the first 
column, but there are already data in the 5th position, 
so it continues down one bit to the 1st position in the 
first column in Bj1; the 5th bit is moved up cyclically 
by one bit, reaching the 4th position of the first column 
in Bj1 (the resulting bit population is outlined by the 
blue line in Bj1). The other operations are similar.

Step 3: According to the data in Imp2 and Vis2, 
the bit populations and the moving distance of the bits 
will be determined. In bit plane B'j, the first column of 
bits is used as a reference to change the position of the 
bits, and the new bit plane B″j is obtained.

3.3  Weighted diffusion preserving constant sum 
(WDPCS)

A bit-level weighted diffusion scheme that main‐
tains sum invariance is proposed using the different 
weights occupied by bits in various bit planes.

For eight bit planes, two adjacent bit planes are 
selected as a group, which can be divided into seven 
groups in total. Starting from the group containing 
the lowest bit plane, perform the following operations 
on each group successively: for two adjacent bit planes 
Bi and Bi+1 with dimensions K×K, the weights occu‐
pied by the bits in Bi+1 are twice the weights of the 
bits in Bi. Each bit plane is divided into two equal 
parts on the left and right. If K is odd, the first K−1 
columns are picked for the operation. Then, three 
bits are chosen from Bi and Bi+1, one bit is from the 
left part of Bi+1, and two bits correspond to the same 
position in the left and right parts of Bi. If the three 
bits are 0, 1, 1 (or 1, 0, 0), the bits can be converted 

Algorithm 1 Confusion method of bit populations 
in the row direction
Input: bit sequence row1, shifting distance b.

Output: bit sequence row2.

1

2

3

4

5

6

7

8

9

n ← length(row1);

for i from 1 to n do

if mod(i, 2) = 0 then

r ← the first position in row2 that is not allocated a 
bit, starting with the bth bit to the right of the ith bit, 
circularly searching to the right;

else

r ← the first position in row2 that is not allocated a 
bit, starting with the bth bit to the left of the ith bit, 
circularly searching to the left;

end if

row2(r) ← row1(i);

end for

Fig. 5  Illustration of the shift of bits based on data in the 
hidden and visible state sequences (References to color refer 
to the online version of this figure)
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to 1, 0, 0 (or 0, 1, 1), and the sum of the values repre‐
sented by all bits in Bi and Bi+1 remains constant. Re‐
peat this operation until all the bits in the left part of 
Bi have been selected. A concrete example is shown 
in Fig. 6.

In Fig. 6, the weight of each bit in Bi+1 is 2i, and 
the weight of each bit in Bi is 2i−1. When the three se‐
lected bits are 1, 0, 0 (or 0, 1, 1), they are marked 
with the same color and modified to 0, 1, 1 (or 1, 0, 0). 
Before and after modification, the sum of the values 
represented by all bits in Bi and Bi+1 is 17×2i.

4  Simulations

In this section, a Helen dataset (Zhao et al., 2021) 
containing 500 face images with a size of 512×512 
and a Holiday dataset (Jegou et al., 2008) containing 
1491 holiday photos with a size of 512×512 are used 
to assess the empirical evaluation of the proposed 
scheme.

4.1  Analysis of the encryption effect

The encrypted images are obtained by iterating 
the encryption process for 10 rounds. As shown in 
Fig. 7, the block size can be adjusted to achieve a bal‐
ance between the privacy and availability of the image. 
When K=0, the image indicates a plaintext image; 
when K reaches 8 and 16, many details are shown in 
the encrypted images, which is not secure enough; 
when the block size is 32×32, the encrypted image 
retains the rough information of the plaintext image for 
availability, and it also has a certain level of security.

4.2  Ciphertext image perception quality

The peak signal-to-noise ratio (PSNR) is an ob‐
jective standard for evaluating image quality (Chai 
et al., 2022a). The larger the value is, the less distortion 

of the images is. Structural similarity (SSIM) (Wu 

et al., 2022) is another metric for measuring the simi‐

larity of two images in terms of brightness, contrast, 

and structure, and the closer its value is to 1, the 

more similar the two images are.

Five hundred images from the Helen dataset are 

used for testing. The block sizes are set to 8×8, 16×

16, and 32×32, corresponding to thumbnail sizes of 

64×64, 32×32, and 16×16, respectively. That is, the 

pixel average value within each block corresponds to 

a value in the thumbnail. From the data in Tables 1 

and 2, it can be seen that the mean value of PSNR for 

the TPE-H2MWD and TPE2 schemes reached +∞ and 

the mean value of SSIM reached 1, indicating that 

Fig. 6  Variation of bits in two adjacent bit planes 
(References to color refer to the online version of this figure)

Fig. 7  TPE-H2MWD encrypted images with different block 
sizes (original, 8×8, 16×16, 32×32, and 64×64) and 
corresponding preserved thumbnails

Table 2  Structural similarity (SSIM) values between 500 
plaintext and encrypted image thumbnails

Algorithm

TPE-LSB (1-bit)
(Marohn et al., 2017)

TPE-LSB (2-bit)

TPE-LSB (3-bit)

TPE2 (Zhao et al., 2021)

TPE-H2MWD

SSIM

8×8

0.809

0.937

0.975

1

1

16×16

0.867

0.970

0.991

1

1

32×32

0.936

0.994

0.999

1

1

Table 1  Peak signal-to-noise ratio (PSNR) values between 
500 plaintext and encrypted image thumbnails

Algorithm

TPE-LSB (1-bit)
(Marohn et al., 2017)

TPE-LSB (2-bit)

TPE-LSB (3-bit)

TPE2 (Zhao et al., 2021)

TPE-H2MWD

PSNR (dB)

8×8

20.045

29.545

39.145

+∞

+∞

16×16

20.532

30.393

40.675

+∞

+∞

32×32

21.347

31.889

43.327

+∞

+∞
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encrypted images completely preserve the thumbnails 
of the corresponding plaintext images.

4.3  Information entropy analysis

Information entropy is used to reflect the ran‐
domness of the information. Information entropy can 
be computed by (Mishra et al., 2021)

H ( m ) =∑
i = 0

2n - 1

p ( )mi log2 
1

p ( )mi

, (8)

where p(mi) denotes the probability of occurrence of 
the pixel value mi, and n refers to the bit depth of the 
image, which has 8-bit depth for grayscale images.

When the block size is 32×32, the plaintext 
image shown in Fig. 7 is encrypted with different 
schemes, and the information entropies of the ob‐
tained ciphertext images are listed in Table 3. It is 
clear that among the approximate TPE schemes, the 
information entropy obtained by the TPE-LSB (1-bit) 
scheme is the largest; in the exact TPE schemes, the 
information entropy obtained by the TPE2 scheme is 
slightly larger than the result in TPE-H2MWD, indi‐
cating that the ciphertext image in the TPE2 scheme 
has stronger randomness.

4.4  Histogram analysis

In image processing, the pixel values of specific 
channels of an image are used as the x axis of the his‐
togram, the number of occurrences of each value is 
used as the y axis, and the resulting histogram is the 
image histogram. The histogram of the image reflects 
the distribution density of image pixels. The images in 
Fig. 7 are selected for testing, and the histograms 

of the plaintext image and ciphertext images are 
shown in Fig. 8. The ciphertext image histogram con‐
tains some features of the plaintext image thumbnail, 
thus allowing effective use of the encrypted image 
(Chai et al., 2022b).

4.5  Adjacent pixel correlation analysis

The adjacent pixel correlation reflects the de‐
gree of correlation between pixel values at adjacent 
locations in the image, including mainly the correla‐
tion among horizontal pixels, vertical pixels, and di‐
agonal pixels in the image. Here, we randomly select 
5000 pairs of neighboring pixels (horizontal, vertical, 
and diagonal directions) from the plaintext and ci‐
phertext images and then calculate the correlation co‐
efficient by (Chen et al., 2021)
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1
N∑j = 1

N ( )xj − E ( )x ( )yj − E ( )y

D ( )x D ( )y
,

(9)

where x and y refer to the values of two adjacent pix‐
els in the image, N refers to the pair of pixels selected 
from the image, and E(x) and D(x) refer to the math‐
ematical expectation and variance of x, respectively, 
where the larger the correlation coefficient is, the 
greater the adjacent pixel correlation is, and vice versa.

The plaintext image shown in Fig. 7 is encrypted 
when the block size is 32×32, and the results are shown 
in Fig. 9. In addition, the adjacent pixel correlations 
of the encrypted images corresponding to the different 
encryption schemes are listed in Table 4. It can be con‐
cluded that compared to the approximate TPE scheme 
(TPE-LSB), the ciphertext image obtained by the TPE-
H2MWD scheme has the lower adjacent pixel correla‐
tion; furthermore, compared to the exact TPE scheme 
(TPE2), our data still have significant advantages.

4.6  Running time

The time complexity of the TPE2 scheme is 
O(mnd 3), where m and n are the dimensions of the 
plaintext image and d is the maximum value of pix‐
els in the plaintext image, and the time complexity of 

Table 3  Information entropy of plaintext and ciphertext 
images

Algorithm

Plaintext image

TPE-LSB (1-bit)
(Marohn et al., 2017)

TPE-LSB (2-bit)

TPE-LSB (3-bit)

TPE2 (Zhao et al., 2021)

TPE-H2MWD

Entropy

R

7.366

7.992

7.919

7.920

7.929

7.925

G

7.561

7.992

7.989

7.989

7.982

7.973

B

7.351

7.974

7.958

7.958

7.929

7.907
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the TPE-H2MWD scheme is O(mn). Here, we inter‐
cept a subblock of a single channel in the color im‐
age for encryption, where the block size is 32×32. 
The data in Table 5 show that the encryption time of 
the exact TPE scheme (TPE2) grows rapidly with in‐
creasing subblock size and is longer than the running 
time in TPE-H2MWD. The approximate TPE scheme 
(TPE-LSB) has the shortest encryption time.

4.7  Image retrieval effect test

At present, content-based image retrieval is a 
mainstream retrieval method. Encrypted image thumb‐
nails are obtained using in-block averaging, and then 
the color histogram feature and the depth feature 
based on VGG16 are extracted from the ciphertext 

image thumbnails. The cosine distance between fea‐
ture vectors is used to calculate the similarity be‐
tween images, and finally, the image retrieval accuracy 
is obtained. Encrypted image thumbnails from the 
Holiday dataset are tested, and the mean average pre‐
cision (mAP) results are listed in Tables 6 and 7. The 
larger the mAP value is, the higher the retrieval accu‐
racy is. Plaintext images have the highest retrieval ac‐
curacy. In addition, when the block size reaches 
16×16, 32×32, and 64×64, the highest retrieval accu‐
racy can be obtained if the thumbnail size is 32×32; 
when the block size reaches 8×8, the highest retrieval 
accuracy can be obtained if the thumbnail size is 64×
64. Thus, users can choose the block size and thumb‐
nail size according to their specific requirements.

Fig. 8  Histogram in plaintext image and ciphertext images: (a)–(c) are histograms of the R component of the plaintext 
image and ciphertext images with K=8 and 32, respectively; (d)–(f) are histograms of the G component of the plaintext image 
and ciphertext images with K=8 and 32, respectively; (g)–(i) are histograms of the B component of the plaintext image and 
ciphertext images with K=8 and 32, respectively
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4.8  Security analysis

Most likely, the biggest threat to TPE algorithms 

is super resolution (SR) technology, which reconstru‑

cts low-resolution images into corresponding high-
resolution images by specific algorithms. Fig. 10a 

shows an image with a resolution of 128×128, Fig. 10b 

corresponds to a thumbnail with a resolution of 32×32, 

and the results obtained by reconstructing the thumb‐

nail with advanced SR algorithms FSRCNN (Dong 

et al., 2016) and DASR (Wang et al., 2021) are shown 

Fig. 9  Correlation analysis of the R channel in the image: (a)‒(c) are the results of correlation of plaintext image in the 
horizontal, vertical, and diagonal directions, respectively; (d)‒(f) are the results of correlation of encrypted image with K=
32 in the horizontal, vertical, and diagonal directions, respectively

Table 5  Running time

Algorithm

TPE-LSB (1-bit)
(Marohn et al., 2017)

TPE-LSB (2-bit)

TPE-LSB (3-bit)

TPE2 (Zhao et al., 2021)

TPE-H2MWD

Running time (s)

32×32

0.024

0.025

0.023

6.788

0.509

64×64

0.026

0.028

0.031

25.707

0.972

128×128

0.042

0.044

0.043

101.351

2.411

Best results are in bold

Table 6  Mean average precision (mAP) values of image 
retrieval on encrypted image thumbnails based on the color 
histogram features

Thumbnail 
size

8×8
16×16
32×32
64×64

512×512

mAP
Plaintext 

image
–
–
–
–

0.537

Block size
8×8

0.365
0.469
0.498
0.520

–

16×16
0.365
0.469
0.498
0.463

–

32×32
0.365
0.469
0.471
0.438

–

64×64
0.365
0.413
0.413
0.394

–

Table 4  Correlation coefficients of plaintext and ciphertext images

Algorithm

TPE-LSB (3-bit) (Marohn et al., 2017)
TPE2 (Zhao et al., 2021)
TPE-H2MWD

Correlation coefficient
R

H
0.339
0.255
0.209

V
0.359
0.261
0.209

D
0.311
0.224
0.220

G
H

0.443
0.342
0.297

V
0.441
0.328
0.329

D
0.446
0.355
0.305

B
H

0.647
0.547
0.510

V
0.643
0.536
0.503

D
0.628
0.541
0.485

H: horizontal; V: vertical; D: diagonal. Best results are in bold
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in Figs. 10c and 10d, respectively. While the SR tech‐
nique can enhance the visual quality of thumbnail 
images, the details of the reconstructed images and 
the original images differ, suggesting that the SR 
scheme restores only the approximate images but not 
the real ones.

4.9  Size expansion rate

In this subsection, we use the PNG images ob‐
tained from the Helen dataset to evaluate the expan‐
sion rate of the encrypted images. Suppose that the 
file size of the encrypted image is x and the file size 
of the plaintext image is y. Then, the encrypted image 
expansion rate is equal to x/y. For images in lossless 
PNG format, the redundancy of image information is 
used to accomplish lossless image compression. The 
redundancy of the plaintext image tends to be more 
than the redundancy of the encrypted image, resulting 
in a lower compression rate of the encrypted image 
than the plaintext image. As shown in Fig. 11, the av‐
erage encrypted image expansion rates in different 
methods are demonstrated. In the TPE-H2MWD 
scheme, the cipher image expansion rate expands with 
increasing block size because the larger the block size 
is, the greater the number of available bit random 

shift positions, the more severely the adjacent pixel 
correlation is broken, and the lower the compression 
efficiency.

5  Conclusions

In this paper, an exact TPE is implemented with 
hidden Markov model and weighted diffusion, and 
the specific encryption process and simulation results 
are given. The proposed TPE-H2MWD consists of 
two stages: bit-level permutation and weighted diffu‐
sion. In the scrambling phase, the zigzag models are 
applied in the lower four bit planes, and the hidden 
Markov model is used in the higher four bit planes. 
In the diffusion phase, the sum of the pixel values is 
kept constant. Simulation results show that the TPE-
H2MWD can effectively balance the security and 
availability of images, where illegal users cannot ob‐
tain detailed information about the plaintext images 
from the encrypted images, while image owners can 
achieve image usability based on the relevant infor‐
mation about the plaintext images retained in the en‐
crypted images.
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Table 7  Mean average precision (mAP) values of image 
retrieval on encrypted image thumbnails based on VGG16 
depth features

Thumbnail 
size

8×8

16×16

32×32

64×64

512×512

mAP

Plaintext 
image

–

–

–

–

0.674

Block size

8×8

0.226

0.287

0.485

0.571

–

16×16

0.226

0.287

0.485

0.456

–

32×32

0.226

0.287

0.297

0.293

–

64×64

0.226

0.209

0.223

0.210

–

Fig. 11  Average size expansion rate of encrypted images

Fig. 10  Super resolution simulation results: (a) image with 
a resolution of 128×128; (b) a thumbnail with a resolution of 
32×32; (c) results obtained by reconstructing the thumbnail 
with FSRCNN; (d) results obtained by reconstructing the 
thumbnail with DASR 
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