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Abstract: With the reduction in manufacturing and launch costs of low Earth orbit satellites and the advantages
of large coverage and high data transmission rates, satellites have become an important part of data transmission
in air-ground networks. However, due to the factors such as geographical location and people’s living habits, the
differences in user’ demand for multimedia data will result in unbalanced network traffic, which may lead to network
congestion and affect data transmission. In addition, in traditional satellite network transmission, the convergence
of network information acquisition is slow and global network information cannot be collected in a fine-grained
manner, which is not conducive to calculating optimal routes. The service quality requirements cannot be satisfied
when multiple service requests are made. Based on the above, in this paper artificial intelligence technology is
applied to the satellite network, and a software-defined network is used to obtain the global network information,
perceive network traffic, develop comprehensive decisions online through reinforcement learning, and update the
optimal routing strategy in real time. Simulation results show that the proposed reinforcement learning algorithm
has good convergence performance and strong generalizability. Compared with traditional routing, the throughput
is 8% higher, and the proposed method has load balancing characteristics.

Key words: Software-defined network (SDN); Quick user datagram protocol Internet connection (QUIC);
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1 Introduction The current representative LEO satellite networks

are Motorola’s iridium satellite mobile communica-

Low Earth orbit (LEO) provides uninterrupted  tjop network, LQSS’s Globalstar mobile communica-

data transmission to users in various Earth envi-
ronments through full coverage. It has the advan-
tages of wide coverage, low cost, and flexible de-
ployment, and can be widely used (Jia et al., 2020).
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tion satellite system, and Musk’s satellite network,
providing mainly SpaceX, OneWeb, etc. As shown
in Fig. 1, ground and the iridium constellation can
be used by ground and air users to communicate
with other users without relying on the ground net-
work, but the distribution of the Earth’s population
is not uniform. Most of the world population is dis-
tributed in easily habitable areas, and the population
in harsh areas (oceans, deserts, and mountains) is
small. Users in different geographical locations have


www.jzus.zju.edu.cn
engineering.cae.cn
www.springerlink.com

Xing et al. / Front Inform Technol Electron Eng 2023 24(6):844-858 845

significant data-demand differences, which leads to
unbalanced network traffic, network congestion, and
In addition, the
topology of LEO satellites changes dynamically, the
constellation is large, and the overall perspective is
difficult. It cannot obtain real-time traffic in a fine-
grained manner (Zhang et al., 2020), which affects
optimal routing decisions and ultimately transmis-
sion performance.

even data transmission failure.

Inter-satellite link

Low Earth orbit Ground network link ———-

g A
i 8 Ground network IR =

Fig. 1 Low Earth orbit satellite and multi-user com-
munication architecture

In addition, the service demands of different
users in the LEO satellite network are different. Most
of the traditional routing algorithms are based on
the minimum number of hops, as shown in Fig. 2,
and do not distinguish the type of service demand.
Based exclusively on source Internet protocol (IP)
and destination IP, selecting one path causes the data
streams of all service demands to be mixed together;
that is, the paths of all service demands between the
source IP and the destination IP are basically the
same, which increases the burden of some paths and
easily causes network congestion. The unselected
path is always in an idle state, and the link utiliza-
tion rate is low. In summary, it is necessary to obtain
the network state in real time and dynamically gen-
erate the optimal route according to the real-time
service demand and network state, to ensure the ser-
vice quality of users with different needs.

Software-defined network (SDN) separates the
control plane from the data plane, realizes function
virtualization through programming, and can cus-
tomize the functions to be implemented. The con-
troller can manage the whole network in a unified
manner, and the device hardware can perceive the
global information. Using the multipath quick user
datagram protocol Internet connection (MPQUIC)
packet header extension to distinguish different ser-
vices, deep reinforcement learning generates reward
values through continuous interaction with the envi-
ronment, makes dynamic decisions, and can achieve
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Fig. 2 Multi-service demand routing: (a) different
service demands are mixed together; (b) multiple ser-
vices are demand-oriented (IP: Internet protocol)

multi-service demand routing. In this study, SDNs
and deep reinforcement learning are used to solve the
above problems.

The main contributions of this paper are as
follows:

1. A sketch-based network traffic analysis
method based on an SDN has been proposed to re-
alize fine-grained operations, such as classification of
traffic and estimation of large or small flows.

2. We propose an artificial intelligence multi-
service driven and traffic-aware routing scheme to
convert different service demands and network states
into reinforcement learning reward functions to
achieve real-time dynamic routing.

3. To verify the multipath routing of the LEO
satellite network based on service demand and traf-
fic awareness, the iridium constellation is designed
with a dynamic topology. After a large number of
simulations, the throughput is improved by 8%.

2 Related works

The essence of multipath routing in LEO satel-
lite networks is to select a suitable path from the
source host to the destination host via the constella-
tion, to allocate substreams according to the strat-
egy, and to transmit data through multiple paths.
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Therefore, the overall transmission performance can
be improved only when the selected path cooperates
with the transmission subflow. Based on these is-
sues, in this paper we present the research from the
following aspects:

The routing in the current satellite network does
not support serving demand for multiple services
When there are multiple ser-
vice requests, the transport layer protocol needs to
be modified to meet the demands of multi-service

at the same time.

characteristics, and the service demands cannot be
adapted. The current routing research is divided
mainly into two categories. One routing research
category concerns allocating a reasonable number of
subflows to avoid the subflow collisions that form
bottleneck links. For example, Gao et al. (2019)
proposed a method for low bandwidth utilization of
multipath transmission control protocol (MPTCP)
links. QSMPS, an SDN multipath routing optimiza-
tion mechanism aimed at improving quality of ser-
vice (QoS), adjusts the number of subflows accord-
ing to service demands, which can significantly im-
prove throughput. SDNs have been standardized
by IETF (https://www.rfc-editor.org/info /rfc7426).
Many scholars have studied software-defined satellite
networks using software-defined abstract network
hardware devices, which are no longer constrained
by traditional TCP/IP network physical devices or
business logic, and eliminate the hardware architec-
ture for the entire network transmission. Through
programming, SDN can realize the basic functions
and customize the network according to the ac-
Liu ZG et al. (2020) pro-
posed a software-defined information-centric satel-
lite network (SDICSN) based on an SDN and an
information-centric network (ICN), which aimed at

tual service demand.

the problems of low routing efficiency and complex
satellite network control process. The network archi-
tecture, based on the periodicity and predictability
of the satellite network, reduced the time complexity
of the routing algorithm. Li et al. (2022) proposed
the joint routing and task placement (JRTP) algo-
rithm to optimize the number of transmission paths
in an integrated air-ground network. Through the
task topology graph model, the route and task place-
ment were jointly determined, and the route problem
was transformed into the classic shortest path prob-
lem. The second routing research category focuses
on whether the allocation data on the selected path

are overloaded and cause congestion. For example,
Wang et al. (2021) applied SDN to obtain the global
state of the network and used traffic prediction based
on the autoregressive moving average model. The
method classifies the data of the real-time distribu-
tion network nodes of the link, improves the through-
put, realizes the adaptation of the bandwidth re-
quired by different services to the distribution path,
and avoids network congestion. In summary, the
current research on SDNs in satellite network routing
still focuses on traditional performance optimization,
cannot cope with multi-service demands, lacks intel-
ligent routing, and cannot obtain the best route in
real time when the load changes significantly (unbal-
anced resource distribution). Due to high dynamics,
limited bandwidth, and slow convergence of LEO
satellite networks, traditional routing optimization
algorithms need to rely on specific network environ-
ments and states, and their generalization capabili-
ties are weak.

The multipath transmission protocols include
MPTCP and MPQUIC. MPQUIC can
ment more refined data flow operations (Ra-
bitsch et al., 2018). The QUIC (https://www.rfc-
editor.org/info /rfc9000) advantages include 0-RTT,
forward error correction, flexible congestion control,

imple-

and connection migration. The unique connection
ID in the connection mechanism is more suitable for
satellite networks. Many scholars have studied the
transmission performance of QUIC in 5G networks
(Mogensen et al., 2019) and satellite networks (Yang
W1 et al, 2021). Yang SY et al. (2018) analyzed
the performance of QUIC in satellite networks and
compared the performances of QUIC and TCP in
LEO and geosynchronous Earth orbit (GEO). The
experimental results showed that QUIC has better
transmission performance than traditional TCP by
virtue of the 0-RT handshake advantage. Arfeen and
Uddin (2020) applied QUIC to the air-sea network
and compared the page-loading speed for different
browsers. The experimental results showed that in
most cases, the throughput of QUIC is better than
those of TCP and SPDY. Shi et al. (2021) designed a
QUIC-based MPDTP system according to the char-
acteristics of satellite networks. MPDTP determines
whether to send redundant data packets according
to the time when the acknowledgement (ACK) re-
turns data packets. Kuhn et al. (2020) summa-
rized the advantages of QUIC in satellite network
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communication from the perspective of network op-
erators. The new QUIC protocol can address many
challenges in LEO satellite networks and has advan-
tages in many aspects, such as periodic on-off of
satellite links, bandwidth saving, multipath routing,
and secure transmission (Bujari et al., 2020). Liu D
et al. (2022) proposed a deep learning routing algo-
rithm to predict a network topology to improve the
QoS of satellite paths and to address the inability
of traditional air-ground network routing schemes
to meet the needs of heterogeneous services. Han
et al. (2020), aiming at the high dynamics affecting
the routing problem in satellite networks, proposed
a routing algorithm of deep reinforcement learning
to obtain a subset of available routes, with lower
routing cost and better anti-jamming performance.
In addition, some scholars have applied reinforce-
ment learning to save energy. Liu JH et al. (2021)
found that in a giant constellation, the incorrect use
of satellite batteries in the routing phase may in-
crease energy consumption and quickly lead to node
A new deep reinforcement learning based
high-efficiency and energy-saving routing protocol,
DRL-ER, avoids the battery energy imbalance of
constellations and can extend the lifespan of giant
constellations.

failure.

In summary, some research results have been
achieved on multipath routing in the current LEO
satellite network. However, due to the periodic on-off
of the constellation topology and unbalanced traffic
distribution, the controller cannot realize the fine-
grained operation of the traffic, and the demand
adaptability is also insufficient and cannot achieve
multipath routing well, which affects the multipath
transmission performance of MPQUIC. In this study,
an SDN controller is used to obtain the state of the
entire network, and a sketch is used to calculate the
size of the data stream. The MPQUIC data packet
header extension field distinguishes different services
to deal with the above drawbacks.

3 System architecture

The system architecture is shown in Fig. 3, con-
sisting of an SDN controller, some switches support-
ing OpenFlow, a client, and a server. The transport
layer uses the MPQUIC protocol, the SDN controller
manages the switches through the OpenFlow proto-
col, and all switches install count-min sketch (CMS).

The SDN controller collects the basic informa-
tion of each switch node (network topology, remain-
ing bandwidth, etc.), deploys a demand-driven and
traffic-aware routing algorithm based on deep re-
inforcement learning, and uses CMS to obtain the
MPQUIC flow size.

3.1 Setting multi-service demand

When the client sends a request to the server, it
distinguishes specific services by setting different ser-
vice demand flags (multi-service flags in Fig. 3). The
multi-service flags are stored in the extension field of
the QUIC packet header. To achieve service-oriented
transmission, when the client initiates a request to
the server, the user can set three service demands on
the client—low latency, high bandwidth, and unlim-
ited service demand—which are marked as D, B, O,
respectively. When the user’s client multi-service
flag is set to D, it means that the current service
request requires low-latency transmission; when the
multi-service flag is set to B, it means that the cur-
rent service request requires high-bandwidth trans-
mission; when the multi-service demand flag is O or
the flag is not set, it means that there is no demand
for bandwidth or delay, and round-robin transmis-
sion is used.

The structure of the QUIC data packet header
is shown in Fig. 4, where [Header Extensions] is a
16-bit extension used to store multipleServicesFlag.
ConnectionID is the MPQUIC connection identi-
fier, a globally unique 64-bit number generated by
the client to identify the connection. SourcelP and
destinationIP are the source IP and destination IP of
this connection, respectively. FlowID is the number
of data flows, used to identify different data streams
in the same connection. PacketNumber is the data
packet number, used to identify the number of data
packets transmitted in a data stream.

The above MPQUIC packet header fields are in
a public and unencrypted state, and can be parsed
and extracted by the controller to be used as in-
put parameters for online learning of routing de-
cisions (https://datatracker.ietf.org/doc/draft-xing-
alto-sdn-controller-aware-mptcp-mpquic/).

3.2 Network state collection based on sketch

Knowing the size of the network data flow is
extremely important for multipath routing. The
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current SDN controller link layer discovery proto-
col (LLDP) is not fine-grained enough to obtain
network state information. The method of query-
ing the number of packets through the REST API
(https://floodlight.atlassian.net /wiki/spaces/floodli
ghtcontroller /pages /1343539 /Floodlight + REST+A
PI) to obtain network state information requires a
large number of flow table entries (Huo et al., 2022),
and it is impossible to obtain network state informa-
tion in larger-scale satellite networks. In the process
of multipath transmission, the path is selected ac-
cording to the transmission path bandwidth, round-
trip delay, packet loss rate, and attributes of the
transmission data stream (elephant stream, mouse
stream, etc.). A scientific routing algorithm should
try to estimate the transmission performance of the

path and the size of the data waiting to be trans-
mitted to avoid network congestion or path load im-
balance caused by the mutual influence of elephant
flow and mouse flow. Commonly used data flow mea-
surement methods include machine learning, sketch,
and so on. Because the data flow needs to be sensed
in real time, the memory needs to occupy less stor-
age space, to have low complexity and high reading
speed, and to guarantee a highly accurate data flow
rate measurement method.

A sketch is a hash-type data structure (Tang
et al., 2019) that is widely used in network traffic
measurement. It has the advantages of requiring
less memory space, quick deployment, and highly
accurate measurement results. The principle of the
sketch’s measurement of data flow is shown in Fig. 5.
The column d consists of w counters (Ya et al., 2021).
When the data flow arrives, the data packet ID is
added to the corresponding position of the counter
in the sketch after the hash function h(i) operation,
from which the size of the data flow is obtained.
Sketch is a method for accurately determining the
frequency of an element in a set of data sets. It uses a
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multi-dimensional array counter. When an element
is added, the hash function is used to calculate its
position in the counter and update the count. The
disadvantage is that different elements will collide
due to the same value being obtained from the hash
calculation. When we want to query the occurrence
frequency of an element, we need only to use the
hash calculation to find its corresponding counter.
Because of possible conflicts, there is a certain error
in the sketch method of counting the occurrence fre-
quency, and the result is higher than the true value.
The sketch statistical method is accurate and fast,
requires less space, and has been widely used in data
flow statistics, especially in statistics with large data
volumes. These search methods (such as HashMap,
binary search tree, and binary sort tree) are limited
by the memory size, so they cannot complete data
flow statistics well in satellite networks.

Liu LT et al. (2021) designed an FO-Sketch with
hierarchical storage to address the difficulty of global
traffic statistics and classification in cloud environ-
ments. Murua and Reviriego (2020) applied CMS to
detect elephant flow and mouse flow. Because the
LEO satellite network also has mixed flows such as
elephant flow and mouse flow, we design a flow mea-
surement framework (Fig. 6) based on OpenSketch
(Yu et al., 2013) and deploy CMS in all switches.
Before the measurement, the controller sets up the
switches as needed, and the switches implement the
statistics of the data flow according to the algorithm
and report the results to the controller.

The whole process of calculating the data flow

w

h,(i) || 9+1
hy(i) —~ 5+3 - J
R

Fig. 5 Sketch data flow measurement principle
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Fig. 6 Software-defined network (SDN) application
sketch flow measurement framework

size in a sketch is shown in Fig. 7. It consists of
flow table entries, CMS, flow quotient filter, and so
on. Flow table entries store the basic structure of the
data flow, CMS counts the number of data packets in
a data stream, and the flow quotient filter stores the
statistical results of CMS, wherein the CMS steps for
implementing data packet statistics are as follows:

Suppose that the structure of CMS is a two-
dimensional array CSC |[z,y].
0, = is set to the row value, and y is set to the
column value. The statistical function counter is
counter|[1, 1], counter[1, 2|, - - -, counter[z, y|, and the
hash(element) function is calculated for mapping, in
which there are  functions, namely, hash(element),,
hash(element),, - - -, hash(element),. The construc-
tion method of the hash(element) function is as
follows:

Its initial value is

int ¢ = random (0, z + y), (1)

int j = random (0,2 + y), (2)
hash(element)

=((7 - element + j) mod p) mod z, (3)

where ¢ and j are randomly generated integers in the
range [0,z + y], “element” is the element to be cal-
culated, p is a hash constant, and “mod” is a modulo
operation. It can be seen from the above that the
result of hash(element) _  is mapped in [1, z].

When a new element(rowtime, valuetime) ar-
rives at the row/value time, after calculation by
hash(element) the statistical function counter is
updated to

row’

counter(element, hash(element), )4+ =valuegime.
(4)

When the element is updated, the query method
is as follows:

query(element)

= min(counter(k, hash(element),ow)), k € [1,2].
(5)

The streaming quotient filter, similar to the
bloom filter, can quickly retrieve the number of ele-
ments in a large-scale database. The fewer the hash
functions used, the shorter the query time. When a
certain element needs to be counted, its quotient and
remainder are calculated and stored in the specified
slot. When other new remainders are encountered in
the future, it is necessary to compare only the size
with the value stored in the slot.
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Fig. 7 Principle of calculating the MPQUIC data flow size in a sketch

When we want to query the size of the MPQUIC
flow, we read only the results saved in the flow quo-
tient filter according to the connectionID, flowID,
and packetNumber.

To verify the performance of the sketch flow
measurement in this study, the controller method
of collecting the flow table through the REST API
by the controller in the SDN is compared with the
method of OpenSketch. As shown in Fig. 8a, the X
axis is the number of switches, and the Y axis is the
transmitted data. Because the controller REST API
method of saving traffic needs to occupy many flow
table entries, as the number of switches increases, the
ability to count the number of data packets per unit
time is reduced. In the sketch method, the perfor-
mance of processing data packets is stable, and there
is no performance degradation. When the number of
switches reaches 300, the performance gap between
these two methods is the largest. As shown in Fig.
8b, the X axis is the number of flows, which means
the size of the data stream to be measured, and the Y’
axis is the runtime of the measurement scheme. The
controller REST API method is limited by compu-
tational complexity and space, and runtime is much
higher than that of the sketch method. The runtime
of the sketch method is stable and is less affected by
the size of the data flow.

In summary, the SDN sketch flow measurement
in this study can realize tasks such as traffic statistics
and classification in the LEO satellite network.

3.3 Online learning of routing decision

The routing decision online learning module is
the core of the entire architecture. As shown in

Fig. 9, routing decision online learning uses deep
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Fig. 8 Comparison of the performance of non-sketch
and sketch methods in SDN: (a) transmitted data; (b)
runtime

reinforcement learning to generate real-time opti-
mal routing according to the network state informa-
tion collected in the network state collection mod-
ule. First, the agent extracts features through the
convolution layer of the neural network according to
the previously obtained state, and then maps them

into the probability of a certain action by the fully



Xing et al. / Front Inform Technol Electron Eng 2023 24(6):844-858

Neural network

Non-uniform
sampling

Calculation
results

Output
layer

Six hidden layers

Selection

Agent

Action
maker

(a)

Fig. 9 Deep deterministic policy gradient procedure for routing decisions:
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connected layer. To reuse the previous important
experience, an experience playback mechanism is
introduced. This mechanism can avoid related se-
quences in the samples that affect the training. Fi-
nally, the transmission path is output according to
Algorithm 1, and the flow rules are sent to the switch

in the SDN.

The process of achieving the optimal routing is
a continuous control problem. Different from the
finite discrete actions, the continuous action space
is a continuous set. The commonly used algorithm
for dealing with discrete actions is deep Q-network
(DQN), which can output n dimensions of n actions,
but DQN is not suitable for dealing with continuous
control spaces, in which DQN is solved with a policy
network. The principle of the discrete problem is
shown in Fig. 10.

As shown in Fig. 11, the deep deterministic
policy gradient (DDPG) consists of a policy net-
work (called an actor) and a value network (called
a critic). The actor generates action a according to
state s,a = m(s;0). The value network scores the
action a, denoted as ¢(s,a;w). The value network
has two inputs: one is the state s and the other is
the action a. The output is for a certain action eval-
uation, and the better the action, the greater the
output value. DDPGs consider the advantages of
DQN self-learning.
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Fig. 10 Deep Q-network (DQN) and policy network to
solve discrete control problems: (a) DQN for discrete
action space; (b) policy network for discrete action
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Feature

v

Value (critic)

PEE e network [ |
olicy (actor; arameter: w
network —>.—> G ) (\S/alau_ew)
(parameter: 6) [ | qis. a
Action
a=r(s; 6)
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sourcelP, destinationIP, multipleServicesFlag, and

remainingBandwidth:

s =(connectonlID, flowID, packetNumber, sourcelP,
destinationIP, multipleServicesFlag,
remainingBandwidth).

(6)

1. connectonID is the connection number
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Algorithm 1 DDPG online learning for routing
Input: multipleServicesFlag R, € [D, B, O], topology G
Output: pathList

1: if R, == D then

2:  return minimum-hop pathList // live

3: else if R, == B then

4:  critic network: w, Qu(s,a); actor network:
0, 1o (S)

5. critic network (shadow): w’, Q. (s,a); actor net-
work (shadow): 6, pe/(s)

6:  initialize replay buffer, and randomly initialize the

network parameters Q) ,— and pg—
7 w4+ wand 0 0
8:  for each episode e € {1,2,3,---} do

9: obtain the initial STATE of the environment sg

10: timeBegin = time()

11: fort=1 — T do

12: choose an action a; based on the current
strategy

13: execute action a; and obtain reward r¢.
STATE of the environment changes to s¢+1

14: store (s¢,a¢,7t,St41) In experience replay
buffer R

15: calculate each tuple using the target network:
Yi = 1i +7Qu— (Sit1, o (57))

16: minimize the target loss function and up-

date the current critical network: L =

N 2
+a> i, (yi — Qu(si, ai))

17: calculate the sampled policy gradient to up-
date the current actor network: VjyJ =

N
% Z:l Voue (Sz) anw (3i7 a) ‘a:uga(si)

18: update target networks: w~ <+ Tw +
1-7T)w”  and 0~ <70+ (1 —7)0~

19: create pathList

20: end for

21:  end for
22:  tx = time() — timeBegin
23:  if tx < making decision deadline then

P bp
()

) _ 1 Spo1(bo—B)*
24: R= 5 —azarctan | =EE=p——
25: return maximum(R)

26:  end if

27:  return pathList // video or audio

28: else if R, == O or length(R;) < 1 then
29:  return round-robin pathList // others
30: end if

obtained when the controller parses the MPQUIC
packet header, and is the unique number of a
connection.

2. flowID is the data flow number obtained
when the controller parses the MPQUIC data packet

header, and is the unique number of the data flow in
a connection.

3. packetNumber is the data packet number ob-
tained when the controller parses the MPQUIC data
packet header, and is the unique number of the data
packet in a data stream in a connection.

4. sourcelP and destinationIP are source IP and
destination IP, respectively.

5. multipleServicesFlag is a service demand flag
set by the user on the client side.

6. remainingBandwidth is the current remaining
bandwidth, obtained by the controller by collecting
the CMS on the switch and storing it in the streaming
quotient filter.

Action: Define action a as a set of selected paths,
namely, pathList = {p1,p2,...,pn}. The pathList
is generated by the online learning module in the
controller, and the flow rules are added to all switches
in the network to achieve optimal routing.

Reward: Define the reward R as the feedback
after an action is executed, and R, is the value of
the [Header Extensions] field of the MPQUIC packet
header parsed by the controller, which is the value of
the multi-service flag.

The meaning of each row in Algorithm 1 is as
follows:

In lines 1-2, when the service demand is low
delay D, a route is generated based on the shortest
path.

In lines 3-27, when the service demand is high
bandwidth B, the reward x;alue needs to be calcu-

P
lated. In line 24, in %, b, is the remain-
ing bandwidth of the pt" path and P is the total

przl (bp*B)Q

P is normal-

bandwidth. oz% arctan

ized with respect to the variance function, which can
indicate whether the bandwidth of each path is bal-
anced. B is the average bandwidth, and R € [—1,0].
When R = 0, this action is encouraged, which is
conducive to obtaining good results; otherwise, the
action is punished, and the optimal action is calcu-
lated after many iterations. « is a hyperparameter
obtained from debugging.

In lines 28-30, when the service demand is O or
the flag is not set (the flag length is zero), a round-
robin route is generated.

There are four neural networks in routing deci-
sion deep reinforcement learning, namely:

1. Actor network, which is responsible for
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updating the policy network and selecting an action
a according to state s.

2. Critic network, which is responsible for up-
dating the value network and calculating the current
Q value.

3. Target actor network, which randomly sam-
ples one element from experience replay, chooses the
next state s’, and chooses its action a’.

4. Target critic network, which is responsible for
calculating the target @ value.

Among them, the objective function is soft up-
date; that is, the target @ network is slowly updated,
and its formula is

w—TwH+(l-7)w™, (7)

where 7 is a relatively small number, w is a parameter
of the critical network, and w™ is the value of w after
updated.

Algorithm 1 is an offline strategy algorithm.
The inputs are the current topology and network
state information, and the output is the selected path
set. The decision is finally made to perform the ac-
tion that is conducive to load balancing and has the
best performance.

4 Performance evaluation

The iridium constellation is set in the STK
software (https://stksteakhouse.com/), the satel-
lite orbit parameters are exported in Table 1,
the network topology is configured in IPMininet
(https://ipmininet.readthedocs.io/en/latest /)  ac-
cording to the parameters, and the MPQUIC client
and server are interconnected through the iridium
constellation.
delay and throughput are used to evaluate the

Parameters such as transmission

performance of the algorithm.

Computer: Intel® Core™ i5 12400F CPU
@2.50 GHz with six processors, 16 GB memory. Op-
erating system: Ubuntu 22.04.

MPQUIC version: QUIC-go v0.22.0 (https://
github.com /lucas-clemente/quic-go).

Controller: Floodlight v1.2 (https://github.com/
floodlight /floodlight) is deployed in the GEO. The
operation period is equal to the rotation period of the
Earth, it is stationary relative to the ground station,
and the satellite state information in LEO can be
obtained.

Table 1 Iridium constellation parameters

Parameter Value

Orbit LEO

Altitude 780 km

Number of satellites 66
Link bandwidth 100 Mb/s

Inter-satellite link delay 40 ms
Analysis tool: Wireshark v3.6.3
(https://www.wireshark.org) is used for net-

work protocol analysis, routing analysis, and packet
analysis.

Network traffic simulation tool:
(http://mahimahi.mit.edu) is used to simulate net-

Manimahi

work parameters in simulations and can record and
playback operations.

The simulation ground stations are located in
Jiamusi, China, in the Northern Hemisphere, and
Mandurah, Australia, in the Southern Hemisphere.

4.1 Simulations

According to the operation law of the iridium
constellation, the satellites will be switched every
1 min. When the satellites are running, there may
be a phenomenon that one corresponds to multiple
satellites and produces a continuous number of satel-
lites. This work ignores the satellite that is too far
away from the satellite and discusses only the one-to-
one corresponding satellites. After the above analy-
sis, the distance matrix D’ is converted into a visible

matrix D.
L Dagz Dag Dk
Dy 1 Deg Dz,
D'=| D1 Dz 1 D(z.1)
Duny Dagzy D)
D1y D2y Desy -0 1
(8)
0 Dag Dag Dk
D@y 0 Deg Do,
D= | D31y Dz 0 D3,k
Dy D2y D)
Dy D2y Desy - 0

(9)

When there is a link between satellites, it is

recorded as 1; otherwise, it is recorded as 0. D

is the satellite visible matrix composed of 0 and 1

after being sorted by D’. The pseudocode of the

dynamic switching link of each satellite in the iridium
constellation is shown in Algorithm 2.
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Algorithm 2
network
Input: matrix D (D17D27 e 7DN) ,N =66, At =60 s
Output: NULL
1: for each D™! = null do
if D" = D*'™ then

Iridium constellation dynamic

2
3 do nothing

4 elseif D), =D and DA™ =1 then
5 put Df; ;) and D@f,:r)” up

6: elseif D, ! = DGY" and DGYE™ = 0 then
7
3
9:

put D 5y and Dét,:r)" down

end if
end for

In Algorithm 2, D?j, ) Tepresents the value of the
7 row and the k™ column element in the n'" visible
matrix. When its value and the value of the element
in the next cycle are 1, it means that the link in the
state is connected; when the value is 0, it means that
the link is disconnected. At is the satellite switching
time interval, and the whole process simulates the

periodic on-off of satellites.
4.2 Performance evaluation

Under the dynamic network with periodic
connect-disconnect in Section 4.1, the network
throughput, server CPU utilization, algorithm con-
vergence, load-bandwidth utilization, and load bal-
ancing are compared among the scheme in this study,
minimum-hop routing (Chen et al., 2022), round-
robin routing, and other schemes. To decrease the
influence of other factors on the test results, the first
100 results of the test are averaged, and then every
10 consecutive results are averaged into one value
and included in the statistics.

Without the scheme in this study, the default
path selected by the LEO satellite network is based
on the minimum number of hops, as shown in
Fig. 12a, and other paths are idle. After using the
scheme in this study, multiple paths are allocated,
as shown in Fig. 12b, which improves the link uti-
lization and realizes parallel transmission of multiple
paths.

4.2.1 Throughput

Throughput is the ratio of the actual amount of
transmission to the unit time, and is an important
indicator of network transmission performance. For
example, in Eq. (10), the higher the throughput, the

2023 24(6).844-858

Fig. 12 Transmission path in the iridium constel-
lation: (a) only one path is selected by the others’
routing; (b) two paths are selected with the proposed
method

stronger the transmission capacity:

number of data packets

throughput = (10)

time 2 — time 1

The LEO satellite network is dynamic and time-
varying, and the link will be disconnected and con-
nected during the period. As shown in Fig. 13, the
performance of the traditional routing algorithm is
not good at 60, 120, and 180 s. The throughput
decreases due to link switching, while the algorithm
in this study has the ability to perceive traffic and
is less affected by dynamic network link switching.
The algorithm in this study uses traffic perception
and obtains state information of the overall network
to comprehensively select the optimal route, which
can avoid the influence of network dynamics and or-
ganize throughput. The throughput of the algorithm
in this study is obviously higher by 8% than that
of the minimum-hop algorithm in the transmission
process.

The path selected by the minimum-hop algo-
rithm works well in a limited time. When the link is
switched, the hop number needs to be recalculated,
which will cause different subflows to converge, in-
crease the burden of some paths, cause congestion,
and reduce throughput (the red line in Fig. 13).
Round-robin routing has the same drawbacks as
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minimum-hop routing. Round-robin routing has no
obvious advantages in dynamic networks and will
also cause congestion and reduce throughput. Both
minimum-hop routing and round-robin routing fluc-
tuate due to link switching.

To further study the impact of the dynamic net-
work formed by link switching on multipath routing,
the HSR-CC algorithm (Xu and Ai, 2021) was com-
pared in the simulations. This algorithm uses DQN
to deal with the data transmission in the air-ground
network. The transmission protocol is MPTCP. Fig.
13 shows that HSR-CC can deal with performance
degradation of link switching in dynamic networks,
but MPTCP is prone to header blocking and affects
transmission, and the overall throughput is not as
good as that of the proposed method.

For the impact of network traffic awareness
on the entire transmission, in the simulations the
throughput of multiple clients is discussed with traf-
fic awareness enabled or disenabled, as shown in
Fig. 14. When traffic perception is not used, the se-
lection of the optimal path is affected by unbalanced
traffic, resulting in low throughput. The HSR-CC
algorithm cannot perceive network traffic, and the
throughput decreases sharply with the increase in
the number of clients. The traffic perception is rela-
tively stable, the throughput does not drop sharply,
and the traffic is allocated according to the idle traffic
of the path, which can avoid congestion.

4.2.2 CPU utilization

The computing and storage resources in the
satellite network are limited. Excessive consumption
of computing resources may cause program suspen-

40
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Lﬁ ,/- et ) ATTI ¥
= 25 | *
220 '~
ey
2
o 15 1 =@— Minimum-hop N
= 10 1 ==k = Round-robin
5 + ¥+ HSR-CC
== Proposed method
0

0 2l0 4‘0 6I0 8l0 160 120 14'10 1é0 180
Time (s)
Fig. 13 Throughput of several schemes under a dy-
namic low Earth orbit network (References to color
refer to the online version of this figure)

sion and affect network transmission. The MPQUIC
server CPU deals mainly with encryption, user data-
gram protocol (UDP) data packet sending and re-
ceiving, and MPQUIC state maintaining (Langley
et al., 2017). In the simulations, the CPU utilization
within 100 s is analyzed, as shown in Fig. 15. The
CPU utilization of the proposed method is relatively
stable, and after 80 s, it tends to be stable and is
suitable for use in LEO satellite networks.

4.2.3 Convergence

To verify the convergence of the algorithm, the
proposed scheme, DQN (Wu et al., 2021; Oroojlooy-
jadid et al., 2022), and the HSR-CC algorithm are
compared in different training steps and normalized
costs, as shown in Fig. 16. Fig. 16 shows that the pro-
posed algorithm can accelerate the convergence and
significantly reduce the training time. The proposed
method is the best one in convergence.

4.2.4 Load-bandwidth utilization

Load-bandwidth utilization is an impor-
tant indicator for measuring whether the
40
35 —@— Traffic awareness disenabled
] - ¥- HSR-CC
_30+ == Proposed method
»
< 25
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2
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=
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5 4
0 | ! | ! !
0 20 40 60 80 100 120

Number of clients

Fig. 14 Throughput of several schemes under a dy-
namic network
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Fig. 15 CPU utilization
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Fig. 16 Convergence process of different methods

network is  congested during transmission
(https://www.cisco.com/c/en/us/support/docs/ip/
simple-network-management-protocol-snmp /8141~
calculate-bandwidth-snmp.html). It is the ratio of
the sending bandwidth to actual bandwidth. The
higher the load-bandwidth utilization, the lighter
the network congestion. The calculation method is
as follows:

Bandwidthg
. Bandwidth,, (11>

TotalByte ’

where TotalByte is the size of the transmission data
stream, Bandwidthg is the stream sending band-
width, and Bandwidth, is the actual bandwidth oc-
cupied. As shown in Fig. 17, the X axis represents
load intensity. The larger the value, the higher the
load. The Y axis is the load-bandwidth utilization
value. When the network load is not high at first,
the load-bandwidth utilization of several schemes is
98%. When the load increases, the load-bandwidth
utilization begins to decrease. The route with the
minimum-hop number decreases the fastest, indicat-
ing that the network is congested. The proposed
method supports traffic awareness and can dynam-
ically generate the optimal route. By comparing
the start time of network congestion, the proposed
method has the highest bandwidth utilization.

4.2.5 Load balancing

In the multipath transmission of the LEO satel-
lite network, the links are complex, and the goal of
load balancing is to make the traffic of the selected
links as equal as possible to avoid congestion caused
by overloading some paths. As shown in Fig. 18,
the X axis is time, the Y axis is the path num-
ber selected at a certain time, and the colors in the

heatmap are from light to dark, indicating that the
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c
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=
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Fig. 17 Load-bandwidth utilization comparison
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Fig. 18 Traffic distribution of inter-satellite links
(References to color refer to the online version of this
figure)

flow value in the path is from small to large. The
path traffic increases steadily without major fluc-
tuations, indicating that the proposed method has
stable transmission. The maximum traffic difference
between these two paths selected by the algorithm
within 240 s is approximately 1 Mb, indicating that
the proposed method has achieved load balancing.

5 Conclusions and future work

This paper uses an SDN controller to obtain
the low Earth orbit satellite network state informa-
tion, the MPQUIC packet header extension field to
distinguish different service demands, and CMS to
measure the size of data streams (live, video, or
others), and proposes a deep reinforcement learn-
ing multipath routing algorithm to dynamically gen-
erate real-time routing decisions. It can solve the
problem of network congestion caused by unbal-
anced network traffic due to the significant differ-
ences in data demands of low Earth orbit satel-
lites. Through the STK construction of low Earth
orbit satellite network simulations, it is known that
this algorithm has high convergence speed and high
throughput (the throughput is 8% higher), and
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achieves load balancing.
continue to study the routing characteristics of SDN-
based information-centric networks in low Earth or-

In future work, we will

bit satellite networks, and to study other efficient
algorithms for deep reinforcement learning to solve
routing problems.
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