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Abstract: Due to the openness of the wireless propagation environment, wireless networks are highly susceptible to
malicious jamming, which significantly impacts their legitimate communication performance. This study investigates
a reconfigurable intelligent surface (RIS) assisted anti-jamming communication system. Specifically, the objective is
to enhance the system’s anti-jamming performance by optimizing the transmitting power of the base station and the
passive beamforming of the RIS. Taking into account the dynamic and unpredictable nature of a smart jammer, the
problem of joint optimization of transmitting power and RIS reflection coefficients is modeled as a Markov decision
process (MDP). To tackle the complex and coupled decision problem, we propose a learning framework based on
the double deep Q-network (DDQN) to improve the system achievable rate and energy efficiency. Unlike most
power-domain jamming mitigation methods that require information on the jamming power, the proposed DDQN
algorithm is better able to adapt to dynamic and unknown environments without relying on the prior information
about jamming power. Finally, simulation results demonstrate that the proposed algorithm outperforms multi-armed
bandit (MAB) and deep Q-network (DQN) schemes in terms of the anti-jamming performance and energy efficiency.
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1 Introduction

Wireless networks have gained significance in
our daily lives by offering continuous and reliable
connectivity for various devices. However, the
open nature of the wireless propagation environment
makes these networks susceptible to malicious jam-
ming. Malicious jamming attacks, executed by jam-
mers with the intention to disrupt legitimate commu-
nications by transmitting jamming signals, have be-
come a pressing concern (Pirayesh and Zeng, 2022).
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Consequently, optimizing the design of wireless com-
munication networks to mitigate the impact of jam-
ming attacks has emerged as a prominent research
area in both academic and industrial domains.

Anti-jamming transmission can be achieved
from multiple dimensions, such as the frequency do-
main, power domain, and beamforming domain. In
the frequency domain, anti-jamming can be achieved
by dynamically changing the communication fre-
quencies based on known hopping patterns, to evade
the jamming attack from hostile jammers (Chang
et al., 2017). Machine learning based hopping
strategies can also be used to adaptively avoid jam-
ming attacks in dynamic environments (Li et al.,
2023). However, frequency hopping anti-jamming
has some disadvantages, including spectrum resource
waste and high communication overhead. Moreover,
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it becomes ineffective in the presence of malicious
jamming across the entire frequency band.

In recent years, significant research progress has
been achieved in the field of power-domain anti-
jamming methods. In Xu JW et al. (2021), the
problem of anti-jamming power control in unmanned
aerial vehicle (UAV) communication systems was
formulated using two different models of the Stack-
elberg game and the Nash game. Yu et al. (2017)
applied the Stackelberg game to model and analyze
the anti-jamming problem, and provided closed-form
expressions for the optimal transmission power of
users and jammers. In Feng et al. (2019), a three-
tier Bayesian Stackelberg anti-jamming game was
constructed, with the primary user as the leader,
the relay user as the deputy leader, and the jammer
as the follower. A multi-user hierarchical iterative
algorithm was proposed to achieve the Stackelberg
equilibrium using the backward induction method.
However, note that the game theory based anti-
jamming methods in Feng et al. (2019) and Xu JW
et al. (2021) assumed prior knowledge of the jam-
ming model, which might be difficult to attain in
practical scenarios.

Reinforcement learning (RL) is a branch of ma-
chine learning that relies on actions and feedback to
learn and improve. In a specific environment, agents
receive feedback in the form of rewards or punish-
ments for their actions, with the goal of maximizing
the overall reward in that environment. Through
the gradual formation of expectations, the agent can
develop an optimal behavior that leads to the max-
imum rewards (Arulkumaran et al., 2017). RL has
widespread application in the field of wireless com-
munication, particularly in optimizing anti-jamming
strategies in dynamic wireless communication sys-
tems (Luong et al., 2019). In Feng et al. (2020),
the discrete power-control problem in anti-jamming
relay communication networks was studied, and the
power optimization problem was modeled as a multi-
armed bandit (MAB) problem. This approach uses
an online learning algorithm for discrete power con-
trol. In Geng et al. (2022), a power-control optimiza-
tion strategy was proposed for wireless anti-jamming
communication systems based on Q-learning, even
when the jamming model and transmission loss were
unknown. Xiao ZC et al. (2018) presented a fast
power-control algorithm based on strategy climb-
ing for downlink millimeter-wave multi-input multi-

output (MIMO) systems. This algorithm, an im-
proved Q-learning approach, considers the signal-to-
noise ratio (SNR) and the strength of jamming sig-
nals. Ma et al. (2022) proposed a real-time power-
control strategy framework based on a deep deter-
ministic policy gradient (DDPG) to achieve higher
system rate and energy efficiency. However, note
that all of these studies considered jamming power
as the state space for agent learning, which might be
challenging to obtain in practical scenarios.

The reconfigurable intelligent surface (RIS) is
an emerging technology that holds great promise for
the sixth generation (6G) mobile communication sys-
tems. It offers the potential to enhance the signal
coverage, spectral efficiency, and energy efficiency
in wireless communication systems (Huang et al.,
2019; di Renzo et al., 2020). Unlike existing active
massive MIMO and amplify-and-forward technolo-
gies, RIS operates by reflecting incident signals with-
out actively processing them. This feature results
in lower energy consumption and deployment costs
(Basar et al., 2019; Jian et al., 2022). By designing
the phase shift and amplitude reflection coefficient
of each reflecting element, RIS can achieve passive
beamforming capabilities (Wu and Zhang, 2020). In
Björnson et al. (2020), the downlink rate of users was
maximized through the optimization of the RIS re-
flective phase-shift coefficient. Additionally, Zhang
SW and Zhang (2020) investigated the rate optimiza-
tion problem in RIS-assisted MIMO systems and
proposed an alternating optimization approach to
make the objective function converge by optimizing
the RIS phase-shift coefficients.

Recent research shows that RIS can be applied
to enhance the transmission security of wireless com-
munication networks (Yang et al., 2021a; Xu JD
et al., 2023). A novel transmission scheme for secure
wireless body area networks (WBANs) using RL and
RIS was proposed in Xiao L et al. (2022). The sensor
encryption key, transmitting power, and RIS phase
shifts were optimized to mitigate the risks of active
eavesdropping. In Tang et al. (2021), the deploy-
ment of RIS in airspace was explored for achieving
anti-jamming communication. The alternating op-
timization method was used to jointly optimize the
beamforming and deployment position of the RIS,
leading to an effective enhancement in the transmis-
sion rate of legitimate users. On the other hand,
Sun et al. (2021) proposed a secure communication
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framework for RIS-assisted anti-jamming and anti-
eavesdropping scenarios. By jointly optimizing the
active beamforming of the base station and RIS-
reflected beamforming, the system achievable rate
was improved while minimizing the potential infor-
mation leakage. However, note that the convex op-
timization methods used in Sun et al. (2021) and
Tang et al. (2021) may not guarantee the discov-
ery of the global optimum solution. In contrast,
Yang et al. (2020, 2021b) investigated the appli-
cation of the win-or-learn-fast policy hill-climbing
(WoLF-PHC) learning approach to jointly optimize
the transmission power control and reflection beam-
forming in RIS-based anti-jamming systems. Nev-
ertheless, these methods still require estimation of
the jamming power. Furthermore, these algorithms
may become ineffective when dealing with continu-
ous state spaces.

In this study, the problem of joint optimization
of transmitting power control and passive beamform-
ing is modeled as a Markov decision process (MDP).
When the prior jamming power is unknown, the issue
of anti-jamming communication is transformed into
an RL problem by reasonably designing the state, ac-
tion, and reward. Then we propose a double deep Q-
network (DDQN) to implement efficient agent train-
ing in dynamic unknown environments. The main
contributions of this study are as follows:

1. A RIS-assisted downlink massive MIMO anti-
jamming transmission scheme is proposed. The the
problem of joint optimization of power control and
passive beamforming is modeled as an MDP. The
uncertainty of jamming power in dynamic and un-
known jamming environments is addressed using RL
algorithms.

2. To cope with dynamic and unknown jamming
attacks, a DDQN learning algorithm is proposed to
handle the uncertainty of jamming power and opti-
mize the joint strategy of power control and passive
beamforming. Moreover, phase-shift dithering is in-
troduced to enhance the effectiveness of phase shift-
ing and improve the flexibility and performance of
the RIS-assisted anti-jamming scheme.

3. Simulation results demonstrate that the pro-
posed DDQN algorithm optimizes the joint strat-
egy of power control and passive beamforming, en-
abling effective adaptation to dynamic and unknown
jamming attacks, thereby improving the achievable
system rate and energy efficiency. Compared with

the MAB and deep Q-network (DQN) schemes,
the proposed DDQN-based RIS-assisted scheme ex-
hibits superior anti-jamming performance and en-
ergy efficiency.

Notations: Scalars are denoted by italic letters;
vectors and matrices are denoted by bold-face lower-
case and upper-case letters, respectively. C

x×y de-
notes the space of x× y complex-valued matrices.
For a complex-valued vector x, xH denotes con-
jugate transpose, and diag(x) denotes a diagonal
matrix with each diagonal element being the cor-
responding element in x. x ∼ CN (0, σ2) means that
random variable x is complex circularly symmetric
Gaussian with zero mean and variance σ2, whereas
E {·} denotes the statistical expectation. |·| denotes
modulus.

2 System model and problem formula-
tion

In this section, the system model is described
and the RIS-assisted anti-jamming scheme is intro-
duced. The anti-jamming problem is expressed as an
optimization problem.

As shown in Fig. 1, in the MIMO wireless com-
munication system, there is a base station equipped
with Nt antennas and K legitimate users with a sin-
gle antenna. The direct link between the base sta-
tion and the users is blocked, while a smart jammer
equipped with Nj antennas is transmitting a jam-
ming signal to attack users. A RIS with M reflecting
elements is deployed on the surface of the building
near the base station to assist users in receiving de-
sired signals and resisting jamming. We assume that
the users move randomly within a specified range,
and the communication system operates in an un-
known dynamic environment. In this case, the sys-
tem achievable rate can be improved and the impact
of jamming can be reduced by jointly optimizing the
transmitting power at the base station and the pas-
sive beamforming at the RIS.

Let K = {1, 2, ...,K} and M = {1, 2, ...,M}
represent the user equipment (UE) set and the RIS
reflecting elements set, respectively. The equivalent
channels for the transmitter–user link, transmitter–
RIS link, RIS–user link, jammer–user link, and
jammer–RIS link are expressed as hH

tu ∈ C1×Nt ,
Gtr ∈ CM×Nt , hH

ru ∈ C1×M , hH
ju ∈ C1×Nj , and Gjr ∈

CM×Nj , respectively. Φ = diag(φ1, φ2, ..., φM ) is de-
fined as the reflecting coefficient matrix of the RIS,
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Fig. 1 System model (BS: base station; RIS: recon-
figurable intelligent surface)

where φm = βmejθm(m = 1, 2, ...,M). The reflecting
amplitude is described by βm ∈ [0, 1], while the re-
flecting phase-shift coefficient of each element is ex-
pressed by θm ∈ [0, 2π]. We set βm = 1 for the
maximization of the reflected signal (Wu and Zhang,
2019). The signal received by the user is written as
(Wei et al., 2021)

yk =
√
Pt,k

(
hH
tu,k + hH

ru,kΦGtr

)
wt,kxt,k

+
K∑

i=1,i�=k

√
Pt,i

(
hH
tu,k + hH

ru,kΦGtr

)
wt,ixt,i

+
√
Pj,k

(
hH
ju,k + hH

ru,kΦGjr

)
wj,kxj,k + n,

(1)

where wt ∈ CNt×1 and wj ∈ CNj×1 represent the
signal beamforming vectors of the base station and
jammer, respectively. xt represents the data signal
transmitted by the base station and xj is considered
as the data signal of the jammer. Specifically, we
set xi ∈ C, E {xe} = 0, and E

{
|xe|2

}
= 1 (e = t, j).

In addition, Pt denotes the transmitting power and
Pj denotes the jamming power. n ∼ CN (0, σ2) de-
notes the noise received by the users, which obeys a
complex Gaussian distribution.

In this study, we are committed to improving
the system achievable rate and energy efficiency by
jointly optimizing power control and passive beam-
forming in anti-jamming communication. Although
significant power can bring greater system reacha-
bility, the energy problem of power cost must be
considered. Therefore, the optimization problem is
expressed as

max
Pt,k

ΔΦ

K∑

k=1

{log2 (1 + SINRk)− CtPt,k}

s.t. C1 : Pt ≤ Pt max,

C2 : |φm| = 1, θm ∈ [0, 2π] , ∀m ∈M.

(2)

The signal interference noise ratio (SINR) at the
user can be expressed in Eq. (3). The selection of the
transmitting power is limited to the set of transmit-
ting power space. The reflecting elements of the RIS
provide only phase shift, but cannot amplify the inci-
dent signal power. In an unknown environment, the
base-station power control and the passive beam-
forming of RIS can be modeled as an MDP (Ning
et al., 2020). The optimal anti-jamming policy can
be explored through an RL algorithm, which is de-
veloped in the next section.

3 DDQN algorithm in RIS-assisted
anti-jamming communication

In this section, we model the optimization prob-
lem as an MDP and present the proposed DDQN-
based algorithm for joint design of power control and
passive beamforming, as shown in Fig. 2. In detail,
the designs of the state s, action a, and reward r are
introduced.

3.1 Formulation of the optimization problem
as an MDP

RL consists of two parts: agent and environ-
ment. In this study, the RIS-assisted anti-jamming
communication system is considered as an environ-
ment, and the central controller of the base station
is regarded as an agent. During training, the agent
always interacts with the environment with the aim
of maximizing its reward in a complex and uncertain
environment (Zhang ZD et al., 2020).

The interaction between the agent and the envi-
ronment can be formulated as an MDP, represented
by the tuple (S,A,R, S′). S represents the state
space and A denotes the action space. R represents
the reward space and S′ denotes the next state space.
We express the policy as ψ (S,A) : S → A, which
is a mapping function from the state space to ac-
tion space. The agent observes the current state
sn and selects an action an. Then, the agent ob-
tains a reward rn from the environment and moves
to the next state sn+1 with the transition probability
P (sn+1|sn, an). Assume that the jamming power is
dynamically unknown. To optimize the problem, s,
a, and r are defined as follows.
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Fig. 2 Double deep Q-network

3.1.1 State

The system state represents the information in
the environment observed by the agent at the cur-
rent moment, including the equivalent channel from
the base station to the users {hk}k∈K, the reflection
coefficients of RIS Φ, and the {SINRk}k∈K of user
feedback:

S =
{{hk}k∈K,Φ, {SINRk}k∈K

}
, (4)

where h includes the direct link and reflecting link
between the base station and users. SINRk can be
obtained by calculating the statistical quantities of
the received symbols in the estimator (Summers and
Wilson, 1998; Takizawa et al., 2002).

3.1.2 Action

Action represents the anti-jamming counter-
measure performed at the current time, including the
transmitting power of the base station {Pt,k}k∈K and
the incremental reflection coefficients ΔΦ of RIS:

A =
{{Pt,k}k∈K ,ΔΦ

}
, (5)

where ΔΦ represents the incremental reflection coef-
ficients at the current moment (Wang W and Zhang,

2022a). Therefore, the incremental reflection co-
efficients at the next moment can be expressed as
Φn+1 = Φn � ΔΦn. The subset of column vectors
of the discrete Fourier transform (DFT) matrix at
point M can be selected as the action set:

AΔΦ = {τ(−s2), τ(−s1), τ(0), τ(s1), τ(s2)} , (6)

τ(n) =
[
1, ej

2π
M n, ..., ej(M−1) 2π

M n
]T
, (7)

where |s1| < |s2| (|s1|, |s2| ∈ (0,M − 1]). When
ΔΦn=τ(0), the reflection coefficients do not change.
τ(s1) and τ(s2) represent the asynchronous lengths
of the changes of Φ, while τ(−s1) and τ(−s2) rep-
resent the corresponding changes of τ(s1) and τ(s2)
in the opposite direction, respectively. To improve
the convergence speed, the incremental reflection co-
efficient is set to the action subspace, which greatly
improves the flexibility of learning.

3.1.3 Phase-shift dither

Using a subset of the DFT matrix as the incre-
mental reflection coefficients will limit the optional
states of the phase to M kinds of DFT transforma-
tion. To release the optional states of the reflection
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coefficient matrix, a random noise of reflection co-
efficients Φnoise can be added to dither the trans-
formed reflection coefficients Φn+1 by a small mag-
nitude (Wang W and Zhang, 2022a). As shown in
Fig. 3, the phase-shift coefficient precision of dither
is set as 2π

qM , where M is the number of elements
of RIS and q is the phase quantization level. If the
system achievable rate after dither is higher than it
was before, the dither is performed:

Φn+1 = Φn+1 �Φnoise. (8)

Otherwise, the dither is performed in the opposite
direction:

Φn+1 = Φn+1 �Φ∗
noise

, (9)

where Φ∗
noise

denotes the conjugate of Φ
noise

.

2

qM

q1 2M

M

M

1 2

Fig. 3 Phase-shift precision

3.1.4 Reward

The reward function is set as the system achiev-
able rate minus the power consumption:

r =

K∑

k=1

{log2 (1 + SINRk)− CtPt,k}, (10)

where Ct is the transmitting-power cost factor of the
base station.

3.2 DDQN-based joint design of power con-
trol and passive beamforming

The state-action value function Qψ (sn, an) is
designed to measure the expected long-term payoff
when the action an is executed in state sn. Mathe-
matically, it can be expressed as (Sutton and Barto,
2018)

Qψ (sn, an) = Eψ [Rn |sn = s, an = a ] , (11)

whereRn =
∞∑

i=n

γn−iri. γ ∈ (0, 1] is a discount factor

used to weigh the impact of potential future rewards
on the present moment. When the agent selects the

optimal strategy ψ∗ (sn) = argmaxQ (sn+1, an+1),
the Q-value function can obtain the maximum value.
Thus, the Q-function of the optimal strategy can be
written as

Q∗ (sn, an) = E∗ [rn+1 |sn = s, an = a ]

+γ
∑

sn+1∈S
P (sn+1|sn, an) max

an+1∈A
Q∗ (sn+1, an+1) .

(12)

According to the recursive derivation of the Bell-
man equation, the updated formula of Q-function
can be given as (Sutton and Barto, 2018)

Q∗ (sn, an)← (1− α)Q∗ (sn, an)

+α

(
rn + γmax

an+1

Qψ (sn+1, an+1)

)
,

(13)

where α is the learning rate.
RL algorithms typically store action values in

a table. However, the expansion of the state-
action space will lead to dimension disaster (Lyu
et al., 2022). To overcome this issue, the function
Qμ (sn, an) can be used to approximate the value
function Qψ (sn, an), where μ denotes the parame-
ter vector of the neural network (Mnih et al., 2015):

Qψ (sn, an) ≈ Qμ (sn, an) . (14)

A DQN is proposed to solve such problems by com-
bining value function approximation and neural net-
work technology, using experience replay to train the
network. The core of the DQN algorithm is to main-
tain the Q-function and make decisions based on Q-
values.

However, the traditional DQN algorithm will
overestimate the Q-values. To make the Q-values
close to the objective value, the DDQN algorithm
can be used to optimize the agent strategy.

3.2.1 Double estimator method

Two neural networks are used in the DDQN al-
gorithm to decouple action selection and action eval-
uation into two independent maximum function es-
timations (van Hasselt et al., 2016). The online net-
work is used for action selection, while the target
network is used to generate the target value. This
double estimation method can avoid overestimating
the action value and lead to the optimal decision re-
sult. The target value of the algorithm is defined as
(Sutton and Barto, 2018)

Tn = rn + γQ(sn+1, argmax
a∗

Q(sn+1, a
∗;μ);μ′),

(15)
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where Q(sn+1, a
∗;μ′) represents the estimated tar-

get value generated by the target network and μ′

represents the parameter vector in the target net-
work. The online network will deliver the parameter
vector to the target network periodically.

3.2.2 Experience replay

During learning, the tuple data (sn, an, rn,sn+1)
are stored in the replay buffer as experience samples
for training the neural network, and can be used
repeatedly. In this way, the amount of interaction
with the environment can be significantly reduced.
In addition, to obtain optimal training results, the
diversity of training data is increased. The loss func-
tion adopted during training is written as (Sutton
and Barto, 2018)

L(μ) = E
[
(Tn −Q(sn, an;μ))

2
]
. (16)

The specific DDQN algorithm is summarized
in Algorithm 1. In general, the fully connected
network can be used to deal with simple tasks.
We apply the deep residual network (ResNet)
(He et al., 2016) to process the three substates
({hk}k∈K,Φ, {SINRk}k∈K), and then use the three-
layer dense network to fuse the information of the
three substates after processing. The specific net-
work structure is shown in Fig. 4. The Swish func-
tion is used as the activation function (Ramachan-
dran et al., 2017). The gradient descent method is
used to minimize the loss function.

Input
state H

Input 
state Φ

Input 
state SINR

Output 
action Pt; �Φ

384
Concatenation

384

128

128

128

3

3

3

50

Fig. 4 Structure of the deep neural network

3.3 Computational complexity analysis

The complexity of the DDQN algorithm de-
pends on the structure of the neural network model
and the learning process, as referenced in Sharma

Algorithm 1 DDQN-based joint design of power
control and passive beamforming
1: Initialize experience memory and parameters Me,
Nb, γ , ε;

2: Initialize online network with a random weight and
biases µ;

3: Initialize the target network as a copy of primary
network weights and biases µ′;

4: for n = 1, 2, 3, ... do
5: Intput state sn to the DQN and obtain the state-

action value Qψ (sn, an);
6: Select an action an based on the ε-greedy policy:

ψ (s, a) =

⎧
⎨

⎩

argmax
a
Q (s, a) , pr > ε,

arandom, pr ≤ ε;

7: Obtain immediate reward rn and observe next
state sn+1;

8: Store experience (sn, an, rn, sn+1) into memory
Me;

9: Randomly sample a mini-batch of Nb experience
tuples from memory;

10: Calculate the target Q-value in the target deep
network;

11: Set target:
Tn = rn+ γQ(sn+1, argmax

a∗
Q(sn+1, a

∗;µ);µ′);
12: Train online network to minimize the loss function:

L(µ) = E
[
(Tn −Q(sn, an;µ))

2
]
;

13: Update the weights of the target network µ′;
14: end for

et al. (2023). The computational complexity of each
time step can be determined as follows:

O
(

n0nk +

K−1∑

k=1

nknk+1

)

, (17)

where n0 represents the size of the input layer, and
nk represents the number of neurons in the kth layer
in the deep neural networks (DNNs). In addition,
the complexity as a result of the learning process is
reflected in the number of learning episodes N and
the number of total time slots T in each episode.
Therefore, the computational complexity should be
expressed as

O
(

NT

(

n0nk +

K−1∑

k=1

nknk+1

))

. (18)

4 Simulation results

This section describes the simulated param-
eter settings and analyzes the simulation results.
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Specifically, we compare the anti-jamming per-
formance and energy efficiency of the DDQN,
DQN, MAB, random algorithms, and without RIS
deployment.

4.1 Simulation scenarios

In the simulation, the base station is located
at [0, 10, 10] m; the RIS is located at [5, 12, 5] m;
the jammer is located at [−10, −190, 10] m; users
are randomly distributed in the region [0, 10) m ×
[0, 10) m at the height of 1.5 m. The number of
base station antennas Nt is 2; the number of jam-
mer antennas Nj is 2; the number of users K is
2. The maximum power of both the transmitter
and jammer is set to 30 dBm, and the power space
is [0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 1.0] × Pmax.
The smart jammer is assumed to use the MAB algo-
rithm to attack legitimate users. The reward func-
tion of the smart jammer is set as (Ma et al., 2022)

rj =
K∑

k=1

{−log2 (1 + SINRk)− CjPj,k}. (19)

The jamming power cost coefficient Cj is the
same as the transmitting power cost coefficient. The
Rician factor Rf in the channel model is set to 10. In
the DDQN algorithm, the discount factor is 0.95; the
learning rate is 0.001; the greedy coefficient is 0.01.
The number of mini-batches is 16.

4.2 Channel model

Due to the limited diffraction ability and pre-
dominant line-of-sight (LOS) propagation of millime-
ter waves (mmWave), the application of RIS in as-
sisting mmWave communication scenarios can effec-
tively compensate for the non-line-of-sight (NLOS)
links, particularly highlighting the beamforming ca-
pability of the RIS (Wang PL et al., 2020). Specifi-
cally, Khawaja et al. (2020) conducted an empirical
research to analyze the signal coverage enhancement
capabilities of infrared pulse-aided mmWave MIMO
in the 28-GHz frequency. The channel models used
in this study are based on the Rician fading model
(Shen et al., 2021):

H = ρ

(√
R

R+ 1
HLOS +

√
1

R+ 1
HNLOS

)

, (20)

where HLOS is the LOS link component of the chan-
nel and HNLOS is the NLOS link of the fast-fading

channel component. The path loss is ρ = λe−j2πd

4πd ,
where λ is the wavelength and d is the distance
between two ends of a link (Wang W and Zhang,
2022b).

The LOS component depends on user positions.
Thus, it is slowly time varying. The locations of
the users change randomly in each training episode,
and the LOS link changes accordingly. Taking the
channel for the transmitter–RIS link and the channel
for the transmitter–user link as examples, their LOS
components are (Wang W and Zhang, 2021)

GLOS
tr = aM (ϑ)aNt

H(υ), (21)

hLOS
tu,k = aNt,k(ς), (22)

where a(·) is the steering vector, specifically in the
following form:

⎧
⎪⎪⎨

⎪⎪⎩

aM (ϑ) = [1, ejπϑ, ..., ejπ(M−1)ϑ]T,

aNt(υ) = [1, ejπυ, ..., ejπ(Nt−1)υ]T,

aNt,k(ς) = [1, ejπς, ..., ejπ(Nt−1)ς ]T,

(23)

where ϑ, υ, and ς are the angular parameters. As-
sume that the NLOS link changes randomly in each
learning time slot, whose components are Gaussian
distributed, i.e., HNLOS ∼ CN (0, 1) (Guo et al.,
2020). Every 20 learning time steps are taken as
a round of training, and the parameters of the on-
line network are passed to the target network. The
specific simulation parameters are shown in Table 1.

4.3 Analysis of simulation

In Fig. 5, we compare the system achievable
rate using different algorithms. It can be observed
that the proposed DDQN algorithm outperforms the
DQN, MAB, and random methods. The convergence
system achievable rate of the proposed DDQN al-
gorithm reaches 8.5 bit/(s·Hz), while the final con-
vergence value of the DQN algorithm reaches 8.1
bit/(s·Hz) and that of the MAB algorithm reaches
7.5 bit/(s·Hz). In the absence of RIS deployment,
the LOS links are obstructed, resulting in commu-
nication being almost interrupted, and the system
achievable rate cannot be improved even with power
optimization. However, in the scenario where the
RIS is deployed, the strategy of randomly selecting
RIS phases and transmission powers is not effective
in improving the system rate during the dynamic
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process of jamming. Nevertheless, the system achiev-
able rate can be increased through the reflective links
provided by the RIS.

Table 1 Simulation parameters

Notation Description Value

Rf Rician factor 10
f Operating frequency 28 GHz
Me Length of experience memory 10 000
Nb Number of mini-batches 16
α Learning rate 0.001
γ Discount factor 0.95
ε Greedy coefficient 0.01
σ2 Power of noise −100 dBm
B Communication bandwidth 25 MHz
q Dither phase quantization level 8
M Number of elements of RIS 32

Ptmax Maximum transmitting power 30 dBm
Pjmax Maximum jamming power 30 dBm
Ct Transmitting power cost coefficient 5× 10−3

Cj Jamming power cost coefficient 5× 10−3

s1 Small step of phase shift change 1
s2 Large step of phase shift change 3

Fig. 5 System achievable rate of the DDQN, DQN,
MAB, random algorithms, and without RIS (Refer-
ences to color refer to the online version of this figure)

When the number of users is 2, we assume
that communication outage occurs when the system
achievable rate is <2 bit/(s·Hz). Fig. 6 compares the
outage probability under different algorithms. The
results indicate that the highest outage probability
occurs without RIS deployment. When the base-
station transmission power and RIS reflection phase
are randomly adjusted, the outage probability is ap-
proximately 0.15. As the number of training rounds
increases, the MAB, DQN, and DDQN algorithms

are all effective in reducing the outage probability.
When learning convergence is achieved, the conver-
gence value of the outage probability for the MAB
algorithm is 0.085; for the DQN algorithm it is 0.062;
for the DDQN algorithm it is 0.057.

In the reward function setting of RL, a penalty
term for power cost is incorporated. This is because
the learning objective is to maximize the energy
efficiency and explore energy-saving and jamming-
resistant dynamic strategies. Assume that the en-
ergy efficiency is equal to the instantaneous system
achievable rate divided by the instantaneous power.
The normalized energy efficiency under different al-
gorithms is compared in Fig. 7. It can be observed
that the highest energy efficiency is achieved by the
DDQN algorithm, followed by DQN, while MAB
exhibits lower energy efficiency. Although the dif-
ference in system achievable rates among the three
algorithms is not significant, stronger learning capa-
bility in exploring energy efficiency is demonstrated
by the DDQN algorithm. Relatively low energy effi-
ciency is exhibited by both the random method and
the non-RIS approach.

Fig. 6 Outage probability of the DDQN, DQN, MAB,
random algorithms, and without RIS (References to
color refer to the online version of this figure)

Fig. 8 illustrates the comparison of the power
consumed to achieve a rate increase of 1 bit/(s·Hz) in
the initial learning stage and cumulative power con-
sumed to achieve a rate increase to 7 bit/(s·Hz) using
the DDQN, DQN, and MAB algorithms. In the ini-
tial learning stage, the power consumption required
to increase the system rate by 1 bit/(s·Hz) using the
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Fig. 7 Normalized energy efficiency of the DDQN,
DQN, MAB, random algorithms, and without RIS
(References to color refer to the online version of this
figure)

Fig. 8 Power consumed to achieve a rate increase of
1 bit/(s·Hz) (Case 1) and cumulative power consumed
to achieve a rate increase to 7 bit/(s·Hz) (Case 2)

DDQN algorithm is approximately 55.73 W, while
for the DQN algorithm it is approximately 60.89 W,
and for the MAB algorithm it is approximately
76.84 W. When using the DDQN algorithm to in-
crease the system rate to 7 bit/(s·Hz), the cumula-
tive power consumption is approximately 18.19 W,
for the DQN algorithm it is 33.93 W, and for the
MAB algorithm it is approximately 81.49 W. Obvi-
ously, the DDQN algorithm outperforms the DQN
and MAB algorithms in terms of energy efficiency.

5 Conclusions

The performance of an anti-jamming RIS-
assisted wireless communication system is investi-

gated in this study. By employing RL, the opti-
mal anti-jamming strategy is explored to enhance
the anti-jamming communication performance, even
without knowledge of the jamming power. Specif-
ically, a DDQN learning algorithm is proposed to
jointly optimize power control and RIS passive beam-
forming, aiming to improve the system’s commu-
nication performance. Simulations are conducted
to compare the performance of the DDQN, DQN,
MAB, and random algorithms in terms of the sys-
tem achievable rate, outage probability, and energy
efficiency. The results demonstrate that the pro-
posed DDQN learning algorithm outperforms the
other algorithms in terms of performance and energy
efficiency.
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