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Abstract: Many areas are now experiencing data streams that contain privacy-sensitive information. Although the
sharing and release of these data are of great commercial value, if these data are released directly, the private user
information in the data will be disclosed. Therefore, how to continuously generate publishable histograms (meeting
privacy protection requirements) based on sliding data stream windows has become a critical issue, especially when
sending data to an untrusted third party. Existing histogram publication methods are unsatisfactory in terms of time
and storage costs, because they must cache all elements in the current sliding window (SW). Our work addresses this
drawback by designing an efficient online histogram publication (EOHP) method for local differential privacy data
streams. Specifically, in the EOHP method, the data collector first crafts a histogram of the current SW using an
approximate counting method. Second, the data collector reduces the privacy budget by using the optimized budget
absorption mechanism and adds appropriate noise to the approximate histogram, making it possible to publish the
histogram while retaining satisfactory data utility. Extensive experimental results on two different real datasets
show that the EOHP algorithm significantly reduces the time and storage costs and improves data utility compared
to other existing algorithms.
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1 Introduction

With the rapid development of the Internet and
big data technologies (Dwork, 2008), real-time data
streams frequently appear in many application do-
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mains. For example, many large hospitals must re-
lease a daily update on the current infection rate
of a certain contiguous disease in a contiguous area,
so the government and local residents can respond in
an appropriate and timely manner. In another exam-
ple, a search engine might have to share information
related to recent user interest trends with manufac-
turing companies to help them design new products
or develop precise sales plan (Liu H et al., 2022).
Of course, all these kinds of data grow quickly and
continuously (Sultani and Ghani, 2015; Liu Z et al.,
2020). It is very meaningful for us to understand
such a data stream better with the aim of extracting
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critical demographic information and trend informa-
tion (Wang XJ et al., 2023). At the same time,
the data contains private personal information. If
this information is released directly without protec-
tion, private personal information leakage can occur.
Thus, how to rapidly extract critical cluster infor-
mation from real-time data streams without compro-
mising individual privacy is a fundamental challenge
in the privacy protection research.

1.1 Background for privacy protection in data
streams

Currently, there are roughly three approaches to
protecting data privacy: anonymization (Narayanan
and Shmatikov, 2008), encryption (Dwork and Roth,
2014), and differential privacy (DP) (Dwork and
Roth, 2014; Wang S et al., 2018; Yang et al., 2018;
Liu Z et al., 2021). Among them, DP defines a very
strict attack model and has a rigorous mathematical
theory proof that can support quantitative analysis
of the background knowledge possessed by attack-
ers. With DP, an appropriate amount of noise can be
added to the data to prevent an attacker from obtain-
ing private information, regardless of the amount of
background knowledge that the attacker possesses.
Therefore, DP has become a hot research topic in
data privacy protection. DP can be further divided
into two categories: centralized differential privacy
(CDP) and local differential privacy (LDP) (Dwork,
2008). CDP requires a trusted third party, which
may not be available in practical applications. In
reality, such a trusted third party may seem to be re-
liable, but will actually, without hesitation, leak all
such data to others for profit (Dwork, 2008; Dwork
et al., 2010; Wang Q et al., 2018; Labs and Terry,
2020).

Compared to CDP (Narayanan and Shmatikov,
2008; Duchi et al., 2013; Dwork and Roth, 2014),
LDP (Cormode et al., 2018; Errounda and Liu, 2018;
Erlingsson et al., 2019; Ren et al., 2022) has the ad-
vantage of protecting massive end-user privacy data
locally without directly relying on a trusted third
party. Specifically, with LDP, the user sends per-
turbed data, rather than the original data, to the
third party, so the third party does not represent
a functional part of the process. Hence, the origi-
nal data are retained by the user, which is certainly
a better user privacy protection. Therefore, LDP
has been successfully deployed by many well-known

corporations; for example, Google (Cormode et al.,
2018) uses the RAPPOR version of LDP in Chrome
to collect information about users’ preferred home-
pages, and Apple (Cormode et al., 2018; Thakurta
et al., 2018) has implemented LDP in recent iOS
and Mac OS versions to collect information about
user search records.

1.2 Prior arts and limitations

So far, LDP research has focused on data per-
turbation and data publication. For data pertur-
bation, existing works usually rely on random re-
sponse mechanisms (Erlingsson et al., 2014), which
also serve as a foundation for other related perturbed
methods. According to the types of data to be pro-
cessed, the data publication methods are divided into
two categories. The first category contains the meth-
ods that are used to handle discrete data, and aims to
estimate data frequencies (i.e., the number of occur-
rences of each possible data value) (Erlingsson et al.,
2014; Kairouz et al., 2014). The second category in-
cludes a method for continuous data, and attempts
to estimate the mathematical means of intervals of
interest (Nguyên et al., 2016; Ye et al., 2019).

To the best of our knowledge, references (Fan
and Xiong, 2013; Nguyên et al., 2016; Yang et al.,
2018; Ren et al., 2022) are the only research works
that deal with publishing histograms based on slid-
ing windows (SWs) in a data stream. For example,
Yang et al. (2018) focused on discrete data and stud-
ied how to publish histograms by adding appropriate
noise. Specifically, they adopted the budget absorp-
tion (BA) mechanism to dynamically allocate part of
the privacy budget to each element in a data stream,
in an effort to construct a publishable histogram
at each time instance. Fan and Xiong (2013) pro-
posed a framework called FAST for data publication
in data streams. In the FAST framework, they de-
veloped a sampling component to reduce the original
data stream to a subset of sampled elements, from
which a publishable histogram could always be con-
structed. Then they designed a filtering component
to determine when to update the sampled elements.
Errounda and Liu (2018) studied how to combine w-
event privacy and LDP, and proposed a continuous
location statistics sharing algorithm with LDP. The
proposed algorithm first computes the similarity be-
tween two consecutive windows, and perturbs this re-
sult using the random response method (Erlingsson
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et al., 2014). Finally, it generates a histogram by
adding additional noise. Ren et al. (2022) proposed
a privacy budget partitioning framework, LDP-IDS,
for histogram publication in real-time data streams.
Specifically, in the LDP-IDS framework, they tried
to divide the privacy budget based on how a data
stream varies within a period. This method is able
to boost data utility, while leading to a better allo-
cation of the privacy budget.

However, these existing methods typically re-
quire buffering all elements contained in each SW
(at each time instance), which inevitably leads to a
heavy burden on time and storage costs. Further-
more, they usually need to exhaustively process ev-
ery element within each window when constructing
a publishable histogram, which causes a prohibitive
computational burden. Note that time and storage
costs are fundamental measurements of algorithms,
especially for online algorithms in real-time data
streams where massive data arrive continuously at
a very high speed (Qin et al., 2016; Wang Q et al.,
2018; Kim et al., 2019).

Lee et al. (2023) proposed a pioneering study
that successfully implemented DP barriers for virtual
emotion detection in the maritime transportation
system. They ingeniously used mobile robots and
drones to maximize the number of privacy barriers,
thereby enhancing the system security. Kim et al.
(2020) proposed a groundbreaking system named
5G-I-VEmoSYS, which integrates artificial intelli-
gence and the fifth-generation mobile communica-
tion (5G) technology to enable virtual emotion de-
tection in maritime transportation systems. Joy
et al. (2023) introduced a smart security patrol robot
based on Raspberry Pi that can use sound sensors
and night vision cameras to monitor and protect a
designated area. The robot can patrol a preset path,
and if it detects any abnormal sound or face, it will
send real-time video and location information to the
user, so the user can take action in a timely manner.
Because we use LDP to protect the data in our work,
we can resist attacks based on background knowl-
edge and prevent third-party leakage of user privacy.
Therefore, the methods discussed are not suitable for
application in our work and are not compared.

1.3 Proposed solution and main contributions

To address the above challenges, we propose the
efficient online histogram publication (EOHP) algo-

rithm for LDP data streams, and combine the ap-
proximate counting methods with LDP. Our goal is
to achieve online histogram publication, while avoid-
ing disclosure of private user data by an untrusted
third party due to device failure or profit seeking.
Specifically, the proposed algorithm consists of three
key steps as follows:

First, all users locally perturb their own data
and then send the perturbed data to the collector.
Consequently, we can prevent an untrusted third
party from performing other related activities that
compromise user privacy. Second, the data collector
adaptively uses the approximate counting method
(Datar et al., 2002) to quickly generate estimated his-
tograms for each SW at each time instance. There-
fore, we can avoid the heavy storage costs of caching
each SW, and provide a well-estimated histogram
with a guaranteed error bound, which can be fur-
ther used in the next step to generate a publishable
histogram. Third, we design an optimized budget
absorption (OBA) mechanism that adds appropri-
ate noise based on the error bound, to meet DP pro-
tection requirements. This step allows privacy allo-
cation to proceed at a steady rate and also avoids
excessive consumption of the privacy budget.

1.4 Summary of experimental results

We extensively compare the real performance of
our algorithm (EOHP) with that of other three state-
of-the-art algorithms, DDHP (Yang et al., 2018),
k-means-dp (Zhang et al., 2014), and CLSA-LDP
(Errounda and Liu, 2018) for histogram publication
in data streams. In this subsection, we summarize
the algorithms’ performance based on typical real-
world datasets (UK Car Accident Dataset and New
York Taxi Dataset) to show the superiority of our
algorithm.

1. Time cost. Using the same privacy budget,
the average time cost of the EOHP algorithm for
processing the UK Car Accident Dataset is about
0.54× 105 ms, while the other algorithms require at
least 2.18× 105 ms. Thus, it can be concluded that
the time cost of the EOHP algorithm is one quarter
of that of the other algorithms. This experimental
improvement verifies the theoretical analysis we pre-
sented in Section 4.2.4.

2. Storage cost. With the same privacy bud-
get, the average storage cost of the EOHP al-
gorithm based on the New York Taxi Dataset is
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approximately 2.85 × 105 bits, while the other al-
gorithms require at least 5.13× 105 bits. Therefore,
the EOHP algorithm outperforms the others by re-
ducing the storage cost by a factor of about 11

25 . This
experimental result also verifies the theoretical char-
acteristics of the EOHP algorithm as shown in Sec-
tion 4.2.5.

3. Data utility. We use the mean squared error
(MSE) to measure the data utility of the four algo-
rithms. Using the same privacy budget, the MSE
of the EOHP algorithm is only about 33.5% of that
of the other algorithms based on the two datasets
on average. Specifically, for the UK Car Accident
Dataset, the MSE of the EOHP algorithm is about
39.0% of the maximum availability of the other three
algorithms; for the New York Taxi Dataset, the MSE
of the EOHP algorithm is about 28.0% of that of the
CLSA-LDP algorithm. This improvement is further
supported by the theoretical analysis in Section 3.5.

In summary, using identical privacy budgets,
the proposed EOHP algorithm can not only reduce
the time and storage costs significantly, but also
achieve much better data utility.

2 Preliminaries

In this section, we first present the definitions
of DP, data streams, and SWs, which are all foun-
dations of our work. We list all the frequently used
symbols in Table 1.

Table 1 Definition of symbols

Symbol Description

H A data stream, i.e., a constant sequence of
data elements: H = {H1, H2, · · · ,HN}

N Number of data elements in the dataset
w Sliding window size

Hwi The sliding window at time instance i,
Hwi = {Hi,Hi+1, · · · ,Hi+w−1}, i ∈ [1, N ]

H̄i Approximate histogram at time instance i
˜Hi Histogram of additive noise at time instance i

L Number of statistical intervals
r Number of buckets (a data structure)

used by the EOHP algorithm
ε Privacy budget

2.1 Sliding window model

An SW (Errounda and Liu, 2018) in a data
stream is a fixed-size interval over a constant stream
of data that generates a fixed-size window at each

passing time instance, and each window generates
a histogram. New data arrive and old data expire,
constantly updating and publishing histograms that
satisfy DP in real time. Fig. 1 shows the process
of publishing a satisfactory DP histogram of data
streams when using the SW model.

Data stream

H1 H2 H3 H4 H5
HN...

w2

w3

Hw3
Hw3

Hw2
Hw2

Fig. 1 Histogram publishing process using the sliding
window model

For the convenience of discussion, the parame-
ters involved in this paper are defined as follows:

A real-time data stream is denoted by H :

H = {H1, H2, · · · , HN}. (1)

There are d attributes of user i:

x(i) = {x1(i), x2(i), · · · , xd(i)}, i ∈ [1, N ]. (2)

Data in the SW at time instance i are repre-
sented by

Hwi = {Hi, Hi+1, · · · , Hi+w−1}, i ∈ [1, N ]. (3)

Preliminary histogram obtained by the approx-
imate counting algorithm at time instance i is de-
noted by

H̄ = {H̄1, H̄2, · · · , H̄N}. (4)

The histogram protected by the EOHP algo-
rithm at time instance i is represented as

H̃ = {H̃1, H̃2, · · · , H̃N}. (5)

2.2 Differential privacy

DP is a strong privacy protection technique
based on the strict mathematical theory. Specifi-
cally, DP can quantitatively analyze the attacker’s
background knowledge; even if an attacker has all
the data information except the target data, af-
ter DP protection, the attacker cannot obtain the
precise target data. The research directions of DP
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techniques include CDP (Narayanan and Shmatikov,
2008; Duchi et al., 2013; Dwork and Roth, 2014) and
LDP (Cormode et al., 2018; Errounda and Liu, 2018;
Erlingsson et al., 2019; Ren et al., 2022); despite their
different data processing methods, both can achieve
very high data utility. The two mechanisms are de-
scribed below.

2.2.1 CDP

In CDP, users send their real data to the data
collector on demand; then, the collector publishes
histograms that meet DP protection requirements.
CDP not only processes data in real time to extract
valuable information for distribution, but also pro-
tects user privacy. By adding a very small amount
of noise to the data, a very high level of data util-
ity can be achieved. However, CDP has a drawback:
the third-party collector must be credible, and other-
wise, private data are still at the risk of being leaked
by untrusted third parties. The definitions of CDP
applied to data streams are as follows:
Definition 1 (ε-DP) A non-interactive privacy
algorithm A gives ε-DP if, for any datasets H and H ′

that differ on at most one coding, and for any pos-
sible anonymized dataset y ∈ range(A) that satisfies
inequality (6):

Pr(A(H) = y)

Pr(A(H ′) = y)
≤ eε, (6)

the smaller the ε value, the closer the probabilities
of A(H) = y and A(H ′) = y output results, which
indicates that algorithm A has stronger data privacy
protection strength.
Definition 2 (Global sensitivity) For any func-
tion f , H ∈ R

d (d is the query scope), the global
sensitivity of function f is

Δf = max
{H,H′}

{||f(H)− f(H ′)||}, (7)

where H and H ′ are adjacent datasets.

2.2.2 LDP

LDP differs from CDP because it can not only
defend against the maximum background knowledge
attacks, but also avoid privacy attacks from un-
trusted third parties. In LDP, users first perturb
their real data through the mechanism M , and then
sendM(x) obtained from the perturbation process to
the collector who statistically analyzes and releases
it.

Definition 3 (LDP) Given a perturbation mech-
anism M , a definition domain Dom(M), and a value
domain Range(M), the mechanism M satisfies ε-
LDP if, given any input pair x and x′ both of which
satisfy the definition domain Dom(M), the output
y ∈ range(M) after algorithmic perturbation satis-
fies inequality (8):

Pr(M(x) = y)

Pr(M(x′) = y)
≤ eε. (8)

The ε (privacy budget) value is inversely propor-
tional to the degree of privacy protection and posi-
tively proportional to data utility. The smaller the ε

value, the better the privacy protection of the data
and the worse the data utility. Therefore, because
the attacker cannot determine what the input result
is based on the output, further strong protection of
data privacy is obtained. There are two important
combinatorial properties in LDP: sequence combin-
ability and parallel combinability.

1. Sequence combinability. Given a data stream
H = {H1, H2, · · · , HN} and m privacy algorithms
A = {A1, A2, · · · , Am}, the privacy parameters cor-
responding to the algorithms in privacy algorithm
A are ε1, ε2, · · · , εm. When these algorithms are
applied to dataset H , they form a combination of
A1(H), A2(H), . . . , Am(H) and provide

∑m
i=1 εi-DP.

2. Parallel combinability. Given a data stream
H = {H1, H2, · · · , HN}, assuming that each subset
of the dataset is independent of all others, there are
n privacy algorithms A = {A1, A2, · · · , An}, and the
corresponding privacy parameters of the algorithms
in A are ε1, ε2, · · · , εn. When these algorithms oper-
ate simultaneously on the independent set H , they
form a combination of A1(H), A2(H), · · · , An(H)

and provide max (εi)-DP.

2.3 Noise addition mechanism

This subsection focuses on the CDP and LDP
mechanisms for adding noise to real-time data
streams.

2.3.1 CDP noise addition mechanism

The Laplacian mechanism protects user privacy
information by adding Laplacian-distributed random
noise to real data; the perturbed data are then sent
to the data collector.
Theorem 1 (Laplace mechanism) For any func-
tion f , H ∈ R

d, if the output of algorithm A satisfies
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Eq. (9), then A satisfies ε-DP.

A(H) =f(H) +
〈
Lap1

(
Δf

ε

)

,Lap2

(
Δf

ε

)

,

· · · ,Lapd

(
Δf

ε

)〉
,

(9)

where Lap
(

Δf
ε

)
is a separate Laplace function. The

scale parameter b (b > 0) can be used to measure
the added amount of noise. Generally, let b = Δf/ε;
the larger the b, the smaller the ε, indicating that
the data privacy protection strength is better; when
b is too large, the noise will cause poor data utility.
Therefore, the algorithm needs a suitable ε value to
achieve a balance between data protection and data
utility.

2.3.2 LDP noise addition mechanism

Currently, the random response technique
(Erlingsson et al., 2014) is the dominant perturba-
tion mechanism in LDP. Random response is a foun-
dation perturbation process on the user side of the
data; the data received by the data collector are the
perturbed data, so the risk of privacy leakage from
an untrusted third party is avoided.
Theorem 2 (Random response) For any input
B ∈ X , if the response output of B′ ∈ X satisfies
Eq. (10), then the random response method satisfies
ε-DP.

P (B′ | B) =
1

k − 1 + eε

{
eε, if B′ = B,

1, if B′ �= B.
(10)

For a case where the variable contains k (k > 2)

candidate values, users provide their own true data
with probability eε

k−1+eε and randomly provide any
one of the k − 1 pieces of false data with probabil-
ity 1

k−1+eε . Compared with the Laplace mechanism,
random response not only ensures that the data are
scrambled before they exit the mobile device, but
also reduces the addition of noise at a later stage,
making it more capable of meeting the strength re-
quirement of data privacy protection.

3 EOHP method

In this section, we propose an EOHP algorithm
that can process LDP data streams online while sat-
isfying different privacy strength requirements.

3.1 Problem description

Given a data stream H = {H1, H2, · · · , HN},
for Hi at time instant i (1 ≤ i ≤ N), release
a noisy version H̃ in real time such that H̃ =

{H̃1, H̃2, · · · , H̃N} satisfies ε-DP.

3.2 EOHP algorithm

Data protection for a given data stream H con-
sists of three main steps: perturbation processing,
approximation processing, and noise addition pro-
cessing. First, users adopt the random response
method to perturb their own data on the local side
and then send them to the data collector. Second,
the collector uses an approximate counting algorithm
to quickly obtain an approximate histogram online
at the current SW (note that i is the current time
instance). Finally, to improve publishing efficiency,
the data collector can decide whether to publish the
histogram at the current SW based on the similarity
result. When the data in the current window differ
significantly from those in the previous window, we
choose to publish the histogram in the current win-
dow by adding a small amount of noise to the data;
otherwise, the data collector publishes a histogram
with noise at the previous SW.

The specific process is shown in Algorithm 1.
Note that in the following description, a bucket is the
combination of two counters that record the number
of 1’s in a binary data stream and its timestamp.

Algorithm 1 EOHP algorithm
Input: Hi, T0, ε
1: Obtain local side disturbance data Ḧi

2: for each user do
3: Send its own real data to the data collector with prob-

ability P in Eq. (10)
4: end for
5: Obtain preliminary histogram H̄i

H̄i −→ Approximate counting algorithm(Ḧi)
6: if T > T0 then
7: εi −→ OBA(ε)
8: Add Laplace noise H̃i = H̄i + Lap(1/εi)
9: Ĥi −→ Dynamic programming grouping

10: H̃i = Ĥi

11: else
12: H̃i = H̃i−1

13: end if
14: return H̃i

Let us explain Algorithm 1. Note that we use
Ḧi to represent the data perturbed on the local side
and H̄i to represent the preliminary histogram of
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the current time instance i. Furthermore, we use
H̃i−1 to denote the histogram with noise at the time
instance i − 1 and T0 to denote the threshold (the
initial value of the threshold is determined by pre-
sampling). With these notations in mind, we ex-
plain Algorithm 1 as follows: Lines 1–4 obtain the
local side perturbed data (Ḧi), so we can perfectly
avoid privacy attacks from any untrusted third party.
Line 5 obtains the approximate histogram within the
current SW (Hwi is the SW at time instance i). With
this step, we can rapidly obtain an approximate his-
togram H̄i for each SW. In lines 6–13, we first com-
pute the similarity between the current SW and the
previous one. If this computed value exceeds the
predefined threshold, we publish a new histogram
by adding suitable noise to the generated approxi-
mate histogram H̃i in lines 6–10. Conversely, if the
similarity value does not surpass the threshold, we
republish the previous histogram from the time in-
stance i−1 in lines 11–13. In addition, if we decide to
publish a new histogram, we use the dynamic group-
ing method to reduce the MSE, thus boosting the
data utility.

3.3 Approximate counting algorithm

In this phase, to quickly obtain the statistical
value of each interval in SW at the current time
instance, the data collector uses the approximate
counting algorithm to initially process the perturbed
data, because this process only needs to cache the
data in the current SW. This saves time and space
costs significantly, and can improve the overall per-
formance of the EOHP algorithm. The algorithm
process is shown as Algorithm 2.

Let us explain Algorithm 2. Note that we use
B = [ ] to represent the buckets, and use “max” to
represent the maximum number of buckets. Further-
more, t denotes the current time instance i, “sum”
denotes the number of 1’s in a binary data stream,
and “time” denotes the timestamp for a bucket. With
these notations in mind, we can explain Algorithm 2
as follows: Lines 1–3 determine whether there is
an expired bucket in the current window; if so, the
bucket is deleted. Line 4 reads the file and creates
a bucket, while setting the end timestamp equal to
the current time. In lines 5–14, we first update the
bucket in the SW; if there are max buckets of the
same size, the two oldest buckets are merged at the
current SW and the expired bucket is deleted. In

Algorithm 2 Approximate counting algorithm
1: if len(B) > 0 and t− w == B[0][time] then
2: del B[0]

3: end if
4: bit = f.readline()
5: if bit == 1/n then
6: B = {time : i+ 1, sum : 1}
7: for i = len(B) − 1 to max − 1 do
8: if B[i][sum] == B[i− max][sum] then
9: B[i− max][sum] += B[i− max + 1][sum]

10: B[i− max][time] = B[i− max][sum]

11: del B[i− max + 1]

12: end if
13: end for
14: end if
15: if len(B) > 0 then
16: for i = 0 to len(B) do
17: sum + = B[i][sum]

18: sum – = B[0][sum]/2

19: end for
20: end if
21: return sum

lines 15–20, the approximate value of each interval
in the current window at the current time instance i

is obtained. In addition, the time is divided into nine
intervals, and a total of nine runs are performed to
obtain the approximate histogram H̄i at the current
time.

Because Algorithm 2 is an approximate count-
ing method in real-time data streams, there is a cer-
tain error between the final statistics and the true
frequency number, and the following conclusions can
be drawn according to Algorithm 2:
Theorem 3 ForHi ∈ H , the approximate count-
ing frequency satisfies

∣
∣H̄i −Hi

∣
∣ ≤ 1

r−1 |Hi|.
Proof When the leftmost bucket has only one
“1” in the query range, the query error result is the
maximum. Specifically, we can obtain the real statis-
tics of the data in the SW at the current time in-
stance i: Ḧi=1+ (r− 1)(1+2+ · · ·+2j−2+2j−1) =

1+ (r− 1)(2j − 1), where 2j is the size of the bucket
with the earliest timestamp and r is the preset num-
ber of buckets of the same size to be determined.
At this time, 2j−1 − 1 is overestimated, and we can
obtain |H̄i − Ḧi| = 2j−1 − 1. Therefore, it can be
proved that |H̄i − Ḧi| ≤ 1

r−1 |Hi|. In summary, to
ensure that errors do not affect the accuracy of the
final data release, the preset number of buckets of
the same size should not exceed Ḧi|H̄i−Ḧi| + 1. Based

on this, we can constantly adjust the preset num-
ber of buckets of the same size to optimize the final
statistical results.
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3.4 Privacy allocation policy

We propose an OBA mechanism for real-time
data streams. In OBA, a privacy budget, denoted
as εi, is assigned in advance to the data within the
SW at each time instance, where εi =

ε
len(data)−w+1 .

If the correlation distance T between the SW data
at adjacent moments is less than the threshold T0,
the previous moment’s noise histogram H̃i−1 is pub-
lished, its privacy budget εi is retained, and εi =

ε−εi
len(data)−(i−1)−w+1 is used to publish the histogram
with noise that meets the noise conditions at the
next time instance. Otherwise, εi value for pub-
lishing the current time instance of histogram H̃i is
obtained, constantly updating εi for data noise pro-
cessing at each time instance. This approach allows
maximization of privacy budget saving upfront, thus
addressing the problem of excessive consumption of
privacy budgets. To visualize how OBA allocates a
privacy budget, Fig. 2 shows the OBA privacy bud-
get allocation mechanism process when the window
size w = 3.

As seen in Fig. 2, the data must be noisy and
published at the first time instance, and the pri-
vacy budget to be allocated is ε1 = ε

len(data)−w+1 .
However, the histogram in the window from time in-
stance 2 to time instance i − 1 does not meet the
conditions for adding noise, and the pre-allocated
privacy budget will always be retained. At this time,

Data stream

H1 H2 H3 H4 H5 Hi
... Hi+1 Hi+2 HN

...

Hw1

Hw2

Hw3

...

ε2=0
ε3=0ε1= len(data)−w+1

ε

Hwi

εi=
ε−ε1

len(data)−(i−1)−w+1

w=3, T>T0

Fig. 2 Privacy budget allocation process of optimized
budget absorption

the histograms in the window meet the noise con-
dition at time instance i and are allocated εi =

ε−ε1
len(data)−(i−1)−w+1 . If the histogram at a subsequent
time continuously meets conditions for adding noise,
the privacy budget value is allocated. Otherwise,
εi = ε−εi

len(data)−i+w+1 is constantly updated to pub-
lish the histogram that satisfies the noise condition
at the next time instance.

3.5 Algorithm performance analysis

To analyze the performance of the proposed
EOHP algorithm, it is compared with DDHP (Yang
et al., 2018), k-means-dp (Zhang et al., 2014), and
CLSA-LDP (Errounda and Liu, 2018) algorithms.
The DDHP algorithm directly adds noise to the ac-
curate histogram, while adopting the BA privacy
budget allocation strategy. The k-means-dp algo-
rithm combines a MapReduce framework with k-
means clustering to add noise to clustered data for
publication. The CLSA-LDP algorithm adds noise
to the accurate histogram with the random pertur-
bation processing for publication. The results are
shown in Table 2.

As can be seen from Table 2, with the same pri-
vacy budget, the MSE, time cost, and storage cost
of the EOHP algorithm are all smaller than those of
the other three algorithms. Specifically, for the time
and storage costs, the other three algorithms need to
cache w pieces of data in the whole window and then
process them. Due to the time needed to process
w pieces of data, the time cost is O(w). The stor-
age cost of w pieces of data is O(w log2 L), because
all data in the window are divided into L intervals,
and w pieces of data need w log2 L bits. In contrast,
the EOHP algorithm uses the approximate counting
method to cache and process w pieces of data in the
window online. The time and storage costs of this al-
gorithm are O(L log2 w) and O( L

r−1 log2 w), respec-
tively. The reason for this is that the approximate

Table 2 Comparison of histogram publication algorithms

Method Design idea Time cost Storage cost Mean squared error (MSE)

DDHP Adding noise to the exact histogram and publishing O(w) O(w log2 L) 1.5× 105 − 3.5× 105

k-means-dp Combining a MapReduce framework with k-means O(w) O(w log2 L) 1.2× 105 − 2.6× 105

clustering to add noise to clustered data for publishing
CLSA-LDP Adding noise to the exact histogram with O(w) O(w log2 L) 0.8× 105 − 1.7× 105

random perturbation processing for release
EOHP Adaptive noise enhancement and publishing of the O(L log2 w)O( L

r−1
log2 w) 0.6× 105 − 1.4× 105

approximate histogram online after random combustion
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counting method transforms each data point into a
binary representation and then performs the compu-
tation, so the time cost is L log2 w. In addition, the
window needs to cache log2 w buckets, each bucket
needs to use log2 w bits, and each binary bit is di-
vided into L intervals, so the storage cost needs
L log2 w bits. Furthermore, the statistical error value
in the approximate counting method is 1

r−1 times the
real value. Therefore, the total storage costs of the
EOHP algorithm are L

r−1 log2 w bits. For the MSE,
compared to other algorithms, the EOHP algorithm
adopts the dynamic planning grouping method to re-
duce the overall publication error, which can improve
data utility. Therefore, the MSE of the EOHP algo-
rithm is smaller that those of the other algorithms
based on two datasets which will be detailed later.

4 Experiments

In this section, we evaluate the performance of
the proposed EOHP algorithm and compare it with
three recent algorithms for privacy protection in real-
time data streams.

4.1 Experimental setting

All experiments in this study were conducted
on a desktop computer running Windows 10 Pro,
equipped with an Intel� CoreTM i9-10980XE CPU
operating at 3.0 GHz and 64 GB RAM, and the ex-
perimental codes were implemented in Python.

During the experiments, we used two real
datasets: the UK Car Accident Dataset and the
New York Taxi Dataset. Specifically, the UK Car
Accident Dataset contains 1 048 576 traffic acci-
dent records, where the age range of the car ac-
cident is [0, 90] and the monthly revenue range is
[2000, 20 000]. The New York Taxi Dataset contains
1640597 passenger count records, where the passen-
ger counting interval of all these records is [0, 6].

The monthly income range of the UK Car Ac-
cident Dataset is from 2000 to 20 000, which is a
relatively wide range. In the experiments, this range
was used to compare the spatial complexity of dif-
ferent algorithms. The passenger range of the New
York Taxi Dataset is from 0 to 6, which is a relatively
narrow range, and the data are more concentrated.
In the experiments, this range was used to compare
the temporal complexity of different algorithms in
a practical application setting and to observe the

change in data error as a result of changing the value
of T0 (the maximum distance between SW data at
adjacent instants).

We compare our EOHP algorithm with three
algorithms for histogram publication: DDHP (Yang
et al., 2018), k-means-dp (Zhang et al., 2014), and
CLSA-LDP (Errounda and Liu, 2018) algorithms.
These algorithms are either state-of-the-art solu-
tions for dynamic data or recent algorithms for data
streams. To make these algorithms more suitable for
processing real-time data streams, three main im-
provements are made in our work: first, users ob-
fuscate their personal data using the LDP algorithm
before sending them to the data collector. Second,
to obtain the approximate histogram of the current
time instance, the collector adopts the approximate
counting method to initially process the perturbed
data. Finally, the OBA mechanism is used to allo-
cate a reasonable privacy budget for noise processing
of the histogram, which maximizes the privacy bud-
get saving upfront and avoids excessive consumption
of the privacy budget.

We use MSE (Dwork and Roth, 2014; Nguyên
et al., 2016; Ren et al., 2022) to test the utility of all
algorithms and measure the availability of the EOHP
algorithm, which is expressed as

Err(Hwi) = E

⎛

⎝
∑

i∈[1,N ]

(Hi − H̃i)

⎞

⎠

2

, (11)

where Hi is the true value of the data at the current
time instance i , and H̃i is the value obtained by the
EOHP algorithm.

4.2 Experimental results

The data utility of the EOHP algorithm in terms
of data publishing was measured based on two real-
world datasets, different threshold T0 values, privacy
budget ε values, and SW size w values, and was
compared with DDHP, k-means-dp, and CLSA-LDP
algorithms. The DDHP algorithm adds noise to the
accurate histogram and adopts the BA mechanism
to allocate reasonable privacy budget. The k-means-
dp algorithm adopts a MapReduce framework while
using k-means clustering in line point noise addition.
The CLSA-LDP algorithm first perturbs the true
differences in the accurate histogram at an adjacent
moment SW, and then adds appropriate noise by
using an adaptive privacy distribution mechanism.
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4.2.1 The impact of threshold T0

In this group of experiments, w=200, ε=1, and
10 000 records were selected from the New York Taxi
Dataset. The purpose is to observe the change in the
data error as a result of changing the value of T0 (the
maximum distance between SW data at adjacent in-
stants). The results are shown in Fig. 3.

Fig. 3 shows the relationship between T0 and the
total error of the relevant distance. T0 is a parameter
that controls the amount of noise added to the data
to achieve DP. The total error is the sum of the noise
error and the reconstruction error. The noise error
is the difference between the original data and the
noisy data. The reconstruction error is the differ-
ence between the noisy data and the reconstructed
data. The optimal T0 depends on the characteris-
tics of the data and the reconstruction algorithm.
In our work, we first use the approximate technique
algorithm to process the data online and obtain the
preliminary histogram of each time interval. In the
approximate technique algorithm, we try to find a
preset number of same-sized buckets that should not
be exceeded. We can continuously adjust the preset
number of same-sized buckets to optimize the final
statistical results, so the optimal T0 will vary accord-
ing to the preset number of same-sized buckets. In
addition, we use the dynamic programming group-
ing method to reconstruct the data. In the dynamic
programming grouping method, we try to find the
minimum data grouping error, so we can find the
optimal grouping when the data reach the minimum
error. We can see that the optimal T0 will vary ac-
cording to the optimal grouping. Therefore, we find
an optimal T0 that minimizes the total error of the
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Fig. 3 Mean squared error (MSE) analysis of thresh-
old T0 on data utility based on the New York Taxi
Dataset

data by adjusting the preset number of same-sized
buckets and finding the optimal grouping.

As seen in Fig. 3, as T0 increases, the overall
error trend of the correlation distance decreases first
and then increases. Therefore, T0 has an impact on
the overall error, and the overall error is composed
of the noise error and reconstruction error. When
T0 is small, the overall error is determined mainly by
the noise error, and when the noise error is larger,
the overall error is greater. When T0 begins to in-
crease, the overall error is determined mainly by the
reconstruction error, and when the reconstruction
error decreases, the overall error will also decrease.
As T0 continues to increase, the noise error and the
reconstruction error increase, and the overall error
increases. As a result of the above analysis, in this
experimental validation, we need to find an optimal
T0 so that the overall error is relatively small. There-
fore, the New York Taxi Dataset uses T0 of 0.05 and
the UK Car Accident Dataset uses T0 of 0.04.

The highlights of our work include the following:
using the approximate counting algorithm (Algo-
rithm 2) to process data online saves a lot of time and
space costs, and adopting the OBA mechanism allo-
cates the privacy budget appropriately, while group-
ing methods to reduce the overall error and improve
the overall data accuracy.

4.2.2 The impact of privacy budget ε

In this group of experiments, w=200, different
privacy budget ε values were used for the New York
Taxi Dataset and the UK Car Accident Dataset, and
the impact on data utility was observed by select-
ing different ε values. The experimental results are
shown in Figs. 4 and 5.

In Figs. 4 and 5, the total errors of the EOHP,
DDHP, k-means-dp, and CLSA-LDP algorithms all
decrease as the ε value increases, which is consistent
with inequality (6). It can clearly be seen that the
MSEs of the DDHP, k-means-dp, and CLSA-LDP
algorithms are all greater than that of the EOHP al-
gorithm. The reason is that although the DDHP and
CLSA-LDP algorithms use similarity measurement,
they do not use the correlation method to reduce the
error when the correlation distance is greater than
the threshold, and directly add noise to the data
at the current time instance. The k-means-dp al-
gorithm causes a large data error due to the large
distance between the noise-added new centroid and
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Fig. 4 Mean squared error (MSE) analysis of privacy
budget ε on data utility based on the New York Taxi
Dataset
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Fig. 5 Mean squared error (MSE) analysis of privacy
budget ε on data utility based on the UK Car Accident
Dataset

the original centroid. In contrast, in EOHP, we use
the dynamic planning grouping method to optimize
histogram grouping, which attempts to reduce the
global data release error. Therefore, the overall er-
ror of the EOHP algorithm is the lowest, and the
data utility on both the New York Taxi Dataset and
the UK Car Accident Dataset is highest.

4.2.3 The impact of window size w

In this group of experiments, ε=1, different w

values were used for the New York Taxi Dataset and
the UK Car Accident Dataset, and MSE gradually
increases with the increase in w. The experimental
results are shown in Figs. 6 and 7.

In Figs. 6 and 7, when w increases, the total er-
rors of the EOHP, DDHP, k-means-dp, and CLSA-
LDP algorithms increase. Larger w values cause in-
creases in the approximate error and the noise error,
which results in a greater total error. The EOHP
algorithm’s error growth rate is significantly lower
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Fig. 6 Mean squared error (MSE) analysis of window
size w on data utility based on the New York Taxi
Dataset
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Fig. 7 Mean squared error (MSE) analysis of window
size w on data utility based on the UK Car Accident
Dataset

than those of the other three algorithms, as shown in
the figures. This is a more concise and clearer way
to display the main point of this information. The
EOHP algorithm first uses the approximate statisti-
cal value in the place of noise to avoid the addition of
too much noise in the SW. Then the dynamic plan-
ning grouping method is used to reduce the total
publication error, so the increasing data error trend
will be relatively flat, and the EOHP algorithm’s av-
erage total error is reduced by 50%, compared to the
other three algorithms.

4.2.4 Experimental evaluation of the time cost

In this group of experiments, ε=1, L = 6, and
the EOHP algorithm is compared with other al-
gorithms to observe the time cost using passenger
counts from the UK Car Accident Dataset. The re-
sults are shown in Fig. 8.

From Fig. 8, it can be concluded that the run-
time of the EOHP algorithm is less than that of the
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Fig. 8 Time cost comparison among EOHP, DDHP,
k-means-dp, and CLSA-LDP algorithms

other three algorithms, because the EOHP algorithm
adopts Algorithm 2 (the approximate counting algo-
rithm) to process the data stream online, and the
processing dimension is an interval of data rather
than a single data value. Therefore, the EOHP algo-
rithm requires less runtime.

4.2.5 Experimental evaluation of the storage cost

In this group of experiments, ε=1, L = 1000,
r = 10, and the EOHP algorithm is compared with
other algorithms to observe the storage cost using
the monthly revenue data from the New York Taxi
Dataset. The results are shown in Fig. 9.

From Fig. 9, it can be concluded that the stor-
age cost of the EOHP algorithm is less than that of
the other algorithms, because the EOHP algorithm
adopts Algorithm 2 (the approximate counting algo-
rithm) to process the data flow online, and the pro-
cessing dimension is an interval of data rather than
a single data value. Therefore, the EOHP algorithm
has a lower storage cost.

In summary, the above experimental results
demonstrate that our proposed EOHP algorithm has
lower time and storage costs and a smaller data pub-
lication error when compared with the existing state-
of-the-art histogram publishing methods.

5 Conclusions

In this paper, we proposed an EOHP algorithm
for LDP data streams. First, we used the random
response method to obfuscate user data on the local
side, which can avoid privacy attacks by an untrusted
third party. Second, we used the approximate count-
ing method to obtain the preliminary histograms at
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Fig. 9 Storage cost comparison among EOHP, DDHP,
k-means-dp, and CLSA-LDP algorithms

the current SW online, which saves time and stor-
age costs significantly. Finally, to avoid excessive
consumption of the privacy budget, we proposed the
OBA mechanism to add a suitable amount of noise
to the approximate histogram that will be published,
which can achieve the privacy protection strength
requirement. In conclusion, compared with the pri-
vacy protection algorithms that already exist in real-
time data streams, the EOHP algorithm not only
avoids privacy leakage by an untrusted third party,
but also greatly improves data processing efficiency
and achieves better data utility.

In future work, we will study personalized pri-
vacy budget allocation algorithms for privacy pro-
tection requirements for the data. In addition, we
will study multi-dimensional datasets and consider
more factors, such as data relevance, dimension im-
portance, and privacy sensitivity, to design more rea-
sonable and effective multi-dimensional data release
protection algorithms.
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