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Abstract: Diffusion models are effective purification methods, where the noises or adversarial attacks are removed
using generative approaches before pre-existing classifiers conducting classification tasks. However, the efficiency of
diffusion models is still a concern, and existing solutions are based on knowledge distillation which can jeopardize the
generation quality because of the small number of generation steps. Hence, we propose TendiffPure as a tensorized
and compressed diffusion model for purification. Unlike the knowledge distillation methods, we directly compress
U-Nets as backbones of diffusion models using tensor-train decomposition, which reduces the number of parameters
and captures more spatial information in multi-dimensional data such as images. The space complexity is reduced
from O(N?) to O(NR?) with R < 4 as the tensor-train rank and N as the number of channels. Experimental results
show that TendiffPure can more efficiently obtain high-quality purification results and outperforms the baseline
purification methods on CIFAR-10, Fashion-MNIST, and MNIST datasets for two noises and one adversarial attack.
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1 Introduction

Diffusion models (Dhariwal and Nichol, 2021;
Gao et al., 2023) are ubiquitous in the recent three
years in text, image, and video generation. They
appeal to both academics and practitioners for their
mode coverage, stationary training objective, and
easy scalability. Among the generative models, com-
pared with generative adversarial networks (GANs),
as diffusion models do not require adversarial train-
ing, they are able to process a significantly larger
range of distributions of features and hence avoid
mode collapse. For the same reason, their training
process is more stable than that of GANs. In terms
of sample quality, diffusion models outperform vari-
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ational autoencoders (VAEs) and normalizing flows
(Ho and Salimans, 2021). They demonstrate strong
capabilities as purification methods of removing both
noises and adversarial attacks for data preprocessing,
followed by the classifiers.

Benefiting from denoising score matching (Vin-
cent, 2011) or sliced score matching (Song Y et al.,
2020), diffusion models using score-based generative
modeling methods are scalable to high-dimensional
data in the deep learning settings. However, they
still suffer from low sampling speed, which is caused
by the iterative generation process. In specific, for
each sampling or generation step, data are iteratively
updated following the direction determined by the
score until the mode is reached, where the score can
be described by a score function. This score func-
tion is commonly approximated by a U-Net which is
the backbone of a diffusion model. A large variety
of data naturally possess multi-dimensional spatial



Bai et al. / Front Inform Technol Electron Eng 2024 25(1):160-169

structures, which can be easily neglected by convo-
lution kernels of U-Nets (Ronneberger et al., 2015).
U-Nets are the common backbone of diffusion mod-
els and in substance enable them to generate high-
quality images compared with other generative mod-
els, where nearly all U-Nets in pre-trained diffusion
models have the same number of parameters, except
a small number of them, such as U-Nets in denoising
diffusion implicit models (DDIMs) (Song JM et al.,
2021). Nevertheless, the large number of parame-
ters in U-Nets still prevents diffusion models from
achieving efficient generation and purification.

With the purpose of obtaining efficient and high-
quality purification and generation with diffusion
models, a majority of existing solutions are in knowl-
edge distillation (Meng et al., 2023; Song Y et al.,
2023). For these methods, the goal is to reduce the
number of iterative steps to accelerate the gener-
ation process, where the student models are diffu-
sion models. In practice, a limited number of steps
in the student models can hardly achieve the same
performance as the teacher models (Song Y et al.,
2023). These knowledge distillation methods did
not consider the number of parameters or the multi-
dimensional structural information in data. Hence,
the qualitative performance of compressed models
can easily be unrealistic. Besides, LoRA as a fine-
tuning method for pre-trained diffusion models was
recently proposed and it relies on matrix factoriza-
tion, where the number of parameters was reduced
and the two-dimensional structural information was
tackled (Hu et al., 2022). However, when the pre-
trained diffusion models are unavailable or when

PoxX)=NX, 5 (X, 1),

there is complicated multi-dimensional structural in-
formation, LoRA will not be so effective and other
methods are demanded.

Given the aforementioned problems in the scal-
ability of diffusion models, we propose to compress
diffusion models for purification and evaluate their
performance on purification tasks. In specific, we
design the tensor denoising diffusion purifier (Ten-
diffPure), where we tensorize the convolution ker-
nels in U-Nets using tensor-train (TT) decomposi-
tion (Oseledets, 2011) as shown in Fig. 1, enhancing
or at least not jeopardizing the purification quality
and reducing the space complexity from O(N?) to
O(NR?) with usually R < 4 as the TT rank and
N as the number of channels, especially for noisy
or perturbed images (Li et al., 2019). This ten-
sorization for compression distinguishes TendiffPure
from knowledge distillation methods for diffusion
models. We conduct three experiments on CIFAR-
10 (Krizhevsky and Hinton, 2009), Fashion-MNIST
(Xiao et al., 2017), and MNIST (LeCun et al., 1998)
datasets separately, on two noises and one adversar-
ial attack: Gaussian noises, salt and pepper noises,
and AutoAttack (Croce and Hein, 2020).

2 Background
2.1 Diffusion models for purification

Purification is to eliminate noises and adver-
sarial perturbations in data using generative models
before classification. Unlike other defense methods,
purification does not assume the forms of noises,

Fig. 1 A brief summary of TendiffPure
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adversarial attacks, and classification models.
Hence, generative purification models do not re-
quire retraining of classifiers and are not trained with
threat models. Diffusion models as emerging genera-
tive models have been recently scrutinized for purifi-
cation (Nie et al., 2022) due to their extraordinary
generative power. They purify noised or adversar-
ially perturbed data in two phases. First, in the
forward process of diffusion models, Gaussian noises
are iteratively added to the noised or adversarially
perturbed data until they become Gaussian noises
as well. Afterwards, in the reverse process, they are
denoised iteratively to generate the purified data.
Hence, the noises or adversarial perturbations are
eliminated. Note that for datasets on which there
are diffusion models pre-trained, we can directly use
the pre-trained diffusion models for purification, and
hence no training process is required. Besides, for
those without pre-trained diffusion models, we need
to first train diffusion models on clean, i.e., unper-
turbed, data, and then use these trained diffusion
models for purification.

Diffusion models have been the prevalent gener-
ative model in recent years. They impress the ma-
chine learning and deep learning community with
their powerfulness on sample quality, sample diver-
sity, and mode coverage (Ho et al., 2020; Dhari-
wal and Nichol, 2021; Song JM et al., 2021; Vah-
dat et al., 2021). Benefiting from these advantages,
they become appealing tools for purification, for
example, DiffPure (Nie et al., 2022), where noises
and even adversarial attacks in the perturbed data
x, € RY x, ~ g(z) can be removed by diffusion
models. The denoised or purified data should be as
close to the clean data € R?, & ~ p(z) as possible.
A typical diffusion model consists of two procedures:
forward process and reverse process. The forward
process progressively injects Gaussian noises to the
data where the perturbed data x, are diffused to-
wards a noise distribution. For a discrete diffusion
model, its forward process is formulated as

q(@xi—1) = N(xe;\/1 — iy, B d),

T 1
g(x1.7|x0) = HQ(mt|$t—l)a W

where t = 1,2,---,T is the step to add the small
amount of Gaussian noises and g = x,. The step
size is controlled by the fixed variance schedule 3; €

(0,1) (t =1,2,---,T), where ¢; = /1 — Bixs—1 +

VBi€t, € ~ N(0,I). Usually the reparameteriza-
tion trick is applied to sample x; at any arbitrary
time point ¢, where oy = 1 — f8; and a; = szl ;.
Hence, z; = ayxzo + V1 — @&, € ~ N(0,I). At
the final step T', where T is large enough, o follows a
standard Gaussian distribution, i.e., 7 ~ N(0, I).
For the reverse process, the Gaussian noises are grad-
ually removed from xr, and hence the denoised or
purified image &o € R? is generated at the end of the
reverse process, where &y ~ p(x). Ideally, the distri-
bution of the denoised images {#;}~ ; is the same as
that in the forward process {x;}7_;. po(xi_1|xs) is
a model to approximate ¢(x;_1|®;), so we can avoid
to use the entire dataset. In specific,

pe(wtfl|wt):N(wt71§ po(xi,t), Ee(wt,t)),
r )
po(@o.r) = plar) | [ po(@i—1]z:).
t=1
Instead of predicting pg(xy,t), which is a lin-
ear combination of €y(x;,t) and x, practically it is
common to predict the noise component as part of
po(xy,t) using the noise predictor U-Net eq(xy,t)
(Ho et al., 2020). 6 is the parameter for describing
the mean and variance. The covariance predictor
Xg(xy,t) can be learnable parameters for enhanced
model quality (Nichol and Dhariwal, 2021). To thor-
oughly remove the noise or adversarial attack and
keep the semantic information, Nie et al. (2022) pro-
posed to add Gaussian noise in t* € (0,7 steps.

2.2 Tensor decomposition

Tensor decomposition and tensor networks are
prevalent workhorses for multi-dimensional data
analysis to capture their spatial structural informa-
tion, to reduce the number of model parameters, and
to avoid the curse of dimensionality issue, including
images (Luo et al., 2022). Here we refer to a multi-
dimensional array as a tensor, where the number of
“aspects” of a tensor is its order and the aspects are
the modes of this tensor; for example, a 1024 x 768 x 3
image is a 3"%-order tensor with the sizes of mode 1,
mode 2, and mode 3 being 1024, 768, and 3, respec-
tively. The key of tensor decomposition and ten-
sor networks is to dissect a tensor into the sum of
products of vectors as CANDECOMP/PARAFAC
(CP) decomposition (Carroll and Chang, 1970), ma-
trices and tensors as Tucker decomposition (Hitch-
cock, 1927; Tucker, 1966), small-sized tensors such



Bai et al. / Front Inform Technol Electron Eng 2024 25(1):160-169 163

as TT decomposition (Oseledets, 2011) and tensor
ring decomposition (Zhao et al., 2016), and tensor
networks such as multi-scale entanglement renormal-
ization ansatz (MERA) (Giovannetti et al., 2008).
Among them, TT decomposition demonstrates its
prevalence in a number of deep learning models
for compression because of its low space complex-
ity and capabilities of improving the performance
of deep learning models (Su et al., 2020). In spe-
cific, TT decomposition considers a D'-order ten-
sor Y € RItxI2XXIp a5 the product of D 3"%-order
tensors Xy € Rfte-1xlaxRa g — 1 2 ... D, with
the rank R; much smaller than the mode size I4:
Y =X, xéXg X oo ><§XD. Here, Xy xé X4 is
the contraction of mode 3 of Xz and mode 1 of X 44.
Note that for X; and Xp, Rg = Rp = 1.

3 Tensorizing diffusion models for

purification

As aforementioned, we aim to compress the dif-
fusion models from the perspective of reducing the
parameter size, at least to attain similar performance
of the uncompressed diffusion model on image de-
noising and purification tasks, i.e., using generative
models to remove perturbations in data including
adversarial attacks. Therefore, we propose Tendiff-
Pure which is a convolutional TT denoising diffusion
model.

In each step of a generic diffusion model as in
Egs. (1) and (2), the key backbone is the U-Net
€o(x,t) in the reverse process. Hence, it provides
the potential to compress the diffusion models by re-
ducing the number of parameters of the U-Net. Note
that the U-Net at each step of the reverse process
shares the same parameters. For the U-Net €g(x¢, 1),
we compress it as

€g(xy,t) = ConvITUNet(x;, ). (3)

For ConvTTUNet(x,t), each convolution ker-
nel is parameterized using TT decomposition. In
existing diffusion models, U-Nets often employ 2D
convolution kernels, where each convolutional kernel
is W; € ROxCixKixDi where O; is the number of
output channels, C; is the number of input channels,
K is the first kernel size, and D; is the second kernel
size. In TendiffPure, we decompose these 4t'-order
tensors into the following T'T cores:

W; = U x3 Us x5 Us x3 U, (4)

where U; € RIXOiXRl*i, U, € RRL"'XC"'XRZZ U;s €
RE2:xKix R and U, € RFsixXDPix1 a5 demon-
strated in Fig. 2. This parameterization follows the
standard TT decomposition in Section 2.2, where
Ry, = Rs; = 1. Hence, the space complexity is
reduced from O(N?) to O(NR?).

Fig. 2 Convolution tensor-train kernels of Tendiff-
Pure

Practically, Rp; can equal the number of in-
put channels. Hence, we have parameterization of
U-Nets as

W, = U, x; U, x3 Us, (5)

where U; € ROXC:ixRii 7, ¢ RE1ixKixRa2i and
U3 c RRM ><Di><1.
rameterization, where the convolution kernels are de-
composed into two TT cores, i.e.,

We allow for a more generic pa-

W, = U, x} U, (6)

with U1 c RleixC,;xK,;leﬂ; and U2 c RRMXD”@.
Note that for all three decomposition schemes, the
convolution kernels W; are squeezed to remove the
modes with size 1 for programming. We design these
three decomposition schemes to enable a wider range
of choices of ranks of TT cores, as the performance
of the decomposed model can be sensitive to the
ranks of parameters, and we aim to attain the op-
timal ranks. At the end, each convolution operation
in the convolutional TT U-Nets is defined as

hl :ReLU(Wl *azt)7 hi:ReLU(VVi*hifl), (7)

where “x” represents the convolution.

Building on these convolutional TT U-Nets as
backbones, the proposed TendiffPure is in substance
a convolutional TT denoising diffusion model. We
follow the general architecture of the denoising dif-
fusion probabilistic model (DDPM) to remove the
perturbations, including the adversarial attacks. In-
stead of completing the forward process, we add only
Gaussian noises until step t*, where t* < T, in-
spired by Nie et al. (2022). Hence, we can control
the amount of Gaussian noises added to ensure that



164 Bai et al. / Front Inform Technol Electron Eng 2024 25(1):160-169

the perturbations can be properly removed and that
the semantic information is not destroyed in the de-
noised or purified images. In our case, we use the
search methods to find the optimal ¢*. These search
methods include the commonly applied grid search
and random search for hyperparameter tuning. For
the experiments, we use grid search to seek t* for its
simplicity.

Furthermore, we recognize that low rankness
might be related to the robustness of diffusion mod-
els (Nie et al., 2022). In particular, according to
Theorem 3.2 in DiffPure (Nie et al., 2022), the Iy
distance between the clean data x and the purified
data xg is

[0 — (|2 < |l€all2 + () Cs

¥ exp<2v<t*>>—1\/zd+4@ +alog 9

for continuous-time diffusion models, where the for-
ward and reverse processes are stochastic differential
equations (SDEs), v(t*) is a constant with y(t*) =

fg* %55(187 €, is the adversarial attack or noises,
and the score function sy(x,t) = —ﬁeg(azt,t)
of diffusion models is bounded: |[|sg(x,t)[2 < $Cs
with Cs as a constant. Note that the discrete-
time diffusion model is approximately equivalent to
continuous-time diffusion models when generating
the purified data @y. The only difference between
them is whether ¢ can be a continuous value. Here, d
refers to the dimensionality of . Reducing the rank
of parameters of €y(x,t) can be considered as pro-
jecting x; into a lower-dimensional space and hence
reducing d. Therefore, it is possible that applying
TT parameterization of €g(x¢, t) can lower the ranks
of parameters and in consequence might tighten the
bound to improve the robustness. However, different
TT ranks may have different impacts on the purifi-
cation results, and we aim to investigate them in the
experiments.

4 Experiments
4.1 Experimental settings

4.1.1 Datasets and network architectures

With the purpose of investigating the numer-
ical performance of the proposed TendiffPure, we
implement experiments on three datasets: CIFAR-

10 (Krizhevsky and Hinton, 2009), Fashion-MNIST
(Xiao et al., 2017), and MNIST (LeCun et al., 1998).
After conducting the purification or denoising tasks,
we intend to investigate if the purified images by the
models are close to the clean images enough. Hence,
we harness the pre-trained classifiers ResNet56 and
LeNet, where ResNet56 is for the CIFAR-10 dataset
and LeNet is for the Fashion-MNIST and MNIST
datasets. Then we use them to classify the purified
or denoised images. If the purified or denoised im-
ages can be classified into their original classes by
the classifier, it is quantitatively close enough to the
clean image. Note that for all the diffusion models in
our experiments, we employ the classifier guidance.

4.1.2 Noises and adversarial attacks

We add two different noises, Gaussian noise and
salt and pepper noise (S&P noise), and one ad-
versarial attack, AutoAttack, to each of CIFAR-10,
Fashion-MNIST, and MNIST datasets. The Gaus-
sian noise level is 51, whereas the proportion of S&P
noise added in images is 15%. In terms of the adver-
sarial attack, AutoAttack /5 threat models are com-
monly used (Croce and Hein, 2020). Here we use
the STANDARD version of AutoAttack. It consists
of APGDcg (which does not have random starts),
the targeted version of APGD (APGD™) as the dif-
ference of logit ratio loss handling a model with a
minimum of four classes, the targeted version of the
FAB attack (FABT), and the Square Attack as a
score-based blackbox attack for norm-bounded per-
In practice, the STANDARD version
AutoAttack actually makes stronger attacks (Nie
et al., 2022). For AutoAttack, we evaluate Tendiff-
Pure against the ¢5 threat model with € = 0.5.

turbations.

4.1.3 Baselines

We compare our proposed TendiffPure with two
other diffusion models, DDPM (Ho et al., 2020) and
DDIM (Song JM et al., 2021), which are the core
of nearly all existing diffusion models. Note that
we employ two settings of the diffusion timesteps
for DDPM and DDIM as t* € N (¢t* < T) and
T, and we present the better results between the
two settings. The reason is that we aim to follow
the vital diffusion model for purification, DiffPure,
where the amount of Gaussian noise is carefully cho-
sen to ensure that the noise or adversarial attacks
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in the images can be eliminated and that the label
semantics of the purified images is not destroyed. As
the discrete version of DiffPure is DDPM with the
diffusion timestep t*, we emphasize DDPM as a dis-
crete DiffPure in the experimental results if its per-
formance under setting ¢* is better than that under
T.

4.1.4 Evaluation criteria

1. Quantitative criterion

The quantitative evaluation metrics are the
standard accuracy, which measures the generative
power, and the robust accuracy, which shows both
the generative power and the robustness of purifi-
cation models. To obtain the robust accuracy, the
perturbed and adversarial examples are the input
of purification models. Once the purification mod-
els produce the purified data, these purified data are
classified by the classification models whose output is
the classification accuracy, i.e., the robust accuracy.
To obtain the standard accuracy, it follows the same
procedure as what is for the robust accuracy, except
that the input data of purification models are clean
data without adding noises or adversarial attacks.
For the quantitative results, we run the experiments
multiple times. Then we report the average stan-
dard accuracy and robust accuracy with their error
bars. We use the aforementioned classifiers to test if
TendiffPure is able to sufficiently remove the noises
and adversarial attacks and meanwhile preserve the
label semantics of images with the reduced number
of parameters compared with the baselines.

2. Qualitative criterion

The performance of TendiffPure is also evalu-
ated in the qualitative perspective. Whether as a
human we agree the purified or denoised images by
TendiffPure to be more realistic than those purified
by the baselines is a vital criterion to evaluate the
performance of TendiffPure. Hence, we present the
purified images by TendiffPure. Those generated by
DDPM with t* as discrete DiffPure or 7" as DDPM of
purification are presented, where the images with the
higher quality are selected. Note that we decide not
to present the results generated by DDIM, because
of its incapability of removing the noises and adver-
sarial attacks, even compared with DDPM. This is
indicated in the quantitative results.

4.2 Experimental result analysis
4.2.1 Quantitative result analysis

1. Comparison with baselines

To begin with, we scrutinize the quantitative
performance of TendiffPure compared with those of
the baseline models. As aforementioned, a higher
robust accuracy produced by the pre-trained classi-
fier ResNetb6 or LeNet indicates that the denoised
or purified images are closer to the clean images. Ta-
ble 1 demonstrates that for the CIFAR-10 dataset,
the proposed TendiffPure outperforms the baseline
diffusion models on the Gaussian noise, S&P noise,
and AutoAttack. It also shows that the TT param-
eterization in TendiffPure successfully captures the
multi-dimensional spatial structural information in
images and enhances the performance of diffusion
models in denoising and purification tasks, along
with the reduction of the number of parameters. We
can draw the same conclusions from the results on
the Fashion-MNIST dataset (Table 2). However, for
the results on the MNIST dataset demonstrated in
Table 3, TendiffPure produces the purified images
with the highest quality in terms of the classification
accuracy, except the robust accuracy under Gaus-
sian noises where DDPM (DiffPure) ranks the first.
The possible reason is that tensor decomposition
methods prefer spatially complicated data, whereas
the MNIST dataset contains only handwritten dig-
its with simple spatial information compared with
Fashion-MNIST and CIFAR-10 datasets.

2. Ablation studies

We are interested in the effect of TT ranks, i.e.,
Rgi’s, on the purification or denoising results, be-
cause they can reveal how much compression can
be beneficial to the purification or denoising perfor-
mance of TendiffPure. Tables 4-6 indicate that Ten-
diffPure prefers TT parameterization as in Eq. (5)
with a smaller number of parameters reduced, in
specific, with the compression rates being 44.29%,
22.78%, and 22.78% for CIFAR-10, Fashion-MNIST,
and MNIST respectively, where the compression
rates are computed as the number of parameters of
TendiffPure divided by the number of parameters
of DDPM (DiffPure).
it may not be beneficial to dissect the convolution
kernel in terms of the product of the numbers of in-
put channels and output channels, for purification or
denoising tasks. We observe that the ranges of the

It unveils that in practice,
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Table 1 Purification performance of TendiffPure on CIFAR-10 evaluated by the pre-trained ResNet56 classifier

Robust accuracy (%)

Model Standard accuracy (%)
Gaussian noise Salt and pepper noise AutoAttack
DDPM 93.34 £0.13 93.39 £ 0.34 92.89 £ 0.66 91.31 £0.44
DDIM 54.41 £ 0.39 54.85 + 0.40 37.83 £0.25 44.86 £+ 0.31
TendiffPure (ours) 95.62 + 0.30 95.02 +£0.47 95.65 +0.17 92.45 +0.24

Best results are in bold

Table 2 Purification performance of TendiffPure on Fashion-MNIST evaluated by the pre-trained LeNet
classifier

Robust accuracy (%)

Model Standard accuracy (%)
Gaussian noise Salt and pepper noise AutoAttack
DDPM 93.69 £ 0.15 92.79 £ 0.34 92.38 £ 0.30 90.72 £ 0.39
DDIM 69.60 + 0.24 47.75 £ 0.42 66.65 + 0.37 68.86 + 0.36
TendiffPure (ours) 95.64 + 0.32 93.62 + 0.06 94.82 + 0.36 92.43 + 0.22

Best results are in bold

Table 3 Purification performance of TendiffPure on MNIST evaluated by the pre-trained LeNet classifier

Robust accuracy (%)

Model Standard accuracy (%)
Gaussian noise Salt and pepper noise AutoAttack
DDPM 98.97 + 0.52 98.93 + 0.05 98.03 +0.34 99.27 4+ 0.22
DDIM 81.25 £ 0.30 62.18 £ 0.42 22.30 £ 0.25 83.17 £ 0.41
TendiffPure (ours) 99.27 +0.22 98.68 £+ 0.29 98.70 £ 0.12 99.48 + 0.08

Best results are in bold

Table 4 Ablation studies of TendiffPure on CIFAR-10 evaluated by the pre-trained ResNet56 classifier

Robust accuracy (%)

Rank Standard accuracy (%)

Gaussian noise Salt and pepper noise AutoAttack
(3,3,3) 50.42 + 0.36 50.97 +£0.17 49.56 £+ 0.18 46.01 £+ 0.38
(4,4,4) 67.45 £ 0.08 67.76 £ 0.16 64.60 £ 0.62 57.82+£0.47
(4,3,4) 63.74 £ 0.29 61.51 + 0.61 65.20 £ 0.44 58.33 £ 0.30
(4,4) 93.11 + 0.57 94.04 + 0.32 94.89 + 0.24 92.45 +0.24
(3,3) 92.56 £ 0.66 91.36 £+ 0.37 91.80 £ 0.29 91.31 £0.24
(3,4) 95.62 + 0.30 95.02 +£0.47 95.65 +0.17 91.03 +0.37
(2,3) 91.71 +0.22 91.54 +£0.25 91.36 +0.42 90.02 £+ 0.57
(2) 92.66 £ 0.17 92.99 + 0.38 91.65 £ 0.51 90.87 £+ 0.40

Best results are in bold

Table 5 Ablation studies of TendiffPure on Fashion-MNIST evaluated by the pre-trained LeNet classifier

Robust accuracy (%)

Rank Standard accuracy (%)

Gaussian noise Salt and pepper noise AutoAttack
(3,3,3) 57.99 £0.08 41.34 £0.34 37.78 £0.42 55.71 £ 0.35
(4,4,4) 82.32 £0.61 66.83 £+ 0.44 60.35 £ 0.26 74.20 £0.13
(3,4,3) 81.80 £0.28 79.10 £ 0.35 72.41 £0.36 83.71 £ 0.68
(4,4) 92.50 £ 0.29 92.81 £0.16 92.19 £ 0.39 89.85 £ 0.51
(4,3) 93.08 £0.40 92.72 £ 0.69 91.45 £ 0.67 91.28 £ 0.32
(3,3) 95.39 £0.38 93.62 £+ 0.06 94.82 £ 0.36 92.43 £ 0.22
(3) 93.65 £ 0.34 93.28 £ 0.22 93.02 £0.17 92.37 £ 0.26
(2) 95.64 + 0.32 93.29 £ 0.47 93.03 £0.45 92.04 £0.21

Best results are in bold
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Table 6 Ablation studies of TendiffPure on MNIST evaluated by the pre-trained LeNet classifier

Robust accuracy (%)

Rank Standard accuracy (%)

Gaussian noise Salt and pepper noise AutoAttack
(3,3,3) 90.77 + 0.22 68.51 + 0.08 63.51 + 0.38 91.67+0.14
(4,4,4) 92.83 £0.30 74.75 £ 0.22 71.16 £0.27 91.93 £0.35
(3,4,3) 94.41 £0.14 79.16 £ 0.48 79.21 £0.20 94.17 £ 0.44
(4,4) 97.36 £0.43 91.57 £ 0.30 90.61 £+ 0.43 97.28 £0.29
(3,3) 97.74 £0.28 95.05 £ 0.12 93.75 £ 0.39 97.12 £ 0.26
(4,3) 99.27 + 0.22 98.68 +0.29 98.70 +£ 0.12 99.48 + 0.08
(2,3) 98.94 £ 0.24 98.68 £ 0.15 98.08 £ 0.30 98.78 £ 0.41
(2) 98.24 +0.27 98.34 £+ 0.20 97.38 £0.30 98.86 + 0.41

Best results are in bold

standard accuracy and the robust accuracy among
different TT ranks are larger than the difference be-
tween those of DiffPure and TendiffPure with the op-
timal TT ranks. For all three datasets, TendiffPure
has the lowest standard accuracy and robust accu-
racy at rank (3, 3, 3) according to ablation studies in
Tables 4-6, where TendiffPure performs worse than
DiffPure using either DDPM or DDIM. It is possible
that the effect of T'T parameterization is sensitive to
the TT ranks, which can significantly affect the ro-
bustness of diffusion models. In specific, the lowest
standard accuracy and robust accuracy often occur
at the higher TT ranks, which can be an interesting
finding about the relationship between low rankness
of parameters and robustness of diffusion models.
In conclusion, these findings can pave the way for
our future study on theoretically analysis of how to
decompose convolution kernels using tensor decom-
position or tensor networks to compress U-Nets in
diffusion models properly.

4.2.2 Qualitative result analysis

As for the qualitative performance of Tendiff-
Pure, we present the purified or denoised images
as a subset of the purified or denoised CIFAR-10
dataset on Gaussian noise, S&P noise, and Auto-
Attack. In Fig. 3, TendiffPure generates evidently
more realistic images which are closer to the original
images, i.e., clean images. In specific, DDPM as a
discrete DiffPure even produces an image of a dog
with two heads in the third row and second column
of Fig. 3c. For the case with S&P noise as shown
in Fig. 4, although DDPM (DiffPure) and Tendiff-
Pure both demonstrate their limitations on removal
of noises added on structurally complicated images
such as toads and frogs, TendiffPure still preserves

Fig. 3 Selected purified or denoised images by Ten-
diffPure on the Gaussian noised CIFAR-10 dataset
compared with DDPM (DiffPure): (a) original im-
ages; (b) Gaussian noised; (c) DDPM (DiffPure);
(d) TendiffPure

more structural information with a largely reduced
number of parameters and possesses more robust-
ness. It is consistent with the qualitative perfor-
mance of TendiffPure for AutoAttack perturbed on
the CIFAR-10 dataset. TendiffPure also eliminates
this adversarial attack and generates images with
more realism than DDPM (DiffPure) as in Fig. 5.

5 Conclusions

To enhance the efficacy of diffusion mod-
els in purification, we propose TendiffPure as
a diffusion model with convolutional TT U-Net
backbones. Compared with existing methods,
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Fig. 4 Selected purified or denoised images by Tendiff-
Pure on the CIFAR-10 dataset with salt and pepper
noise compared with DDPM (DiffPure): (a) origi-
nal images; (b) S&P noised; (c) DDPM (DiffPure);
(d) TendiffPure

Fig. 5 Selected purified or denoised images by Ten-
diffPure on the CIFAR-10 dataset with AutoAt-
tack compared with DDPM (DiffPure): (a) origi-
nal images; (b) AutoAttacked; (c) DDPM (DiffPure);
(d) TendiffPure

TendiffPure largely reduces the space complexity,
and is able to analyze spatially complicated infor-
mation in multi-dimensional data such as images.
Our experimental results on CIFAR-10, Fashion-

MNIST, and MNIST for Gaussian and S&P noises
and AutoAttack show that TendiffPure outperforms
existing diffusion models for purification or denoising
tasks, quantitatively and qualitatively.

However, there are still potential limitations of
TendiffPure. At this stage, how the TT ranks affect
the purification or denoising performance is not the-
oretically studied. Hence, other than grid search,
there is no better method to provide an optimal
scheme to decide how to decompose the convolution
kernel in U-Nets as backbones of diffusion models us-
ing TT decomposition or even tensor decomposition
or tensor networks. In the future work, we aim to
theoretically analyze the effect of tensor decomposi-
tion methods on diffusion models for purification.
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