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Abstract: Consensus is one of the fundamental distributed control technologies for collaboration in multi-agent
systems such as collaborative handling in intelligent manufacturing. In this paper, we study the problem of resilient
average consensus for multi-agent systems with misbehaving nodes. To protect consensus value from being influenced
by misbehaving nodes, we address this problem by detecting misbehaviors, mitigating the corresponding adverse
impact, and achieving the resilient average consensus. General types of misbehaviors are considered, including
attacks, accidental faults, and link failures. We characterize the adverse impact of misbehaving nodes in a distributed
manner via two-hop communication information and develop a deterministic detection compensation based consensus
(D-DCC) algorithm with a decaying fault-tolerant error bound. Considering scenarios wherein information sets are
intermittently available due to link failures, a stochastic extension named stochastic detection compensation based
consensus (S-DCC) algorithm is proposed. We prove that D-DCC and S-DCC allow nodes to asymptotically achieve
resilient accurate average consensus and unbiased resilient average consensus in a statistical sense, respectively.
Then, the Wasserstein distance is introduced to analyze the accuracy of S-DCC. Finally, extensive simulations are
conducted to verify the effectiveness of the proposed algorithms.
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1 Introduction

Industrial cyber-physical systems (ICPSs) are
systems tightly integrating computing, network, and
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control technologies, and are broadly applied in mul-
tiple areas such as intelligent manufacturing. Co-
operative tasks in ICPSs, such as collaborative han-
dling in smart factories, could be accomplished by
multi-agent systems through assigning well-designed
subtasks to multiple nodes in a distributed man-
ner. This is an important cooperation paradigm for
ICPSs, especially in dynamic environments. Forma-
tion control is one of the key functions for multi-agent
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systems to accomplish such tasks, where consen-
sus plays a key role in collaboration (Wang et al.,
2014). Consensus aims to achieve global agreements
through exchanges of local information among mul-
tiple agents by predefined consensus protocols. Re-
cently, the security of multi-agent systems has at-
tracted much attention, because these systems usu-
ally run in an open environment and are vulnerable
to attack or failure (He et al., 2013; Ma et al., 2022).
Even minor failures or malicious attacks on consen-
sus will have an unexpected impact on formation
control, thereby affecting the execution of cooper-
ative tasks. Hence, resilient consensus algorithms
have been widely investigated to ensure the security
of distributed multi-agent systems under faults or
malicious attacks.

Against this backdrop, there are a series of
studies focusing on resilient consensus (LeBlanc
et al., 2013). On one hand, a representative kind
of research is studies developed based on mean-
subsequence reduced (MSR) algorithms (Kieckhafer
and Azadmanesh, 1994).
studies is that each agent ignores the extreme states
collected from neighbors, while updating its own
state with the remaining information. Differently,
weighted-mean-subsequence reduced (W-MSR) al-
gorithms (LeBlanc et al., 2013) are developed which
do not remove all extreme states as those in the

The main idea of these

MSR algorithm, but rather adopt a system wherein
each agent discards only the extreme states that are
strictly larger or smaller than their own states. In
addition, Dibaji et al. (2018) proposed a quantized
version of the W-MSR algorithm to deal with asyn-
chronous and time-varying time delays. While the
abovementioned MSR-based algorithms enable the
consensus to be achieved within the range or con-
vex hull of the initial states of normal agents, the
accurate average consensus is difficult to guarantee.
Additionally, the resilient consensus control strate-
gies are investigated. These involve the develop-
ment of resilient controllers for ensuring toleration
in the event of attacked data or agents, thereby
guaranteeing the survivability of the multi-agent sys-
tems under misbehaviors. For example, Ge et al.
(2023) developed a resilient and safe platooning con-
trol strategy for connected automated vehicles under
intermittent denial-of-service (DoS) attacks based
on a heterogeneous and uncertain vehicle longitu-
dinal dynamic model. Xie et al. (2022) proposed

a proportional-integral-observer-based controller to
achieve the desired platooning performance under re-
play attacks. Such resilient studies are also applied
to specific practical scenarios, e.g., the dispatch prob-
lem in a smart grid (Wen et al., 2021). Yang et al.
(2021) tackled the economic dispatch problem of a
smart grid under DoS attacks by leveraging a novel
distributed event-triggered scheme and an improved
multi-agent consensus protocol.

On the other hand, detection-isolation-based
methods are also adopted to achieve resilient con-
sensus. The main idea of such studies is to detect
anomalous agents while the predefined detection cri-
teria are breached and then to isolate the identi-
fied abnormal agents in case they continue to affect
the execution of collaboration tasks. Specifically,
observer-based detection methods are effective for
the detection of abnormal behaviors in the system.
Pasqualetti et al. (2012) proposed an observer-based
method for synchronous consensus in directed net-
works, where networks need to be highly connected
and agents require global knowledge. Zhao et al.
(2018) proposed a mobile-detector-based method,
which exploits mobile agents as observers. This ap-
proach extends the number of tolerable attacks that
are decided by network connectivity. Observer-based
techniques are also used in fault detection for in-
terconnected second-order systems (Shames et al.,
2011). Gentz et al. (2016) investigated the de-
tection and mitigation in randomized gossiping al-
gorithms based on the observation of temporal or
spatial differences in systems of data injection at-
Multiple communication-information-based
approaches, e.g., two-hop information (He et al.,
2013; Yuan and Ishii, 2021; Ramos et al., 2022), also
contribute to detection. Specifically, Ramos et al.
(2022) proposed methods to achieve consensus in
multiple distinct subsets of agents, where each nor-
mal agent crosschecks its state among different sub-
sets. There will be malicious agents among the sub-

tacks.

sets with the same values. Based on majority voting,
Yuan and Ishii (2021) designed a detection scheme
with two-hop information for which the constraint
on the graph structure is less stringent than that
for MSR algorithms. However, the above-mentioned
detection-isolation-based algorithms might mistak-
enly identify faulty agents as malicious ones when
faults occasionally appear, which results in loss
of information and system capacity. Additionally,
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those detection-isolation-based methods cannot re-
move adverse impacts introduced before isolation by
malicious agents. The research into resilient average
consensus (Hadjicostis et al., 2012) considers unre-
liable heterogeneous communication links, but does
not consider misbehaving agents including malicious
and faulty ones.

Therefore, in this paper, we are motivated to de-
sign resilient average consensus algorithms for multi-
agent systems to defend against the adverse impact
on the consensus that is brought by misbehaving
agents, including malicious and faulty ones. To
achieve better performance of resilient average con-
sensus, we adopt the idea of detecting and compen-
sating for the adverse impact of misbehaving agents
with two-hop communication information and pro-
viding tolerance for faulty agents. In this work, we
propose a method to detect misbehaving agents and
estimate the corresponding adverse impact, followed
by a compensation scheme to mitigate or eliminate
the adverse impact. Specifically, the main contribu-
tions are summarized as follows:

1. We investigate the problem of resilient av-
erage consensus under misbehaving agents. Based
on two-hop communication information, we design
detection—isolation—mitigation-based methods to de-
tect and isolate misbehaving agents and compensate
for the detected errors, thereby achieving resilient ac-
curate average consensus and unbiased resilient aver-
age consensus in a statistical sense for deterministic
and stochastic scenarios, respectively.

2. We design a deterministic detection compen-
sation based consensus (D-DCC) algorithm for nor-
mal agents using two-hop communication informa-
tion. We prove that the D-DCC algorithm can de-
tect and compensate for the impact of misbehaving
agents on consensus, thereby achieving resilient av-
erage consensus exactly.

3. We further consider the scenario wherein the
communication links could fail due to accidents. In
this case, we propose a stochastic detection com-
pensation based consensus (S-DCC) algorithm cor-
respondingly. We also prove that S-DCC can achieve
unbiased resilient average consensus in a statistical
sense. Moreover, we analyze the accuracy of S-DCC
by the Wasserstein distance. We present extensive
evaluations to demonstrate the effectiveness of the
proposed methods.

Compared with our conference version (Zheng

et al., 2021), in this work, we have enriched design
details and performance analysis of the resilient con-
sensus algorithm for the deterministic scenario (i.e.,
D-DCC algorithm) with illustrative examples and
discussions. Additionally, for the stochastic scenario,
we have relaxed the requirement that the expectation
of faults should be zero and provided proof of the
resilient consensus performance of the S-DCC algo-
rithm. We have also theoretically analyzed the per-
formance of S-DCC by the Wasserstein distance to
show the accuracy of the S-DCC algorithm. Further,
we have presented in-depth discussions on assump-
tion relaxation and offered more numerical results in
terms of comparisons with related studies.

Notations: R denotes the set of real numbers,
and 1 denotes the vector of all ones with proper di-
mension. Given a matrix M, M7T is its transpose
matrix. Given a set V, |V| is the number of elements
in the set and V/{i} is the set removing ¢ from V.
We let E and D denote expectation and variance op-
erations, respectively.

2 Problem statement
2.1 Network description

In this paper, we consider a multi-agent system,
and its network is modeled by an undirected graph
G=W,E), where V={1,2,..., N} and ECV x V
are the vertex set and edge set, respectively. The
edge (i,7) € £ means that agents ¢ and j can com-
municate mutually. The term N; = {j | (z,5) € £}
represents the set of neighbors for agent ¢. We denote
by Ag = [aij]nxn and L = Dg — Ag the adjacency
matrix and Laplacian matrix, respectively, where
we have that Dg = diag(dy,da,...,dy) and d; =
S, aij. Let dm = max{dy,dy,...,dy}. Without
loss of generality, we denote by Vs = {1,2,...,n} and
Vi ={n+1,n+2,..., N} the set of normal agents
and the set of misbehaving agents, respectively. Note
that we have V,NV, = @ and Vs UV, = V.

2.2 Consensus protocol

The state vector of the system at time k is given
by x(k) = [z1(k), z2(k), ..., zx(k)]T, where z;(k) €
R is the state of agent i. The consensus protocol
aims to drive all items in the state vector to the
same value. Specifically, we say that the consensus
is achieved when limy_, o z;(k) = ¢, Vi € V, where
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the value c is called the consensus value. Particularly,
the average consensus can be reached if it holds that
c = 21]\;1 2;(0)/N. The basic discrete-time linear
average consensus is represented as

z(k+1) = Wa(k), (1)

where the weight matrix W is doubly stochastic.
For each weight w;; in W, we have w;; # 0 when
agents ¢ and j are neighboring. By Eq. (1), the
system will achieve the average consensus exponen-
tially if the undirected graph G is connected. Typi-
cal weight matrices, which can guarantee asymptotic
convergence, include Metropolis weights (Xiao et al.,
2005) and Perron weights, i.e., W = I — vL, where
0 < v < 1/dy,. Under both Metropolis weights and
Perron weights, the weights of agent ¢ (namely, w;;,
Vj € N;) are available to neighbors if the number of
neighbors |A;| and N are known by neighbors.

2.3 Information set and misbehavior model

Information set: As indicated in Eq. (1), agents
will update their states in a distributed manner
based on their own state and those of their adjacent
agents. Such two-hop information (i.e., the state
of an agent and those of the agent’s neighbors) as-
sists in effective detection of misbehaving agents (He
et al., 2013; Zhao et al., 2018; Yuan and Ishii, 2021).
Specifically, the information set of agent ¢ at time k,
¥, (k), is given by

!Pi(k:):{i7wi(k)7xi(k)7si(k—1)7 (5,2 (k=1),j e/\/z-}}

in which the term xg-i) (k — 1) represents the state of
agent j at time k — 1, which will be sent by agent ¢
to its neighbors at time k. The term ¢;(k) indicates
the compensation value injected by normal agents or
the adverse impact brought by misbehaving agents,
which will be discussed in detail later. The binary at-
tack detection indicator m;(k) = 1 or m;(k) = 0 rep-
resents “attack” or “no attack,” respectively, where
the former indicates that the agent ¢ has detected
misbehaving agents among its neighbors. Note that
for normal agents, ¢,(k—1) is allowed to be non-zero
when m; (k) = 1. This implies that the compensation
will be added when a misbehavior is detected. Every
time an information transmission is made, all agents
transmit their own information set ¥;(k) (i € N) to
neighbors. Therefore, each agent can easily obtain

the two-hop information.

Misbehavior model: As for the misbehavior
model, we consider that the misbehaving agents can
be either faulty or malicious. Faulty agents may
cause adverse impacts on the system because of acci-
dental faults, e.g., miscalculations. Malicious agents
aim to disrupt the network functions by manipulat-
ing the information set, but such an agent can send
only the same information to all of its neighbors at
each time slot. This is common, especially when
the network is implemented by broadcast communi-
cation. In the following, we make four assumptions
regarding misbehaviors and misbehaving agents:
Assumption 1 No two misbehaving agents are
adjacent.
Assumption 2 Malicious agents can modify the
information set by changing their own state values
as well as those of neighbors, but will not add any
entries.
Assumption 3
communicate with the agent(s) that is (are) to be
isolated.

A normal agent will no longer

Assumption 4  The subgraph Gy = (Vs, &) is
connected, where & C & denotes the edge set be-
tween the agents in Vs.

Remark 1 Assumption 1 must hold if there
is only one misbehaving agent, and it holds with
high probability when misbehaving agents are very
sparsely distributed in the network (He et al., 2013).
Additionally, it is common to make such an assump-
tion on network connectivity. Note that MSR-based
methods assume that the network is (2F + 1)-robust
for the F-local malicious model and (F + 1, F + 1)-
robust for the F-total malicious model (Kieckhafer
and Azadmanesh, 1994; LeBlanc et al., 2013). These
assumptions present the requirement for network
connectivity among normal agents. Assumption 1
indicates the requirement for connectivity among
misbehaving agents. Nevertheless, we make further
discussion on relaxing Assumption 1 in Section 5,
with detection and compensation solutions for typi-
cal cases.

Remark 2 Assumption 2 specifies the attacker
capabilities. Malicious agents are usually reluctant
to add any entries since they will be detected easily
if normal agents cross-check the data in the two-
hop information set. By Assumption 3, misbehav-
ing agents will be isolated effectively by all normal
agents, which can be achieved especially when there
are mobile agents in the network (Zhao et al., 2018).
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As for the update of the weight matrix after isola-
tion, when an agent decides to cut off communica-
tion with another agent, it will adjust its weight by
transferring the weight of the isolated agent to it-
self. As for the misbehaving agent, it needs to do
a similar adjustment because it will no longer re-
ceive the corresponding information set. In this way,
the weight matrix W will still be doubly stochastic.
Any method of recalculation of the degrees to en-
sure that Wy;, remains a doubly stochastic matrix
is feasible. Note that the abovementioned strategy
requires only local adjustment of the weight matrix
and the information set would constitute a source
of referral for neighbors for ascertaining the recal-
culation of the degrees. Assumption 4 is common
in resilient-consensus-related literature and can al-
ways be satisfied if the number of malicious agents is
below the network robustness threshold (Kieckhafer
and Azadmanesh, 1994).

Deterministic scenario: Consider that misbe-
having agents will cause adverse impacts while nor-
mal agents will add compensation values as a con-
frontation. The state update rule in Eq. (1) can be
reformulated as

x(k+1) = Wa(k) + e(k), (2)

where e(k) = [e1(k),e2(k),...,en(k)]T is the input
vector. The term ¢;(k) is the error input for misbe-
having agent i € Vy,, while €, (k) is the compensation
input for normal agent j € V.

Stochastic scenario: Given the fact that the pos-
sibility for link failure during communication is con-
sidered in the present study, we adopt the under-
standing of link failures as the phenomenon with the
potential for preventing the information set from be-
ing received at each needed time slot. p denotes the
probability of connection between agents; i.e., link
failure occurs with probability 1 — p between each
pair of agents independently. Under scenarios where
communication link failures may occur, the matrix
W will be time-dependent, i.e., W(k). Moreover,
due to link failures, some information sets are not
available to normal agents, which will lead to unde-
tected errors. Without loss of generality, the errors
caused by misbehaving agents could be characterized
as obeying an unknown distribution (Marano et al.,
2009). Misbehaving agent i affects the system (or the
error equals zero) with probability 6; € [0, 1]. We de-
note by X; (k) the random indicator for misbehavior,

ie., X;(k) ~ B(1,0;), where B is the Bernoulli dis-
tribution. Additionally, when misbehaving agents
affect the system, the error inputs Y;(k) (i € Vi)
are added. We reasonably assume that Y;(k) follows
a specific distribution with mean p; and variance
o?. We consider that the probability of Y;(k) = 0
is 0 since misbehaving agents aim to affect the sys-
tem, and X;(k) and Y;(k) are mutually independent.
Hence, we have ¢;(k) = X;(k)Y;(k) for misbehaving
agents in Vy,. Then, it holds that

Elei(k)] = Oips,
Dei(k)] = ;07 + (1 — )07 2 o2,

Nevertheless, €;(k) could be zero and it can obey an
arbitrary distribution because we do not pose any re-
striction on the distributions of X;(k) and Y;(k), and
do not need to know their expectation and variance,
which poses a situation different from the one charac-
terizing the faults. The difference between malicious
agents and faulty agents is that malicious agents will
attack the system continuously, while faulty agents
will cause only accidental disturbances in a limited
period.

2.4 Problem formulation

In this paper, we consider a resilient average
consensus problem in a multi-agent system with mis-
behaving nodes, which include faulty and malicious
ones. Each agent has an initial state that can be ex-
pressed as z;(0),7 € V, and the system updates the
states according to Eq. (2). The goal of this work
is to design a detection and compensation method
to realize resilient average consensus in a distributed
manner. Besides, given that the communication in
distributed multi-agent systems could be unreliable
due to link failures (especially in the wireless com-
munication scenario), the consensus process will be
influenced if the information set is intermittently un-
available. Therefore, we further consider link failures
and aim to solve the following two issues:

1. Resilient accurate average consensus: Con-
sidering deterministic scenarios where the commu-
nication links are reliable, we aim to develop a
misbehavior-resilient algorithm to achieve resilient
accurate average consensus among the agents in
the set after isolation V, for the system under
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misbehaviors, namely

. 1
Jm zi(k) = 57

> w(0), Viev., (3)

€V,

where the term V; is a subset of V containing the
agents that are not isolated.

2. Resilient unbiased average consensus in a
statistical sense: Considering stochastic scenarios
where the communication links between agents are
interrupted randomly, we aim to improve our detec-
tion and compensation algorithm to realize resilient
unbiased average consensus in a statistical sense, i.e.,

E [llggo xi(l)] = ﬁ > wm(0), VieVe. (4)

3 Deterministic detection compensa-
tion based consensus

In this section, we propose a detection algo-
rithm to detect misbehaving agents and then com-
pensate for the negative impact caused by these mis-
behaviors. The underlying design idea is to extract
abnormal behaviors from the redundant informa-
tion in the two-hop information set, so as to detect
and compensate for the adverse impact. Using the
abovementioned detection and compensation meth-
ods, we present the D-DCC algorithm. The design
details and performance analysis are provided in the
following.

3.1 Detection strategies of D-DCC

The first step for each normal agent is to deter-
mine whether there are misbehaving agents in the
neighborhood and to estimate the amount of error
injected by them. Based on the two-hop information
sets, we propose the following two detection strate-
gies. Without loss of generality, we conduct an anal-
ysis in a subsystem composed of misbehaving agent
i and its neighbors j € N; in the following.

Detection strategy I: The normal agent j € N
will detect whether misbehaving agent ¢ modifies
the states of agent j in the information set, which
amounts to checking whether xg-i) (k) = (k) holds.
Note that if a malicious agent ¢ removes the ID and
state of agent j, it can be considered that the corre-
sponding state is changed to zero.

Detection strategy II: The normal agent j will
perform the detection by checking whether the up-

date rule in Eq. (1) is followed for each neighbor-
ing agent i,7 € Nj. Specifically, it checks whether
zi(k+1) = Y en, winty (k) holds.

Concerning the misbehaviors mentioned in Sec-
tion 2.3, these could be detected with the use of
detection strategy I or II or both (see Lemma 2 in
Section 3.3). For misbehaving agent i, it holds that

mi(k+1) =Y wya;(k) +ei(k)
JEN;
= > wyak)+ Y V) +eP k), )
JEN: JEN:

where the terms ez(l) (k) and 61(-2) (k) are the adverse
impacts detected by detection strategies I and II, re-
spectively, and the specific representations are given
as follows:
eV k) = wiy(al (k) =25 (k)),

3

e (k) = mik+1) = Y wyal? (k).
JEN

Note that each neighbor of misbehaving agent ¢ will
detect agent ¢ with the same error by detection strat-
egy II, since misbehaving agents will send the same
information to all neighbors. Hence, ez(-2)(k) is used,
instead of eg@) (k).

Remark 3

gies, all information needed for agent j to detect
agent ¢ can be obtained from its own state z; (k) and
the available two-hop information sets ¥;(k + 1) and
U;(k) from agent i. Note that for all normal neigh-
bors of agent ¢, both detection strategies I and II
will be executed. In addition, by detection strategy
I, each neighbor agent j can check only its own state

xg-l) (k) in the information set.

For the above two detection strate-

3.2 Compensation schemes of D-DCC

To achieve resilient average consensus, the fol-
lowing lemma is given which provides a sufficient
condition for consensus on dynamical systems:
Lemma 1 (He et al., 2019)  Considering sys-
tem (2), the average consensus can be exponentially
achieved if the input vectors are bounded; namely, we
have ||e(k)||oo < ap® for certain parameters a > 0
and p € [0,1) and the sum of the input vectors

satisfies
> eilk) =0. (7)

k=0 i=1
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Obviously, the extra data injected by misbehav-
ing agents will make Eq. (7) unsatisfied; i.e., the
average consensus is affected. From Lemma 1, to
achieve resilient accurate average consensus, we need
to design and add compensation inputs €;(k) for all
normal agents j € Vs to compensate for the impact
of misbehaviors. In this way, Eq. (7) can still be sat-
isfied under misbehaviors. Since the compensation
cannot be completed at once, we introduce an error
compensator n; for each normal agent j to store the
amount of error that needs to be compensated for. At
each time slot, every normal agent j will determine
the compensation input €;(k) from the compensator
n;. Actually, the errors that need to be compensated
for come from three aspects: the errors identified
by detection strategies I and II, and the error intro-
duced by isolation if the misbehaving agent injects
malicious data beyond the tolerance for consensus.
To cope with different situations, we propose three
compensation schemes as follows:

1. Compensation scheme I: When the misbe-
havior of agent ¢ in modifying xg-i) (k) is captured by
detection strategy I, compensation scheme I will be
employed by the normal agent j € N; to compensate
for the impact on consensus. The corresponding er-
ror to be compensated for is determined by

D (k4 1) = —w (2 (k) — 25(k). (8)

2. Compensation scheme II: When the misbe-
having agent ¢ does not follow the update rule in
Eq. (1), the normal neighboring agent j € A can
detect it by detection strategy II. Correspondingly,
the error that needs to be compensated for is 61(2) (k).
Since all |V;| adjacent agents of agent ¢ will detect
the same error, each neighboring agent j € N; will
compensate for the detected error averagely. There-
fore, the compensation value of each normal agent
j € N; is given by

1P (k+1) = —e? (k) /|- (9)

Isolation scheme: Considering that misbehav-
ing agents cause finite errors such as accidental com-
putation errors and actuator errors, compensation
schemes I and II can accurately compensate for them.
However, the malicious agent ¢ could be too ag-
gressive such that the adverse impact caused by it
is severe enough to breach the conditions such as
lle(k)]|loo < apF. As a result, the consensus pro-
cess will be seriously affected and the convergence

may not be achieved according to Lemma 1. In
this case, the misbehaving agent ¢ should be isolated
(i.e., the normal neighboring agents j € N; will cut
off the communication with agent i) to avoid a fu-
ture adverse impact from agent ¢. From Lemma 1,
we design a distributed exponentially decaying er-
ror bound (i.e., ajp¥, j € Vi) as the criterion for
isolation. Let a = N max;cy «; and p = max;cy p;.
Then, we have ||e(k)||o < ap®. Specifically, the nor-
mal agent j € N; can estimate the error of its neigh-
bor ¢ by Eq. (6). If the obtained error is within the
bound, i.e., if |5g(1)(k) + 51(2)(19)| < %, then agent
j can compensate for the error according to com-
pensation schemes I and II. Otherwise, agent ¢ will
be isolated and the following compensation scheme
IIT will be employed to remedy the historical bad
impact from the misbehaving agent i. In this way,
an accurate average consensus with the remaining
agents (after isolation) can be guaranteed.

3. Compensation scheme III: The main idea of
compensation scheme III is to ensure that the sum-
mation of the remaining agents’ states after isolation
is the same as that of the initial states of the remain-
ing agents. In other words, the historical adverse
impact on consensus that is attributable to misbe-
having agent ¢ should be removed. Therefore, each
normal agent j € A; will equally compensate for the
historical adverse impact. The specific compensation
value for isolation is designed as

PO+ 1) = o (wi(k + 1) — 24(0)).

W (10)

Remark 4 The detailed D-DCC algorithm
steps are summarized in the supplementary materi-
als. Note that both normal and misbehaving agents
have the input term £;(k) (i.e., the error or compen-
sation input) in their information sets. If malicious
agents have full knowledge of detection and compen-
sation methods, then they can easily masquerade as
normal ones. To avoid this issue, the attack de-
tection indicator m;(k) in the information set ¥;(k)
could help. A normal agent is allowed to add non-
zero compensation input only when it has detected
misbehaviors in the neighborhood. Then, we adopt
a steady compensation sequence that restricts the
changes of compensation, i.e., |g;(k) —e;(k—1)] <6,
which is reasonable in practice. We also reasonably
assume that malicious agents cannot change the at-
tack detection indicator or have no knowledge of §.



Fang et al. / Front Inform Technol Electron Eng 2024 25(2):182-196 189

With the two abovementioned methods, it will be
easy to distinguish malicious agents with errors and
normal agents with compensation input.

3.3 Performance analysis of D-DCC

The following lemma is given first which demon-
strates the effectiveness of D-DCC:
If Assumptions 1-4 hold, then all mis-
behaviors mentioned in Section 2.3 will be detected
by detection strategies I and II, and some malicious
agents will be isolated.

The proof is omitted. Please see Zheng et al.
(2021). For ease of understanding, we provide an

Lemma 2

example in the supplementary materials to illustrate
the effectiveness of the proposed detection method.
Next, the consensus performance of D-DCC is
analyzed in Theorem 1.
Theorem 1 If Assumptions 1-4 hold, then D-
DCC achieves resilient average consensus among the
agents in the set after isolation V;, i.e., Eq. (3) holds,
where

Vo= {i €V || (k) + P (k)] < ok, V5 € NG}

The proof is omitted. See Zheng et al. (2021).
Remark 5
certain extent to distinguish between ever-present at-
tacks and accidental faults and to provide tolerance
for faults. The parameters a; and p; are designed to

The error bound can be used to a

cover the fault, which depends mainly on the prior
information of faults in the practical system. Note
that a larger «;p; can increase fault tolerance but
slow down convergence. Though the fault tolerance
bound may mistakenly classify malicious agents as
faulty agents if malicious agents inject false data
within the bound, the attack is also restricted to
zero as time goes to infinity, which hardly harms the
CONSENsus process.

4 Stochastic detection compensation
based consensus

4.1 Algorithm design

In this subsection, we further investigate the
resilient average consensus problem against misbe-
haviors while considering the possible link failures
among agents. We assume that the link failure occurs
between any two agents with the same probability p
at each time slot (see Section 2.3). This stochasticity

property brings extra challenges compared with the
problems in the deterministic scenario (see Section
3); i.e., the corresponding information set of neigh-
bors is not available when a link failure occurs. As
a result, not only may state updating be affected,
but also some misbehaviors among relevant agents
will not be detected. First, to handle the effect on
state updating, agent ¢ will adjust its update weight
by transferring the weight of agent j to itself at time
k if link failures between agents ¢ and j occur, i.e.,
w(k)i; = 0,w(k)ii = wi; + w;;. Similarly, agent j
will perform the corresponding weight adjustment.
In this way, W(k) will be doubly stochastic and
state updating would still function normally. Sec-
ond, if link failures occur between misbehaving agent
1 and normal agent j, agent j is not able to detect
the errors of agent i. Such a situation would cause
undetected errors, necessitating further compensa-
tion. To ensure the resilience performance against
misbehaving agents when the information set is ran-
domly unavailable, we propose an S-DCC algorithm
to achieve unbiased resilient average consensus in a
statistical sense. The detailed S-DCC algorithm is
given in the supplementary materials. Specifically,
we further propose compensation scheme IV based
on the estimation of the average detected errors:

Compensation scheme IV: Considering the com-
pensation for the adverse impact of undiscovered
misbehaviors due to unreliable communication links,
the compensation value is designed as

i (k4 1) = gl (k) (k= K" = my(k), (1)
where kfo is the last detection time before agent @
is first detected by agent j as a misbehaving agent,
which is treated as the last time before a misbehavior
occurs. Additionally, we have

el(k) =l D (k) + P (k)/INi,  (12a)

gk)y=" Y elk)/mk)

e (k)en() (k)

(12b)

where m;(k) is the number of times that agent j
detects agent i after time kf O The insight behind
compensation scheme IV is that the average value
of detected errors could characterize the average im-
pact of misbehaving agents over a period of time.
Specifically, the information set with probability p is
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available at each occasion of information transmis-
sion, with which the normal agent j can perform the
detection and compensation for potential errors. To
estimate the average impact of misbehaving agents,
agent j will store the detected error &/ (k) in the set
Q](-i) (k) for agent 4, and then use the average detected
error to compensate for undetected errors.

4.2 Performance analysis

Before analysis of the S-DCC algorithm, we de-

fine several notations. Summing up the compen-
sation input of all neighbors of misbehaving agent
i, the compensation of ¢;(k) is given by Z;(k) =
D ieN; &/ (k), where & (k) is the average of the errors
of misbehaving agent i detected by agent j € MN;.
Note that there could be faulty agents non-isolated
when they appear accidentally and their errors are
within the error bounds. Therefore, we assume that
the misbehaviors of the faulty agent ¢ occur in a pe-
riod from kY to k;, which is reasonable. We denote
by ki*° the isolation time of agent i, and subsets V¢
and V)1 are the sets of faulty and malicious agents,
respectively. The following theorem is provided to
demonstrate the performance of S-DCC:
Theorem 2 If Assumptions 14 are satisfied, then
S-DCC can achieve unbiased resilient average con-
sensus in a statistical sense among the agents in the
set after isolation V;; namely, Vj € V;, we have

E[ lim z;(1)] = ﬁ > 2(0). (13)

l—o0
u€eVr

In addition, the consensus value is bounded, i.e.,

lim (1) — ﬁ 3 xu(O)’ < PVl 14

l—o0 wey, 1- p)|VT|

Proof First, we illustrate that all misbehaving
agents will be detected. For each malicious agent
1, the system is affected with a probability of 6;,
where 0 < 0; < 1. For each normal agent j € N}, it
detects the misbehavior of agent ¢ with probability
p,0 < p < 1. The probability of the event that agent
1 is detected by agent j in no later than time k is

P(k) =1— (1 —pb;)*. (15)

By taking the limit on both sides of Eq. (15), we
have limy,_, oo P(k) = limj (1 — (1 — p#;)*) = 1.
Hence, all misbehaving agents will be detected as
time goes to infinity. Similarly, all malicious agents

will be isolated with a probability of 1 because the
bound ap® = 0 as k — oo.

Second, we prove that average consensus is
achieved. Since G is connected and the remain-
ing misbehaving agents must have normal neigh-
bors, G, will be connected, where G, = (V;,&)
and & (& C &) denotes the edge set between the
agents in V;. Due to the detection and isolation,
we have ||g(k)||c < ap®. When W(k) is time-
dependent, it holds that E[w(k);;] = pw;; if i # 7,
and E[w(k)”] = w;; + (1 — p) ZjEM Wiy . Hence,
E[W (k)] is doubly stochastic (since it is the expected
value of matrices, each matrix satisfies this prop-
erty). Then, we have

IE[ I1 W(k)} = [[EW®)] = 11"/N.  (16)
k=1 k=1

Next, we will prove that

E[lim » a()] = (0.  (17)
JEVr JEV:
First, we have
E[Y (k)]
JjEV
k—1 k-1 k-1
=1"T[EW®)]=0)+1"> " ] E[W®)]e()
=0 1=0 t=Il+1
k—1
=E[Y Y @]+ ;(0).
JEV I=0 jeV

For simplicity, we perform analysis on a subsys-
tem composed of the misbehaving agent i and its
neighbors in A; here. Recall that we set e;(I) =
X;(1)Y;(1) in Section 2.3, where X;(I) and Y;(l) are
independent.

Case 1: Considering a malicious agent ¢, the
expectation of the sum of its error within time & is

k k
E [Z 61-(1)] =E [Z Xi(Yi(1)
=1 =1

Without loss of generality, we consider that
all neighbor agents in A; detect the misbehavior
of agent i at the same time. The expectation of

D jeN; & (k) satisfies

e[ Y 2] =5[ - Y <)

1 ; J 5 g i
JEN; JEN; Ef(k)e.@;)

=E[ei())] = Oipsi-




Fang et al. / Front Inform Technol Electron Eng 2024 25(2):182-196 191

The expectation of the sum of compensation values
from compensation schemes I, II, and IV is

_ koo
El S S @M+

TjEN; 1=1

=E[> X

jEN; i (i)
J 7 (k)€£2;

:E:— EY gg(m} .

JEN;

B W) + 0]

(k) = (k= (k) Y (k)]

JEN;

(19)

Let k + 1 = k!*° for Eq. (10). Therefore, combining
Egs. (10), (18), and (19), we have

k

E|D )+ Y 50)

=1 JEN;

Hence, we have

E | lim Yooz = > w;(0).
jev/{i} jev/{i}
Case 2: Consider that the errors of faulty agent
i occur in a period from £? to k}. The compensation
= jen, (K1° = KIN)E(k), where k° is
the last time of detection before k? and k" is the last

time of detection before k}. Consequently, it holds
that

for agent i is

11
' ==-1.

E[ko k]O] [kl
p

Hence, we have E[k/° — k7] = k0 —

tion and errors are independent, it holds that

k}. Since detec-

B |- 30— KOZR) | = (6 — )

JEN;

Then, we have

lim xj = x;(0

Jim 2; ) 2; 5(0)
With the two abovementioned cases, we have
Eq. (17) for the general set V;. Hence, Eq. (4) holds
and the unbiased resilient average consensus in a sta-
tistical sense among the agents in V; is achieved.

According to the proof of Theorem 1 (see Zheng

et al. (2021)), e(k) satisfies the condition ||e(k)||oc <
ap®. Then, for misbehaving agents, we have

DI

1€ Vm =1

IV lap
1-p)

Hence, inequality (14) is proved.
Remark 6
silient average consensus in a statistical sense. Mean-
while, the expectation of undetected errors is the
same as the mean of detected errors. For faulty
— kf % has the
k} — kY.
Hence, misbehaviors can be unbiasedly compensated

Theorem 2 ensures the unbiased re-

agents, the compensation period kf !
same expectation as that of errors, i.e.,
for in a statistical sense. For normal agents, the
larger attack probability 6; of neighboring misbe-
having agents and detection probability p will re-
duce the number of expected steps for detection. On
one hand, a larger attack probability will improve
the attack capability of malicious agents. On the
other hand, the detection probability based on the
reliable link will be close to 1. Hence, the detection
performance will be improved. Furthermore, it is
not actually necessary for malicious agents to attack
with a constant probability and a certain distribu-
tion. The detection method will be effective as long
as the attack probability is larger than 0, and the
errors may follow a certain attack method. Hence,
to simplify the statement, we assume a constant at-
tack probability and present the attack errors by a
time-invariant probabilistic model.

Next, we analyze the accuracy of the mean-
based compensation scheme IV, i.e., the distance
between the mean-based compensation and actual
errors. The actual errors may consist of multiple
uncertainties. Let Fy,)(z) be the cumulative dis-
tribution function (CDF) of Y;(k). We adopt the
Gaussian mixture model (GMM) to represent the
error variable Y;(k), because any distribution can be
generally modeled by GMM with arbitrary precision.
GMM is defined as a convex combination of N; Gaus-
sian distributions with expectations y; and variances
oy for the integer 1 < < Nj, namely,

N, N,

l — —

)s E ap =1, E ayphy = fhi
=1 =1

where @(+) is the CDF of the standard normal distri-
bution. Since g;(k) = X;(k)Y;(k), the CDF of ¢;(k)
is

GiFYi(k)(x)7 z <0,

(20)
1-06;+ 91Fy1(k)(x), x> 0.

Without loss of generality, we consider that all the
detection numbers m;(k) (j € N;) are the same.
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When the detection number is large enough, the fol-
lowing holds according to the central limit theorem
(Grimmett and Stirzaker, 2020):

gi(k) ~ N (Oipi, 02, /M),

where N (-, ) is the Gaussian distribution and M; =
min,jen;, m;j(ki*°). The CDF of g; is given by

VM;(x —91'/%))'

O¢c.

Fe(z) = gzs(

The close proximity between the statistical dis-
tribution of the error and that of the compensation
value will guarantee not only the close final consen-
sus value but also the stationarity of the consensus
process. The characteristic of proximity of two prob-
ability distributions can be described by the Wasser-
stein distance (Vallender, 1974). The Wasserstein
distance R(P, Q) between the two distributions P
and Q is defined as follows:

R(P,Q) = inf E[d(¢,n)],

where d(-,-) is the function of the metric space and
the mathematical operation inf is taken over all pos-
sible pairs of random variables £ and 1 with distri-
butions P and Q, respectively. In the case of one-
dimensional space with the Euclidean metric, the
Wasserstein distance is calculated by

R(P,Q) = /

— 00

oo

|F(z) - G(z)|dz,

where F(x) and Q(z) are the CDFs of P and Q,
respectively (Vallender, 1974). Hence, we have the
Wasserstein distance between ¢;(k) and g;(k) as

RE0.50) = [ |Fagol@) - P @)ds. (20

— 00

We can use the Wasserstein distance to show the
expectation of the absolute error between the mean-
based compensation and actual errors. The follow-
ing theorem is provided to illustrate the bound of
R(Ei(k)7§i(k)):

Theorem 3 When Y;(k) is modeled by GMM, we
have

R(ei(k), (k) <(1-0)E[| Y]]

N
O,
+ al<9iui—m+7l>a
N
(22)

2
where E[|v;] < M {ﬁal exp (34) + ll -
20(-2)] )

Proof See the supplementary materials.

5 Discussion on assumption relaxation

In this paper, Assumption 1 makes a strong as-
sumption about the connection relationship between
agents; i.e., any two misbehaving agents are not ad-
jacent to each other. This limits the interconnection
between misbehaving agents. Although Assump-
tion 1 is more likely to hold when misbehaving agents
are sparsely distributed compared to normal agents,
it still cannot be ruled out that some misbehaving
agents could be adjacent to each other. In this re-
gard, we discuss the relaxation of Assumption 1 in
this section by analyzing a typical structure wherein
two misbehaving agents are adjacent, followed by the
corresponding detection and compensation strate-
gies. Note that we do not fully solve the problem
of misbehaving agent adjacency, which is worthy of
further research.

A common assumption in related detection
methods is that each pair of neighboring misbehav-
ing agents must have at least one common normal
neighbor (Zhao et al., 2018). Consider the situation
in which two misbehaving agents have common nor-
mal neighbor(s). A representative topology is shown
in Fig. 1. When two malicious agents (agents 2 and
3 in Fig. 1) are neighbors, they do not need to use
detection strategies for each other.
mal agent 1 may not be able to detect whether agent

However, nor-

2 or 3 is abnormal according to the previously pro-
posed detection strategy. This is because as long as
agent 2 forges the information of agent 3 according
to the information set so that it satisfies the update
rule in the eyes of agent 1, it can prevent agent 1

2 (Attacker) 3 (Attacker)

Fig. 1 Typical topology of neighboring misbehaving
agents with common normal neighbors
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from identifying agent 2 as a misbehaving agent ac-
cording to detection strategy II. Agent 3 can perform
similar operations to prevent agent 1 from detecting
it through detection strategy II. In this case, previ-
ous detection strategies may not work well. In other
words, we need a new detection strategy to deal with
it, which is given as follows.

Detection strategy III: Consider a normal agent
7 and two misbehaving agents ¢ and h, where the
three agents are mutually adjacent to each other. To
prevent agent j from detecting malicious agents ¢ and
h, agents 7 and h will collaborate to bypass detection
strategy II by carefully modifying the information
set. Owing to the fact that both malicious agents 4
and h want to bypass detection strategy II in agent
J, the information set of agent i received by agent j
may be different from the part about agent ¢ in the
information set that is sent by agent h to agent j.
This renders the possibility of detection of agents 4
and h by agent j. In essence, agent j detects agent ¢
using the common neighboring agent h. Specifically,
at time k, the normal agent j saves the state values
of all neighbor agents (z(k), h € Nj). At time k+1,
the normal agent j checks whether the states of each
neighboring agent i’s neighbors in the information
set are correct, i.e., whether z,(k) = Igj) (k) holds,
where ¢ € Nj,h € Nj,h € N;. In this way, the
detection can be achieved.

Compensation scheme V: After the detection, it
is necessary to consider the means to compensate for
the error. If the common neighbor h of agents i and
j is normal, then agent h will detect misbehaving
agent ¢ at the same time, and will compensate for
misbehaviors according to compensation scheme 1.
Hence, agent ¢ does not need to add compensation. If
agent h has been marked as a misbehaving agent, it is
necessary to add compensation —w;p, (xgj) (k)—zp(k))
for the error of agent i. If agents ¢ and h have multiple
common normal neighbors (i.e., [Ny N A}, NVs|) and
all normal neighbors can detect and compensate for
misbehaviors, then the compensation value of each
neighbor will be given as follows:

i (k+ 1) = —wi, () (k) — 2n(k)) /NG VNG OV

(23)
Since the main idea of the compensation is the same
as that of compensation scheme I, the theoretical
proof is omitted.

6 Simulation results

In this section, a series of simulations are con-
ducted to illustrate the effectiveness of the proposed
D-DCC and S-DCC algorithms. We consider a multi-
agent system with NV = 10 nodes, where its network
is described by an Erdos—Rényi random graph. Each
edge is generated with a probability of 0.7. The sys-
tem updates states by Eq. (2) with the weight matrix
W designed by Perron weights. All agents’ initial
states are randomly selected from the interval [0, 2].
We set two misbehaving agents in the system, which
are not adjacent. Specifically, agent 1 is malicious
aiming to affect the consensus process spitefully and
agent 5 is a faulty node. Here, the parameters are
set as p; = 0.9, oy =5, Vi € V.

6.1 Resilient consensus under D-DCC

In this subsection, for malicious agent 1 and
faulty agent 5, the adverse impacts injected are given
by €1(k) = 0.5cos k and e5(k) = 0.5 x 0.6%, respec-
tively. Note that these misbehaviors start at time
0. Then, D-DCC is deployed and the state evolution
and extra input of the system are shown in Fig. 2.
From Fig. 2a, it can be seen that accurate average
consensus is achieved with all agents except agent
1. This is because the error of agent 1 exceeds the
predefined decaying error bound and agent 1 is iso-
lated at time 24. The final convergence value (i.e.,
the consensus value) coincides with the average of
the initial states of the agents that are not isolated
(see the blue dotted line in Fig. 2a). For comparison,
we deploy the MSR algorithm adopted in Kieckhafer
and Azadmanesh (1994) and the resilient consensus
algorithm used in Ramos et al. (2022), as shown in
Fig. 2b. Obviously, both existing algorithms fail to
achieve accurate average consensus. The MSR algo-
rithm does not remove the injected adverse impact.
The resilient consensus algorithm in Ramos et al.
(2022) cannot detect agent 5 as misbehaving, be-
cause agent 5 injects only false data but does not
aim at deviating the consensus to a specific value.
Hence, its consensus process will be affected by agent
5, leading to a deviation from the average consensus.
In Fig. 2c, we show the error inputs of agents 1 and
5. Note that agent 5 is not isolated since its error
decays exponentially and is always within the error
bound.

Note that the parameters o; and p; play a key
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Fig. 2 Resilient consensus performance of D-DCC:
(a) state evolution of the system; (b) system state
under different methods; (c) error inputs of agents
1 and 5 and compensation of agent 2 (References to
color refer to the online version of this figure)

role in trading off the fault tolerance and algorithm
convergence. Here, we show the impact of different
parameter selections on system performance. Obvi-
ously, if the values of parameters a;; and p; are too
small, the fault tolerance will be low. Hence, we only
show the impact on the algorithm convergence with

different parameters. Without loss of generality, let
a; be constant and p; change. The results are given
in Fig. 3. The mean state in the figure represents
the average state. It can be seen that the mean state
converges faster as p decreases.

2.0

- Average value

—— Mean state by p=0.9
B

— Mean state by p=0.75
0

—— Mean state by p=0.6
0 10 20 30 40 50
Time step

-
)]

State of nodes
=}

Fig. 3 Convergence of system states with varying p
(References to color refer to the online version of this
figure)

6.2 Resilient consensus under S-DCC

In this subsection, the error input of mali-
cious agent 1 follows a GMM model when an at-
tack is adopted, ie., Fy,((z) = O.SQB(%) +
0.5925(”6\_/%5). In addition, the error input of faulty
agent 5 follows a normal distribution. Here, the at-
tack probability and connection probability are set

to be 81 = 0.8 and p = 0.8, respectively. The per-

formance of resilient consensus under S-DCC is pro-
vided in Fig. 4. Specifically, Fig. 4a demonstrates
that the consensus is achieved with all agents except
agent 1, since agent 1 causes errors continuously and
exceeds the fault-tolerant bound, being isolated at
time 28. Faulty agent 5 misbehaves only during the
first 10 time slots and its error inputs are always
within the fault-tolerant bound. Hence, agent 5 is
not isolated and its errors are compensated for by
neighbors. Here, the true average of the initial states
of non-isolated agents is 0.672, while the similarly
obtained number corresponding to the use of our
methods is 0.693. We accordingly see that the latter
is close to the true one. This is because the final con-
sensus value varies randomly in practice, though the
unbiased average consensus can be achieved theoret-
ically. We also compare the S-DCC algorithm with
the MSR algorithm in Kieckhafer and Azadmanesh
(1994) and the consensus algorithm in Ramos et al.
(2022). From Fig. 4b, we see that the consensus
values of the MSR algorithm and the algorithm in
(2022) are 0.401 and 0.522, respec-
tively. The consensus achieved by S-DCC is more

Ramos et al.
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accurate. In Fig. 4c, we show the error inputs of
agents 1 and 5 and the compensation input of agent
2 under S-DCC.

7 Conclusions

In this work, we have studied the issue of re-
silient average consensus under misbehaving agents.

First, considering scenarios with reliable communi-
cation, we have designed the D-DCC algorithm to
eliminate the adverse impacts introduced by misbe-
haviors. We have proved that the resilient average
consensus can be achieved by D-DCC. Furthermore,
the S-DCC algorithm, as proposed in the present
research, is imbued with the capability to adapt to
scenarios wherein communication link failures may
occur. It has been proved that the unbiased resilient
average consensus in a statistical sense is achieved
by S-DCC, and the absolute error between mean-
based compensation and actual adverse impact has
been analyzed using the Wasserstein distance. Fi-
nally, simulations have been conducted to illustrate
the effectiveness of the proposed algorithms. In the
future, it would be worthy to study the resilient con-
sensus over time-varying and directed networks or
high-dimensional systems. Resilient distributed op-
timization is also an interesting issue that can be
investigated.
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