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Abstract: This paper investigates a privacy-preserving consensus tracking problem for a class of nonstrict-feedback
discrete-time multi-agent systems (MASs). An improved Liu cryptosystem is developed to alleviate the errors
between encryption and decryption on the plaintext, which ensures satisfactory recovery of the plaintext information.
A reinforcement learning (RL) technique is then employed to compensate for unknown dynamics and errors between
true signals and decrypted ones. Based on the backstepping and graph theory, an RL-based privacy-preserving
consensus tracking control strategy is further designed. By virtue of graph theory and Lyapunov stability theory, it

is shown that the consensus tracking errors and all signals in the MAS are ultimately bounded. Finally, simulation

examples are presented for verification of the effectiveness of the control strategy.

Key words: Multi-agent systems; Consensus tracking; Privacy-preserving; Reinforcement learning

https://doi.org/10.1631/FITEE.2300532

1 Introduction

In recent years, consensus control of multi-agent
systems (MASs) has attracted extensive attention in
the control community (Zhang HG et al., 2017; Li
HY et al., 2021; He et al., 2022; Ju et al., 2022; Wen
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and Li, 2022; Yang XD et al., 2022; Li JN et al., 2023;
Zhang XM et al., 2023). This is primarily because
consensus control finds its broad applications in di-
verse areas, as discussed by multiple autonomous ve-
hicles (Shahvali et al., 2018; Peng et al., 2021; Ge
XH et al., 2022, 2023, 2024; Xie et al., 2022), ma-
nipulators (Yu et al., 2019), aerospace engineering
(Sakthivel et al., 2019), mobile robots (Ding et al.,
2020; Ning et al., 2023), and power systems (Li P
et al., 2022). Although MASs provide flexible and
convenient platforms for industry and military ap-
plications, they are vulnerable to sensitive informa-
tion disclosure due to their openness over shared net-
works. Research on privacy protection of MASs is
thus of great significance (Nozari et al., 2017; Gao L
et al., 2019; Kishida, 2019; Ruan et al., 2019; Wang
YQ, 2019; Yin et al., 2020; Fang et al., 2021; Wang
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YQ et al., 2021; Xu et al., 2021; Liang et al., 2022;
Chen et al., 2023).

Many techniques have been developed for pre-
serving privacy in consensus control, such as homo-
morphic encryption (Fang et al., 2021; Wang YQ
et al., 2021; Chen et al., 2023), differential privacy
(Yang ZW et al., 2022), and state decomposition
(Wang YQ, 2019). Specifically, Chen et al. (2023)
addressed a privacy-preserving economic dispatch is-
sue for microgrids by a homomorphically encrypted
consensus strategy. Yan et al. (2021) and Wang AJ
et al. (2022) offered distributed privacy protection
algorithms and consensus-based economic dispatch
strategies, ensuring information security and node
privacy. In Fang et al. (2021), a homomorphic en-
cryption based protocol was generalized for a second-
order system. In Wang YQ et al. (2021), an agent de-
composition strategy was introduced via Paillier en-
cryption, and the security of agents’ initial states was
analyzed. It is worth pointing out that these results
do not consider the impact of privacy-preserving er-
rors in an MAS, and these errors are of paramount
importance in consensus behaviors.

Reinforcement learning (RL) plays a vital role
in consensus control. A common architecture of RL
is a critic-actor form. With the actor—critic ar-
chitecture, state-feedback and output-feedback op-
timal control methods were proposed in Tong et al.
(2018) and Li YM et al. (2020a, 2022) under the
framework of backstepping technique. Li YM et al.
(2020a) investigated an adaptive fuzzy inverse opti-
mal control problem and developed an inverse opti-
mal scheme. To address the issue of adaptive con-
trol of large-scale systems in strict-feedback form,
a feedforward decentralized controller with adap-
tive laws was designed in Tong et al. (2018) us-
ing a state observer with the backstepping design
technique. For strict-feedback systems containing
unknown internal dynamics and immeasurable con-
strained states, an adaptive neural network output-
feedback optimized control algorithm was designed
in Li YM et al. (2022). For the optimal distributed
consensus control of discrete-time MASs with un-
known dynamics, Yang XD et al. (2022) proposed a
data-based distributed control algorithm to enhance
online learning capabilities using policy gradient RL.
For discrete-time MASs with dead zones, an adap-
tive fault-tolerant tracking scheme (Li HY et al.,
2021) was developed by combining the backstepping

technique with an RL algorithm. For the consensus
problem in nonlinear MASs, an off-policy model-free
algorithm based on RL (Wang H and Li, 2022) was
proposed for achieving fully cooperative consensus,
thereby further expanding the scope of the research.
Subsequently, an optimization leader-following con-
sensus control method based on RL (Wen and Li,
2022) was developed for a second-order MAS with
unknown dynamics. To address the consensus prob-
lem of higher-order nonlinear MASs with uncertain-
ties and communication delays, a sliding mode con-
trol design method (Li JN et al., 2023) was developed
based on the principle of sliding mode control and RL
techniques.

In spite of the fruitful results in consensus con-
trol for MASs, there still exist several technical
challenges:

1. It is noteworthy that, although the aforemen-
tioned consensus results (Li HY et al., 2021; Wang H
and Li, 2022; Wen and Li, 2022; Yang XD et al., 2022;
Li JN et al., 2023) are from RL techniques, they fail
to consider privacy leakage risks during information
transmission among agents, where state information
is sensitive in some application scenarios.

2. In Liu DX (2013), the Liu cryptosystem uses
a large number of random sequences to create a ci-
phertext. Actually, although these random numbers
increase data privacy, they lead to a decryption er-
ror between a plaintext and a decrypted plaintext.
There is still a lack of theory for improving decryp-
tion performance. Further technique is thus neces-
sary to mitigate decryption errors arising from ran-
dom numbers.

3. Since there inevitably exist decryption errors
in a cryptosystem, given that the existence of errors
poses a technical challenge for consensus analysis, we
may infer that such errors have an impact on con-
sensus performance. Regrettably, the existing results
(Wang YQ, 2019; Fang et al., 2021; Wang YQ et al.,
2021; Liang et al., 2022) on encryption techniques
lack analysis for decryption errors, let alone elucida-
tions of the means for dealing with these errors.

To fill in these gaps, we propose an RL-based
privacy-preserving consensus tracking control strat-
egy for a nonstrict-feedback discrete MAS. The spe-
cific technical contributions of this paper are sum-
marized below.

1. An improved Liu cryptosystem is proposed
via signal amplification. Signal amplification is for
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reduction of the error between encryption and de-
cryption. Different from the Paillier encryption
algorithm (Gao C et al., 2021; Yang ZW et al., 2022),
an amplification operation is performed on plaintext
before the encryption process in this research, in-
creasing its proportion in the ciphertext. According
to the decryption algorithm, the decrypted plain-
text contains two parts, namely the original plain-
text and a random component. The amplification of
the plaintext results in a reduction in the proportion
of the random component. As a result, the impact
of the error between encryption and decryption on
the plaintext is alleviated, allowing for satisfactory
recovery of the plaintext information.

2. An RL-based privacy-preserving consensus
tracking control strategy is proposed for nonstrict-
feedback discrete-time MASs. With the improved
privacy-preserving mechanism, an RL technology is
introduced. Different from RL methods (Li HY
et al., 2021; Wang H and Li, 2022; Wen and Li,
2022; Yang XD et al., 2022; Li JN et al., 2023), the
strategy safeguards sensitive information to ensure
the privacy of agents’ interaction.  For error sig-
nals generated by the improved privacy-preserving
mechanism, our RL strategy treats them as unknown
terms and compensates them online. This strategy
not only provides effective solutions for protecting
sensitive information but also improves consensus
performance for an MAS.

2 Problem formulation and preliminar-
ies

2.1 Graph theory

A graph is introduced to describe information
flow among agents. A directed graph G = {V, &, A}
is considered, where ¥V = {1,2,---, N} represents a
set of non-empty nodes, £ C VxVis the edge set that
fulfills the condition, and A = [a, ;] € RV *N repre-
sents the connectivity among agents. Edge (j,1) € €
stands for an edge from node j to node i. In A,
aij > 0 if node 7 is able to send information to node
j. Otherwise, a; ; = 0. a;; = 0 denotes the pro-
hibition of self-transmission and self-reception of in-
formation. D = diag{\1, A2, - , Ax}, among which
di = Z;\;l a;,j, is a diagonal matrix. The Laplacian
matrix of G is £L = D — A. The neighbor set of the
ith agent is N; = {j|(j,i) € £}. G = {V,€} is an

augmented graph, where V = {0,1,--- ,N} and £ =
VY x V with 0 being the leader. If node i can receive
the information from the leader, a; o > 0; otherwise,
a;0 = 0. We define B = diag{a1,0, 42,0, "+ ,an,0}-

2.2 Problem formulation

We consider a nonstrict-feedback MAS consist-
ing of one leader and N followers with an n*'-order
form, and the dynamics of the ' follower is

w1k +1) = fi1(Zin; (k) + i1 (&in, (k))7i2(k),
Ti2(k+1) = fi2(Zin,; (k) + gi2(Zin, (k))7i3(k),

Tin; (K1) = fiony (Zin, (k) + Gions (@0, (K) )ui (k)
+wi(k),
yi(k) = ;1 (k),

(1)

z;ii (k) € R is a
state variable with | = 1,2,--- ,n;, &;n, (k) =
[ 1(k), zia(k), -+ 20, (k)T € R™ represents the
state vector, y;(k) € R is the follower’s output,
ui(k) € R is an input signal, f;;(@in,(k)) is an
unknown and smooth function denoting uncertain

where ¢ = 1,2,---,N,

dynamics, g;1(®in,;(k)) is a non-zero function rep-
resenting control gains, and w;(k) denotes external
disturbance, which is unknown but bounded, satis-
fying |w1(k)| < @; with @; > 0.

Remark 1 The distinctive feature of nonstrict
feedback is that the unknown nonlinear functions
fii() and g; () of each subsystem include all state
variables, implying that all state variables exist in
the *"-order differential subsystem of the i** fol-
lower (Sun KK et al., 2021; Sun JL et al., 2022).
Their applications are also widespread, such as ma-
rine surface vessels (Qi et al., 2023), wheeled mobile
robots (Ding et al., 2021), single-link robots (Zhou
et al., 2018), and electromechanical systems (Li YM
et al., 2020b). However, nonstrict-feedback followers
still pose challenges in control law design due to the
occurrence of the algebraic loop problem (Tong et al.,
2016) when applying the existing adaptive backstep-
ping technique. Therefore, it is necessary to develop
new design approaches.

Assumption 1 (Ding et al., 2020, 2021)  The
function g;;(-) is unknown but bounded, satisfying
0 <g;, <19i(@in (k)] < gis, where g, and g,
are unknown positive constants.
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Assumption 2 The topology graph G contains
a spanning tree with the leader being the root node.

We define the consensus tracking error e = y —
(ya®In) between the leader and the followers, where
ya is the leader’s signal, y = [y1,y2, -+ ,yn|T, “®” is
the Kronecker product, and Iy is an N-dimensional
identity vector. If the norm of this error converges
to a small neighborhood around the origin, the MAS
is said to achieve consensus tracking.

In a complex network environment, there exists
a vulnerability for the exchange of sensitive informa-
tion to take place in a way that reaches malicious
eavesdroppers or adversaries, resulting in adverse ef-
fects on the consensus performance. This paper fo-
cuses mainly on addressing the privacy-preserving
consensus tracking issue. Followers perform tracking
control according to the leader’s signal and output
signals from their neighbors. The information trans-
mission process is shown in Fig. 1. The output signal
y; in the MAS and yq from the leader are exposed
to public networks and can be easily intercepted, po-
tentially compromising the tracking consensus. It is
thus necessary to investigate methods for ensuring
the security of the transmission information, such as
ya and y;, thereby guaranteeing a privacy-preserving
consensus.

The control objective of this paper is to develop
an RL-based privacy-preserving control strategy that
enables an MAS to achieve consensus tracking while
ensuring that all signals are ultimately bounded.

For a follower in Eq. (1), a distributed synchro-
nization error for follower 7 is defined as

ein(k) = Y aij(yi(k) —y;(k)

JEN; (2)
+ aio(yi(k) — ya(k)),
and a vector containing all synchronization errors is

denoted as e; = [e11,€21, -+ ,en.1]T. According to
the knowledge related to the graph theory, we obtain

-
&5

Network

Fig. 1 Information transmission process in a multi-
agent system

the relationship between e; and e as follows:

e = (L + B)e=He. (3)

3 Reinforcement learning (RL) based
strategy with a privacy-preserving
method

In this section, an RL-based adaptive consensus
tracking control strategy with a privacy-preserving
method is proposed for a nonstrict-feedback non-
linear discrete-time MAS. This control strategy in-
corporates an improved Liu cryptosystem, critic neu-
ral networks (NNs), and actor NNs. The improved
Liu cryptosystem is used primarily for encryption
and decryption of followers’ information. Critic NNs
use synchronization errors as reward and penalty sig-
nals to design the utility function, while actor NNs
combine Liu decrypted information with the utility
function to design control laws. More details are
presented in the following subsections.

3.1 Improved Liu cryptosystem

One of the common approaches adopted for ad-
dressing the privacy-preserving issue presented in
Section 2.2 is the safeguarding of information via
encrypted transmission. Currently, a series of en-
cryption techniques appear, such as Rivest—Shamir—
Adleman (RSA) (Rivest et al., 1978) and Elgamal
(Elgamal, 1985) algorithms. In this paper, we in-
troduce a cryptosystem called the Liu cryptosystem,
and it holds distinct characteristics compared with
the aforementioned algorithms. Liu cryptosystem
contains a private-key-based algorithm that employs
only private keys during the encryption and decryp-
tion processes without the requirement for a pub-
lic key. In contrast to asymmetric encryption algo-
rithms, which involve the utilization of both pub-
lic and private keys, the Liu cryptosystem adopts a
simpler encryption method while achieving an equiv-
alent level of confidentiality.

Remark 2 Compared with RSA (Reddy et al.,
2023) and homomorphic encryption (Zuo et al., 2021;
Zhang P et al., 2023), the encryption method in this
paper requires only a single key for encryption and
decryption, with simplified key management. This
cryptosystem reduces requirements for data format,
allowing for direct encryption and decryption of di-
verse data, whereas the methods in other studies
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(Gao Cet al., 2021; Yang ZW et al., 2022; Chen et al.,
2023) require data to be converted into integers, un-
avoidably introducing quantization errors. Com-
pared with the traditional Liu cryptosystem (Liu
DX, 2013), the improved method yields the result
that decrypted plaintext is closer to the original one
under identical conditions.

The Liu cryptosystem (Liu DX, 2013) is em-
ployed to encrypt the information exchanged among
the MASs. Its principle is to generate a private
key consisting of four random numbers and share
it with the sender and receiver. Then the sender en-
crypts the plaintext using the private key for trans-
mission, and the receiver decrypts the ciphertext us-
ing the same private key for obtaining the plaintext.
The Liu cryptosystem consists of two parts, namely
the encryption and decryption algorithms. The
block diagram of the Liu cryptosystem is shown in
Fig. 2. In this block diagram, a private key K (M) =
{(q1,51,t1), (g2, 82, t2),- -+, (qnr, Smr,tar) ) is gener-
ated, where ¢; € R, s; € R, and ¢; € R are randomly
generated and shared with the sender and receiver,
1=1,2,--- M, and M € Z. This cryptosystem re-
quires M > 3, g¢; # 0, and qar + sy + tar # 0, and
only one j satisfies t; # 0,1 < j < M — 1. Upon
receiving the private key K (M), the sender uses the
Liu encryption algorithm Enc(K (M), m) to encrypt
the plaintext m, resulting in a series of ciphertext
Cm,m = {c1,¢2,- -+ ,car}, which is transmitted over
the network. At the receiver’s terminal, upon re-
ceiving the ciphertext ¢, as, the Liu decryption al-
gorithm Dec(K (M), ¢y ar) is applied using the pri-
vate key K (M) to obtain the decrypted plaintext 1.
With this transmission process, sensitive messages
over networks are protected.

Based on a commonsense perspective, the Liu
cryptosystem has been designed in a way that uses a
large number of random numbers to create a cipher-
text. According to the results in Liu DX (2013), the
creation of ciphertext is from ¢; = ¢;t;m + s;rp +

"t
&l
K(M;
e as 1 )
C1
m G Network
CM CM

Enc(K(M),m) Dec(K(M).c,,,)

Fig. 2 Block diagram of the Liu cryptosystem

qi(r; — r;—1) in the Liu encryption algorithm. In
the Liu decryption algorithm, 7 = (Zi]\izl(ci -
Ssi)/ai)/T = (0}, (4 + i55)) /T, where T =
Zf\izl ti, and S = ——0. We further obtain
m = m + &, where ¢ = (Ei\ifl %)/T. This
indicates that ¢ determines the decryption perfor-
mance. To elaborate, if the value of m‘is
smaller, the relationship between m and m reveals
that m is closer to m. There exist two methods for
reduction of the value of mig: the first is to de-
crease €, and the second is to amplify the value of

becomes

m. Actually, in the first method, € contains numer-
ous random numbers, and it is difficult to adjust its
size precisely. We prefer the second method and are
going to amplify the value of m for improvement of
the decryption performance.

From the phenomenon and motivation, an im-
proved Liu cryptosystem is proposed. Its main idea
is to increase the magnitude of plaintext and reduce
the magnitude of random terms in ciphertext calcula-
tion, and the action alleviates the impact of random
terms on the error between m and m, resulting in a
better reproducibility of m with privacy protection.
Its process is summarized in Algorithm 1, and its
block diagram is shown in Fig. 3.

Remark 3 As the magnitude of the data is
sufficiently large, it is not necessary to multiply it
by kp, before encryption actually takes place. How-
ever, due to the inability to accurately determine the
magnitude of the data, it is a common practice to
multiply the data by an amplification parameter &,
before performing the encryption operation. From

Algorithm 1 Improved Liu cryptosystem
1: Initialization of parameters M, kp, T'= 0, T1 = 0;
: Plaintext — m
: Amplify the signal ma = kpm
: Generation of the private key K(M): randomly gen-
erate Tn, qn, tn, and sy, n=1,2,--- , M;
5: Encryption(Enc(K (M), ma)): ¢1 = qitima + sirp +
q(r1 —ra-1);
6: 1=2to M —1
ci = qitima+sirp+qi(ri—ri—1), cm = (Qusmtav )Ty,
CM+1 = CM;
7: Decryption(Dec(K (M), Cm o ,01))
8 i=2toM—1
T=T+1;,
S =cym/(gm + sm +ta);
9 i=2toM—-1
Ty =T+ (¢; — Ssi) /i,
s =Ty /T
10: Output 7 = ra /kp

=W N
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Enc(K(M),m) Cu

Cu Dec(K(M),c

)

Fig. 3 Block diagram of the improved Liu cryptosystem

ci = qitima + sirpr + qi(ry —ri-1) and m=m+ ¢
with ¢ = %(Zf\izl BT;—_SS"), the analysis indicates
that the privacy information is the transformation

between random numbers and plaintext.

The gain kj, serves primarily to amplify plain-
text into ma = kpm, and this operation reduces the
— for describing the impact of encryp-

tion and decryption errors. Output information is

value of

encrypted into ciphertext for transmission with &,
being independent of this process. It is broadcasted
to all agents but is not considered encrypted content.
Even if k; leaks, eavesdroppers lacking decryption
algorithms cannot access any of the actual informa-
tion. Thus, the leakage of k, does not exercise a
negative impact on privacy preservation.

3.2 Strategic utility function and critic neural
networks

For a follower in information reception, it is nec-
essary to decrypt an encrypted signal for obtaining
the true value. The distributed synchronization er-
ror e; 1(k) in Eq. (2) is thus represented as é; 1 (k) =
> jen;: @i (Yi(k) =95 (k)) +ai0(yi(k) — ga(k)), where
9:(k) is the decrypted information of follower 4 via
the improved Liu decryption algorithm, and gq4(k) is
the decrypted information of the leader.

According to Li HY et al. (2021) and Bai et al.
(2020b), the utility function is chosen as

Gi(k) = {(1)’

where o is a threshold related to the tolerance of con-

if | 5171(]6) |§ g,
if | €i1(k) [> o,

(4)

sensus tracking performance, and ¢; (k) is a real-time
index depending on the consensus tracking perfor-
mance. With the utility function (4), we consider
the long-term performance of the MAS and define

the long-term strategic utility function as

i (k)=B°Ci(k+1D+B7 ¢ (k+2)0+ - - + B¢ (),
(5)

where (; is a weight satisfying 0 < 3; < 1, p is the
total number of steps, and ¢;(k) represents the cu-
mulative performance index with subsequent steps.

With the critic NNs approximating the long-
term strategic utility function (5), we obtain
pi(k) = (0;‘7¢)TSL¢(I<:) + €ip(k), where 67, =
[0 510500 05 gn ] € RYe s the ideal
weight vector, 7; 4 is the number of NN’s nodes,
Si,¢(k) is the NN basis function vector, and ¢; 4(k)
is the approximate error. From Bai et al. (2020b),
we perceive that [|0} ;| < ;.6 and |e; 4 (k)| < &
with 6; 4 and &; 4 being unknown positive constants.
In the following part related to the design of control
strategy, these properties are covered at each step.

As ¢;(k) is an unknown ideal value, only its
estimated value ¢;(k) = é}:¢(k)Si’¢(k) can be ob-
tained, where 6, 4 is the estimate of 8; 5. F; 4(k) =
Bidi(k) — [q@l(k — 1) — ¢i(k)] represents the Bellman
error. Based on J; 4(k) = $E7 (k) and the method
from Bai et al. (2020b), the derivation of 6; 4(k) can
take as

0;.5(k +1) = 0; 5 (k) — p1,68:Si.6(k) [Bichi (k)

. (6)
— ¢i(k— 1)+ G(k)],

where p;,4 is a positive parameter.

3.3 RlL-based privacy-preserving consensus
tracking control strategy

Similar to transformation technology for a non-
linear discrete system in Ge SS et al. (2003) and Bai
et al. (2020a), for facilitating the strategy design, the
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it follower (1) is transformed as

zi1(k+ni) = fi1(®in, (k)
+9i,1(Zin; (k))2i2(k +ni — 1),
ik +mn; —1) = fio(®in, (k)
+0i,2(Zi,n, (k)
Tip; (K +1) = fin, (@i, (k))
i, (B, (K))ui(k) + @i (k),
yi(k) =x;1(k), i=1,2,--- , N.

)ZEi,g (k—FTLl —2),

(7)

In what follows, an RL-based adaptive consen-

sus tracking control strategy will be given for Eq. (7).

Step 1: From the definition of e;; in Eq. (2)

and the dynamics of the follower, e;1(k + n;) =

>jen; @i Wik + ni) — y;(k + ni)) + aiolyi(k +

n;) — ya(k + n;)). We define e;2(k +n; — 1) =

xi2(k+mn; —1) — a; 2(k), where o 2(k) is the virtual

control law at this step, and will be determined later.
From Eq. (7), we obtain

ei1(k +mn;)
=(di + ai,0)9i,1 (Zim, (k +n; — 1))
. [(fi,l(ji,ni (k+n; — 1))
9i1(Zim; (k+mn; — 1))
~viyi(k 4+ i) + (1 —vi)ya(k + 1)
9i1 (&, (k+n; — 1))
vk + mi) + (L= v)yalk +ny))

(®)

— vy (k+n;) — (1 —vi)ya(k + n,)

+ 041‘72(14/‘) + 61‘72(/6 +n; — 1)} R
where v; = di_:_i;iyo . We denote v;1(k) =
_ fia(@in,; (k4ni—1)) + vy, (k+ni)+(1—v;)ya(k+n;)
9i,1(Zi,n; (k+n;—1)) 9i,1(Zi,n; (k+n;—1))
viy;(k +ni) — (L= vi)ya(k + nq).
According to the results in Section 3.1, for bet-
ter information security, the transmitted signals are

encrypted by the improved Liu encryption algo-

rithm. Upon receiving the ciphertext, the signal is
decrypted using the improved Liu decryption algo-
rithm to obtain the desired message. There exists
the following relationship between the true signal
and the decrypted one:

51(/4) = yz(k) - Qz(k)v (9>
Za(k) = ya(k) — ga(k), (10)

where yq4(k) is the output information of the leader,
2;(k) is the error between the output information

y; of the ith follower and a decrypted information
Ui, and Zq(k) is the error between the leader’s out-
put information yq and the decrypted one gq. In
fact, 2;(k) and Zq(k) are unknown and unpredictable
for follower j. These errors are treated as unknown
variables and are composed into unknown functions.
According to Egs. (9) and (10), 4;,1(k) is rewritten
as

~ Jia(@in, (K +n; — 1))
9i1(Zin, (k+n; — 1))
L il k4 ma) + 2 (k + ni))
9i1(®im; (k +ni — 1))
N (1 —v;)(Ga(k + n;) + 2a(k 4+ n;))
9i 1 (®im, (k +ni — 1))
—vi(§5(k + ni) + 2;(k + ni))
— (U v)Galk + )+ Zalk ).
(11)
Due to ;1(k) being an ideal value, it cannot be
obtained. Using an actor NN to obtain the esti-
mated value 1, 1 (k) = (0;‘)1)TSZ-,1(ZZ-,1(/£)) +eia(k),
where 67, € R7:* is the ideal weight vector, 7,1
is the number of NN’s nodes, S; 1(+) is the NN ba-
sis function vector, ¢;1(k) is the approximate er-
ror, and Z;1(k) = [x”(k +n; — 1), zi2(k +n; —
1), Tin, (K +n; — 1)723'6/\/,- i (k + ni), a(k +

nl)]T Then, error (8) becomes

Vi (k) =

ei1(k+mn;)

= (di + a4,0)9i1(Ti,n, (k +1n; — 1))
= 0107 Sia(Zia (k) 2 (k)
+aip(k) + (07 1) Si1(hia (k)
—(0;1)"Si1(hia(K)) + es2(k +ni — 1)
= v (§5 (ki 25 (k4ni))—(1—v3) (Ga (k)

(12)

+ Zq(k + nz)):| ;

" . T
where h; 1 (k) = [2;1(k), > jen: Ui(k), galk + n;)]
We design the virtual control law

aia(k) = 07, (k)Si1(hia (k) + vig; (k)

+ (1 — ’Ul)@d(k + Tll) (13>

with an adaptive update law

Oi1(k+1)=0;1(ki1) — i1 Sii(hii(kin)
. [éiT,l(ki,l)Si,l(hi,l(km)) + le(k)],

~—
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where p; 1 is a positive parameter, k; 1 = k — n; +
1, 01 1 is the estimate of 67, and ¢i(k) has been
reported in Section 3.2.

Step I (2 <1< mn;—1): We define the I** error
ase(k+ni+1—-10)=a(k+n;+1-1)—a;1(k),
where «; ;(k) is the virtual control law at step [ — 1.

With  the

in Eq. (1), we
i (@in,; (k4ni—1))
9i 1 (®in,; (k+ni—1))
We employ the

dynamics of the follower

similarly denote ;;(k) =
(823 (k)

t i@ Gy~ (k).

NN approximation technique

Yia(k) = (0)"Sii(Zia(k)) + eia(k), where
Z; (k) = [xi,l(k+ni_l)a xio(k+ni—=1), -+, xip, (k+
i = 1, en, 95(k + 1), ga(k +n;)] . From the

signal analysis here, we substitute information
from neighbors and/or the leader with the signals
generated from the improved Liu cryptosystem
instead of the real-time values in Bai et al. (2020b).
This is one of key differences from the results in Bai
et al. (2020b), and it arises owing to the requirement

for privacy preservation. Then, the I*" error yields

eii(k+n;+1-1)
—gzl(_znl(k"’nl_l))[ (0; )T‘Szl( (k))
+ (67, )5S (R (k) + ei,l+1(k +n; —1)
— (07 )" S (hig (k) —ein(k)+ o (k) —aii(k)],
(15)

Where hz7l(k) = [$i71(k), &Eiyz(k}), teey xiJ(k)’ZjENiij (k),
. T

Jak+n:)] ", epr(k+ni—1) =z (k+n; —1) —
@i 41(k) is the (I + 1)t error, and a;41(k) is the
virtual control law at step .

For stabilizing e;;, we design a virtual control
law at this step

aiy1(k) = 05 (k)Sii(hia (k) + cin(k),  (16)
with an adaptive update law
0i1(k +1) =0, (kit) — p1i1Sia(hiy (ki)
08, (ki) St (i (Kia)) + i(K)],
(17)

where (1;; is a positive parameter, k;; = k —n; + [,
and 6 is the estimate of 67 ;.

We define the n' error variable
@, (k). This error

Step n;:
ei,ni(k + 1) = ZTin, (k + 1) —

becomes

€in; (k + 1)

=9i,n; wz nl

fisni @i, (K))
ooy
__ina(k) o 8

G, (Tin, (k) + i, 71(k)> (18)

(k) = s, (K)] + k),

where «; p, (k) is the virtual control law at step n; —1.

We denote an unknown function

— iy (®in, (k) ai,n, (k) )
w17n1(k> T iy (@i, (k) + Ging @in, () QXi,n, (k)v
and an actor NN is employed to approx-
imate this unknown function ;. (k) =

(Oj,nl)Tsl,m(Zl,m(k)) + Ei,ni(k)7 where Zi,ni (k) =
[%‘,1(]?), Ii,Q(k), oy Ting (k). Zjej\fi 9j (k),ga(k  +
T
Then the final control law is designed:

nq

ui(k) = — 5i,1éi,1(k) - Z 5i,l€i,l(k)
1= (19)

+ 07, (k)Sin, (Rini (k) + i, (),
with an adaptive update law

- /’I’i7nisiyni (h'lﬂh (km))

(20)
where ¢;; is a control gain, p;,, is a positive pa-
rameter, k,, = k, 0, ,, is the estimate of 0;,,, and
hi,m (k) = Zz,m (k)

The block diagram of the overall MAS is shown
in Fig. 4, where the output signals of the leader and
followers are connected through a directed commu-
nication topology, and the strategy is constructed
with the use of privacy-preserving information re-
ceived from neighboring followers. In the MAS, the

01 n,(k + 1) 01 Pz (kn1)

(05

encryption and decryption processes are for trans-
mission information, critic NNs use synchronization
errors as a reward and punishment for a utility func-
tion, and actor NNs use approximation of a utility
function for w; recursively. The diagram of the pro-
posed strategy for the i*? follower is shown in Fig. 5.
Remark 4 The dynamics of the i*® follower (1)
comprises n; subsystems.
sue in selecting virtual control laws «;a(k) =
—[fi1( @i, (k))ya(k+1)]/gi,1 (@i, (k) and o 3 (k)=
—[fi2(®im, (k) = vi2(k+1)]/gi2(Zin, (k) for stabi-
lization. While «; 2(k) stabilizes the first subsystem,
a; 3(k) stabilizes the second subsystem. However,
a;2(k + 1) represents a future virtual control law

There exists an is-
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Ya
Leader —» —>

Network

Improved
Liu cryptosystem |

Fig. 5 Block diagram of the itP follower
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that is not yet available, and «; 3(k) is infeasible. To
address this issue, the dynamics of the i*" follower
is transformed into a specific form of Eq. (7). The
transformation allows us to treat the original fol-
lower as a one-step predictor, transforming it into an
equivalent maximum n;-step predictor. Thereafter,
a; 3(k), as well as the virtual control signals arising
in pursuance, becomes feasible. More details can be
found in Ge SS et al. (2003).

Remark 5
cryptosystem is introduced, which encrypts the in-

In our strategy, an improved Liu

formation transmitted among agents and preserves
privacy. The differences between our strategy and
the one based on the existing RL method in Bai
et al. (2020b) can be stated from the points of view
of the following three perspectives: the construction
of the utility function, the analysis of error dynamics,
and the design of control laws. The control strategy
based on the existing RL method uses real informa-
tion, while our strategy employs decrypted informa-

tion for privacy preservation.

4 Stability analysis

Here, the stability is analyzed. The main results
are summarized in the following theorem:
Theorem 1 For a nonstrict-feedback non-
linear MAS with the leader and followers (1) un-
der Assumption 1, the RL-based adaptive consensus
tracking control strategy with a privacy-preserving
method consists of the virtual control laws (13) and
(16), the parameter update laws (6), (14), (17), and
(20), and the control law (19). If the design param-
eters satisfy 0 < 8; < 1, 0 < pie < 1/(B27i4),
0 < wiy < 1/7:, and &, > 0, the RL-based con-
trol strategy with the privacy-preserving method en-
sures that all signals in the closed-loop system are
ultimately bounded and that the consensus tracking
error of the MAS achieves consensus tracking.
Proof  Substituting Egs. (13), (16), and (19) into
Egs. (12), (15), and (18) at instant k+1, respectively,
we have the following error dynamics:

61'71(]{} + 1)
=(d; + a;,0)9i,1(Zin, (k)) { - H;ljl(ki,l)si,l(zi,l(ki,1>)
+ 0;1:1(ki,l)si,l(hi,l(ki,l)) —¢ei1(kin)

+eia(k) — égl(ki,l)si,l(hi,l(ki,l))} ,
(21)

ei,l(k + 1)
=9i1(Zin, (k)| — 021(ki1)Sii(Zii(kiy))
(22)
—eia(kig) + 07 (ki) Sii (Bu(kiy)

= 67, (k)Sia (B (ki) + eqa (k)]

ei,ni(k""l) gzn ; nz { 1n1 Sin,; an(k))
— €in; (k) — Z Ei,lei,l} + w;(k),

=1

(23)

where 91')1(/6) = 0171(]6) — 0;1, 0171(16) = 9 ( ) 0:l7
and 0;,,, (k) = 0y, (k) — 07, .

Consider a Lyapunov function as follows:
V(k) = Vi(k) + Va(k), (24)

where Vi(k) = “sle? (k) + Y175 “ete? (k) +
We,n; w TL,,*l
ni+§ezz,ni(k)7 ‘/2(k) = Zl 1 Mle e=0 O;l:l(kl +
€)0;1(k + € + %0%( )0i.5(k) + 6wy 05, (k —
2
1)S; (k= 1),
With Young’s inequality and the inequality 0 <
S51()8:1(-) < ~iy from the property in the radial
basis function (RBF) NN, we obtain

we > 0, wg; >0, and we; > 0.

—9;551',1 (Zi (k1)) +0;flS¢,z (i (k1)) <071+,

(25)

wherel =1,2,--- ,n; — 1.

By Eq. (21) and inequality (25) and the Cauchy—
Schwarz inequality (x1 + x2 + - + xn)? < n(xi +
X3+ +x2), where X, € R, m = 1,2,
deduce the forward difference of V; (k) as

, N, We

A Vi (k)

~ 2
<(di + ai,0)*we, 191 (921(7%,1)51',1(7?‘1',1(km)))
Hditai o) we19; 1659 (k) Hditai0) we 107 185 1

_ A We,1
Hdi+ai o) we,19; 1 (07 1+7i0)°— Z e (k)
nifl ~ 2
+ 3 weagi (67 (ki) Sia(hia (ki)
=2
’I’Li—l ’I’Li—l
+ Z we,lgiz,lezg,l—&-l(k) + Z We,lgiz,lf_?,l
=2 =2
’I’Li—l ni,—l w
o = y
+ Z we,lgiz,l(oz?,l +7i0)* — Z eg,l(k)

=2 =2
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+ We,n; g?nl (ész (K, )Si,ni (hi,m (kn, ))) i

nq
9

-2 2
+ We,n; Gin, Cii€in —
=1

W, .

_2 2 P
+ We,n; Gim,Ein; T Wen;, @j -
(26)

From Egs. (14), (17), and (20), combining the
Cauchy—Schwarz inequality and the inequality 0 <
S54()8i(-) < i, the forward difference of Va(k)
is obtained as

A Va(k)

< - Z wo (11,175, (07, (kt) Sia (Bi g (k)
=1

i) = Y woa (B ()S:a ik
=1

3 2, (é;{¢(k)si,¢(k))2

=1
+ Z 2we 1 (%éf’l + g+ %@2@)2

=1
= woll = p1i.68270) (Bidi(k) = dilh = 1)
+ g(k))2 + 6 (07 (k — 1)Sio(k - 1))2+3w¢
¥ 2ug@ 4+ 8 (02 4 )~ wol®?

~ 2 ~ 2
(82, (0)Sis(k) "+ 6o (82, (k) Sis (B))

— 605 (87, (k= 1)Si.0(k - 1))2.
(27)
From inequalities (26) and (27), by selecting the
parameters p;; and u; ¢ satisfying 0 < p;; < 1/7;,
and 0 < 15,4 < 1/(8%7i,4) respectively, we have

AV (k)
ni72
We,l+1 2 2 —2 1\ 2
S—Z<—4 ~We,n; Jin, Citp1 —We i iy ) €5.141(K)
I=1
We,1 2 2 ) 2 (We,m
—(—= —wen, g7, ¢q)ei (k) ———=
( 4 57"1,91,111 1,1 z,l( ) ’I’L+3

2 2 _2 2
— Wen;9in;Cing — We,mflgi,nﬁl)ei,ni

- (“‘i’ﬁf - i 2w, — 6‘%) (éiT,¢(k)Sz’,¢(k))2
=1

nq ~ 2
> (woa—weag?) (08, 0ki.) Sialhia (ki) ) +D,
=1
(28)

_ N

where D = Y, 2‘”971(%91'2,1 + v + %quﬁ) +
_ 2

3wy + %w¢(2 + ﬁ§)<02¢ + 'ymb) + Wen, @2 +

n;—1 ~2 (P2 2 2 —9 2
Yoty wegi (07, +via)? + (di + ai0)°we 971871 +
2 —3 (A2 2 n; —2" 2
(di +@i,0)°we, 151 (071 +%i)? + D120 We 193187
We choose parameters such as 2eitl >
P 1
_9 w9 -9 _ . We,n;
We,ni Gin; Ciagr T Wetdip L= 1,2, 5m; _22’ e
—2 w2 —2 2
WeniTim; Cim; +Weni—10; n,—1, Wo B > D11 2we 1 +
2 we, —o 2 .
6wy, Wo, > Weifpy, 55 > Wen,Gin, Ci1- It is con-
cluded that AV (k) < 0 as long as |e;+1(k)| >
e ltl 72D ) — (l = 1,2, ,n; —
\/ T Wen;Yin, G141 Wel9iy
VD
2)7 |el,ﬂ1(k)| > We,n; 2 2 — ’
\/ ni¥3  WeniJin; Cin, ~Wen; =195 n;—1
VD 5T
lei,1 (k)| > 10; 5 (k)Si6(k)| >

We,1 _o o2 )
\/ T WenY9in,;Cin

VD d |6F (k) S: (it (k

T o Ad 105 (k) Sii(hii (k)| >
VD — e
= JA=1,2, , M.

Now we are going to present the bound for con-
sensus tracking error in the MAS. From the stabil-
ity analysis, e; 1(k) converges to VD

7‘*)6’"1:-‘71'2,7@1‘512,,1 .
According to Eq. (3) and Assumption 2, we obtain
e = " 'e; (Zhang HG et al., 2017). Then, the

norm of the output consensus tracking error | el
N /b .
converges to \/Zi_l T — /Um1n(7't)7
-

~We,n; Jin,; Ci1
where omin(#H) is the minimum singular value of H.
The errors in the MAS as well as other signals in
the closed-loop system are ultimately bounded. The
proof is completed.

We, 1

The guideline for the selection of parameters
in the RL-based control strategy with a privacy-
preserving method is given as follows:

1. Select parameters0 < 0 < 1,0 < ; < 1, and
0 < iy < 1/(B27i,4). Determine the utility func-
tion (4), the long-term policy utility function (5),
and the update law 8; 4 (k).

2. Choose the parameter 0 < p;; < 1/7;; and
determine the virtual control laws «; (k) with up-
date laws for 0;;(k) (I =1,2,--- ,n;).

3. By selecting control parameters ¢;; > 0 (I =
1,2, ,n;) and 0 < pyn; < 1/7in,, the control law
u;(k) with an update law for 6, ,,, (k) is determined.

5 Simulation examples

To demonstrate the feasibility of the theoretical
claims, two simulation examples are given. In this
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section, the two MASs both consist of one leader and
four followers, and there exists the risk of privacy dis-
closure over communication topology. Fig. 6 shows
the communication topology.

Fig. 6 Communication graph in Examples 1 and 2

Example 1 Consider the four followers in

Eq. (1):

ik +1)=
( +1)= fz2(w12(/€))+9i,2(53i,2(k))u

fin(®i2(k)) + gin(®i2(k))zi2(k),
i(k)Hooi(k),

(29)

where fi,l(ii)Q(k)) = —LEi’l(k‘) A T,
fi,Q(ji)Q(k)) = [ — xi)Q(k) + 31(04

m(k))exp(%)] AT, gia(@ia(k))
4:177,2(](:) )]

(k) [0.019(1.5+0. 0127 ,(k)) exp (5 EREmpy (o
gl g(ﬂcZ o(k)) = 4.1(1.001 + sin (z; 1 (k)zi2(k))) A
w; (k) = 0.05cos (0.05k) cos (x;,1(k)), and AT is the
sampling time.

The reference signal is given by yq =
0.006 sin(7t/8+-0.67t/38)+0.0365. The centers of the
RBF NN for ¢;(k), ¥;1(k), and ¢; 2(k) are uniformly
spaced in [—2x2] x [-2x2] x [-2x2] with width =
V2. The index threshold is chosen as o = 0.0002.
The initial state values are x1 1(0) = 0.09, 221(0) =
0095, 2173,1(0) = 0.12, Xrq 1(0) = 01 xi)Q(O) = 05,

6;.5(0) = [0.003,0.003, - 0003]50 s 0i1(0) =
[0.0003,0.0003, - - 00003]50 , and 0;5(0) =
[0.0003,0.0003, - - - ,0.0003] ., Other control pa-

rameters are §; = 0.00001, p; 4 = 0.02, ;1 = 0.5,
Hi2 = 0.2, éi71 = 120, and éi72 =0.2.

Due to the sensitivity of the output information
from both leaders and followers, it is necessary to
encrypt this information before communication in-
teraction among agents. The simulation results are
displayed in Figs. 7-11. The curves of the leader and
followers are plotted in Fig. 7. The control inputs

0.12
| — Y
\ ——
0.10 ~
A oy
n - -
A
W
L, 0080,
E W
2 W
0.06 '\
Wit
A\
AN
0.04 M
0.02 L L L
0 50 100 150 200

t(s)

Fig. 7 y; (1=1,2,3,4) and yq in Example 1

4

2k 2

Value

50 100 150 200
t(s)

Fig. 8 Control inputs in Example 1

are plotted in Fig. 8. In Fig. 9, the output informa-
tion of follower 4 is presented, which is similar with
ciphertext after being decrypted by the improved
Liu decryption algorithm, and the encrypted infor-
mation during the transmission process is also pro-
vided. From Fig. 10, we observe that the decryption
error associated with our improved Liu cryptosys-
tem is smaller than that arising pursuant to using
the algorithm from Liu DX (2013). For an intuitive
comparison, we take the leader as an example. As
seen from Fig. 11, the amplified plaintext is able to
better restore the truth value after decryption.

Example 2

another example.

Marine surface vessels are taken as

The details of Example 2 are provided in the
supplementary materials.

6 Conclusions

An RL-based privacy-preserving consensus
tracking control strategy with improved Liu
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Fig. 9 information and ciphertext of
follower 4 in Example 1
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Fig. 10 Comparison of follower 4’s decryption errors
with different methods in Example 1
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0.081 B [ 7, by Liu DX (2013)
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Fig. 11 Comparison of decryption signals of the leader
with different methods in Example 1

cryptosystem has been proposed for a nonstrict-
feedback discrete-time MAS. We observe that the
improved Liu cryptosystem encrypts the informa-
tion transmitted among agents and thus effectively
prevents the possibility of intrusion of external infor-
mation. With the help of a Lyapunov function, the

proposed control strategy has guaranteed that all
signals are ultimately bounded and that the output
consensus errors of the MAS converge to a neighbor-
hood around the origin. This control strategy is only
for nonstrict-feedback MASs, and it is not applicable
to non-affine ones (Wang SB, 2022), MASs with state
(Liu L et al., 2022), output constraints (Liu L et al.,
2021; Lin et al., 2022), or input saturation (Zhang
JX et al., 2021). Therefore, our further work will
focus on general MASs with both state and output
constraints, concomitant with fulfilling the priority
of privacy preservation.
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