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Abstract: Joint Photographic Experts Group (JPEG) format is extensively used for images in many practical applications due to 
its excellent compression ratio and satisfactory image quality. Considering compelling concerns about the invasion of privacy, 
this paper proposes an effective reversible data hiding scheme for encrypted JPEG bitstreams, to provide security and privacy for 
both secret messages and valuable carriers. First, a format-compatibility and file size preserving encryption algorithm is applied 
to encipher the plaintext JPEG image into a noise-like version. Then, we present an effective reversible data hiding scheme in 
encrypted JPEG bitstreams using adaptive RZL rotation, where the secret messages are concealed with the sequence of RZL 
pairs. When the authorized user receives the marked encrypted JPEG bitstreams, the error-free extraction of secret messages and 
the lossless recovery of the original plaintext JPEG image can be accomplished separately. Extensive experiments are conducted 
to show that, compared to some state-of-the-art schemes, the proposed scheme has a superior performance in terms of embedding 
capacity, while keeping file size preservation and format compatibility.
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1  Introduction

Digital image encryption (Pareek et al., 2006; Xie 

et al., 2017; Zhang LY et al., 2018; Chuman et al., 

2019; Hua et al., 2019) is a technique that has been 
designed to encrypt a plaintext image into an encrypted 
version, from which no meaningful information is 
revealed. In this way, the security and privacy of the 
plaintext image are guaranteed so that the encrypted 
images can be uploaded onto a cloud storage server 
without worry. Different from image encryption, re‐
versible data hiding (RDH) is a technique to imper‐
ceptibly embed secret messages into a plaintext image. 
Correspondingly, the plaintext image can be losslessly 
restored after removing the hidden secret messages 
from the stego-image. Existing RDH schemes can be 
classified roughly into five categories: lossless com‐
pression (Ni et al., 2006; Zhang WM et al., 2013; Qin 
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and Hu, 2016), difference expansion (Tian, 2003; Wang 
et al., 2017; Su et al., 2019), prediction error expansion 
(Ou et al., 2013; He WG et al., 2018; Bai et al., 2021), 
histogram shifting (HS) (Li et al., 2013; Ying et al., 
2019; Peng et al., 2020), and information encoding 
(Chang CC et al., 2018, 2019; Chang CC and Li, 2019). 
Due to the reversible property, the RDH scheme is used 
extensively in practical applications, e.g., military com‐
munication and medical diagnoses.

RDH schemes are able to ensure the confidenti‐
ality of secret messages and have the property of re‐
versibility. However, they are poor in terms of ensur‐
ing the security of plaintext images. Therefore, many 
researchers are interested in developing RDH technique 
for encrypted images (RDHEI). Generally speaking, 
an RDHEI scheme consists of three parties, the im‐
age owner, data hider, and authorized user. The image 
owner first enciphers a plaintext image into an en‐
crypted version and transmits it to the data hider, and 
then the data hider hides messages within it. From 
the authorized user side, the hidden messages can 
be extracted error-free, the plaintext image can be re‐
covered completely, or both. To the best of our knowl‐
edge, most RDHEI schemes are designed to work for 
uncompressed images and can be separated into the 
following categories: vacating room before encryption 
(Ma et al., 2013; Puteaux and Puech, 2018; Qiu et al., 
2020), vacating room after encryption (Zhang XP, 2012; 
Wu et al., 2019), and vacating room by specific en‐
cryption (Xiao et al., 2017; Qin et al., 2018; Yi et al., 
2018; Huang DL and Wang, 2020; Mohammadi et al., 
2020; Qi et al., 2023; Su and Chang, 2023; Zhou et al., 
2023). Such schemes provide a considerable embed‐
ding rate, with a value of an approximately equal to 
or higher than 1.0 bpp.

Meanwhile, images in compressed format are de‐
sired in many applications to save transmission time 
and reduce bandwidth and storage costs. Among those, 
Joint Photographic Experts Group (JPEG) (Rabbani and 
Joshi, 2002; Huang FJ et al., 2015; He JH et al., 2018, 
2020) is one of the most commonly used formats of 
lossy compression for digital images since it provides 
a considerable compression ratio and a satisfactory image 
quality. More recently, research has been undertaken on 
how to enhance the embedding capacity in encrypted 
JPEG images (Qian et al., 2014, 2018, 2019; Chang JC 
et al., 2017; He JH et al., 2019; Puteaux et al., 2021; Hua 

et al., 2023; Yuan et al., 2023). Further details of these 
schemes will be introduced and analyzed in Section 2.2.

In this paper, we present a high capacity RDH 
scheme in encrypted JPEG bitstreams to address the 
concerns about privacy information protection. The 
contributions and novelties of this paper are summa‐
rized as follows:

1. We propose an effective RDH scheme in en‐
crypted JPEG bitstreams based on RZL (run size of 
zeros/level of a non-zero alternating current (AC) coef‐
ficient) rotation. First, an effective encryption algorithm 
is exploited to encipher JPEG bitstreams while keep‐
ing format compatibility and file size preservation well. 
Then, RZL pairs from a discrete cosine transform (DCT) 
block are parsed from received JPEG bitstreams and form 
an ordered sequence. Next, we construct a one-to-one 
mapping relationship between the secret messages and 
the ordered sequence, so that the secret messages can 
be simply embedded into the sequence of RZL pairs, 
rather than into the RZL pairs themselves. Experi‐
mental results show that the proposed scheme has a 
good embedding capacity with the features of file size 
preservation and format compatibility.

2. The proposed RDH scheme in the encrypted 
JPEG domain offers a satisfactory embedding capacity 
with file size preservation and format compatibility 
compared with other related works. Additionally, data 
extraction and JPEG image recovery are separable 
and reversible.

3. We conduct a more comprehensive evaluation, 
which shows that our proposed scheme provides a con‐
siderable security level and a lower computational 
complexity.

2  Related works

In this section, the simplified syntax of the base‐
line JPEG is briefly stated (International Telecommu‐
nication Union, 1992). Its framework is shown in Fig. 1, 
and the main terms used in this paper are listed in 
Table 1.

2.1  JPEG bitstream parsing

In the JPEG encoder, an image with the dimen‐
sions of H×W is first divided into L non-overlapping 
8×8 blocks, where L=hw, h=H/8, and w=W/8. Then, each 
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image block is converted into a set of DCT coefficients 
which are further quantized as quantized DCT coefficients. 
Next, all quantized DCT coefficients in a block are 
encoded as an ECS, and ECSs of those L blocks are 
sequentially cascaded as the entropy encoded data. 
Finally, the SOI, JH, entropy encoded data, and EOI 
are combined to form a JPEG bitstream JS, as shown 
in Fig. 1. Therefore, JS can be represented as

JS = { }SOI, JH, ECS1, ECS2, …, ECSL, EOI . (1)

Moreover, as can be seen from Fig. 1, each ECS 
contains a DCC, multiple ACCs, and an EOB. Each 
DCC consists of a DCH and a DCA, and each ACC 
consists of an ACH and an ACA. To summarize, the 
ECS in the lth block can be represented by

ECSl ={ }DCCl, ACC l
1, ACC l

2, …, ACC l
Kl

, EOB

={[ DCHl, DCAl ] , [ ACH l
1, ACA l

1 ] , 

}[ ACH l
2, ACA l

2 ] , …, [ ACH l
Kl

, ACA l
Kl

] , EOB ,

(2)

where Kl is the number of ACCs in the lth block (l=
1, 2, …, L).

2.2  Scheme review and analysis

In the last decade, many schemes have been de‐
veloped to achieve a good embedding capacity and 
secure privacy protection. It is also desired that these 
schemes (Qian et al., 2014, 2018, 2019; Chang JC 
et al., 2017; He JH et al., 2019; Puteaux et al., 2021; 
Hua et al., 2023; Yuan et al., 2023) can always ensure 
both format compatibility and file size preservation 
even when a legal operation is conducted, such as en‐
cryption or steganography.

As far as we known, Qian et al. (2014) are the 
first to investigate the RDH scheme in encrypted JPEG 
bitstreams. In their scheme, all the appended bits and 
the quantization table were encrypted with a standard 
stream cipher function to distort the JPEG image. 
Secret messages were encoded with error correction 
codes and concealed by slightly modifying the least 
significant bit (LSB) of the appended bits of ACCs 
within the usable segments. A self-defined block arti‐
fact function was used to serve for accurate data ex‐
traction and lossless image recovery. To achieve the 
property of separability, Qian et al. (2018) presented 
a novel RDH scheme for encrypted JPEG bitstreams. 
On one hand, the ECSs corresponding to several DCT 
blocks were randomly selected to generate a new JPEG 
bitstream with a smaller size, where all appended 
bits of those ECSs were encrypted using a stream 
cipher algorithm. On the other hand, all bits of ECSs 
corresponding to the remaining DCT blocks were con‐
ducted in the same way. Using matrix encoding, secret 
messages were embedded into all encrypted appended 
bits of ACCs captured from the remaining DCT blocks. 
Finally, all bits of the remaining DCT blocks were 
put inside the reserved application segments, e.g., 
APPn in JH. At the receiver side, both secret mes‐
sages and plaintext JPEG image can be recovered 
losslessly.Fig. 1  Simplified syntax of baseline JPEG

Table 1  Main terms used in this paper

Acronym

JS

SOI

EOI

EOB

JH

ECS

Term

JPEG bitstream

Start-of-image marker

End-of-image marker

End-of-block marker

JPEG header

Entropy encoded segment

Acronym

DCC

ACC

DCH

DCA

ACH

ACA

Term

Code of a DC differential coefficient

Code of an RZL pair

Huffman code in a DCC

Appended bits in a DCC

Huffman code in an ACC

Appended bits in an ACC
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Chang JC et al. (2017) observed that there is re‐
dundancy room for exploitation in compressing the 
LSBs of the two-bit appended values in the JPEG 
bitstreams. Therefore, an effective lossless data com‐
pression algorithm was designed to vacate space for 
future secret message embedding. Afterwards, the pro‐
cessed JPEG bitstream was encrypted through block-
wise permutation and the secret messages were directly 
replaced into pre-reserved space using bit replacement. 
It is worth noting that for their application, a renewed 
encoding of two-bit appended values is required, which 
is a little different from other schemes. Qian et al. 
(2019) developed a novel framework for RDH in en‐
crypted JPEG bitstreams, where the data embedding 
and extraction were accomplished on the server side. 
The JPEG encryption scheme they employed is similar 
to the scheme used by Qian et al. (2014), and the main 
difference is that, instead of directly using XOR direct 
current (DC) differential values of selected blocks, 
their new differential values were re-calculated and en‐
coded by Huffman codes. This also results in a smaller 
size of the encrypted JPEG image. In the data hiding 
phase, both Huffman code mapping and the ordered 
histogram shifting strategies were employed to greatly 
improve the embedding payload, which is better than 
that of recent works (Qian et al., 2014, 2018; Chang JC 
et al., 2017; He JH et al., 2019).

Based on an encryption of He JH et al. (2018)’s 
scheme, a novel RDH scheme in encrypted JPEG bit‐
streams with high capacity was proposed by He JH 
et al. (2019), where secret messages were embedded 
into encrypted JPEG bitstreams based on invariant 
zero-run length in the RZL pairs. In this scheme, the 
secret message extraction and lossless image recov‐
ery can be implemented separately. Puteaux et al. (2021) 
proposed a hierarchical high capacity data hiding ap‐
proach for JPEG crypto-compressed images using sign 
bit substitution. The stronger the embedding capacity is, 
the more the diagonals are used, and the better quality 
the recovered JPEG image is preserved. Combining 
the encryption algorithm (He JH et al., 2018) and his‐
togram shifting based RDH, Yuan et al. (2023) pre‐
sented a JPEG-RDHEI scheme to embed the secret 
messages into some zero coefficients with a certain 
file growth. Through changing the ACCs, the chosen 
plaintext attack was ensured at the expense of aban‐
doning image content based adaptive encryption key. 

Inspired by He JH et al. (2019), Hua et al. (2023) boosted 
the number of embeddable blocks using a grouping 
mechanism and designed a permutation based em‐
bedding technique that allows more secret messages. 
The embedding capacity has gradually been improved 
for those schemes (He JH et al., 2019; Hua et al., 2023; 
Yuan et al., 2023), but more iterations are required 
during the encryption of DCCs to obtain an acceptable 
visual security. Detailed comparisons of different 
schemes will be presented in Section 4.3.

3  Proposed RDH scheme in encrypted JPEG 

bitstreams

In this paper, we present a novel RDH scheme in 
encrypted JPEG images to further enhance embedding 
capacity, while always keeping format compatibility 
and a friendly file size. Fig. 2 shows the basic frame‐
work of the proposed scheme. To begin with, the image 
owner ciphers the plaintext JPEG bitstreams OJS through 
the joint use of the encryption of DC coefficients and 
the encryption of ACCs, which are considered to per‐
form well in terms of format compatibility and file size 
preservation. Then, the image owner uploads the en‐
crypted JPEG bitstreams EJS to the data hider’s side, 
and the data hider conceals the secret messages in EJS 
to generate the marked encrypted JPEG bitstreams MJS. 
On the authorized user ’ s side, the secret messages 
can be extracted error-free and the original plaintext 
JPEG image can be recovered losslessly when he/she 
holds the corresponding encryption keys.

3.1  Encryption on JPEG bitstreams

Considering the fact that the encryption algo‐
rithms applied in schemes (Qian et al., 2014, 2018, 
2019; Chang JC et al., 2017; He JH et al., 2019; Hua 
et al., 2023; Yuan et al., 2023) lead to overflow of de‐
coded DC coefficients because of their XOR-ing of 
DCAs directly, an effective encryption method (Su 
et al., 2023) for plaintext JPEG bitstreams is employed 
in this paper to blur the plaintext JPEG image. This 
encryption algorithm is considered to strictly follow 
the JPEG standard, and the detailed procedures are 
described as follows:

1. Row-wise shuffling and reversing of DC co‐
efficients. The h×w DC coefficients collected from 
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each DCT block are divided into non-overlapping blocks, 
i.e., Bi (1⩽i⩽h), with a size of 1×w. {Bi}1⩽i⩽h is globally 
shuffled and all coefficients within Bi are alternatively 
reversed. The processes of shuffling and reversing 
are decided by the joint use of image features and an 
initial key K int.

2. Grouping and permutation of DC differen‐
tial values. First, the above modified DC coefficients 
are coded using the differential pulse code modula‐
tion (DPCM), resulting in a sequence of DC differen‐
tial values. Then, all DC differential values are adap‐
tively separated into T groups under the circumstance 
of not causing the overflow of decoded ciphered DC 
coefficients. Among them, every two adjacent groups 
can be automatically differentiated by a differential 
mark. Finally, each group is internally permuted.

3. Encryption of ACCs. To overcome the revela‐
tion of the outline of an image, the ECSs excluding 
DCCs in inter-blocks are shuffled.

3.2  ACC parsing

As we know, the JPEG encoder scans a DCT 
block’s AC coefficients in the zig-zag scanning order 
and transforms them into a one-dimensional sequence. 
Next, those AC coefficients are encoded as several 

pairs, and each of them is described as a tuple, i.e., 
RZL. For simplicity, we denote the kth RZL in the lth 
DCT block as

Z l
k = r l

k /el
k, (3)

where r l
k is the number of consecutive zeros before 

the kth non-zero AC coefficient el
k. Afterwards, the 

RZLs are coded into bitstreams by employing entropy 
encoding. This, in turn, implies that it is easy to parse 
RZLs from the received JPEG bitstreams.

Fig. 3 presents a specific example to illustrate 
the construction of RZLs. Fig. 3a shows the quantized 
DCT coefficient matrix, where the first coefficient 
is the DC coefficient and the others are AC coeffi‐
cients. The process of RZL pairing is demonstrated 
in Fig. 3b.

3.3  Adaptive state mapping definition

As we can see from Fig. 3, such a property can 
be observed in AC coefficients; that is, the low frequency 
coefficients are larger in terms of absolute magnitude 
when compared to the high frequency coefficients. 
Following this fact, an adaptive state mapping is de‐
fined and used to conceal secret messages.

Fig. 2  Basic framework of the proposed scheme
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For the lth block, N RZL pairs, including the first 
RZL pair (Z l

1) and the ( Kl − N + 1)th to ( Kl − 1)th RZL 

pairs (Z l
Kl − N + 1, Z l

Kl − N + 2, … , Z l
Kl − 1), are chosen and 

combined as a new sequence. For ease of illustration, 
the selected sequence θ l is represented as

θ l = [Z l
1, Z l

Kl − N + 1, Z l
Kl − N + 2, …, Z l

Kl − 1 ] , (4)

where N is ranged in { }21, 22, …, Nmax = 2ë ûlog2 ( Kl − 1) , 

and “ ë û  ” represents the floor operation. The last pair 
Z l

Kl
 is not used as the selected RZL pair, because it 

may be employed to conceal the auxiliary informa‐
tion (AI) later, which will be discussed in Section 3.5.

Using θ l, N distinct ordered sequences {θ l
t |0⩽t⩽

N−1} can be derived by using the right-oriented rotation, 
as shown in Fig. 4a. Each ordered sequence θ l

t can be 
used to carry a (log2 N)-bit secret message sl

t . Moreover, 

for an ordered sequence θ l
t, its feature λ l

t is defined as

λ l
t = | el

first | , (5)

where el
first is the value of the non-zero AC coefficient 

in the first RZL pair in the current θ l
t.

Generally, λ l
0 = |el

1| is expected to be the unique 

largest one in {λ l
0, λ l

1, …, λ l
N − 1} in most DCT blocks. 

This is mainly to benefit from the design of the quan‐
tizer in the JPEG encoder, where the low frequency 
coefficients are quantized using smaller divisors and 
high frequency coefficients are quantized using larger 
divisors. If a DCT block meets this expectation, it may 
be used to carry secret messages. To better demon‐
strate the definition of adaptive state mapping, Fig. 4b 
provides an example of the construction of a state 
mapping table for the lth block shown in Fig. 3, where 

N is set to 2ë ûlog2 (6 − 1)  =4. As can be seen from Fig. 4b, 
λ l

0=|el
1|=18 is much larger than the others; thus, this 

DCT block is on standby.

3.4  Block selection and location map

For the aim of recovering the original JPEG image 
losslessly, the DCT blocks are separated into three types, 
including embeddable blocks, un-embeddable blocks, 
and invalid blocks, according to the value of Kl and the 
sequence {λ l

0, λ l
1, …, λ l

N − 1}. The definitions of those 
three types with regard to DCT blocks are described 
as follows and some examples corresponding to the three 
types are listed in Fig. 5:

1. Embeddable block. Kl >2, λ l
0>1, and λ l

0 is the 
unique maximum value in {λ l

0, λ l
1, …, λ l

N − 1} when N ∈ 

{ }21, 22, …, Nmax = 2ë ûlog2 ( Kl − 1) .

2. Un-embeddable block. Kl>2, λ l
0>1, but the 

unique maximum value in {λ l
0, λ l

1, …, λ l
N − 1} is not λ l

0 
when N ∈ {21, 22, …, Nmax}.

3. Invalid block. Kl⩽2, λ l
0⩽1, or not fewer than two 

values of {λ l
0, λ l

1, …, λ l
N − 1} are at a maximum when 

N ∈ {21, 22, …, Nmax}.
In our proposed scheme, the payload, including 

AI and secret messages, will be only concealed in the 
embeddable blocks, so that we can extract secret mes‐
sages error-free and recover plaintext JPEG images 
losslessly on the authorized user’s side. Nevertheless, 
it is obvious that an embeddable block may be altered 
to an un-embeddable block during data embedding. 
For this, a location map, namely LM, is defined and 
embedded into JPEG bitstreams along with secret 
messages so that the authorized user can differenti‐
ate the embeddable block and un-embeddable block. 
Concretely, if a DCT block is defined as the embed‐
dable type, it is marked with bit “1” in LM; if a DCT 
block is defined as the un-embeddable type, it is marked 

Fig. 3  An example of RZL pairing for the lth block: (a) 
quantized DCT coefficient matrix; (b) RZL pairing
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with bit “0” in LM. Obviously, the length of LM, repre‐
sented by |LM|, is equal to the sum of the number of 
embeddable blocks and the number of un-embeddable 
blocks. It is also worth noting that it is not necessary 
to record the location information of invalid blocks 
in LM because the types of invalid blocks remain un‐
changed either before or after data embedding.

3.5  Data embedding

Our data embedding scheme consists of embed‐
ding LM and embedding payload. With respect to LM, 
we insert it into the LSB of Z l

Kl
’s of the first |LM| DCT 

blocks by using bit replacement. To be reversible, the 

original LSBs of above Z l
Kl

’s are collected beforehand 

as AI. Then, the payload, including AI and encrypted 
secret (ES), is further inserted into EJS, where ES is 
the result of XOR-ing the secret messages S using an 
encryption key Kh. The detailed process of data em‐
bedding can be described by Algorithm 1.

To better explain the process of data embedding, 
two examples are in Fig. 6 to illustrate the selected RZL 
pair rotation and payload embedding.

1. Example in Fig. 6a
Let us assume that the to-be-embedded payload bits 

are “10” and the original RZL pairs in an embeddable 
block are [(0/18), (0/5), (0/−1), (0/−2), (0/−1), (1/−1)]. 

Fig. 5  Examples for identifying three block types

Fig. 4  Adaptive state mapping definition (a) and an example of state mapping table for case in Fig. 3 (b)

1359



Guo et al. / Front Inform Technol Electron Eng   2024 25(10):1353-1369

Since its valid N is 4 (Fig. 5), thus the 1st and the 3rd to 
5th RZL pairs are selected, i.e., [(0/18), (0/−1), (0/−2), 
(0/−1)]. Simultaneously, we convert the payload bits 
“10” into decimal value t=2. Afterwards, the selected 
RZL sequence [(0/18), (0/−1), (0/−2), (0/−1)] is ro‐
tated right t=2 times, resulting in a new temporary 
RZL sequence [(0/−2), (0/−1), (0/18), (0/−1)]. Finally, 
the RZL pairs in the corresponding marked embed‐
dable block are replaced as [(0/−2), (0/5), (0/−1), (0/18), 
(0/−1), (1/−1)]. At the end, the payload bits “10” are 
carried.

2. Example in Fig. 6b
Take another specific case for example. Suppose 

that the payload bits are “11” and the corresponding 
decimal value is t=3. It will be concealed into an 

embeddable block whose original RZL pairs are [(0/18), 
(0/5), (0/−18), (0/−2), (0/−1), (1/2), (2/−2), (0/1), 
(0/−1)], where Kl=9. It can be seen from Fig. 5 that 
its valid N is 4 not 8 because there exist two maxi‐
mum feature values in the selected sequence when N=
23=8. Therefore, the 1st and 6th‒8th RZL pairs are deter‐
mined to form the RZL sequence, i.e., [(0/18), (1/2), 
(2/−2), (0/1)]. Next, the selected RZL sequence is 
altered to the state θ l

3=[(1/2), (2/−2), (0/1), (0/18)] by 
rotating θ l

0 right t=3 times, to carry the payload bits 
“11.” In the following, pair replacement is performed 
to generate the new RZL pairs in a marked embed‐
dable block, i.e., [(1/2), (0/5), (0/−18), (0/−2), (0/−1), 
(2/−2), (0/1), (0/18), (0/−1)].

3.6  Data extraction and image recovery

When the authorized user receives the marked 
encrypted JPEG bitstreams MJS, he/she can extract the 
secret messages S successfully and recover the origi‐
nal JPEG bitstreams ȮJS losslessly.

3.6.1  Extraction of secret messages

If the authorized user owns the hiding key Kh, 
the secret messages can be extracted without error. 
First, he/she performs ACC parsing for each block to 

derive RZL pair sequence [ Z̄ l
1, Z̄ l

2, …, Z̄ l
Kl
] from MJS. 

Considering that the invalid DCT blocks are always 
unchanged, they can be identified according to the defi‐
nition of “invalid block” mentioned in Section 3.4, so 
that the length of the location map |LM| is determined, 
which equals the total number of all blocks minus the 
number of invalid blocks. Correspondingly, the LSBs 
of Z̄ l

Kl
’s in the first |LM| DCT blocks are fetched and 

concatenated as LM. Using LM, the remaining DCT 
blocks (except the invalid blocks) are separated into two 
types, embeddable blocks and un-embeddable blocks. 
For the embeddable blocks, the process of extracting 
secret messages is described by Algorithm 2.

Two illustrations corresponding to the examples in 
Fig. 6 are given in Fig. 7, to demonstrate the process 
of extracting the payload bits. The details are described 
as follows:

1. Example in Fig. 7a
When the RZL pairs in a marked embeddable 

block are reconstructed, such as [(0/−2), (0/5), (0/−1), 

(0/18), (0/−1), (1/−1)], N =2ë ûlog2 (6 − 1)  =22 is determined 
and four RZL pairs [(0/−2), (0/−1), (0/18), (0/−1)] are 

Algorithm 1  Data embedding

Input:  ES, encrypted JPEG bitstreams EJS

Output:  marked encrypted JPEG bitstreams MJS

  1  Derive RZL pair sequence [Z l
1, Z l

2, …, Z l
Kl
] from EJS

  2  Determine block types, valid N, and a location map LM

  3  Collect the auxiliary information AI

  4  Derive payload P=AI||ES=(  p1 p2…p || P   )2, where |P| repre‐

sents the length of P

  5  Embed the LM into the LSB of Z l
Kl
’s in the first |LM| DCT 

blocks

  6  Embed P into embeddable blocks. For the lth block:

  7    if block is embeddable

  8      Select N pairs θ l = [Z l
1, Z l

Kl − N + 1, Z l
Kl − N + 2, …, Z l

Kl − 1 ] 
and initialize θ l

0=θ
l

  9      Take log2 N bits from the head of P and convert them 

into the decimal value t

10      Rotate θ l
0 right t times, resulting in θ l

t

11       Replace θ l
0 by θ l

t at the same positions in [Z l
1, Z l

2, …, Z l
Kl
] , 

resulting in a new [ Z̄ l
1, Z̄ l

2, …, Z̄ l
Kl
]

12      Update P by discarding its first log2 N bits

13    end if

14  Repeat step 6 until all blocks have been processed

15  Encode [ Z̄ l
1, Z̄ l

2, …, Z̄ l
Kl
] into the corresponding entropy 

code for all DCT blocks

16  Output marked encrypted JPEG bitstreams MJS
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selected as the initial RZL sequence, i.e., θ̄ l
0. Sequen‐

tially, θ̄ l
0 is rotated left t̄ times ( t̄=0, 1, 2, 3) in turn to 

generate four corresponding RZL sequences, where 
their features are determined as λ̄ l

0=2, λ̄ l
1=1, λ̄ l

2=18, 
and λ̄ l

3=1. It can be apparent that the feature λ̄ l
2=18 

is the unique maximum value among them and the 

corresponding index is t̄=2. Thus, log2 N=2 payload 

bits are extracted as ( t̄ )2=(10)2.

2. Example in Fig. 7b

Let us assume that the parsed RZL pairs in an 

embeddable block are [(1/2), (0/5), (0/−18), (0/−2), 

(0/−1), (2/−2), (0/1), (0/18), (0/−1)]. In the first round, 

a sequence consisting of N=23 RZL pairs, i.e., [(1/2), 

(0/5), (0/−18), (0/−2), (0/−1), (2/−2), (0/1), (0/18)], 

is selected and rotated left, resulting in a feature 

sequence of λ̄l=[2, 5, 18, 2, 1, 2, 1, 18]. Apparently, there 

exist two maximum values, i.e., 18, indicating that the 

current selected RZL sequence is invalid. In the second 

Fig. 6  Two examples of payload embedding: (a) bits “10” 
into a regular block (N=4); (b) bits “11” into a regular block 
(N=4)

Algorithm 2 Extraction of secret messages S

Input: MJS and Kh

Output: secret messages S and auxiliary information AI

  1  Initialization: payload P=empty

  2  Derive pair sequence [ Z̄ l
1, Z̄ l

2, …, Z̄ l
Kl
] from MJS

  3  Identify the invalid blocks and extract LM from LSB of 

Z̄ l
Kl

’s in the first |LM| DCT blocks

  4  Extract the payload from embeddable blocks. For the l th block:

  5    if block is embeddable

  6      Calculate Nmax=2ë ûlog2 ( Kl − 1) , N=Nmax

  7      while N⩾2

  8         Select N RZL pairs θ̄ l=[ ]Z̄ l
1, Z̄ l

Kl − N + 1, …, Z̄ l
Kl − 1 , and 

set θ̄ l
0=θ̄

l

  9         Rotate left θ̄ l
0 N times to generate N states and obtain 

λ̄l=[ λ̄ l
0, λ̄ l

1, …, λ̄ l
N − 1 ]

10         if λ̄l=[ λ̄ l
0, λ̄ l

1, …, λ̄ l
N − 1 ] has only one unique maximum 

value

11             t̄=arg max
a

 {λ̄ l
a| 0⩽a⩽N−1}

12            Convert t̄ into binary bits with the length of log2 N, 

represented by ( t̄ )2

13             P=P|| ( t̄ )2, where “||” represents the concatenation 

operation

14             break

15          else

16             N=N/2

17          end if

18      end while

19    end if

20  Repeat step 4 until all embeddable blocks have been 

processed

21  Fetch AI and ES from P. Decrypt ES to S using Kh

22  Output S and AI

1361



Guo et al. / Front Inform Technol Electron Eng   2024 25(10):1353-1369

round, N is set to 22; thus, the RZL sequence [(1/2), 

(2/−2), (0/1), (0/18)] is determined. Based on this 

sequence, four distinct RZL sequences are derived by 

the operation of rotation left, resulting in feature values 

of λ̄ l
0=2, λ̄ l

1=2, λ̄ l
2=1, and λ̄ l

3=18. It can be observed that 

the index of this unique maximum feature value is t̄=3. 

Therefore, two payload bits “11” are obtained from this 

embeddable block.

3.6.2  Image recovery

On one hand, the LM and AI can be fetched from 

MJS in the same way as mentioned in Section 3.6.1. 

In the following, the LSB of Z l
Kl

’s in the first |LM| 

DCT blocks is recovered by AI. On the other hand, only 

the embeddable blocks are modified during the data 

embedding procedure, whereas the un-embeddable 

blocks and invalid blocks are unchanged. To this end, 

the embeddable blocks are located according to the 

LM, and their original encrypted RZL pair sequences 

can be recovered and updated with the use of the state 

θ̄ l
t̄, where t̄=arg max

a
{λ̄ l

a|0⩽a⩽N−1}. Moreover, for ease 

of understanding, two examples of recovering original 
encrypted RZL pairs are shown at the bottom of Fig. 7.

If the authorized user holds the encryption key 
Kint, the original plaintext JPEG bitstreams OJS can 
be recovered by performing the decryption of ACCs 
and the decryption of DC coefficients. The original 
plaintext JPEG image can be reconstructed after feed‐
ing OJS into the JPEG decoder.

4  Experimental results

This section presents the results for several ex‐
periments performed with our system, to demonstrate 
the effectiveness and superiority of the proposed RDH 
scheme in encrypted JPEG bitstreams. In our experi‐
ments, eight common gray-scale images with a size of 
512×512 and images from UCID, BossBase, BOWS-2, 
and CorelDraw datasets are employed to measure the 
embedding capacity excluding AI, which is expected 

Fig. 7  Two examples of payload extraction: (a) bits “10” from a marked block (N=4); (b) bits “11” from a marked block (N=4)
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to be as large as possible to carry the maximum number 
of secret messages. Here, all images are converted into 
gray-scale JPEG images, and quality factor (QF), applied 
to quantize all images in this section, is set to 85, unless 
specified elsewhere. Moreover, a comparative study is 
made between the proposed scheme and several recent 
state-of-the-art schemes, to demonstrate the superior 
performance of the proposed scheme. All experiments 
are implemented using MATLAB R2023a on a PC with 
an Intel® CoreTM i5-1035G1 CPU@1.00 GHz 1.19 GHz, 
16 GB RAM, and Windows 11 operating system. The 
security analysis is discussed in the supplementary 
materials to show that our approach can provide a good 
security level. It should be pointed out that the initial 
key and data hiding key should be shared with the re‐
ceiver over a covert communication channel in advance.

4.1  Performance of embedding capacity

Table 2 presents the results of embedding capacity 
provided by the proposed scheme when QF is set to 
50, 60, 70, 80, and 90. From the results, we can ob‐
serve that the embedding capacity increases as QF in‐
creases. That is because more usable RZL pairs will 
be generated when a larger QF is employed to process 
an image block. In particular, when QF is set to 90, 
the images have an average embedding capacity of 
5458.62 bits. It is interesting to note that under the same 
QF, the embedding capacity of the smoother images is 
relatively low compared with that of the texture images.

We also experimented on 850 images of size 
512×384 from the UCID dataset, 10 000 images of size 
512×512 from the BossBase dataset, 10 000 images 
of size 512×512 from the BOWS-2 dataset, and 500 im‐
ages of size 786×512 from the CorelDraw dataset, 
to further demonstrate the embedding capacity varia‐
tion tendency. The results are given in Table 3. From 
the results, we can observe that the variation tenden‐
cies of the embedding capacity of our scheme on 
images from the four datasets are similar; that is, the 

embedding capacity increases as QF increases. Mean‐
while, as expected, the proposed scheme obtains the 
maximum embedding capacity when QF is set to 90, 
with average values of 3712.60 bits, 3555.99 bits, 
3800.14 bits, and 5718.03 bits, based on UCID, Boss‐
Base, BOWS-2, and CorelDraw datasets, respectively. 
This further confirms that the proposed scheme achieves 
a satisfactory embedding capacity.

4.2  Performance of file size preservation

The relationships between the file size of the en‐
tropy encoded data of the original JPEG bitstreams 
and that of the marked encrypted JPEG bitstreams 
under various datasets and QFs are shown in Fig. 8 
and the supplementary materials. From the results listed 
in the 1st and 3rd columns in Fig. 8, we can observe that 
for a given QF, the solid dots are almost distributed 
around the diagonal line. Not only that for a given 
dataset, the solid dots are always distributed around 
the diagonal area no matter what the QF is. This im‐
plies that the file size of the marked encrypted JPEG 
bitstreams is very close to that of the original JPEG 
bitstreams. This superior performance is further con‐
firmed by the results plotted in the 2nd and 4th columns, 

Table 3  Average embedding capacity of the proposed scheme on images from four datasets

Dataset

UCID (512×384)

BossBase (512×512)

BOWS-2 (512×512)

CorelDraw (768×512)

Embedding capacity (bit)

QF=50

1392.58

1157.77

1339.65

2152.70

60

1626.15

1338.23

1569.36

2478.88

70

1913.57

1633.21

1887.36

2795.10

80

2729.10

2518.61

2825.24

4111.46

90

3712.60

3555.99

3800.14

5718.03

Table 2  Embedding capacity of the proposed scheme on 
eight common images

Image

Lena

Peppers

Airplane

Couple

Boat

Lake

Aerial

Baboon

Average

Embedding capacity (bit)

QF=50

1307

1469

1512

1411

1528

2490

2388

2049

1769.25

60

1639

1986

1637

1738

1832

2663

2864

2643

2125.25

70

2268

2627

1971

2310

2278

3293

3502

3682

2741.38

80

3593

4197

2921

3814

3488

4885

4895

5183

4122.00

90

5772

5070

4393

5487

4667

5886

6037

6357

5458.62
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where most of the differences in the bitstream size of 
the original JPEG bitstreams and the marked encrypted 
JPEG bitstreams are located around the zero level for 
every sub-figure. To summarize, it can be concluded 
that our proposed RDH scheme in encrypted JPGE 
bitstreams has the feature of file size preservation.

4.3  Performance analysis and comparison

We compare the performance of the marked en‐
crypted JPEG bitstreams obtained from the proposed 
scheme with those of other state-of-the-art schemes, 
with respect to embedding capacity in Fig. 9. From the 
results, we can observe that the embedding capacities 
provided by the proposed scheme and the schemes by 
He JH et al. (2019) amd Hua et al. (2023) are greater than 
the results provided by the schemes of Qian et al. 
(2014, 2018) and Chang JC et al. (2017) under every 
QF. When compared to He JH et al. (2019)’s scheme, 
where the run-of-zeros of each RZL pair is selected 
as the key feature, there is a little difference to our 
method of selecting the levels of non-zero AC coeffi‐
cients of each RZL as the key feature. Consequently, 
the embedding capacity of the proposed scheme is 
somewhat better than that of He JH et al. (2019)’s 
scheme on images Lena and Couple, whereas the 

situation is reversed on the images Boat and Baboon. 
Both approaches have their merits and downsides. As 
for Hua et al. (2023)’ s scheme, since their grouping 
mechanism boosts the number of embeddable blocks 
and contributes to increase the candidate permutations, 
the embedding capacity is ahead.

In addition, we make several comparisons in terms 
of embedding capacity and file size increment, between 
our proposed scheme and five state-of-the-art schemes. 
We use the number of images from three datasets, 
UCID, BossBase, and CorelDraw. The results are given 
in Table 4, where partial experimental results are ex‐
cerpted from the results presented in He JH et al. 
(2019). Among these, Qian et al. (2019)’s scheme as‐
sumes that only 25% of the DCT blocks are inserted 
into APPn segments. From the results, we can see that 
on average, the embedding capacity of the proposed 
scheme is ranked second after Qian et al. (2019)’ s 
scheme and is higher than those of the other schemes 
(Qian et al., 2014, 2018; Chang JC et al., 2017; He JH 
et al., 2019). However, for Qian et al. (2019)’s scheme, 
there exists a serious increment of the file size because 
of the histogram shifting based data hiding strategy 
and the re-encoding of 75% of the DC differential 
coefficients. Thus, the file size of the marked encrypted 

Fig. 8  Illustrations of relationships of file size (bits) between the entropy encoded data of the original JPEG bitstreams 
and that of the marked encrypted JPEG bitstreams under various datasets and QFs: (a) distribution for BossBase under 
QF=60; (b) difference for BossBase under QF=60; (c) distribution for BOWS-2 under QF=60; (d) difference for BOWS-2 
under QF=60; (e) distribution for BossBase under QF=80; (f) difference for BossBase under QF=80; (g) distribution for 
BOWS-2 under QF=80; (h) difference for BOWS-2 under QF=80
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JPEG bitstreams provided by Qian et al. (2019)’s 
scheme increases greatly compared to the proposed 

scheme and other schemes (Qian et al., 2014, 2018; 
Chang JC et al., 2017; He JH et al., 2019). We also can 

Table 4  Embedding capacity and file size increment of the marked encrypted JPEG bitstreams on three datasets when 
QF=85

Scheme

Qian et al. (2014)

Qian et al. (2018)

Chang JC et al. (2017)

Qian et al. (2019)

He JH et al. (2019)

Ours

UCID (512×384)

Embedding 
capacity (bit)

560.59

529.80

829.11

12 228.91

2791.80

3146.03

File size
increment (bit)

169.52

−1088.12

154.08

7594.52

120.00

8.38

BossBase (512×512)

Embedding 
capacity (bit)

729.45

729.33

852.33

11 979.10

2551.87

2937.63

File size
increment (bit)

105.52

−573.76

88.12

7692.04

74.92

14.11

CorelDraw (768×512)

Embedding 
capacity (bit)

1122.18

1060.20

1656.90

25 017.97

5687.42

5713.53

File size
increment (bit)

278.12

−1555.64

278.24

14 559.24

165.96

17.52

Fig. 9  Embedding capacity of the marked encrypted JPEG bitstreams for different schemes under various QFs: (a) Lena; 
(b) Couple; (c) Boat; (d) Baboon
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observe that the file size increment of our proposed 
scheme is ranked second after Qian et al. (2018)’s 
scheme, with values of 8.38 bits, 14.11 bits, and 
17.52 bits, based on UCID, BossBase, and CorelDraw, 
respectively. The analysis and discussions between the 
payload and peak signal-to-noise ratio (PSNR) and 
the payload and file size increment under various 
QFs for related works are further presented in the sup‐
plementary materials for comprehensive comparison.

Table 5 summarizes various features for the pro‐
posed scheme and related schemes, to briefly clarify the 
differences among them. Among these, Chang JC et al. 
(2017)’s scheme requires preserving room for pay‐
load embedding in advance and has slight inconformity 
in format compatibility because of the modification of 
the mapping relations among the DC differential values. 
Moreover, the schemes of Qian et al. (2014, 2018, 2019) 
and Chang JC et al. (2017) need to rewrite the content 
of JPEG head segment (i.e., JH) due to the require‐
ments of either encrypting the quantization table or 
filling data into the APPn segment, which is quite 
different from the schemes of He JH et al. (2019), 
Hua et al. (2023), Yuan et al. (2023), and ours. The size 
of an encrypted image in the schemes of Qian et al. 
(2018, 2019) is necessary to modify due to their spe‐
cific encryption methods. Moreover, JPEG encryption 

schemes employed in the schemes of Qian et al. (2014, 
2018, 2019) and Chang JC et al. (2017) are not very 
compatible with the JPEG standard because the over‐
flow of DC coefficients or DC differential coeffi‐
cients will occur during JPEG decoding. As for Qian 
et al. (2019)’s scheme and Yuan et al. (2023)’s scheme, 
there exists a certain file size increment because of 
their ordered histogram shifting based data hiding. 
With respect to separability and reversibility, extract‐
ing the secret messages error-free in the scheme of 
Qian et al. (2014) needs the help of their defined 
block artifact function, and the lossless recovery of the 
original JPEG image in the scheme of Qian et al. 
(2018) occurs only if the compression rate of the 
matrix compression encoding technique is restricted 
to a lower value. In the schemes of He JH et al. (2019), 
Hua et al. (2023), and Yuan et al. (2023), the JPEG en‐
cryption scheme has considered the format compati‐
bility well, and the number of iterations should be set 
to be large enough (more than 15) to achieve a relatively 
satisfactory visual security, resulting in the increment 
of the computation cost. With respect to embedding 
capacity, Qian et al. (2019)’s scheme and Yuan et al. 
(2023)’s scheme are poor at suppressing the file size 
increment even though they provide a higher embed‐
ding capacity. The proposed scheme and other schemes 

Table 5  Comparisons of various features for different schemes in JPEG domain

Method

Qian et al. 
(2014)

Qian et al. 
(2018)

Chang JC 
et al. (2017)

Qian et al. 
(2019)

He JH et al. 
(2019)

Yuan et al. 
(2023)

Hua et al. 
(2023)

Ours

Prereserving 
room

No

No

Yes

No

No

No

No

No

Need for 
JPEG header 

changing

No

No

No

No

Yes

Yes

Yes

Yes

Need for 
image size 
changing

Yes

No

Yes

No

Yes

Yes

Yes

Yes

File size 
preservation

Good

Good

Good

Increment

Good

Increment

Good

Good

Format 
compatibility

Not ideal

Not ideal

Not ideal

Not ideal

Yes

Yes

Yes

Yes

Separability

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Reversibility

Not always

Not always

Yes

Yes

Yes

Yes

Yes

Yes

Capacity

★

★

★

★★★

★★★

★★★

★★★

★★

Weakness

DC 
overflow

DC 
overflow

DC 
overflow

DC 
overflow

More 
iterations

More 
iterations

More 
iterations

More ★ means higher embedding capacity
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(He JH et al., 2019; Hua et al., 2023) simultaneously 
perform well in various respects, especially in terms 
of file size preservation and format compatibility. In 
addition, we compare the features of different RDH 
schemes in various encrypted compressed domains, 
as shown in the supplementary materials, to demon‐
strate the usability of our proposed scheme.

4.4  Computational complexity analysis and comparison

In Table 6, the computational complexity com‐
parison among different methods is presented. Here, 
let us assume that the upper bound of the time com‐
plexity of an algorithm is Θ, which indicates the worst-
case computational complexity. τ is the number of 
iterations. The detailed analysis of each scheme men‐
tioned in Table 6 is discussed in the supplementary 
materials to show that the proposed scheme can provide 
a lower computational cost than other schemes. Mean‐
while, we measure the time complexity of the proposed 
scheme, with the consuming time of 2.29 s. This numeri‐
cal digit is an average of 886 images, each of which 
runs nine times in total under varying QFs from 10 to 
90. This indicates that the proposed scheme is more ef‐
ficient and can be deployed in some real-time systems.

5  Conclusions

In this paper, we proposed a novel RDH scheme 
in encrypted JPEG bitstreams to achieve a satisfactory 
embedding capacity. Extensive experiments were con‐
ducted to confirm the feasibility and effectiveness of 
our proposed scheme. The main contributions of this 
paper are summarized as follows:

1. A novel RDH scheme in encrypted JPEG bit‐
streams toward RZL pairs is put forward. The com‐
parisons of the experimental results showed that the 

proposed scheme had a superior performance, exceed‐
ing the performance of some art-of-the-state schemes 
in terms of embedding capacity.

2. Meanwhile, the proposed RDH scheme in en‐
crypted JPEG images is quite well compatible with the 
JPEG standard and effectively suppresses the file size 
increment.

3. Additionally, our RDH scheme in encrypted 
JPEG bitstreams has reversibility; that is, the secret 
messages can be extracted error-free and the original 
plaintext JPEG image can be recovered losslessly.

In the future, we will try to investigate more ap‐
plications by using RDH, such as RDH in encrypted 
JPEG2000 images/H.264 or secret sharing in encrypted 
dual-compressed images. These may be the interest‐
ing subjects. Moreover, we will direct attention towards 
the development of a robust encryption algorithm to 
defeat other attacks and improve visual secrecy by in‐
troducing other technologies.
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