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Abstract: At the Annual International Cryptology Conference in 2019, Gohr introduced a deep learning based
cryptanalysis technique applicable to the reduced-round lightweight block ciphers with a short block of SPECK32/64.
One significant challenge left unstudied by Gohr’s work is the implementation of key recovery attacks on large-state
block ciphers based on deep learning. The purpose of this paper is to present an improved deep learning based
framework for recovering keys for large-state block ciphers. First, we propose a key bit sensitivity test (KBST) based
on deep learning to divide the key space objectively. Second, we propose a new method for constructing neural
distinguisher combinations to improve a deep learning based key recovery framework for large-state block ciphers
and demonstrate its rationality and effectiveness from the perspective of cryptanalysis. Under the improved key
recovery framework, we train an efficient neural distinguisher combination for each large-state member of SIMON
and SPECK and finally carry out a practical key recovery attack on the large-state members of SIMON and SPECK.
Furthermore, we propose that the 13-round SIMON64 attack is the most effective approach for practical key recovery
to date. Noteworthly, this is the first attempt to propose deep learning based practical key recovery attacks on
18-round SIMON128, 19-round SIMON128, 14-round SIMON96, and 14-round SIMON64. Additionally, we enhance
the outcomes of the practical key recovery attack on SPECK large-state members, which amplifies the success rate
of the key recovery attack in comparison to existing results.
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1 Introduction

Differential analysis (Biham and Shamir, 1993)
is a highly effective technique for attacking iterative
block ciphers. Its fundamental concept involves the
recovery of certain key bits by analyzing the effect
of the differences between plaintext and ciphertext
pairs. With the rapid development of artificial intel-
ligence, it is worth mentioning that the combination
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of deep learning and cryptanalysis has emerged as a
trendy area of research in modern cryptography. One
notable contribution is Gohr’s research presented at
the Annual International Cryptology Conference in
2019 (Crypto’19), which holds great importance.

Gohr (2019) introduced a cryptanalysis tech-
nique based on deep learning at the Crypto’19. The
method was applied to attack the reduced-round
lightweight block cipher SPECK32/64 (Beaulieu
et al., 2015). Gohr constructed a neural distin-
guisher for SPECK32/64 using a deep neural net-
work to differentiate real pairs from random pairs
and successfully performed the key recovery attack
for SPECK32/64. When compared to conventional
differential cryptanalysis, the deep learning based
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key recovery attack exhibits lower complexity.
Following Gohr’s work, Baksi (2022) pioneered

a deep learning based construction approach for non-
Markovian cipher distinguishers, resulting in dis-
tinguishers for both Gimli-Hash and Gimli-Cipher.
Bellini and Rossi (2021) used both multilayer per-
ceptron and convolutional neural networks to create
neural network distinguishers for the reduced-round
tiny encryption algorithm (TEA) and its evolution
RAIDEN. They presented the occasions when tra-
ditional distinguishers cannot be applied and the
limitations of the approach. Jain et al. (2020)
developed a multilayer perceptron neural network
distinguisher to analyze lightweight block cipher
PRESENT, which can distinguish with high prob-
ability between 3–6 rounds of PRESENT algorith-
mic cipher data and randomly generated data. Chen
and Yu (2021) developed a novel neural network dif-
ferential distinguisher model that applies multiple
ciphertext pairs, instead of a single pair, to enhance
the neural distinguisher for 5–7 rounds of SPECK32.
Zhang et al. (2022) improved the accuracy of 5–8
rounds of the SPECK32 algorithm distinguishers by
using an inception block consisting of multiple par-
allel convolutional layers before a residual network.
These novel approaches extended the application of
deep learning to the cryptanalysis of block ciphers.

Key recovery attacks based on deep learning
have made some progress in recent years. Chen et al.
(2023) found that the key recovery attack proposed
by Gohr relies heavily on practical experiments and
cannot be used for theoretical analysis. To overcome
this limitation, they introduced the idea of build-
ing a neural distinguisher on partial ciphertext bits,
based on the fact that only partial ciphertext bits
have an effect on the neural distinguishers, to reduce
the key space. Additionally, Gohr’s method for re-
covering the key can be employed but a sufficiently
large quantity of neutral bits in the pre-differential
are necessary. Bao et al. (2022) broadened the con-
cept of neutral bits to find more neutral bits and
increase the number of attack rounds by using the
pre-differentials. Chen et al. (2022) proposed a deep
learning aided key recovery framework for large-state
block ciphers and tested it on large-state SPECK.
This creates a new possibility for implementing deep
learning aided key recovery attacks on large-state
block ciphers. However, the following issues still ex-
ist and deserve further exploration and research:

How can the key recovery framework for large-
state block ciphers be refined to apply key recovery
attacks on more algorithms? How can the structural
features of various cryptographic algorithms be fully
used to increase the number of attack rounds and
improve key recovery results?

Considering that Gohr’s key recovery attack re-
quires guessing all bits of the round key at once, the
attack complexity is excessively high. We discover
that the key has a direct impact on the state of the
ciphertext. Therefore, we propose a technique that
tests the sensitivity of the key bits and then inte-
grate it with the algorithm round function structure
to reduce the key space. Additionally, we propose
a new approach that includes constructing a com-
bination of neural distinguishers and retraining the
neural distinguisher with the bits that exert a greater
influence. This is due to the fact that the neural dis-
tinguisher suggested by Gohr uses only a portion of
the available bit knowledge (Chen et al., 2023), mak-
ing it difficult to recover bits with minimal or without
impact on the neural distinguisher. Furthermore, we
improve the framework of the deep learning aided
key recovery attack and validate our approach on
large-state members of both SIMON and SPECK
(Beaulieu et al., 2015). The main contributions of
this paper are as follows:

1. Design a deep learning based key bit sensitiv-
ity test and divide the round key space. By using this
technique, we aim to find an effective set of neural
distinguishers that are trained with single-bit input
differences, to achieve reduction of the round key. In
this case, each neural distinguisher will correspond
to a specific subset of the round key and will be sensi-
tive to some of the round key bits. By concatenating
these subsets of the round key, we will capture most,
if not all, of the round key bits.

2. Propose a new method for constructing neu-
ral distinguisher combinations and improve a deep
learning aided key recovery framework for large-state
block ciphers. This approach guarantees the highest
possible accuracy of the neural distinguisher built on
partial ciphertext state bits while ensuring a feasible
and balanced workload for recovering partial keys for
each neural distinguisher. We create a neural distin-
guisher combination using the discovered neural dis-
tinguishers to improve the deep learning aided key
recovery framework for large-state block ciphers. To
confirm the method efficiency, we train an effective
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neural distinguisher combination for each large-state
member of SIMON and SPECK.

3. Propose a practical key recovery attack on
large-state SIMON members (SIMON64, SIMON96,
and SIMON128) and improve the results of the prac-
tical key recovery attack on large-state SPECK mem-
bers (SPECK64, SPECK96, and SPECK128). We
execute a practical key recovery attack on 13-round
SIMON64. In comparison with a previous attack
(Hou et al., 2023) on 13-round SIMON64, the key
recovery attack of this paper significantly dimin-
ishes the time complexity and substantially enhances
the success rate of key recovery. Additionally, it
is the first to propose deep learning based prac-
tical key recovery attacks on 14-round SIMON64,
14-round SIMON96, 18-round SIMON128, and 19-
round SIMON128. For the large-state SPECK, in
comparison with the attack studied by Chen et al.
(2022), we increase the success rate of key recovery
and decrease the average Hamming distance between
the guessed key and the correct round key hw(kg, rk).
To the best of our knowledge, this paper presents the
most effective deep learning based practical key re-
covery attacks on 13-round SIMON64 and large-state
SPECK. Table 1 provides a comparison between the
attacks presented here and those from the literature.

2 Preliminaries

2.1 Notations

The notations used in this paper are presented
below:

SIMON2n/mn : SIMON acting on 2n-bit plain-
text blocks and using an mn-bit key;

SPECK2n/mn : SPECK acting on 2n-bit plain-
text blocks and using an mn-bit key;

(Li, Ri): the left and right branches of a state
after the encryption of i rounds;

rki: the subkey of the ith round;
{i2 ∼ i1}: the set of bit indices

{i2, i2 − 1, . . . , i1};
{[i2] ∼ [i1]}: the set of neutral bits

{[i2], [i2 − 1], . . . , [i1]};
⊕ : bitwise XOR;
& : bitwise AND;
� : addition modulo 2n;
Sj : left circular shift by j bits;
S−j : right circular shift by j bits;
K : master key;
P : plaintext;
C : ciphertext;
Δ[i]: a single-bit difference whose ith bit is the

only active bit;
hw(kg, rk): the Hamming distance between the

guessed key kg and the round key rk.

2.2 General description of SIMON and
SPECK

The National Security Agency (NSA) released
the SPECK and SIMON algorithms simultaneously
in 2013. The objective of SIMON (Beaulieu et al.,
2015) is to create a block cipher suitable for hard-
ware in resource-constrained environments, with a
particular emphasis on flexibility. Consequently,

Table 1 Summary of practical key recovery attacks on large-state SIMON and SPECK

Block cipher Number of rounds Time complexity Data complexity Success rate hw(kg, rk) Work

SIMON128 18 219.94 216.58 0.81 1.7 Ours in Section 5.1
19 219.70 216.58 0.18 1.4 Ours in Section 5.1

SIMON96 14 219.16 216.32 0.35 3.3 Ours in Section 5.2

SIMON64
13 225.70 213.24 0.57 – Hou et al. (2023)
13 218.00 215.58 0.94 1.1 Ours in Section 5.3
14 218.37 215.58 0.44 1.6 Ours in Section 5.3

SPECK128 12 223.30 216.32 0.52 3.2 Chen et al. (2022)
12 222.96 216.32 0.70 1.4 Ours in Section 5.4

SPECK96 10 220.94 216.00 0.81 1.4 Chen et al. (2022)
10 219.92 216.00 0.83 0.4 Ours in Section 5.4

SPECK64 9 218.13 215.58 0.90 1.6 Chen et al. (2022)
9 218.10 215.58 0.96 0.6 Ours in Section 5.4

hw(kg, rk) is the average Hamming distance between the guessed key and the round key. “–” means that Hou et al. (2023) used
the parameter hw(kg, rk) ≤ 7 to calculate the success rate of key recovery. However, they did not disclose the specific value of
hw(kg, rk). We use the parameter hw(kg, rk) ≤ 3 to calculate the success rate of key recovery
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SIMON can handle several block sizes and key sizes.
Its parameters are provided in the supplementary
materials.

SIMON uses the Feistel structure, with its round
transformation comprising primarily of three opera-
tions: bitwise AND &, bitwise XOR ⊕, and circular
shift. The iterative process of the round function is
expressed as follows:{

Li+1 = F (Li)⊕Ri ⊕ rki,

Ri+1 = Li,
(1)

where F (x) =
((
S8x

)
&
(
S1x

))⊕ (
S2x

)
. The round

transformation of SIMON is shown in the supple-
mentary materials.

The SIMON key expansion algorithm is deter-
mined by the initial number of keywords and the
block size. Considering SIMON2n/mn, its seed key
comprises subkeys from previous m rounds, indi-
cated as K, while the remaining subkeys are pro-
duced by the following equation:

rki+m =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

c⊕ (zj)i ⊕ rki ⊕
(
I ⊕ S−1

)
S−3rki+1,

if m = 2,

c⊕ (zj)i ⊕ rki ⊕
(
I ⊕ S−1

)
S−3rki+2,

if m = 3,

c⊕ (zj)i ⊕ rki ⊕
(
I ⊕ S−1

)
· (S−3rki+3 ⊕ rki+1

)
, if m = 4,

(2)
where c = 2n − 4 and (zj)i is the ith bit of zj .

Unlike SIMON, SPECK (Beaulieu et al., 2015)
is intended to function as a lightweight block cipher
for software that operates under conditions where
resources are constrained. Moreover, the algorithm
ensures that flexibility is given importance, and con-
sequently, SPECK offers support for a range of block
sizes and key sizes. These parameters are provided
in the supplementary materials.

SPECK uses the ARX structure, with its round
transformation centered on three operations: addi-
tion modulo 2n �, bitwise XOR ⊕, and circular shift.
The iterative process of the round transformation
can be represented as follows:{

Li+1 = ((S−αLi)�Ri)⊕ rki,

Ri+1 =
(
SβRi

)⊕ Li+1,
(3)

where α and β are circular shift parameters. The
round transformation of SPECK is shown in the sup-
plementary materials.

The key expansion algorithm of SPECK is re-
lated to the number of words of its initial key. In
the case of SPECK2n/mn, the seed key K com-
prises a total of m words, which are denoted as
(lm−2, lm−1, · · · , l1, rk0), and the subsequent sub-
keys are produced accordingly:{

li+m−1 = (rki � S−αli)⊕ i,

rki+1 = Sβrki ⊕ li+m−1.
(4)

The SPECK and SIMON algorithms, after their
publication, have held a significant position among
lightweight block algorithms, making it crucial to
analyze their security. In addition, due to the rapid
development of big data and big models, the scale
of data is increasing, resulting in a growing demand
for encryption. Large-state block ciphers are capa-
ble of meeting this demand, and their application is
becoming increasingly widespread. Therefore, it is
particularly important to conduct security analysis
of large-state block ciphers, especially the SPECK
and SIMON algorithms.

2.3 Gohr’s neural distinguisher and key re-
covery attack

Gohr (2019) proposed a neural network distin-
guisher for SPECK32/64, which was built on a deep
residual network. Each sample in the deep residual
network’s training data comprises a ciphertext pair
and a label, wherein a ciphertext pair with a label
of 1 indicates a real ciphertext pair, the difference
between the corresponding plaintext pairs of such
a ciphertext pair is Δ, a ciphertext pair with a la-
bel of 0 indicates a random ciphertext pair, and the
difference between the corresponding plaintext pairs
of such a ciphertext pair is a random value. To ef-
fectively train a neural network, it is necessary to
possess both a training set and a validation set. In
each set, 50% of the samples should have a label of 1
and the remaining 50% should have a label of 0.

This study uses a fundamental training frame-
work which involves training a deep residual network
in 50 epochs, each epoch consisting of 1 × 107 sam-
ples from the training set. During each epoch, the
dataset is divided into groups, each with a batch
size of 5000 samples. The error function of the deep
residual network is the sum of the mean square er-
ror loss and the L2 weight regularization term, and
the regularization factor is 1 × 10−5. The optimiza-
tion method is the Adam algorithm provided by
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Keras (Kingma and Ba, 2017). The learning rate
li = a + (n−i)mod(n+1)

n (b− a) of each epoch i is de-
termined using the cyclic learning rate framework,
a = 1× 10−4, b = 2× 10−3, and n = 9.

The base version of Gohr (2019)’s key recovery
attack is given an r1-round pre-differential Γ

p→ Δ

and an r2-round neural network distinguisher ND,
recovering the (r1 + r2 + 1)-round key. Gohr’s
key recovery attack process is shown in the sup-
plementary materials. Neutral bits of the r1-round
pre-differential are used to expand each data pair.
(P, P + Γ ) is pair of plaintext. A short r1-round
pre-differential Γ p→ Δ with probability denoted by
p is prepended on top of the hybrid distinguisher
to increase the number of rounds of the key recov-
ery attack. To enhance the deep learning based key
recovery attack, Gohr combined Bayesian optimiza-
tion to execute the key recovery attack on 11- and
12-round SPECK32/64.

2.4 Multi-stage deep learning aided key re-
covery framework

As the neural distinguisher takes a complete ci-
phertext pair as the input, it is required to guess all
the bits of the round key at the same time in a key
recovery attack, which is obviously difficult for large-
state block ciphers. Therefore, Chen et al. (2023)
proposed the concepts of information bit, teacher
distinguisher, and student distinguisher, and intro-
duced the idea of building a student distinguisher on
some ciphertext bits to reduce the key space:
Definition 1 (Chen et al., 2023) For a ci-
pher reduced to h rounds, the neural distinguisher
trained on the complete ciphertexts (C0, C1) is de-
noted as the teacher distinguisher NDt

h, and the neu-
ral distinguisher trained on partial ciphertext bits
(ϕ (C0, Γ ) , ϕ (C1, Γ )) is denoted as the student dis-
tinguisher NDs

h. The teacher distinguisher is viewed
as a special student distinguisher.

According to Definition 1, identifying informa-
tion bits is challenging, meaning that the creation
of a student neural distinguisher should be based on
them. Chen et al. (2023) introduced the concept of
information bits for a neural distinguisher:
Definition 2 (Chen et al., 2023) For NDt

h, if
the distinguishing accuracy is significantly affected
by the jth bit of C0 or C1, the jth ciphertext bit is
an informative bit.

After giving the above definition, Chen et al.

(2023) proposed the multi-stage deep learning aided
framework. The key recovery attack in the multi-
stage deep learning aided framework is divided into
several stages. Each stage incorporates an indepen-
dent neural distinguisher to recover specific portions
of the key bits, and a neural distinguisher combina-
tion is formed by the neural distinguishers in each
stage. At every stage, we implement Gohr’s funda-
mental attack version and may apply the accelerated
version of Gohr’s attack.
Definition 3 (Chen et al., 2023) An informa-
tive bit is the ciphertext bit that is helpful to dis-
tinguish between the cipher and a pseudo-random
permutation.

Assuming that the attacker has selected a neu-
ral distinguisher combination of x neural distin-
guishers and x pre-differentials CDi := Γi → Δi,
where the probability of each pre-differential is pi, i ∈
{1, 2, · · · , x}, and the aim of the attack is to recover
the last round key rk.

The attack consists of x stages. During stage i,
rk’s |Bi| key bits rely on the findings from the previ-
ous i− 1 stages. Therefore, in stage i, the knowledge
of

⋃
j∈{1,2,··· ,i−1} Bj is already established, enabling

the recovery of a section of the key bit set Bi via
either the basic or accelerated versions of the Gohr
attack. Here, we use the basic version of the attack
for every stage, whereby every stage is associated
with a neural distinguisher and recovers |Bi| key bits,
i ∈ {1, 2, · · · , x}. The complete process of attack is
demonstrated in the supplementary materials (Bao
et al., 2022).

3 Improved deep learning aided key re-
covery framework and applications to
large-state block ciphers

In this section, we investigate and enhance the
deep learning aided key recovery framework for large-
state block ciphers proposed by Chen et al. (2022).
The selection of neural distinguisher combinations
greatly influences the results of the key recovery at-
tack. Therefore, we suggest using the key bit sensi-
tivity test (KBST) to devise a novel approach for de-
veloping neural distinguisher combinations that can
enhance the deep learning aided key recovery sys-
tem for large-state block ciphers. In this section, we
first introduce the KBST technique. We then pro-
pose a new method to construct neural distinguisher
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combinations based on the test results of the KBST
technique. This will improve the deep learning aided
key recovery framework for large-state block ciphers.
Following this, we provide an explanation of how the
multi-stage key recovery framework can be improved
from the perspective of cryptanalysis. Finally, we
discuss the complexity of key recovery attacks.

3.1 KBST technique

Building upon Chen et al. (2023), we propose
the KBST technique, which considers the direct in-
fluence of the key on the ciphertext state. By divid-
ing the round key of the last round using this tech-
nique and combining it with the structure of the algo-
rithm round function, we can identify the ciphertext
bit linked to the key sensitive bit, and subsequently
develop a student distinguisher for that specific ci-
phertext bit. The KBST technique is provided in the
supplementary materials.

In the supplementary materials, we show the
outcomes of KBST on the neural distinguisher for 15-
round SIMON128. The input difference of the neural
distinguisher for the 15-round SIMON128 teachers
is (0x0, 0x200000000). The results identify that the
neural distinguisher accuracy is predominantly af-
fected by key bits 14–33.

Using the KBST technique, we partition the
entire round key into various subkey spaces. In
Section 3.2, we apply the results of KBST to enhance
the multi-stage key recovery framework.

3.2 Improved multi-stage deep learning aided
key recovery framework

Building on the multi-stage key recovery frame-
work proposed by Chen et al. (2022), we enhance
the framework by creating appropriate neural dis-
tinguisher combinations using the KBST technique
described in Section 3.1. In Section 4, we will
present the neural distinguisher combinations con-
structed for different versions of large-state SIMON
and SPECK.

In a multi-stage deep learning aided key recov-
ery framework, discovering an appropriate neural
distinguisher combination is vital to a successful key
recovery attack. Therefore, we suggest the following
technique for constructing a suitable combination of
neural distinguishers:

1. Train ω teacher neural distinguishers, each

using a different plaintext difference Δ[i]. Addition-
ally, ω denotes the block size of the plaintext. The
inputs to each of these ω neural distinguishers are
complete ciphertext pairs, with a total of 2ω bits.
For SIMON2n and SPECK2n, ω equals 2n.

2. Detecting the information bits that corre-
spond to each teacher neural distinguisher involves
using KBST. In this process, we identify the key bits
that have an impact on the accuracy of the teacher
neural distinguisher. Next, we locate the partial
state bits that align with the key bits in accordance
with the round function structure of the algorithm.
The set Ki denotes the collection of sensitive key
bits, while the set Ci denotes the collection of partial
state bits, i ∈ {0, 1, · · · , ω − 1]}.

3. Based on Ki and Ci, i ∈ {0, 1, · · · , ω − 1},
we select the neural distinguisher combination. The
neural distinguisher combination comprises x stu-
dent neural distinguishers. These x student neural
distinguishers are generated based on the following
criteria:

(1) Choose x teacher neural distinguishers and
ensure that their accuracies are high. The accuracy
of the corresponding teacher neural distinguisher
may vary depending on different input differences
Δi, i ∈ {0, 1, · · · , ω − 1}. Therefore, it is neces-
sary to select the teacher neural distinguisher with
higher accuracy. Furthermore, it is imperative for
the student neural distinguisher used in the key re-
covery to possess an accuracy of at least 65%, or even
higher. Therefore, it is essential for the x teacher
neural distinguishers selected to have a relatively
high accuracy.

(2) When training x student neural distinguish-
ers, the input selection of each distinguisher is de-
termined by the partial state bits that correspond to
the key bits. According to the result of KBST and
the algorithm’s key expansion algorithm, it is ad-
visable to choose input bits for each student neural
distinguisher from the partial ciphertext state bits
that correspond to the key bits sensitive to the neu-
ral distinguisher. This will maximize the accuracy of
the trained student distinguisher. A comprehensive
theoretical analysis of this approach will be provided
in Section 3.3. For the newly trained distinguisher
of SIMON2n and SPECK2n, a partial ciphertext of
length 4 |Ci| serves as the input.

(3) The selection of key bits recovered by
each neural distinguisher should be based on the
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significance of their impact on the accuracy of the
student neural distinguisher. The concatenation
B1 ∪B2 · · · ∪Bx of the set Bi, i ∈ {1, 2, · · · , x}, con-
sisting of the key bits recovered by x neural distin-
guishers, is expected to include almost all, if not all,
of the final round key bits.

(4) After selecting x teacher neural distinguish-
ers along with their corresponding partial state bits
and recovered key bits, the partial ciphertext state
bits are used to train the student distinguishers.
As a result, x student neural distinguishers are ob-
tained, which collectively form a neural distinguisher
combination.

4. At this stage, we have identified a neural dis-
tinguisher combination, comprising student neural
distinguishers. This guarantees the highest achiev-
able accuracy for the student neural distinguisher
constructed using partial ciphertext state bits, while
ensuring that the task of recovering partial keys for
each student neural distinguisher is both manageable
and equitable.

Using the above method of constructing neural
distinguishers, we construct a combination of neu-
ral distinguishers to improve the multi-stage key re-
covery framework. The improved key recovery at-
tack flowchart is demonstrated in the supplementary
materials.

3.3 Interpretation from the cryptanalysis
perspective

When building a neural distinguisher combi-
nation, it is necessary to perform KBST for each
teacher neural distinguisher, choosing suitable par-
tial ciphertext bits to construct the student neural
distinguisher and determining which key bits require
recovery. In this subsection, we examine the test
outcomes from the perspective of cryptanalysis and
establish the theoretical framework for constructing
the neural distinguisher combination.

According to the outcomes of KBST, we cat-
egorize the sensitive key bits into two groups and
provide the subsequent definition:
Definition 4 The key bits that significantly af-
fect the neural distinguisher are referred to as true
impact key bits, whereas key bits that have a mini-
mal impact on the neural distinguisher are referred
to as pseudo impact key bits.

Based on our observation of KBST and the al-
gorithm key expansion approach, we determine that

heightened sensitivity of a specific key bit in the neu-
ral distinguisher may affect the sensitivity of other
key bits. In the subsequent section, we will provide
an explanation and analysis of this phenomenon in
relation to related keys.

Knudsen (1991) and Biham (1994) proposed the
related key attack, which reflects how key expansion
algorithms affect the security of block ciphers. Key
expansion algorithms expand a seed key into multi-
ple subkeys, and then embed each subkey into the
encryption (decryption) algorithm round transfor-
mation. During a related key attack, the attacker
is unable to discern the key, but can identify other
keys linked to the current one. The attacker carefully
selects the relationship between these keys and capi-
talizes on the weaknesses of the block cipher key ex-
pansion. Ultimately, the attacker seeks to establish a
correlation between the original key and the encryp-
tion algorithms associated with the newly identified
related key, all with the goal of recovering the key.

By analyzing the key expansion algorithms of
SIMON and SPECK, along with the related key at-
tack ideas, we investigate the correlation between the
last and second-to-last round keys generated by the
key expansion scheme. Additionally, we scrutinize
the results for KBST.

For demonstrating the SIMON algorithm, we
use SIMON64/96 as an example. The key expansion
algorithm for SIMON64/96 is outlined with rki+3 =

c⊕ (zj)i⊕ rki⊕
(
I ⊕ S−1

)
S−3rki+2. We analyze the

correlation between the 14- and 13-round keys.
In Table 2, if bit 0 of rk14 is determined to be

the true impact key bit (i.e., more sensitive), it cor-
responds to bits 3 and 4 of rk13, according to the
correlation among rk14, S−3rk13, and S−1(S−3rk13).
Bits 3 and 4 of rk13 have an effect on bits 1 and 31
of rk14, which means that if bit 1 or 31 of rk14 is less
sensitive, then it is likely that the sensitivity of bit 1
or 31 of rk14 is caused by bit 0 of rk14.

For demonstrating the SPECK algorithm, we
use SPECK64/96 as an example. The key expansion
algorithm for SPECK64/96 is outlined below:{

li+m−1 = (rki � S−αli)⊕ i,

rki+1 = Sβrki ⊕ li+m−1.
(5)

We will analyze the correlation between the 9- and
8-round keys.

In Table 3, if bit 0 of rk9 is determined to be
the true impact key bit (i.e., more sensitive), it
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corresponds to bits 0 and 29 of rk8, according to
the correlation among rk9, rk8, and S3rk8. Bits 0
and 29 of rk8 have an effect on bits 3 and 29 of rk9,
which means that if bit 3 or 29 of rk9 is less sensitive,
then it is likely that the sensitivity of bit 3 or 29 of
rk9 is caused by bit 0 of rk9.

The experimental results concur with the theo-
retical analysis. As a result, we aim to select partial
ciphertext state bits that relate to the true impact
key bits and the pseudo impact key bits while se-
lecting the input of the student neural distinguisher.
This selection should be as comprehensive as possi-
ble, focusing on the key bits that are true impact
key bits recovered by the neural distinguisher. It
helps minimize the Hamming distance between the
returned key guess and the actual key. This afore-
mentioned attribute is also valid for other versions of
the SIMON and SPECK algorithms.

3.4 Complexity analysis

We explore the maximum complexity of the at-
tack, specifically its complexity in the worst case
scenario.

In the most unfavorable scenario, each phase
uses ε

pi
ciphertext structures and log2 Ni neutral

bits, i ∈ {1, 2, · · · , x}. Therefore, the maxi-
mum limit on the data complexity of the attack is∑x

i=1
ε
pi
Ni.

In the attack, a ciphertext pair is decrypted us-
ing a key guess. The decrypted pseudo-ciphertext

pair is then fed to the neural distinguisher, and the
prediction score G is obtained, followed by com-
putation of log2

G
1−G . Considering that this op-

eration is considered basic, the attack performs it∑x
i=1 βi2

|βi| ε
pi
Ni times. If one equates a basic op-

eration with δi encryptions of the target algorithm,
i ∈ {1, 2, · · · , x}, the upper bound on the computa-
tional complexity (i.e., the number of encryptions)
of the attack is

∑x
i=1 βi2

|βi| ε
pi
Niδi. Moreover, by

varying the number of neutral bits, one can regulate
the data and time complexity of the multi-stage key
recovery attack.

4 Neural distinguishers for large-state
SIMON and SPECK

We use the method of constructing neural dis-
tinguisher combinations proposed in Section 3 to find
an effective combination of neural distinguishers for
every large-state member of SIMON and SPECK.
To clarify, the key sizes of SIMON and SPECK do
not affect the neural distinguishers. Therefore, we
refer to members of SPECK and SIMON with differ-
ent key sizes but equivalent block size of 2n bits as
SPECK2n and SIMON2n, respectively.

4.1 Neural distinguishers for large-state
SIMON

Using the proposed methodology for construct-
ing neural distinguishers as detailed in Section 3,

Table 2 The correlation between the 14- and 13-round keys of SIMON64/96

Key Position of the key bit

rk14
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

S−3rk13
2 1 0 31 30 29 28 27 26 25 24 23 22 21 20 19
18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3

S−1(S−3rk13)
3 2 1 0 31 30 29 28 27 26 25 24 23 22 21 20
19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4

Table 3 The correlation between the 9- and 8-round keys of SPECK64/96

Key Position of the key bit

rk9
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

rk8
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

S3rk8
28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13
12 11 10 9 8 7 6 5 4 3 2 1 0 31 30 29
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we develop 15- and 16-round neural distinguisher
combinations for SIMON128, 11-round neural dis-
tinguisher combination for SIMON96, and 10-
and 11-round neural distinguisher combinations for
SIMON64.

The 15-round SIMON128 neural distinguisher
combination comprises six 15-round neural distin-
guishers, as illustrated in Table 4. These distin-
guishers are acquired from the following plaintext
difference training:

Δ1 = Δ[8], Δ2 = Δ[22], Δ3 = Δ[33],

Δ4 = Δ[46], Δ5 = Δ[55], Δ6 = Δ[63].
(6)

The 16-round SIMON128 neural distinguisher
combination comprises six 16-round neural distin-
guishers, as illustrated in Table 4. These distin-
guishers are acquired from the following plaintext
difference training:

Δ1 = Δ[8], Δ2 = Δ[22], Δ3 = Δ[33],

Δ4 = Δ[46], Δ5 = Δ[54], Δ6 = Δ[63].
(7)

Table 4 outlines additional information regard-
ing the 15- and 16-round neural distinguisher com-
binations for SIMON128, which have been used for
practical key recovery attacks on 18- and 19-round
SIMON128, correspondingly.

The 11-round SIMON96 neural distinguisher
combination comprises five 11-round neural distin-
guishers, as illustrated in Table 5. These distin-
guishers are acquired from the following plaintext
difference training:

Δ1 = Δ[12], Δ2 = Δ[20], Δ3 = Δ[27],

Δ4 = Δ[38], Δ5 = Δ[47].
(8)

Table 5 outlines additional information regard-
ing the 11-round neural distinguisher combination
for SIMON96, which is used to execute a practical
key recovery attack on 14-round SIMON96.

Table 5 11-round neural distinguisher combination
for SIMON96

NDi Δi Bi Ci Accuracy

ND1 Δ[12] {8 ∼ 0} {14 ∼ 0} 0.610

ND2 Δ[20] {19 ∼ 9} {20 ∼ 9} 0.652

ND3 Δ[27] {27 ∼ 20} {27 ∼ 16} 0.635

ND4 Δ[38] {38 ∼ 28} {38 ∼ 24} 0.658

ND5 Δ[47] {47 ∼ 39} {47 ∼ 39} 0.753

The 10-round SIMON64 neural distinguisher
combination comprises three 10-round neural distin-
guishers, as illustrated in Table 6. These distinguish-
ers are acquired from the following plaintext differ-
ence training:

Δ1 = Δ[10], Δ2 = Δ[19], Δ3 = Δ[30]. (9)

The 11-round SIMON64 neural distinguisher
combination comprises three 11-round neural distin-
guishers, as illustrated in Table 6. These distinguish-
ers are acquired from the following plaintext differ-
ence training:

Δ1 = Δ[10], Δ2 = Δ[19], Δ3 = Δ[27]. (10)

Table 6 outlines additional information regard-
ing the 10- and 11-round neural distinguisher com-
binations for SIMON64, which have been used for
practical key recovery attacks on 13- and 14-round
SIMON64, correspondingly.

4.2 Neural distinguishers for large-state
SPECK

The neural distinguisher combinations for the
large-state SPECK are reconstructed using the
method proposed in Section 3. Correspondingly, the
inputs of the neural distinguishers are adjusted in the
SPECK128, SPECK96, and SPECK64 neural distin-
guisher combinations. Further details summarizing
the neural distinguisher combinations for the three

Table 4 15- and 16-round neural distinguisher combinations for SIMON128

NDi
15-round SIMON128 16-round SIMON128

Δi Bi Ci Accuracy Δi Bi Ci Accuracy

ND1 Δ[8] {8 ∼ 0} {8 ∼ 0} 0.714 Δ[8] {9 ∼ 0} {9 ∼ 0} 0.630

ND2 Δ[22] {21 ∼ 9} {21 ∼ 7} 0.770 Δ[22] {21 ∼ 10} {21 ∼ 7} 0.653

ND3 Δ[33] {32 ∼ 22} {32 ∼ 18} 0.770 Δ[33] {32 ∼ 22} {32 ∼ 18} 0.653

ND4 Δ[46] {45 ∼ 33} {45 ∼ 31} 0.770 Δ[46] {45 ∼ 33} {45 ∼ 31} 0.652

ND5 Δ[55] {54 ∼ 46} {54 ∼ 40} 0.770 Δ[54] {53 ∼ 46} {53 ∼ 42} 0.640

ND6 Δ[63] {63 ∼ 55} {63 ∼ 49} 0.783 Δ[63] {63 ∼ 54} {63 ∼ 52} 0.660
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types of large-state SPECK are provided in the sup-
plementary materials. Practical key recovery attacks
on SPECK128, SPECK96, and SPECK64 have been
enhanced with neural distinguisher combinations.

5 Practical key recovery attacks on
large-state SIMON and SPECK

In this section, using the neural distinguisher
combinations proposed in Section 4, we demonstrate
the effectiveness of our enhanced multi-stage key re-
covery framework through the practical key recovery
attack on large-state SIMON and SPECK. For all
attacks, we define a successful attack as hw(kg, rk)

≤ 3.

5.1 Practical key recovery attacks on 18- and
19-round SIMON128

5.1.1 Practical key recovery attack on 18-round
SIMON128

By using the enhanced framework for multi-
stage key recovery proposed in Section 3, in com-
bination with the neural distinguisher combination
constructed in Section 4, the last round of complete
subkeys can be recovered. Specifically, each of the
six 15-round neural distinguishers (refer to Table 4)
is preceded by a one-round pre-differential Γi → Δi

(refer to Table 7) to create a 16-round hybrid dis-
tinguisher HDi. Since the initial non-linear SIMON
operation is not whitened beforehand, it is feasible
to elongate HDi by one round atop every 16 rounds

without any additional cost. Consequently, there
are a total of 17 rounds in addition to the last round,
with the objective of the attack being to retrieve the
18-round key rk18. The attack parameters are dis-
played in Tables 4 and 7.

Table 7 presents a summary of the six one-round
pre-differentials used, along with their correspond-
ing difference probabilities pi and 10 neutral bits
(Ni = 210, i ∈ {1, 2, · · · , 6}). These values are ob-
tained by setting ε = 4, which ensures that stage
i produces a maximum of 4

pi
ciphertext structures,

i ∈ {1, 2, · · · , 6}. The threshold for filtering out
erroneous keys during the six stages is denoted by
ci = 10, i ∈ {1, 2, · · · , 6}. Furthermore, the number
of surviving keys retained in stage i, i ∈ {2, 3, · · · , 6},
for the subsequent stage is bounded above by βi = 3

(where β1 always equals 1). Using the given attack
parameters, we conduct 100 trials on a computer
equipped with a single graphics card (Geforce RTX
3090 GPU-equipped computer). The average time
spent in executing the aforementioned attack with
one graphics card and one CPU core is 492 s.

Out of 100 trials, a total of 91 trails return a
final key kg. The Hamming distance between the
guessed key kg and the correct round key rk is indi-
cated as hw(kg, rk). In the aforementioned 91 trials,
the average Hamming distance hw(kg, rk) is 1.7. De-
tailed statistics are presented in Table 8. We define
a successful attack as hw(kg, rk) ≤ 3. According to
Table 8, the success rate of the 18-round key recovery
attack is 81%.

Table 6 10- and 11-round neural distinguisher combinations for SIMON64

NDi
10-round SIMON64 11-round SIMON64

Δi Bi Ci Accuracy Δi Bi Ci Accuracy

ND1 Δ[10] {11 ∼ 0} {11 ∼ 0} 0.662 Δ[10] {10 ∼ 0} {10 ∼ 0} 0.586

ND2 Δ[19] {20 ∼ 12} {20 ∼ 9} 0.670 Δ[19] {19 ∼ 11} {19 ∼ 5} 0.599

ND3 Δ[30] {31 ∼ 21} {31 ∼ 17} 0.711 Δ[27] {31 ∼ 20} {31 ∼ 17} 0.606

Table 7 One-round pre-differentials added before the neural distinguishers in Table 4

CDi
One-round SIMON128 (15-round ND) One-round SIMON128 (16-round ND)

Γi → Δi Neutral bit pi Γi → Δi Neutral bit pi

CD1 Δ[72,16,10,9] → Δ[8] {[20] ∼ [11]} 2−2 Δ[72,16,10,9] → Δ[8] {[20] ∼ [11]} 2−2

CD2 Δ[86,30,24,23] → Δ[22] {[32] ∼ [23]} 2−2 Δ[86,30,24,23] → Δ[22] {[32] ∼ [23]} 2−2

CD3 Δ[97,41,35,34] → Δ[33] {[46] ∼ [37]} 2−2 Δ[97,41,35,34] → Δ[33] {[46] ∼ [37]} 2−2

CD4 Δ[110,54,48,47] → Δ[46] {[61] ∼ [52]} 2−2 Δ[110,54,48,47] → Δ[46] {[61] ∼ [52]} 2−2

CD5 Δ[119,63,57,56] → Δ[55] {[73] ∼ [64]} 2−2 Δ[118,62,56,55] → Δ[54] {[73] ∼ [64]} 2−2

CD6 Δ[127,7,1,0] → Δ[63] {[83] ∼ [74]} 2−2 Δ[127,7,1,0] → Δ[63] {[83] ∼ [74]} 2−2
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Table 8 Statistics on hw(kg, rk) over 100 trials of an
18-round attack on SIMON128

hw(kg, rk) Number of trails hw(kg, rk) Number of trails

0 20 3 16
1 23 4 9
2 22 5 1

5.1.2 Practical key recovery attack on 19-round
SIMON128

The general method of attack is similar to the
18-round attack. Specifically, each of the six 16-
round neural distinguishers (refer to Table 4) is pre-
ceded by a one-round pre-differential Γi → Δi (refer
to Table 7) to create a 17-round hybrid distinguisher
HDi. One additional round of expansion is available
before each 17-round HDi. Consequently, there are a
total of 18 rounds in addition to the last round, with
the objective of the attack being to recover the 19-
round key rk19. The attack parameters are displayed
in Tables 4 and 7.

Under the aforementioned attack parameters,
we conduct 100 experiments within the same ex-
perimental setup (i.e., a Geforce RTX 3090 GPU-
equipped computer). The attack consumes an aver-
age of 416 s.

Out of 100 trials, a total of 18 trails return a
final key kg. In the aforementioned 18 trials, the av-
erage Hamming distance hw(kg, rk) is 1.4. Detailed
statistics are presented in Table 9. The success rate
of the 19-round key recovery attack is 18%.

5.2 Practical key recovery attack on 14-round
SIMON96

By using the enhanced framework for multi-
stage key recovery proposed in Section 3, in com-
bination with the neural distinguisher combination
constructed in Section 4, the last round of complete
subkeys can be recovered. Specifically, each of the
five 11-round neural distinguishers (refer to Table 5)
is preceded by a one-round pre-differential Γi → Δi

(refer to Table 10) to create a 12-round hybrid distin-
guisher HDi. One additional round of expansion is

Table 9 Statistics on hw(kg, rk) over 100 trials of a
19-round attack on SIMON128

hw(kg, rk) Number of trails hw(kg, rk) Number of trails

0 1 3 1
1 9 4 0
2 7 5 0

available before each 12-round HDi. Consequently,
there are a total of 13 rounds in addition to the last
round, with the objective of the attack being to re-
cover the 14-round key rk14. The attack parameters
are displayed in Tables 5 and 10.

Table 10 One-round pre-differentials added before
the neural distinguishers in Table 5

CDi Γi → Δi Neutral bit pi

CD1 Δ[60,20,14,13] → Δ[12] {[25] ∼ [16]} 2−2

CD2 Δ[68,28,22,21] → Δ[20] {[37] ∼ [28]} 2−2

CD3 Δ[75,35,29,28] → Δ[27] {[49] ∼ [40]} 2−2

CD4 Δ[86,46,40,39] → Δ[38] {[61] ∼ [52]} 2−2

CD5 Δ[95,7,1,0] → Δ[47] {[71] ∼ [62]} 2−2

Under the aforementioned attack parameters,
we conduct 100 experiments within the same ex-
perimental setup (i.e., a Geforce RTX 3090 GPU-
equipped computer). The attack consumes an aver-
age of 229 s.

Out of 100 trials, a total of 56 trails return a
final key kg. In the aforementioned 56 trials, the av-
erage Hamming distance hw(kg, rk) is 3.3. Detailed
statistics are presented in Table 11. The success rate
of the 14-round key recovery attack is 35%.

Table 11 Statistics on hw(kg, rk) over 100 trials of a
14-round attack on SIMON96

hw(kg, rk) Number of trails hw(kg, rk) Number of trails

0 1 5 7
1 8 6 4
2 12 7 3
3 14 8 1
4 6

5.3 Practical key recovery attacks on 13- and
14-round SIMON64

5.3.1 Practical key recovery attack on 13-round
SIMON64

Each of the three 10-round neural distinguishers
(refer to Table 6) is preceded by a one-round pre-
differential Γi → Δi (refer to Table 12) to create a
11-round hybrid distinguisher HDi. One additional
round of expansion is available before each 11-round
HDi. Consequently, there are a total of 12 rounds in
addition to the last round, with the objective of the
attack being to recover the 13-round key rk13. The
attack parameters are displayed in Tables 6 and 12.
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Under the aforementioned attack parameters,
we conduct 100 experiments within the same ex-
perimental setup (i.e., a Geforce RTX 3090 GPU-
equipped computer). The attack consumes an aver-
age of 54 s.

Out of 100 trials, a total of 95 trails return a
final key kg. In the aforementioned 95 trials, the av-
erage Hamming distance hw(kg, rk) is 1.0. Detailed
statistics are presented in Table 13. The success rate
of the 13-round key recovery attack is 94%.

Compared to the attack proposed by Hou et al.
(2023), the success rate of the enhanced key recovery
attack on 13-round SIMON64 has risen from 57% to
94%, and the Hamming distance hw(kg, rk) between
the guessed key kg and the correct round key rk and
the time complexity decrease significantly.

5.3.2 Practical key recovery attack on 14-round
SIMON64

The general method of attack is similar to the
13-round attack. Specifically, each of the three 11-
round neural distinguishers (refer to Table 6) is pre-
ceded by a one-round pre-differential Γi → Δi (re-
fer to Table 12) to create a 12-round hybrid distin-
guisher HDi. One additional round of expansion is
available before each 12-round HDi. Consequently,
there are a total of 13 rounds in addition to the last
round, with the objective of the attack being to re-
trieve the 14-round key rk14. The attack parameters
are displayed in Tables 6 and 12.

Under the aforementioned attack parameters,
we conduct 100 experiments within the same ex-
perimental setup (i.e., a Geforce RTX 3090 GPU-
equipped computer). The attack consumes an aver-
age of 353 s.

Out of 100 trials, a total of 45 trails return a
final key kg. In the aforementioned 45 trials, the av-
erage Hamming distance hw(kg, rk) is 1.6. Detailed
statistics are presented in Table 14. The success rate
of the 14-round key recovery attack is 44%.

5.4 Improvements to practical key recovery
attacks on large-state SPECK

By using our advanced multi-stage key recovery
framework as suggested in Section 3, we improve the
actual key recovery for large-state SPECK. This once
again confirms the validity of our improved multi-
stage key retrieval framework.

5.4.1 Improvements to practical key recovery attack
on 12-round SPECK128

The attack has been successfully carried out us-
ing the enhanced multi-stage key recovery frame-
work as recommended in Section 3 and the novel
9-round neural distinguisher combination devised for
SPECK128 as described in Section 4. The neural dis-
tinguisher combination uses five 9-round neural dis-
tinguishers. Each of the five 9-round neural distin-
guishers is preceded by a one-round pre-differential
Γi → Δi (refer to Table 15) to create a 10-round hy-
brid distinguisher HDi. One additional round of ex-
pansion is available before each 10-round HDi. Con-
sequently, there are a total of 11 rounds in addition
to the last round, with the objective of the attack
being to recover the 12-round key rk12.

Except for the different combination of neural
distinguishers, the attack setup is identical to that
of Chen et al. (2022).

Table 13 Statistics on hw(kg, rk) over 100 trials of a
13-round attack on SIMON64

hw(kg, rk) Number of trails hw(kg, rk) Number of trails

0 30 3 7
1 39 4 1
2 18 5 0

Table 14 Statistics on hw(kg, rk) over 100 trials of a
14-round attack on SIMON64

hw(kg, rk) Number of trails hw(kg, rk) Number of trails

0 8 3 9
1 14 4 1
2 13 5 0

Table 12 One-round pre-differentials added before the neural distinguishers in Table 6

CDi
One-round SIMON64 (10-round ND) One-round SIMON64 (11-round ND)

Γi → Δi Neutral bit pi Γi → Δi Neutral bit pi

CD1 Δ[42,18,12,11] → Δ[10] {[30] ∼ [21]} 2−2 Δ[40,16,10,9] → Δ[8] {[30] ∼ [21]} 2−2

CD2 Δ[51,27,21,20] → Δ[19] {[38] ∼ [29]} 2−2 Δ[86,30,24,23] → Δ[22] {[32] ∼ [23]} 2−2

CD3 Δ[62,31,6,0] → Δ[30] {[50] ∼ [41]} 2−2 Δ[59,29,28,3] → Δ[33] {[46] ∼ [37]} 2−2
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Table 15 One-round pre-differentials added before the neural distinguishers in SPECK128, SPECK96, and
SPECK64

CDi
One-round SPECK128 (9-round ND) One-round SPECK96 (7-round ND) One-round SPECK64 (6-round ND)

Γi → Δi Neutral bit pi Γi → Δi Neutral bit pi Γi → Δi Neutral bit pi

CD1 Δ[72,69,61] → Δ[64] {[20] ∼ [11]} 2−2 Δ[61,58,2] → Δ[53] {[25] ∼ [16]} 2−2 Δ[50,47,7] → Δ[42] {[39] ∼ [30]} 2−2

CD2 Δ[84,81,9] → Δ[76] {[32] ∼ [23]} 2−2 Δ[73,70,14] → Δ[65] {[37] ∼ [28]} 2−2 Δ[55,52,12] → Δ[47] {[39] ∼ [30]} 2−2

CD3 Δ[98,95,23] → Δ[90] {[46] ∼ [37]} 2−2 Δ[85,82,26] → Δ[77] {[49] ∼ [40]} 2−2 Δ[41,38,30] → Δ[33] {[29] ∼ [20]} 2−2

CD4 Δ[113,110,38] → Δ[105] {[61] ∼ [52]} 2−2 Δ[94,49,38] → Δ[89] {[61] ∼ [52]} 2−2

CD5 Δ[125,122,50] → Δ[117] {[73] ∼ [64]} 2−2

Under the aforementioned attack parameters,
we conduct 100 experiments within the same ex-
perimental setup (i.e., a Geforce RTX 3090 GPU-
equipped computer). The attack consumes an aver-
age of 3989 s.

Out of 100 trials, a total of 76 trails return a final
key kg. In the aforementioned 76 trials, the average
Hamming distance hw(kg, rk) is 1.4. Detailed statis-
tics are presented in Table 16. We define a successful
attack as hw(kg, rk) ≤ 3. According to Table 16, the
success rate of the 12-round key recovery attack is
70%.

Compared to the attack proposed in Chen et al.
(2022), the success rate of the enhanced key recovery
attack on 12-round SPECK128 increases from 52% to
70%, and the Hamming distance hw(kg, rk) between
the guessed key kg and the correct round key rk
decreases from 3.2 to 1.4.

5.4.2 Improvements to practical key recovery attack
on 10-round SPECK96

The attack has been successfully carried out us-
ing the enhanced multi-stage key recovery frame-
work as recommended in Section 3 and the novel
7-round neural distinguisher combination devised for

Table 16 Statistics on hw(kg, rk) over 100 trials of a
12-round attack on SPECK128

hw(kg, rk)
Number of trails

Chen et al. (2022) Ours in Section 5.4

0 4 29
1 12 12
2 17 18
3 19 11
4 8 5
5 9 0
6 7 1
7 3 0
8 0 0
9 1 0

SPECK96 as described in Section 4. The neural dis-
tinguisher combination uses four 7-round neural dis-
tinguishers. Each of the four 7-round neural distin-
guishers is preceded by a one-round pre-differential
Γi → Δi (refer to Table 15) to create an 8-round
hybrid distinguisher HDi. One additional round of
expansion is available before each 8-roundHDi. Con-
sequently, there are a total of 9 rounds in addition to
the last round, with the objective of the attack being
to recover the 10-round key rk10.

Expect for the different combination of neural
distinguishers, the attack setup is identical to that
of Chen et al. (2022).

Under the aforementioned attack parameters,
we conduct 100 experiments within the same ex-
perimental setup (i.e., a Geforce RTX 3090 GPU-
equipped computer). The attack consumes an aver-
age of 407 s.

Out of 100 trials, a total of 83 trails return a
final key kg. In the aforementioned 83 trials, the av-
erage Hamming distance hw(kg, rk) is 0.4. Detailed
statistics are presented in Table 17. The success rate
of the 10-round key recovery attack is 83%.

Compared to the attack proposed in Chen et al.
(2022), the success rate of the enhanced key recovery
attack on 10-round SPECK96 increases from 81% to
83%, and the Hamming distance hw(kg, rk) between
the guessed key kg and the correct round key rk
decreases from 1.4 to 0.4.

Table 17 Statistics on hw(kg, rk) over 100 trials of a
10-round attack on SPECK96

hw(kg, rk)
Number of trails

Chen et al. (2022) Ours in Section 5.4

0 23 61
1 30 13
2 18 6
3 10 3
4 3 0
5 3 0
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5.4.3 Improvements to practical key recovery attack
on 9-round SPECK64

The attack has been successfully carried out us-
ing the enhanced multi-stage key recovery frame-
work as recommended in Section 3 and the novel 6-
round neural distinguisher combination devised for
SPECK64 as described in Section 4. The neural
distinguisher combination uses three 6-round neu-
ral distinguishers. Each of the three 6-round neu-
ral distinguishers is preceded by a one-round pre-
differential Γi → Δi (refer to Table 15) to create a
7-round hybrid distinguisher HDi. One additional
round of expansion is available before each 7-round
HDi. Consequently, there are a total of 8 rounds in
addition to the last round, with the objective of the
attack being to recover the 9-round key rk9. The
attack parameters are displayed in Table 15 and the
supplementary materials.

Except for the different combination of neural
distinguishers, the attack setup is identical to that
of Chen et al. (2022).

Under the aforementioned attack parameters,
we conduct 100 experiments within the same ex-
perimental setup (i.e., a Geforce RTX 3090 GPU-
equipped computer). The attack consumes an aver-
age of 88 s.

Out of 100 trials, a total of 96 trails return a
final key kg. In the aforementioned 96 trials, the av-
erage Hamming distance hw(kg, rk) is 0.6. Detailed
statistics are presented in Table 18. The success rate
of the 9-round key recovery attack is 96%.

Compared to the attack proposed in Chen et al.
(2022), the success rate of the enhanced key recovery
attack on 9-round SPECK64 increases from 90% to
96%, and the Hamming distance hw(kg, rk) between
the guessed key kg and the correct round key rk
decreases from 1.6 to 0.6.

Table 18 Statistics on hw(kg, rk) over 100 trials of a
9-round attack on SPECK64

hw(kg, rk)
Number of trails

Chen et al. (2022) Ours in Section 5.4

0 22 59
1 30 21
2 29 10
3 9 6
4 4 0
5 1 0
6 2 0
7 1 0

6 Conclusions

In this paper, we first propose a deep learn-
ing based KBST method to divide the key space,
and study the effect of different single-bit input dif-
ferences on the accuracy of large-state SIMON and
SPECK neural distinguishers. Furthermore, we in-
vestigate the key bit sensitivities of diverse neural
distinguishers using this method. Meanwhile, we
propose a new technique for constructing neural dis-
tinguisher combinations. To confirm the validity of
our KBST method and the efficiency of the neu-
ral distinguisher combination approach, we train a
efficient neural distinguisher combination for every
large-state member of SIMON and SPECK. Finally,
we examine and enhance the deep learning aided key
recovery framework for large-state block ciphers pro-
posed by Chen et al. (2022) using the neural distin-
guisher combinations we developed. We conduct a
practical key recovery attack on SIMON and SPECK
large-state members.

To date attack on the 13-round SIMON64
and the attack on large-state SPECK presented
in this paper are the most effective deep learn-
ing based practical key recovery attacks. Addi-
tionally, this work is the first to introduce deep
learning based practical key recovery attacks on 18-
round SIMON128, 19-round SIMON128, 14-round
SIMON96, and 14-round SIMON64. This research
advances the study of deep learning based key recov-
ery attacks on large-state block ciphers and further
promotes the research into the effects of deep learn-
ing on cryptanalysis.

In the subsequent phase, we shall delve deeper
into the investigation of key recovery attacks based
on deep learning for large-state block ciphers. This
will include the construction of the neural distin-
guishers and key recovery of different block ciphers.
Based on these studies, we aim to explore the in-
trinsic mechanism of the key recovery attack based
on deep learning and provide a theoretical explana-
tion. In addition, we will explore the possibility of
integrating deep learning with other cryptanalysis
techniques, e.g., exploring the development of linear
distinguishers based on deep learning.
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