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Abstract: Image steganography algorithms based on deep learning are often trained using either spatial- or
frequency-domain features. It is difficult for features from a single domain to comprehensively express the con-
tent of an entire image, which usually leads to poor performance because steganography is commonly multi-task. To
solve this problem, this paper proposes a robust image steganography algorithm based on feature score maps, called
the secure and robust image steganography network (SRIS-Net). First, instead of spatial-domain steganography, our
proposed algorithm utilizes a convolutional neural network to obtain shallow spatial-domain features. These features
are decomposed by Laplacian pyramid frequency-domain decomposition (LPFDD) to hide secret information in the
different frequency sub-bands with a progressive assisted hiding strategy that significantly reduces the influence of
the secret information on the cover image, achieving significant invisibility and robust performance. In addition,
we propose a global-local embedding module (GLEM) to achieve embedding by considering the overall structure of
the image and the local details, and a dual multi-scale aggregation sub-network (DMSubNet) to perform multi-scale
reconstruction to improve the quality of the carrier image. For security, we propose a dual-task discriminator struc-
ture, while giving a real/fake judgment of the image, which can generate a feature score map of the cover image’s
region of interest (ROI) to guide the embedding module to generate a carrier image with higher imperceptibility and
undetectability. Experimental results on BOSSBase show that our SRIS-Net outperforms mainstream methods in
terms of undetectability and robustness, with more than 9.2 and 3.4 dB improvement in visual quality, respectively,
and the capacity can be increased up to approximately 72—96 bits per pixel.
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1 Introduction the secret image extraction. Based on security con-

siderations, the carrier image is usually required to

Image steganography (Cheddad et al., 2010;
Wengrowski and Dana, 2019; Tancik et al., 2020)
hides information by exploiting image redundancy.
A secret image is embedded in a cover image to gen-
erate a carrier image, while maintaining better visual
quality of the carrier image and higher accuracy of
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be visually indistinguishable from the cover image.
Traditional methods often hide the secret informa-
tion using the least significant bit (LSB) (Barni et al.,
2001; Li XL et al., 2009). These methods can hide
only a limited amount of information and are not
robust enough against various attacks, such as ste-
ganalysis detection (Ren et al., 2025).

In recent years, deep learning (DL)-based im-
age steganography has shown promising results (Hu
et al., 2018; ur Rehman et al., 2018). Baluja (2017)
proposed the first convolutional neural network
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(CNN) in this domain. Researchers further improved
image steganography performance by improving the
network structure (Baluja, 2020) and introducing
new loss functions (Singh et al., 2022). Invertible
neural networks (INNs) demonstrate superior per-
formance in image steganography (Lu et al., 2021;
Yang et al., 2024) due to their precise fulfillment
of the inverse relationship between embedding and
extraction processes. Some studies (Chen et al.,
2020) focused on designing frameworks with good
robustness, and other works improved robustness
by introducing noise in training (Ying et al., 2022).
Attention-based data hiding using a generative ad-
versarial network (ADH-GAN) (Yu, 2020) guaran-
tees both robustness and capacity. However, exten-
sive training of an attention module is required to
obtain attention weight maps for steganography as-
sistance. Inspired by PatchGAN (Isola et al., 2017),
a discriminator can evaluate the entire image gen-
erated by the generator and feed the attention back
to each patch. As for the image steganography task,
if the region of interest (ROI) of the steganalysis
can be known before embedding, higher security can
be achieved. The above methods directly concate-
nate or add the cover image and the secret image, or
extract their features and then concatenate or add
them, without considering the correlation and adapt-
ability between features, and thus it is not optimal
for the network to excel in only some aspects of per-
formance but perform poorly in others. Moreover,
image steganography based on DL is usually trained
using features in a single domain, such as the spatial
(Lu et al., 2021) or frequency (Jing et al., 2021) do-
main, which makes comprehensively expressing the
content of the image difficult. Compared with the
pixel domain, the embedding capacity of the feature
domain is larger (Xu YM et al., 2022) and more ro-
bust. In addition, embedding the features of a secret
image instead of the original itself can assist in en-
crypting the secret image (Chen et al., 2020).

Based on the above, we design a robust im-
age steganography algorithm named the secure
and robust image steganography network (SRIS-
Net). SRIS-Net uses Laplacian pyramid frequency-
domain decomposition (LPFDD) (Lai et al., 2019)
to perform multi-scale decomposition of the spatial-
domain features of the cover image, and uses these
features to achieve progressive embedding and recon-
struction in the sub-bands of different frequency do-

mains. Based on a progressive assisted hiding strat-
egy, SRIS-Net uses these frequency-domain features
to enhance robustness. Additionally, SRIS-Net em-
ploys a dual-task discriminator that not only identi-
fies the authenticity of the image but also provides
the feature score map of the discriminator’s ROI to
guide the embedding process. Consequently, SRIS-
Net achieves good performance on steganographic
quality, security, robustness, and capacity. The main
contributions of this paper include the following;:

1. We propose a robust image steganography
algorithm, SRIS-Net, based on feature score maps,
which performs LPFDD on the image spatial domain
and implements incremental embedding and recon-
struction across various frequency sub-bands. This
strategy minimizes the impact of hidden information
on the cover image, and ensures significant invisibil-
ity and robust performance.

2. An embedding block (the global-local embed-
ding module, or GLEM) and a dual multi-scale ag-
gregation sub-network (DMSubNet) are introduced
which enhance embedding by considering the corre-
lation and adaptation between the cover and secret
images. These components reconstruct image fea-
tures to improve the quality of image steganography.

3. A dual-task discriminator structure is pro-
posed for security. It can not only determine real
(cover) or fake (carrier), but also generate a feature
score map of the ROI for the cover image to guide
the embedding module to generate a carrier image
with higher imperceptibility and undetectability.

2 Related works
2.1 Steganography

Steganography is a technique for hiding a mes-
sage, audio, image, or video in other media to avoid
arousing suspicion. LSB (Tamimi et al., 2013)
is the traditional spatial-domain-based method in
steganography, but it suffers from texture replica-
tion artifacts, particularly in smooth regions, mak-
ing it vulnerable to steganalysis (Xu GS et al., 2016;
Ye et al., 2017). Frequency-domain methods, such
as the discrete cosine transform (DCT) (Ruanaidh
et al, 1996) and the discrete wavelet transform
(DWT) (Barni et al., 2001), offer more robustness
and are harder to detect, although they conceal only
bit-level information.
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The combination of DL and image steganogra-
phy has significantly improved performance. Shi HC
et al. (2018) used a GAN-based encoder—decoder
architecture to enhance resistance to steganalysis.
Many image steganography methods have been pro-
posed based on different network architectures, in-
cluding the method by Liu et al. (2022) based on
ResNet, residual structures (Wu et al., 2018), U-Net
structure (Duan et al., 2019), and the Xception
block-based method (Duan et al., 2020a), which
are designed mainly to optimize capacity and visual
quality. Singh et al. (2022) proposed a GAN-based
architecture for image steganography, StegGAN,
which is combined with dual discriminators, signifi-
cantly improving the quality of both the carrier and
secret images but ensuring only noiseless extraction.
GAN-based steganography algorithms have higher
security than normal ones. However, previous GAN-
based steganography primarily uses the discrimina-
tor for real/false judgments during training, discard-
ing it afterward. There is potential for the discrimi-
nator to provide more valuable feedback and aid the
generator in creating more realistic and secure car-
rier images.

2.2 LPFDD

The Laplacian pyramid (Lai et al., 2019) is a
multi-scale image representation method widely used
in the fields of image super-segmentation and im-
age reconstruction. It is created by convolving the
original image through successive Gaussian filters to
generate blurred images at various scales and then
subtracting each Gaussian pyramid layer from the
up-sampled image of its predecessor, as defined in
Eq. (1):

Li = Gz — Expand(GHl), (1)

where L; denotes the i*" layer of the Laplacian pyra-
mid image, G; represents the i*? layer of the Gaus-
sian pyramid image, and Expand(G;41) is the up-
sampled previous layer of the Gaussian pyramid im-
age. This construction allows for multi-scale analysis
and processing of the image. By using LPFDD, fea-
tures are embedded and reconstructed in different
sub-bands, with lower-frequency features assisting
the higher-frequency features in completing the im-
age steganography task. This approach minimizes
the impact of secret information on the cover image,
effectively improving visual quality and capacity.

3 Method

SRIS-Net consists of three main components: an
LPFDD embedding network, an LPFDD extraction
network, and a dual-task discriminator. Fig. 1 shows
the overall architecture of SRIS-Net. Table 1 shows
the notation used in this paper.

Table 1 Explanation of symbols in this paper

Symbol Description
Ico Cover image, i.e., the image to hide secret
information
Ica Carrier image, i.e., the image with secret
information inside
Ise Secret image, i.e., the image to be hidden
Ie Recovered secret image from a carrier image

3.1 LPFDD embedding network

Information embedded in the high-frequency
regions is hard to detect but susceptible to at-
tacks (Jing et al., 2021), while embedding infor-
mation in the low-frequency regions improves ro-
bustness but often arouses visual suspicion (Li ZZ
et al., 2022). Both domains have suitable embed-
ding regions, and using only one region impacts
capacity, image quality, and security. Therefore,
our method embeds information across multiple fre-
quency domains, finding suitable locations through
GLEM and reconstructing features with DMSub-
Net to enhance embedding capacity and image
quality.

As shown in Fig. 1, the LPFDD embedding
network we propose divides image steganography
into high-frequency (hg), medium-frequency (hq),
and low-frequency (hs) stages for progressive em-
bedding and reconstruction. Given a cover image
I., € RPwx1 we first extract the shallow features
I, € Rwxe where h and w are the spatial di-
mensions and c is the channel number. LPFDD is
then used to obtain the frequency features H =
[ho, h1, hs], with resolutions of & x £ x ¢, i =
0,1,2. For a secret image I, € RP*®*1 features
S = [sg, 81, S2] are extracted progressively by the
secret image feature extraction module with reso-
lutions of 2 x £ x ¢, i = 0,1,2 (Fig. 1). Then,
guided by the dual-task discriminator feature maps,
the information of H and S is fed into three network
branches for hierarchical embedding and reconstruc-
tion, respectively.
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Fig. 1 SRIS-Net framework. First, through the secret image feature extraction module, the progressive
resolution features S = [so, s1, s2] of the secret image are extracted. Then, S and the cover image features
are separately embedded through the GLEM guided by the dual-task discriminator feature maps, and recon-
structed through DMSubNet of the three branches in the LPFDD embedding network. At the receiver end,
the carrier image is processed by the LPFDD extraction network to extract the recovered secret image. The
dual-task discriminator can not only distinguish real from fake, but also provide a feature score map for the

ROI to guide the embedding of secret information. B: batch size; C:

(dimensions of the batch of images)

The low-frequency embedding and reconstruc-
tion process is shown in Eq. (2):

flz = DMs (EM; (ha, s2, map,)), (2)

where ho € R%X%Xc, s9 € R%X%Xc, and map, €
R%*%%¢ are the low-frequency features of the cover
image, secret image, and feature score maps from the
discriminator, respectively. EM is the module for
GLEM, and DM is DMSubNet. hy € RTX%X¢ is the
reconstructed feature of the low-frequency region.

Given the relatively small amount of informa-
tion in hy and hi, direct embedding may cause seri-
ous information loss, so we adopt a progressive em-
We up-sample hy to hs 1 with
the size of hy using bilinear interpolation. Then we

bedding strategy.

add it to h; to assist in embedding. This process
is repeated for hg, with each step similar to that
in the hy embedding process described in Eq. (3).
The progressive embedding strategy ensures better
preservation of information and improved embedding
quality, and can effectively break the limitation of
single-domain hiding on capacity.

h; = DM, (EMZ- (hi +his1 1, si7mapi)) -3

channel count; H: height; W: width

3.1.1 GLEM

GLEM embeds secret information adaptively by
considering both the overall image structure and lo-
cal details (Fig 2). Guided by map; € R2773%¢ we
embed s; € Rz X3 %€ into h; € Rar X5t %€ through
global and local branches, so the secret informa-
tion embedding is more adaptive to the cover im-
age, thus improving robustness and security. The
global branch uses a self-attention mechanism (Za-
mir et al., 2022), and the local branch uses Conv1x1
for detail embedding. @, K, and V are generated
with Convlx1 and DWConv3x3 (Fig. 2).

3.1.2 DMSubNet

To handle multi-frequency-domain embed-
ding and extraction, DMSubNet uses multi-scale

"'Local embedding
| Point-wise Point-wise

Conv Conv

fom '5
—>e—Ls wﬂ)ﬁﬁ% —O—>0—> |

Fig. 2 GLEM embeds the secret image in the cover
image under the guidance of the feature map, and
includes a global embedding branch and a local em-
bedding branch
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intra-blocks (MSIBs) and a selective fusion mod-
ule (SFM) (Fig. 3). DMSubNet down-samples and
up-samples (Shi WZ et al., 2016) features hierarchi-
cally, leveraging multi-scale representations to ac-
curately process image details. Meanwhile, for the
image steganography reconstruction and extraction
process, the manner in which shallow features are
directly added with deep features is not applicable.
Specifically, in the reconstruction of the secret im-
age, shallow features often contain more carrier im-
age information. Therefore, secret image features are
extracted selectively, so the addition operation will
directly lead to recovering the secret image unsuc-
cessfully. Therefore, SFM enables the aggregation of
low-level image features and high-level features selec-
tively, preserving fine structural and textural details
for better reconstruction and extraction.

3.1.3 SFM

SFM (Fig. 3) achieves fusion of the shallow fea-
tures and the deeper features selectively. Specifi-
cally, we generate the attention map by global aver-
age pooling of the low-resolution deep feature map
L;, and then split it along the channels. Then we ap-
ply element-by-element multiplication, followed by
The high-
resolution shallow feature H; is then multiplied with

Convlx1 to transform the channels.

this attention weight map to selectively extract fea-
tures that are useful for low-resolution deep feature
reconstruction. The low-resolution deep features are
then up-sampled (Shi WZ et al., 2016) and added to

Xiao et al. / Front Inform Technol Electron Eng 2025 26(6):930-945

the extracted high-resolution feature to obtain the
final feature.

3.1.4 MSIB

MSIB (Fig. 3) enhances multi-level feature un-
derstanding with a multi-scale global perceptual
(MSGP) branch and a local contextual perceptual
(LCP) branch. It uses different DWConv kernels
for global multi-scale information and Conv3x3 for
local details. LayerNorm is applied for better per-
formance. LCP uses a bottleneck design for efficient
local spatial modeling (Zhou et al., 2020).

DMSubNet allows adaptive and robust infor-
mation embedding across multiple frequency do-
mains, improving both the capacity and quality of
the steganographic images.

3.2 LPFDD extraction network

The LPFDD extraction network adopts a simi-
lar structure to the LPFDD embedding network. It
begins by taking the carrier image as input and ex-
tracting shallow features using Conv3x3. The high-,
medium-, and low-frequency features are then ob-
tained via LPFDD. These features are processed
by DMSubNet to extract the secret information.
The low-frequency features are up-sampled (Shi WZ
et al., 2016) by a factor of 4 and the medium-
frequency features by a factor of 2, and then con-
catenated with the high-frequency features. The
combined features pass through two MSIB modules
to produce the recovered secret image I, as shown

LayerNorm

AvgPool
Conv1x1

o]

LayerNorm
—>@

AvgPool P

Conv1x1

[Conv1X1] [Conv1><1 ][Conv1X1]

DWConv3| | DWConv5
0 w

Fig. 3

MSGP

()

DMSubNet architecture (a), SFM (b), and MSIB (c)
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in Fig. 1. To enhance robustness, a noise layer is in-
troduced before extraction, including a mean filter,
Gaussian filter, sharpening, Gaussian noise, flipping,
and identity processing.

3.3 Dual-task discriminator

Traditional discriminators focus on classifying
images as real (cover) or fake (carrier) (Fu et al.,
2020) and aid in generating a carrier image that
closely resembles the cover. These discriminators are
usually discarded after training. However, we argue
that the role of the discriminator depends not only
on classifying the inputs as fake or real, but also on
having the ability to evaluate the whole image, gen-
erating a map of evaluation scores concerning the
ROI. This evaluation score map can be regarded as
a kind of prior knowledge of the embedding. This
knowledge is fed back to the generator to guide it
to pay more attention to the regions that are more
suitable for embedding during embedding and recon-
struction, and to generate a more realistic image of
the carrier image. Meanwhile, the classification of
the discriminator is based on the difference between
the distinguishing regions in the original and gen-
erated images, and the feature map weight of each
layer in the network is of great significance in the
final results of the classifier.

Based on this, our study improves the classi-
cal steganalysis method Zhu-Net (Zhang R et al.,
2020), as shown in Fig. 4, which includes a prepro-
cessing layer, two separable convolution (sepconv)
blocks, four basic blocks for feature extraction, a
spatial pyramid pooling (SPP) module, a fully con-
nected (FC) layer, and softmax. We up-sample the
features from each basic block to match the orig-
inal feature size by bilinear interpolation. This is

Cover/Carrier
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followed by channel concatenation, average pooling,
and normalization to obtain the feature score map.
The score map is then decomposed into multi-scale
feature sub-bands using LPFDD, which are fed back
to the generator to guide the embedding process.
This dual-task discriminator not only classifies real
or fake but also provides detailed guidance, improv-
ing the security and visual quality of the generated
images.

3.4 Loss function

The SRIS-Net loss function primarily comprises
the generator’s reconstruction loss, extraction loss,
adversarial loss, and the discriminator’s loss.

3.4.1 Generator’s loss

1. Reconstruction loss

To ensure that the carrier image I., generated
by hiding I in I, is indistinguishable from I, we
also propose a specialized Laplace frequency-domain
loss. This enhances the similarity between the car-
rier and cover images in both pixel and frequency
domains, improving security and visual quality. The
reconstruction loss L. is given as follows:

Lrec :Llloss (Icm Ica) + Llp (Icm Ica)

(4)
+ achr (Icm Ica) .

Here, Lq)ogss is the L1 loss of I, and I, in the pixel
domain:

w C
Yo X = X -
i=1 j=1 k=1
(5)
Ly, is the frequency-domain L1 loss of I, and I,

1
Llloss (XvX/) = HWC
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Fig. 4 Dual-task discriminator structure (we up-sample the features from each basic block to obtain the

feature score map)
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using LPFDD:
Llp(X, X/) = Z Llloss (LP(X)MLP(X/)Z) )

i=0,1,2
(6)

where LP represents applying the Laplacian pyramid
frequency-domain transformation to the image. Ly,
is the perceptual loss (Johnson et al., 2016), which
can help enhance image details and texture informa-
tion, and « is the trade-off coefficient which adjusts
the importance of different losses to the total loss
function (we set a=0.1).

2. Extraction loss

The extraction network aims to recover the se-
cret image I, from the carrier image I.,. The ex-
traction loss is defined as follows:

cht = Llloss (Ism Irc) + chr (Ism Irc) . (7>

3. Adversarial loss
We use LSGAN (Mao et al., 2017) for the ad-

versarial loss to ensure stable training, as follows:
Laav = Ezwp(z) [D(G(X)) - 1] ) (8)

where G stands for the generator and D stands for
the discriminator. In addition, z follows the distri-
bution p(z) (a standard normal distribution).

The total loss of the SRIS-Net generator is then
given by Eq. (9), where 8 is the trade-off factor, set
to 0.0004:

Ltotal - chc + cht + ﬁLadv- (9>

3.4.2 Discriminator’s loss

The dual-task discriminator loss also uses
LSGAN (Mao et al., 2017):

Lp = 5
(10)

This structured approach ensures that each
component of SRIS-Net is optimized for its specific
task, resulting in improved steganography and ex-

traction performance.
4 Experiments

4.1 Setup

The proposed model is trained for 160 epochs
on an NVIDIA A100 GPU. The number of chan-
nels is 48. The initial learning rate is 0.0004, ad-
justed using StepLR with a step size of 25 and a

Berpie) [DIGX)) = 0] + Bypio) [D(X) = 1]

weight decay of 0.5. The batch size is 8. The gen-
erator is optimized by Adam with standard parame-
ters, and the dual-task discriminator is optimized by
stochastic gradient descent (SGD) with a momentum
of 0.9 and a weight decay of 0.0005. The generator
and discriminator are trained jointly with alternating
updates.

We evaluate SRIS-Net on BOSSBase (Bas et al.,
2011), which contains 10000 grayscale images at
resolutions of 512x512. We set the input size to
160x 160 using center-cropping. The dataset is split
into 9000 training images and 1000 test images. Both
the cover and secret images are randomly paired from
the training set.

There are five metrics adopted to measure the
quality of cover/carrier image pairs and secret/
recovery image pairs: mean squared error (MSE),
peak signal-to-noise ratio (PSNR), structural simi-
larity index measure (SSIM), multi-scale structural
similarity index measure (MS-SSIM), and Spearman
correlation coefficient (SCC) (Otazu et al., 2005).

4.2 Comparison

To verify the effectiveness of our method, we
compare it with SimultaneousCNN (Van et al.,
2019), ISGAN (Zhang R et al., 2019), StegNet (Wu
et al., 2018), U-Net structure (Duan et al., 2019),
Huang (Huang et al., 2019), HCRGAN (Chen et al.,
2020), encoder—decoder (ur Rehman et al., 2018),
Baluja (Baluja, 2017), SteganoCNN (Duan et al.,
2020b), Liu (Liu et al., 2022), improved Xception
(Duan et al., 2020a), StegGAN (Singh et al., 2022),
DBPSNet (Li ZZ et al., 2022), DAH-Net (Zhang L
et al., 2023), and PRIS (Yang et al., 2024). All of
the methods are trained and tested using grayscale
images (Bas et al., 2011).

4.2.1 Steganographic quality

1. Quantitative results

As shown in Table 2, SRIS-Net (ours) sig-
nificantly outperforms all the other methods in
terms of the five metrics for the cover/carrier, with
MSE=0.00006, PSNR=43.55 dB, SSIM=0.9990,
MS-SSIM=0.9990, and SCC=0.9979. For secret/
recovery, PRIS achieves the optimal performance
due to the wuse of INNs, with MSE=0.00011,
PSNR=40.58 dB, SSIM=0.9981, MS-SSIM=0.9977,
and SCC=0.9964. However, its strict reversibility
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often exhibits vulnerability when subjected to noise  security and robustness.
and other attacks. From Tables 3 and 4, it is evi- 2. Qualitative results

dent that PRIS is inferior to our method in terms of .
We randomly choose a pair of cover and secret

Table 2 Image hiding quality results

Method Cover /Carrier

MSE] PSNR (dB)t SSIM T MS-SSIM?t SCCt
SimultaneousCNN 0.002 15 25.63 0.9420 0.9774 0.9790
ISGAN 0.01120 18.95 0.8863 0.9036 0.9637
StegNet 0.004 12 22.38 0.9069 0.9554 0.9082
U-Net structure 0.001 21 27.76 0.9430 0.9805 0.9795
Huang 0.009 74 19.97 0.9023 0.9142 0.9528
HCRGAN 0.009 95 18.29 0.7754 0.8961 0.7470
Encoder—decoder 0.000 51 31.38 0.9099 0.9891 0.8565
Baluja 0.000 35 33.26 0.9338 0.9923 0.9024
SteganoCNN 0.000 32 33.47 0.9568 0.9922 0.9126
Liu 0.000 30 33.89 0.9721 0.9916 0.9534
Improved Xception 0.000 20 35.86 0.9651 0.9959 0.9482
StegGAN 0.00041 33.19 0.9574 0.9834 0.9154
DBPSNet 0.000 25 34.26 0.9922 0.9921 0.9811
DAH-Net 0.000 62 32.35 0.9920 0.9900 0.9797
PRIS 0.000 10 40.88 0.9982 0.9978 0.9964
Ours 0.00006 43.55 0.9990 0.9990 0.9979
Secret /Recovery
Method MSE] PSNR (dB)f SSIMT MS-SSIM7 scct
SimultaneousCNN 0.002 00 25.33 0.9034 0.9492 0.9632
ISGAN 0.006 21 21.09 0.8887 0.9353 0.9316
StegNet 0.002 93 24.21 0.9134 0.9599 0.9756
U-Net structure 0.001 39 26.69 0.9276 0.9707 0.9699
Huang 0.005 26 21.86 0.9052 0.9391 0.9533
HCRGAN 0.01033 16.14 0.6933 0.8448 0.7097
Encoder—decoder 0.000 92 28.70 0.8972 0.9747 0.9207
Baluja 0.000 37 31.38 0.9310 0.9798 0.9577
SteganoCNN 0.000 67 30.88 0.9651 0.9878 0.9804
Liu 0.000 32 32.64 0.9398 0.9847 0.9726
Improved Xception 0.001 58 26.42 0.9502 0.9788 0.9828
StegGAN 0.000 43 31.54 0.9293 0.9485 0.9667
DBPSNet 0.000 23 36.31 0.9902 0.9966 0.9957
DAH-Net 0.000 68 32.21 0.9892 0.9817 0.9805
PRIS 0.00011 40.58 0.9981 0.9977 0.9964
Ours 0.000 13 39.78 0.9979 0.9956 0.9952

The best results are in bold; the second best results are underlined. T means the larger the value, the better the
result; | means the smaller the value, the better the result

Table 3 Assessment of steganography security

Error detection rate (% Error detection rate (%
Method SRM  CSR XE1N)et Method SRM  CSR >§u131et
SimultaneousCNN 10.52 14.42 23 SteganoCNN 15.22 16.24 14
ISGAN 2.08 3.97 11 Liu 17.36 18.73 20
StegNet 12.10 14.39 19 Improved Xception 16.40 17.85 16
U-Net structure 12.90 15.03 23 StegGAN 15.97 18.60 16
Huang 4.08 6.49 12 DBPSNet 22.56 27.51 34
HCRGAN 2.18 3.69 4 DAH-Net 15.80 18.98 16
Encoder—decoder 5.26 8.39 14 PRIS 18.80 20.00 17
Baluja 9.06 11.27 17 Ours 24.38 40.60 36

The best results are in bold; the second best results are underlined
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Table 4 Image steganography robustness evaluation
Method Mean filtering Gaussian filtering Sharpening

MSE]l PSNR (dB)t SSIM?t MSE| PSNR (dB)T SSIM?T MSE] PSNR (dB)t SSIMt
SimultaneousCNN  0.01510 16.74 0.4503 0.045 66 13.71 0.3073 0.01904 16.89 0.6210
ISGAN 0.028 76 13.65 0.2099 0.029 69 12.25 0.3391 0.008 57 19.26 0.8437
StegNet 0.021 09 17.20 0.2474 0.023 08 17.68 0.4810 0.01700 18.35 0.6220
U-Net structure 0.01494 16.56 0.4490 0.048 98 13.10 0.3267 0.016 02 17.80 0.6714
Huang 0.024 62 16.03 0.2432 0.03928 14.76 0.3605 0.007 11 20.60 0.8529
HCRGAN 0.027 07 12.07 0.3507 0.02195 13.01 0.4799 0.01295 15.03 0.6092
Encoder—decoder 0.076 54 6.67 0.1190 0.065 29 5.11 0.2060 0.794 31 14.07 0.1600
Baluja 0.062 80 7.47 0.2420 0.05799 11.25 0.3019 0.602 21 2.32 0.2266
SteganoCNN 0.016 67 18.22 0.4638 0.03976 14.19 0.3861 0.002 14 26.29 0.8764
Liu 0.016 21 16.29 0.4466 0.038 97 14.69 0.3469 0.009 45 17.55 0.7869
Improved Xception 0.01721 18.13 0.4153 0.01963 18.75 0.5387 0.039 98 15.02 0.5305
StegGAN 0.14370 18.38 0.4874 0.03415 15.46 0.4956 0.007 92 19.27 0.8004
DBPSNet 0.000 68 31.30 0.9611 0.00023 36.09 0.9916 0.000 26 35.86 0.9905
DAH-Net 0.001 22 29.72 0.9805 0.000 88 31.13 0.9864 0.000 45 34.05 0.9931
PRIS 0.000 61 32.44 0.9887 0.00091 31.27 0.9855 0.000 16 39.07 0.9975
Ours 0.00013 36.62 0.9957 0.00015 39.23 0.9976 0.00015 39.29 0.9976

Method Gaussian noise Flipping

MSE]l PSNR (dB)t SSIM?t MSE| PSNR (dB)t SSIM?T
SimultaneousCNN  0.007 72 20.44 0.5404 0.04595 12.65 0.3541
ISGAN 0.053 60 11.81 0.1260 0.056 60 11.38 0.3282
StegNet 0.03161 13.66 0.1994 0.05003 12.75 0.2778
U-Net structure 0.034 53 14.29 0.1944 0.044 17 12.68 0.3418
Huang 0.046 25 12.94 0.1374 0.054 00 11.96 0.3096
HCRGAN 0.032 30 10.98 0.1866 0.047 89 9.84 0.3068
Encoder—decoder 0.017 56 17.15 0.3316 0.050 79 14.92 0.2109
Baluja 0.04124 13.44 0.2256 0.047 58 12.48 0.2006
SteganoCNN 0.048 70 12.41 0.1522 0.044 67 12.72 0.3264
Liu 0.008 13 18.69 0.4536 0.046 83 12.65 0.3217
Improved Xception 0.035 32 14.45 0.1836 0.068 91 11.82 0.1982
StegGAN 0.007 78 19.27 0.4818 0.042 88 13.12 0.3787
DBPSNet 0.000 27 34.76 0.9870 0.00391 13.80 0.5623
DAH-Net 0.001 14 29.80 0.9817 0.003 59 25.01 0.9420
PRIS 0.000 48 33.49 0.9921 0.049 56 13.29 0.1119
Ours 0.00023 36.77 0.9964 0.00245 26.95 0.9635

Under noise or attack scenarios, we calculate the MSE, PSNR, and SSIM of the secret/recovery pairs extracted by different

methods.
result; | means the smaller the value, the better the result

images and compare the carrier and recovery images
generated by different methods. Given the space
constraints, we show only the comparison of some
of the methods. As shown in Fig. 5, HCRGAN,
DAH-Net, and StegGAN generate blurred images,
while our model and DBPSNet can generate clear
carrier images. However, our method produces even
clearer carrier images. We further show the resid-
ual frequency histogram of cover/carrier pairs and
secret /recovery pairs. As shown in Fig. 5, our
method achieves a frequency of 0-pixel value greater
than 0.8, and the average pixel value of the residual
is 0.2948, achieving the best visual results among
the comparison methods. Although our method pro-

The best results are in bold; the second best results are underlined. 1 means the larger the value, the better the

vides a sub-optimal average pixel value compared
to DBPSNet, our method also achieves a frequency
of 0-pixel value of 0.55 and an average pixel value of
0.5551, indicating that the quality of the secret image
reconstructed by our method remains impressive.
Through both quantitative and qualitative ex-
perimental results, our method demonstrates signif-
icant hiding and restoration capabilities. It can gen-
erate a visually undetectable carrier and accurately
extract the secret image from the carrier image.

4.2.2 Security

Security is crucial for image steganography algo-
rithms. We evaluate the ability of SRIS-Net to resist
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Fig. 5 Random visualization of the same cover/carrier and secret/recovery pairs generated through different
methods (the value after the method represents the corresponding average residual value)

steganalysis detection. We choose the classical DL-
based algorithm XuNet (Xu GS et al., 2016) to assess
steganalysis performance. We pre-train XuNet with
carrier images generated by the S-UNIWARD algo-
rithm (Holub et al., 2014) from 10000 pairs of im-
ages in BOSSBase at a payload of 0.4 bits per pixel.
Then we randomly pair 1000 images in the test set
with 500 cover /secret pairs and use various models to
generate 500 carrier images. From these, 450 carrier
images are used to fine-tune XuNet (Xu GS et al.,
2016), which is then used to detect the remaining
carriers and calculate the error detection rate. As
shown in Table 3, SRIS-Net (ours) achieves the best
error detection rate of 36%, two percentage points
higher than that of DBPSNet, whereas all the other
methods score below 30%.

Then, we use traditional SRM (Fridrich and
Kodovsky, 2012) and CSR (Denemark et al., 2014)
for steganalysis evaluation, employing “ensemble”
(Kodovsky et al., 2012) as the classifier. We split
the carrier and cover images for training and test-
ing, averaging results over 10 cross-tests. SRIS-
Net achieves the best results (24.38% for SRM and
40.60% for CSR).

These evaluations demonstrate that SRIS-Net

(ours), combined with discriminator feature score
maps, can generate highly secure carrier images. The
discriminator guides the generator to distribute se-
cret signals to more undetectable regions, enhancing
the security of the steganography process.

4.2.3 Anti-distortion capability

To increase the model’s robustness, we intro-
duce a noise layer to train the model to reveal the
secret image in noisy conditions, as shown in Fig. 1.
We choose MSE, PSNR, and SSIM as robustness
evaluation metrics. As shown in Table 4, SRIS-Net
(ours) performs well under various noise conditions,
including mean filtering, Gaussian filtering, sharpen-
ing, Gaussian noise, and flipping. Specifically, with
mean and Gaussian filtering using 5x5 filters, Lapla-
cian sharpening, and Gaussian noise with a variance
of 0.01, our extraction network effectively reveals the
secret image. SRIS-Net outperforms other methods
in MSE, PSNR, and SSIM. Notably, when the carrier
image is attacked by flipping, SRIS-Net still recon-
structs the secret image with a PSNR of 26.95 dB.

To further demonstrate the model’s perfor-
mance under multiple distortions, we conduct ex-
periments using various combinations of Gaussian
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filtering, Gaussian noise, mean filtering, and sharp-
ening, as well as constructing a noise pool, as shown
in Table 5. The performance of SRIS-Net under
combined noise conditions is indeed worse than that
under single noise conditions, but it still achieves
relatively good results. Specifically, under Gaussian
filtering and sharpening, it attains MSE, PSNR, and
SSIM values of 0.00017, 38.46 dB, and 0.9972, re-
spectively. The worst performance is with the com-
bination of mean filtering and Gaussian noise, yet it
still achieves an MSE of 0.000 63, PSNR of 32.51 dB,
and SSIM of 0.9899. In addition, SRIS-Net still
achieves an MSE of 0.00030, PSNR of 36.08 dB,
and SSIM of 0.9951 under random noise. These re-
sults demonstrate that SRIS-Net possesses robust
steganographic capabilities.

4.2.4 Capacity

In some scenarios, capacity is extremely im-
portant. We compare SRIS-Net with StegGAN
by conducting experiments to embed 2, 3, and

4 images in one cover image. Table 6 shows the

Table 5 Quantitative evaluation of combined noise
and random noise

Combination MSEJ PSNR (dB)t SSIM T
Gaussian filtering 0.00047 33.88 0.9926
+Gaussian noise
Gaussian filtering 0.000 39 34.95 0.9941
+Mean filtering
Gaussian noise 0.000 19 37.86 0.9971
+Sharpening
Sharpening 0.000 26 36.90 0.9959
+Mean filtering
Mean filtering 0.000 63 32.51 0.9899
+Gaussian noise
Gaussian filtering 0.000 17 38.46 0.9972
+Sharpening
Random 0.000 30 36.08 0.9951

The random noise is applied by randomly using one of the
noise types.
result; | means the smaller the value, the better the result

1 means the larger the value, the better the

Carrier

Cover

Secret_1 Secret_2 Recovery_1Recovery_2

average PSNR results for the cover/carrier and
secret /recovery image pairs. When embedding two
images, our method achieves an average PSNR of
41.96 dB for cover/carrier images and 34.65 dB
for secret/recovery images. Even when embedding
three images, the performance remains good. Re-
markably, with four images, the average PSNR is
41.46 dB for cover/carrier images and 30.85 dB for
secret /recovery images. However, the performance
of StegGAN significantly deteriorates, showing an
average PSNR of 33.21 dB for cover/carrier pairs
and 21.41 dB for secret/recovery pairs when em-
bedding two images. As the number of embedded
images increases, the image quality of StegGAN de-
clines sharply.

Fig. 6 shows examples of cover/carrier and
secret /recovery pairs constructed by SRIS-Net and
StegGAN when embedding two images. Despite
some distortion, the secret images remain relatively
clear with SRIS-Net. Fig. 7 visualizes pairs gen-
erated by our method with four embedded images,
demonstrating that the images are still relatively
These results indicate that SRIS-Net can
achieve a maximum payload of approximately 72—
96 bits per pixel, demonstrating superior capacity
both visually and quantitatively.

clear.

4.3 Ablation study

1. Effectiveness of DMSubNet
To verify the effectiveness of DMSubNet, we
construct one variation, SSubNet, for which the

Table 6 Results for capacity of StegGAN and SRIS-
Net

Number of PSNR (dB)
images Cover/Carrier Secret/Recovery
embedded StegGAN  Ours StegGAN  Ours
2 33.21 41.96 21.41 34.65
3 31.35 41.56 18.56 32.33
4 29.87 41.46 16.18 30.85
Cover Secret_1 Secret_ 2  Carrier Recovery_1Recovery_ 2

oy

Fig. 6 StegGAN (left) vs. SRIS-Net (right) when two images are embedded in one cover image
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single-scale reconstruction subnetwork maintains a
fixed inter-block scale and includes only one branch
of 3x3 as the basic block, removing the SFM
inter-scale correlation fusion module. For shallow
and deep feature fusion, residual addition is used.
As shown in Table 7, compared to SSubNet, the
PSNR value increases by 2.31 dB and 4.31 dB for
cover /carrier and secret/recovery pairs respectively,
and the error detection rate of CSR increases by
8.84 percentage points, indicating that DMSubNet
with the dual multi-scale network design is more ef-

fective in hiding information.
2. Effectiveness of GLEM

DMSubNet fuses the cover image and secret im-

Cover

Secret_1

Secret_2 Secret_3 Secret_4

age by directly adding their feature values. How-
ever, DMSubNet+GLEM uses the GLEM module
for fusion. As shown in Table 7, compared to DM-
SubNet, the PSNR values of DMSubNet+GLEM in-
crease by 0.34 dB and 0.15 dB for cover/carrier and
secret /recovery pairs, respectively. The ability to re-
sist CSR and SRM detection has been improved by
4.14 percentage points and 2.66 percentage points,
respectively. This improvement is due to the global—-
local adaptive embedding, which helps the secret sig-
nals better adapt to the structure and details of the
cover image. Thus, GLEM significantly enhances
embedding and extraction performance, as well as
security.

Fig. 7 Embedding four secret images on one cover image using SRIS-Net (obviously, the recovery images are

all still clearly visible)

Table 7 Results of ablation experiments

Method Cover/Carrier Error detection rate (%)
MSE] PSNR (dB)t SSIMtT  MS-SSIMt  SCCt SRM CSR
SSubNet 0.000 09 41.18 0.9986 0.9983 0.9969 1.32 18.90
DMSubNet 0.000 06 43.49 0.9989 0.9989 0.9979 3.64 27.74
DMSubNet+GLEM 0.000 06 43.83 0.9990 0.9990 0.9980 6.30 31.88
DMSubNet+GLEM+GAN  0.000 06 43.31 0.9989 0.9989 0.9977 19.80 36.24
Ours 0.000 06 43.55 0.9990 0.9990 0.9979 24.38 40.60
Secret/Recovery
Method
erho MSE]  PSNR (dB)f SSIMT MS-SSIMT  SCCT
SSubNet 0.000 25 36.78 0.9964 0.9932 0.9931
DMSubNet 0.000 10 41.09 0.9983 0.9973 0.9963
DMSubNet+GLEM 0.000 10 41.24 0.9984 0.9972 0.9963
DMSubNet+GLEM+GAN  0.000 14 39.24 0.9976 0.9949 0.9947
Ours 0.000 13 39.78 0.9979 0.9956 0.9952

1 means the larger the value, the better the result; | means the smaller the value, the better the result
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3. Effectiveness of the dual-task discriminator

Although our network achieves high image qual-
ity without the discriminator, it is vulnerable to ste-
ganalysis detection. The misdetection rate by SRM
is only 6.30% for DMSubNet+GLEM. To demon-
strate the guidance provided by our dual-task dis-
criminator, we compare DMSubNet+GLEM+GAN,
which uses only a plain discriminator, with our ap-
proach. As shown in Table 7, there is a reduc-
tion in visual quality for DMSubNet+GLEM and
DMSubNet+GLEM+GAN due to conflicting met-
rics between visual quality and resistance to ste-
However, resistance to SRM steganal-
ysis detection increases by 13.5 percentage points.

ganalysis.

Our dual-task discriminator iteratively guides em-
bedding using the discriminator feature map. Com-
pared with DMSubNet+GLEM+GAN, the visual
quality of ours increases by 0.24 dB and 0.54 dB
for cover/carrier and secret/recovery pairs, respec-
tively (Table 7). Additionally, in terms of unde-
tectability, the error detection rates for CSR and
SRM are 40.60% and 24.38%, improved by 4.36 per-
centage points and 4.58 percentage points respec-
tively. These experiments illustrate that our dual-
task discriminator effectively improves the security
and quality of the carrier image by providing valuable
embedding guidance to the generator. We randomly
show the visual effect of four sets of image pairs con-
structed by our method in Fig. 8. It is difficult to
distinguish them from the appearance of the images.
For better observation, we magnify the residuals by
5, and still, hardly any difference is visible. The
frequency histograms of these images are shown in
Figs. 8e-8h. The horizontal axis ranges from 0 to
40, covering almost all pixel values in the residual
image, and the vertical axis represents the frequency
of each pixel value; the higher frequency of low pixel
values indicates higher similarity between the car-
rier and cover images. The average pixel values of
the residual maps are given, with the lowest being
0.0968 and the highest 1.0457. These quantitative
and qualitative results demonstrate the effectiveness
of our proposed algorithm.

5 Conclusions

This paper proposes a robust image steganog-
raphy algorithm, SRIS-Net, based on feature score
maps. SRIS-Net integrates spatial- and frequency-

domain features, employing a progressive assisted
hiding strategy. It utilizes GLEM and DMSubNet
for progressive embedding and multi-scale feature re-
construction. These techniques minimize the impact
of hidden information on the cover image, enhanc-
ing the robustness, visual quality, and security of
the carrier image. The proposed dual-task discrim-
inator structure assesses real/fake images and gen-
erates feature score maps of the cover image’s ROI,
guiding the embedding module to achieve higher im-
perceptibility and undetectability. Extensive experi-
ments demonstrate SRIS-Net’s superior performance
in terms of capacity, visual quality, security, and ro-
bustness, validating the efficacy of the algorithm.
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