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Wireless communication is vulnerable to mali-
cious jamming and eavesdropping attacks due to the
broadcast nature of wireless channels. An extremely-
large-scale reconfigurable intelligent surface (XL-
RIS) demonstrates its abilities to enhance the phys-
ical layer security (PLS) and compensate for the se-
vere path loss. We investigate an XL-RIS empow-
ered near-field PLS communication system against
jamming and eavesdropping attacks with the help
of artificial noise (AN). To maximize the secrecy ca-
pacity, we propose an alternating optimization (AO)
based algorithm to jointly optimize the beamform-
ers at the base station (BS) and the reflection co-
efficient matrix at the XL-RIS, subject to the BS’s
maximum transmit power and the XL-RIS’s unit-
modulus constraints. For the beamforming and AN
design at the BS, auxiliary variables are introduced
to reformulate the subproblem into a more tractable
problem, which is solved by the proposed successive
convex approximation (SCA) based algorithm. For
the reflection coefficient matrix design at the XL-
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RIS, a manifold optimization (MO) based algorithm
is proposed to address the challenge of large-scale
variables and unit-modulus constraints. Numerical
results show that XL-RIS can ensure secure commu-
nication even if the eavesdropper is located at the
same direction as the legitimate user and closer to
the XL-RIS.

1 Introduction

The sixth-generation (6G) networks start a new
era of wireless communications with high speed,
ultra-low latency, massive access, and strong secu-
rity, which will support ubiquitous connectivity for
various devices, such as mobile terminals, industrial
equipment, wearable devices, and autonomous driv-
ing vehicles (Nguyen et al., 2021). Specifically, many
applications involve sensitive information exchange,
so it is crucial to ensure transmission security against
malicious attacks, such as eavesdropping and jam-
ming. Several technologies have been used to resist
these attacks, such as beamforming, relay, frequency
hopping (Liang et al., 2018), and AN (Yan et al.,
2018).

However, the frequency-hopping technology
consumes extra spectrum resources, and AN and re-
lay consume additional power (Sun et al., 2022b). To
further enhance the secure communication against
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jamming and eavesdropping attacks, reconfigurable
intelligent surface (RIS) has been studied re-
cently (Cheng et al., 2023; Zhao et al., 2023). RIS
is composed of a large number of low-cost reflec-
tion elements and consumes lower power. RIS can
reconfigure an electromagnetic propagation environ-
ment (Pan et al., 2020) and enhance the secure
communication. Liu J et al. (2024a) employed a
RIS to enhance the desired signals and suppress the
jamming signals with the imperfect jammer-related
channel state information (CSI). Sun et al. (2022b)
proposed an AO-based algorithm to jointly design
the received decoder at the user, the digital precoder,
and AN at the BS, as well as the analog precoder
at the RIS, to combat jamming and eavesdropping
attacks with the imperfect CSI. Ma et al. (2024) fur-
ther introduced a hybrid active–passive RIS into a
secure communication system to combat jamming
and eavesdropping attacks. The hybrid RIS, which
integrates active and passive elements, provides a
balance between cost and performance, enabling it
to enhance desired signals while suppressing jam-
ming or leakage signals.

However, there are some weaknesses in the exist-
ing studies on RIS-assisted PLS communication sys-
tems. First, with the increase of frequency in wireless
networks and the limited number of reflection ele-
ments, the performance enhancement will be heavily
restricted due to the double-fading effect (di Renzo
et al., 2020). Second, these studies focus mainly on
the planar-wave propagation in far-field communica-
tion systems, resulting in limited secrecy capacity for
scenarios with spatial correlation. When the eaves-
dropper and the legitimate user are correlated in the
angular domain, the secrecy capacity will decrease
dramatically under the planar-wave model.

Recently, XL-RIS was studied. Liu J et al.
(2024b) employed XL-RIS for covert transmission in
the near-field region. The large-scale low-cost re-
flection elements can expand the array aperture of
XL-RIS, thus enhancing the reflected signals signifi-
cantly. With the increase of array aperture and op-
erating frequency, it becomes inevitable that wireless
communication systems operate in the near-field re-
gion. The Rayleigh distance is commonly used to
distinguish between the near-field and far-field re-
gions; it is given by 2D2

λ , with D and λ denoting the
array aperture and the wavelength, respectively (Liu
YW et al., 2023). The characteristics of electromag-

netic propagation in the near field are modeled as
a spherical-wave channel model. Compared with
the planar-wave model, the spherical-wave channel
model depends on both angular and distance, intro-
ducing the extra distance degree of freedom in the
propagation characteristics (Liu YW et al., 2023).
Hence, in contrast to the far-field channel model,
the near-field channel model can ensure secure com-
munication even when the legitimate user and the
eavesdropper are highly correlated in the angular do-
main (Zhang et al., 2024).

To the best of our knowledge, the XL-RIS
empowered near-field PLS communication system
against jamming and eavesdropping attacks has not
been studied yet in the literature. Existing studies
focus on the RIS-assisted far-field PLS communica-
tion system against jamming and eavesdropping at-
tacks (Sun et al., 2022b; Ma et al., 2024). In this
study, XL-RIS and AN are introduced to improve
the secrecy capacity of the system. The main contri-
butions are as follows:

1. We study an XL-RIS empowered near-field
PLS communication system. An optimization prob-
lem is formulated to maximize the secrecy capacity
of the communication system, subject to the trans-
mit power and unit-modulus constraints. This prob-
lem involves coupled variables and unit-modulus con-
straints, making it challenging to solve.

2. An AO-based algorithm is proposed to solve
the optimization problem. For the beamforming and
AN design at the BS, we propose an SCA-based al-
gorithm. For the reflection coefficient matrix design
at the XL-RIS, an MO-based algorithm is proposed
to address the other subproblems with large-scale
variables and unit-modulus constraints.

3. Numerical results show that: (1) XL-RIS can
ensure secure communication even if the eavesdrop-
per is located at the same direction as the legiti-
mate user and closer to the XL-RIS, which cannot
be realized in conventional far-field communications.
(2) The secrecy capacity is improved as the size of
the XL-RIS reflecting elements increases. Specifi-
cally, when the transmit power at the BS is set as
40 dBm, the secrecy capacity of the XL-RIS empow-
ered system with 800 reflection elements can increase
by 35.9% compared with that with 680 reflection ele-
ments. (3) The AN can improve the secrecy capacity.
In our results, the secrecy capacity of the proposed
algorithm increases by 23.6% compared to that of
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the benchmark scheme without AN.
The notations are presented in the supplemen-

tary materials.

2 System model

In this section, we present the system descrip-
tion, far-field and near-field channel models, the
signal model for the XL-RIS empowered near-field
PLS communication system, and the formulated op-
timization problem.

2.1 System description

As depicted in Fig. 1, we consider an XL-
RIS empowered near-field communication system
against jamming and eavesdropping attacks, which
consists of a legitimate transmitter (referred to as
BS) equipped with M (M > 1) antennas, a legiti-
mate user equipped with a single antenna, an eaves-
dropper equipped with a single antenna, and a jam-
mer equipped with L (L > 1) antennas. A uni-
form planar array (UPA) is employed at the XL-
RIS, having NH horizontal rows and NV vertical
columns, with the total number of reflection elements
N = NH×NV. The BS sends AN symbols to contam-
inate the received legitimate signal at the eavesdrop-
per. The eavesdropper intercepts the legitimate in-
formation and obtains the content by eavesdropping
maliciously. The jammer disturbs the transmitted
signal from the BS to the legitimate user with spe-
cific symbol sequences, which are previously known
by the eavesdropper due to the cooperation between
them. Thus, the jamming sequences can be elimi-
nated by the eavesdropper (Moon et al., 2018).

The user, eavesdropper, and jammer are as-
sumed to be located within the near-field region of

XL-RIS

Base station UserNear-field region

Far-field region

Jammer
HSR

hSE

hSU

hRU hJU

HJR

      hRE 

Eavesdropper

Fig. 1 Illustration of an XL-RIS empowered near–far
field PLS communication system against jamming and
eavesdropping attacks (PLS: physical layer security)

the XL-RIS. It can be observed from 2D2

λ that the
Rayleigh distance is proportional to the square of
the array aperture. With the increasing antenna
aperture of the XL-RIS, the near-field region will be
further expanded. As a result, the user, eavesdrop-
per, and jammer are more likely to be located in
the near-field region. For instance, if the frequency
is 28 GHz and the array aperture of the XL-RIS is
DR = 0.532 m, the Rayleigh distance is 52.77 m. For
the BS, it is considered to be in the far field of the
XL-RIS (Sun et al., 2022b).

2.2 Channel model

As illustrated in Fig. 1, letHSR ∈ CN×M denote
the channel matrix between the BS and the XL-RIS,
hSU ∈ CM×1 the channel matrix between the BS
and the user, hSE ∈ CM×1 the channel matrix be-
tween the BS and the eavesdropper, hRU ∈ CN×1

the channel matrix between the XL-RIS and the
user, hRE ∈ CN×1 the channel matrix between the
XL-RIS and the eavesdropper, HJR ∈ CN×L the
channel matrix between the jammer and the XL-
RIS, and hJU ∈ CL×1 the channel matrix between
the jammer and the user. The phase-shift ma-
trix of the XL-RIS is defined as a diagonal matrix
Θ = diag

(
ejϕ1 , ejϕ2 , . . . , ejϕN

)
, where ϕi ∈ [0, 2π)

is the phase shift of the ith reflection element. We
use θi to represent ejϕi and Θ can be expressed as
diag

(
θH

)
, where θ � [θ1, θ2, . . . , θN ]H.

The XL-RIS is deployed on the yz-plane of the
three-dimensional (3D) coordinate system. Its cen-
ter is located at (0, 0, 0). We define d as the dis-
tance between the two adjacent reflection elements
of the XL-RIS. Then, the element in the nth

1 col-
umn and nth

2 row of the XL-RIS can be expressed
as (0, n1d, n2d), where n1 =

−Ny+1
2 , . . . ,

Ny−1
2 and

n2 = −Nz+1
2 , . . . , Nz−1

2 . Similarly, the lth antenna
at the jammer can be given as (xJ, yJ + l̃d, 0), where
l̃ = l− L−1

2 . The line-of-sight (LoS) near-field chan-
nel between the jammer and the XL-RIS is modeled
as follows:

HJR = [h1,h2, . . . ,hL]
T
, (1)

where hl = (1
/√

N)
[
χl,1e

−j 2πf
c (rl,1−rl),

χl,2e
−j 2πf

c (rl,2−rl), . . . , χl,Ne−j 2πf
c (rl,N−rl)

]T, rl,n
denotes the distance between the nth (n = (n1 − 1)

NV +n2) element of the XL-RIS and the lth element
of the jammer, rl is defined as the reference distance
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from (0, 0, 0) to (xJ, yJ + l̃d, 0), and χl,n = c
4πfrl,n

is the free-space large-scale path loss between the
nth element of the XL-RIS and the lth element of
the jammer. hRU and hRE can be modeled in the
same way. The eavesdropper and the user are both
equipped with a single antenna, so the channels
hRU and hRE can be easily obtained by the similar
channel model.

The far-field channel model between the BS and
the XL-RIS is modeled as the Saleh-Valenzuela chan-
nel model. The channel between the BS and the
XL-RIS HSR can be given as follows:

HSR =

√
MNχar

Lp

Lp∑
i=1

αiaUPA

(
ϑi
ar,r, φ

i
ar,r

)
aH
ULA

(
ϑi
ar,t

)
,

(2)

where Lp represents the cumulative count of resolv-
able signal paths, χar represents the average path
loss, the complex channel gain of the ith path is de-
fined as αi, aUPA is the UPA-associated normalized
array response vector, ϑi

ar,r and φi
ar,r denote the az-

imuth and elevation angles of arrival (AoAs) asso-
ciated with the XL-RIS, aULA is the uniform linear
array (ULA) associated normalized array response
vector, and ϑi

ar,t represents the angle of departure
(AoD) associated with BS. Specifically, aULA with
M elements is given by

aULA (ϑ) =

1√
M

[
1, . . . , ej

2πd′
λ

(m−1) sinϑ, . . . , ej
2πd′

λ
(M−1) sinϑ

]T
,

(3)

where d′ is the antenna spacing. For UPA, aUPA

with N = NH ×NV elements is given by

aUPA (ϑ, φ) =

1√
N

[1, ej
2πd
λ sinϑ cosφ, . . . , ej

2πd
λ (Ny−1) sin ϑ cosφ]T

⊗ [1, ej
2πd
λ sinφ, . . . , ej

2πd
λ (Nz−1) sinφ]T.

(4)

For legitimate channels, the CSI can be esti-
mated accurately by calculating the angles of arrival
and departure or sending a pilot (Sun et al., 2022a).
In Sun et al. (2023), all the involved legitimate CSI
can be obtained by the user by sending a pilot to
the BS. We assume that the CSI of the eavesdropper
and the legitimate user is available at the BS. This

assumption is based on the following two scenarios.
First, when the eavesdropper pretends to be a legiti-
mate user, its instantaneous CSI is naturally known
to the BS due to the legitimate interactions within
the network, such as sending pilots (Zhou et al.,
2020). Second, when the eavesdropper is unautho-
rized, the BS can detect the local oscillator leakage
power of the passive eavesdropper (Mukherjee and
Swindlehurst, 2012). Besides, we assume that the
CSI of the cascaded channel is known to the BS. The
methods of alternating least squares and vector ap-
proximate message passing are adopted to estimate
the channel from the matrix slices (Wei et al., 2021).
Finally, we assume that the CSI of the jammer is also
known to the BS. The BS can perform the estimation
scheme based on the ambient noise floor to measure
the strength of jamming signals and further estimate
the position of the jammer (Liu ZH et al., 2014).

2.3 Signal model

The transmitted signal at the BS can be ex-
pressed as follows:

x = ws+ va, (5)

where w ∈ C
M×1 denotes the beamforming vector

of the legitimate user, s denotes the legitimate data
symbols with E (ss∗) = 1, v ∈ CM×1 denotes the
beamforming vector of AN, and a denotes AN sym-
bols with E (aa∗) = 1. The jammer transmits the
jamming data symbol c with E (cc∗) = 1, and the
beamforming vector is m. Therefore, the received
signal at the legitimate user can be expressed as

yu =(hH
RUΘHSR + hH

SU)(ws+ va)

+ (hH
RUΘHJR + hH

JU)mc+ nu,
(6)

where nu ∼ CN (
0, σ2

u

)
is the additive white Gaus-

sian noise (AWGN). The signal-to-interference-plus-
noise ratio (SINR) of the user can be expressed as
Eq. (7) at the bottom of this page.

Similarly, the received signal at the eavesdrop-
per can be expressed as follows:

ye = (hH
REΘHSR + hH

SE)(ws + va) + ne, (8)

γu (w,v,Θ) =

∣
∣(hH

RUΘHSR + hH
SU)w

∣
∣2

∣
∣(hH

RUΘHSR + hH
SU)v

∣
∣2 +

∣
∣(hH

RUΘHJR + hH
JU)m

∣
∣2 + σ2

u

. (7)
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where ne ∼ CN (
0, σ2

e

)
is the AWGN at the eaves-

dropper. The SINR of the eavesdropper can be ex-
pressed as follows:

γe (w,v,Θ) =

∣∣(hH
REΘHSR + hH

SE)w
∣∣2

∣
∣(hH

REΘHSR + hH
SE)v

∣
∣2 + σ2

e

. (9)

The rate of the legitimate user can be written as

Ru (w,v,Θ) = log2 (1 + γu (w,v,Θ)) . (10)

Similarly, the rate of the eavesdropper can be written
as

Re (w,v,Θ) = log2 (1 + γe (w,v,Θ)) . (11)

The secrecy capacity of the system can be defined as

CS (w,v,Θ) = [Ru (w,v,Θ)−Re (w,v,Θ)]+,

(12)
where [x]+ � max(x, 0).

2.4 Problem formulation

In this study, we aim to maximize the secrecy ca-
pacity CS given in Eq. (12) by optimizing the beam-
forming vectors at the BS and the reflection coeffi-
cient matrix at the XL-RIS. The formulated problem
can be expressed as follows:

max
w,v,Θ

CS (w,v,Θ)

s.t.
{‖w‖22 + ‖v‖22 ≤ P,

|θi| = 1, ∀i = 1, 2, . . . , N,

(13)

where P is the maximum transmit power of the BS,
and |θi| = 1 (i = 1, 2, . . . , N) represents the phase
shift constraint of the reflection elements. Problem
(13) is a challenging optimization problem due to
the non-convex optimization objective function with
non-convex constraints. It is difficult to obtain the
solution due to the mutual coupling of large-scale
optimization variables.

3 Joint beamforming design for PLS
communication

In this section, we propose an AO-based algo-
rithm to deal with the coupling optimization prob-
lem. First, when Θ is fixed, we introduce auxiliary
variables to reformulate the subproblem into a more
tractable problem and then propose the SCA-based
algorithm to solve the reformulated problem. Sec-
ond, when w and v are fixed, we reformulate the sub-
problem at the XL-RIS and propose an MO-based
algorithm to solve it.

3.1 Transmit beamforming and AN design

When Θ is fixed, we introduce auxiliary vari-
ables g = [g1, g2, g3, g4]

T (Zhou et al., 2021) to re-
formulate the subproblem at the BS, which satisfy

log2
(
wHAUw + vHAUv + cU1

) ≥ g1,

log2
(
vHAUv + cU1

) ≤ g2,

log2
(
wHAEw + vHAEv + σ2

e

) ≤ g3,

log2
(
vHAEv + σ2

e

) ≥ g4,

(14a)

(14b)

(14c)

(14d)

where AU, AE, and cU1 are provided in the sup-
plementary materials, such that RU ≥ g1 − g2 and
RE ≤ g3 − g4. The original optimization problem
(13) is reformulated to maximize g1 − g2 − g3 + g4,
subject to the transmit power constraint in (13) and
the constraints in (14). The reformulated problem
can be easily proved to be equivalent to (13), as the
constraints in (14) hold equality at the optimization
solution. Furthermore, we introduce auxiliary vari-
ables tf = [tf,1, tf,2, tf,3, tf,4]

T to reformulate (14a)
and (14b) as follows:

log2(tf,1) ≥ g1,

log2(tf,2) ≤ g2,

wHAUw + vHAUv + cU1 ≥ tf,1,

vHAUv + cU1 ≤ tf,2.

(15a)

(15b)

(15c)

(15d)

Similarly, (14c) and (14d) can be reformulated as

log2(tf,3) ≤ g3,

log2(tf,4) ≥ g4,

wHAEw + vHAEv + σ2
e ≤ tf,3,

vHAEv + σ2
e ≥ tf,4.

(16a)

(16b)

(16c)

(16d)

It is obvious that (15b), (15c), (16a), and (16d)
are concave. The first-order Taylor approximation
can be introduced to reformulate these concave con-
straints (Boyd et al., 2006):

log2(t̄f,2) +
tf,2 − t̄f,2
t̄f,2 ln 2

≤ g2,

Re
{
w̄HAUw

}− w̄HAUw̄ + cU1 ≥ tf,1,

log2(t̄f,3) +
tf,3 − t̄f,3
t̄f,3 ln 2

≤ g3,

Re
{
v̄HAEv

}− v̄HAEv̄ + σ2
e ≥ tf,4,

(17a)

(17b)

(17c)

(17d)
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where w̄, v̄, t̄f,2, and t̄f,3 are the solutions of the last
iteration. Then, the problem can be expressed as

max
w,v,p,tf ,g

g1 − g2 − g3 + g4

s.t.

⎧
⎨

⎩

‖w‖22 + ‖v‖22 ≤ P,

(15a), (15d), (16b), (16c),
(17a), (17b), (17c), (17d),

(18)

which is a convex optimization problem and can be
solved with optimization solvers such as CVX (Boyd
and Vandenberghe, 2004).

3.2 Reflection coefficient matrix design

When Θ is fixed,
∣∣(hH

RUΘHSR + hH
SU

)
w
∣∣2 can

be expressed as sHGu,1s + bu,1 where sH = [θH, 1]

and Gu,1, bu,1 are defined in the supplementary ma-
terials. Similarly, the formula manipulation can be
introduced to obtain sHGu,2s+ bu,2, sHGe,1s+ be,1,
sHGe,2s+ be,2, and sHGjs+ bj. Note that the equa-
tions are provided in the supplementary materials.

Thus, γu can be formulated as follows:

γu =
sHGu,1s+ bu,1

sHGu,2s+ bu,2 + sHGjs+ bj + σ2
u

, (19)

and γe can be formulated as follows:

γe =
sHGe,1s+ be,1

sHGe,2s+ be,2 + σ2
e

. (20)

With the reformulation, the objective function CS

can be expressed as follows:

CS = max{log2 (1 + γu)− log2 (1 + γe) , 0}. (21)

The constraint set of s is a complex circle manifold.
Thus, the vector s can be obtained by the MO algo-
rithm (Guo et al., 2020). MO is divided mainly into
three steps, which are presented in the supplemen-
tary materials.

The overall algorithm is summarized as Algo-
rithm 1. We provide the convergence and complex-
ity analysis for Algorithm 1 in the supplementary
materials.

4 Numerical results

This section presents the numerical results of
the proposed algorithm in the XL-RIS empowered
PLS communication system. As depicted in Fig. 2,
considering a 3D Cartesian coordinate system, the

Algorithm 1 Alternating optimization of w, v, and
θ
1: Initialization: secrecy capacity accuracy ε, beamform-

ing vectors w(0), v(0) , and θ(0), secrecy capacity C
(0)
S

calculated by w(0), v(0) , and θ(0), t = 0

2: repeat
3: t = t+ 1

4: Update w and v by solving problem (18)
5: Update θ by using the MO algorithm
6: Update C

(t)
S by using the updated w, v, and θ

7: until
∣∣∣C(t)

S − C
(t−1)
S

∣∣∣ < ε

Ensure: C�
S

XL-RIS

Base station

Eavesdropper

User

Jammer

(70 m, –π/4)

(10 m, π/4)

(15 m, π/4)

(40 m, π/3)

Fig. 2 Deployment of an XL-RIS empowered near-
field PLS communication system against jamming and
eavesdropping (PLS: physical layer security)

XL-RIS is deployed on the yz-plane, and its center is
located at (0, 0, 0). The BS, eavesdropper, and jam-
mer are deployed on the xy-plane. To facilitate co-
ordinate representation, we use polar coordinates to
denote the positions. The origin of the polar coordi-
nate system is set at the center of the XL-RIS, and its
polar axis is aligned with the x-axis of the 3D Carte-
sian coordinate system. The center of the XL-RIS is
located at (0, 0). The BS is located at (70 m, −π/4).
An extreme scenario is considered where the eaves-
dropper is located between the XL-RIS and the user
with the same azimuth angles. The locations of the
eavesdropper, legitimate user, and jammer are set
as (10 m,π/4), (15 m,π/4), and (40 m,π/3) within
the near-field region, respectively. We assume that
the channels between the BS and the eavesdropper,
the BS and the user, and the jammer and the user
are independent Rayleigh fading channels. The path
loss is modeled as follows:

PL(d) = C0

(
d

d0

)−α

, (22)

where C0 = −75 dB is the loss at the reference dis-
tance d0 = 1 m, d represents the distance between
two devices, and α denotes the path loss factor. The
path loss factors between the BS and the user, the
BS and the eavesdropper, and the jammer and the
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user are set as 4.5, 4.5, and 4, respectively. We as-
sume that the links between the BS and the XL-RIS
are LoS dominated, and the corresponding path loss
is modeled as (30+20.0 lg(DAX/m)) dB, where DAX

denotes the distance in meters. The other parame-
ters are set as NV = 8, L = 4, f = 28 GHz, d = λ

2 ,
σ2
u = −100 dBm, σ2

e = −100 dBm, and ε = 10−3.
With the parameters, the Rayleigh distance between
the XL-RIS with NH = 100 and the jammer, the XL-
RIS and the user, and the XL-RIS and the eavesdrop-
per can be calculated as 56.01, 52.77, and 52.77 m,
respectively.

In the following simulation, the jammer is
assumed to perform the maximum ratio transmis-
sion (MRT) to disturb the transmitted signal from
the BS to the legitimate user. Due to the double
fading effect, the cascade channel is weaker than the
direct channel. Thus, we consider that the jammer
performs MRT to the direct link of the legitimate
user. The beamforming vector of the jammer is set
as m =

√
PJ

hJU

‖hJU‖ , where PJ is the transmit power
of the jammer.

Fig. 3 shows the convergence behaviors of se-
crecy capacity with different sizes of the XL-RIS.
We set M = 16, P = 40 dBm, and PJ = 10 dBm.
It can be observed that the secrecy at the legitimate
user increases monotonically and converges within a
few number of iterations. Moreover, the secrecy ca-
pacity increases as the number of reflection elements
of the XL-RIS increases. The secrecy capacity of the
XL-RIS empowered system with 800 reflection ele-
ments increases by 22.1% compared with that with
720 reflection elements.
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Fig. 3 Convergence behaviors of the proposed algo-
rithm for different sizes of XL-RIS

Fig. 4 shows the secrecy capacity versus varying
transmit power P with different baseline schemes.
We set NH = 100, M = 16, and PJ = 10 dBm. We
compare three baseline schemes including the pro-
posed algorithm without AN, the transmit beam-
forming and the AN design with the random reflec-
tion phase, and the proposed scheme without the
XL-RIS. It can be observed that the secrecy capac-
ity of the proposed algorithm is higher than that
of the three other baseline schemes, especially when
the transmit power of the BS reaches 40 dBm. When
P = 40 dBm, the secrecy capacity of the proposed
algorithm increases by 23.6%, 288.5%, and 521.3%
compared with that of the three other schemes, re-
spectively. We also compare the secrecy capacity of
different schemes under varying transmit power at
the jammer in the supplementary materials.
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Fig. 4 Secrecy capacity comparison versus transmit
power P for different baseline schemes

Fig. 5 shows the secrecy capacity versus different
BS transmit power P for different sizes of XL-RIS.
We set M = 16 and PJ = 10 dBm. It can be ob-
served that when the BS transmit power P is fixed,
the secrecy capacity increases as the number of re-
flection elements increases. When P = 40 dBm, the
secrecy capacity of the XL-RIS with 800 reflection
elements increases by 35.9% compared with that of
the XL-RIS with 680 reflection elements.

Fig. 6 shows the secrecy capacity versus differ-
ent locations of the eavesdropper for different sizes
of XL-RIS. We set M = 16, P = 40 dBm, and
PJ = 10 dBm. It can be observed that when the
location of the eavesdropper moves from (3 m,π/4)

to (27 m,π/4), the secrecy capacity decreases first
and then increases as the eavesdropper moves to-
ward first and then away from the legitimate user.
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Fig. 5 Secrecy capacity comparison versus transmit
power P for various sizes of XL-RIS N

7
N=800 

N=760 
6 N=720 

N=680 

5

4

3

2

1

0
3 6 9 12 15 18 21 24 27

Distance between the eavesdropper and XL-RIS (m)

S
e
c
re

c
y
 c

a
p
a
c
it
y
 (

b
it
/(

s
·H

z
))

Fig. 6 Secrecy capacity comparison versus locations
of the eavesdropper for various sizes of XL-RIS N

This indicates that the XL-RIS can ensure secure
communication even if the eavesdropper is located
at the same direction as the legitimate user and
closer to the XL-RIS, which cannot be realized in
conventional far-field secure communications. Be-
sides, the secrecy capacity when the eavesdropper
is at the same distance from the user but closer to
the XL-RIS (3 m) is higher than when it is further
away from the XL-RIS (27 m). This indicates that
with the eavesdropper moving closer to the XL-RIS,
the beam focusing ability of the XL-RIS becomes
stronger. Consequently, less legitimate signal energy
is leaked to the eavesdropper.

Fig. 7 shows the secrecy capacity versus varying
transmit power P under the perfect and imperfect
CSI. Let u denote the actual value of the channel,
and û the corresponding estimate. The normalized
mean squared error (NMSE) value is calculated as

ρ =
E[|u−û|2]
E[|û|2] . We compare the schemes under the

imperfect CSI with a ρ of 0.05, 0.1, or 0.5 to the

scheme under the perfect CSI. When the transmit
power at the BS is low, the imperfect CSI condition
has a slight influence on the proposed scheme. Even
at the transmit power of 40 dBm, the inaccuracy
in channel estimation results in only 4.5% and 7.4%
reduction in secrecy capacity with a ρ of 0.05 and 0.1,
respectively. When ρ is set as 0.5, the reduction in
secrecy capacity rises to 24.7%. This indicates that
the proposed scheme exhibits strong robustness even
with relatively small channel estimation errors.

10 15 35 40
0

0.2

0.4

0.6

0.8

1.0

1.2

1.4

1.6

1.8

2.0

S
e

c
re

c
y
 c

a
p

a
c
it
y
 (

b
it
/(

s
·H

z
)) ρ   

Perfect CSI 

Imperfect CSI, =0.05 

Imperfect CSI, =0.1 

Imperfect CSI, =0.5

20 25 30  

Transmit power at BS (dBm)

ρ
ρ

Fig. 7 Secrecy capacity comparison versus transmit
power P for the perfect and imperfect CSI (CSI: chan-
nel state information)

5 Conclusions

In this paper, we have studied an XL-RIS
empowered near-field PLS communication system
against jamming and eavesdropping attacks. We in-
troduced AN to contaminate the received legitimate
signal at the eavesdropper and formulated an opti-
mization problem. Numerical results demonstrated
the effectiveness of the proposed algorithm in im-
proving the secrecy capacity. Even in the extreme
scenario where the eavesdropper was located in the
same direction as the legitimate user and closer to
the XL-RIS, the proposed algorithm could still im-
prove the secrecy capacity greatly. The proposed
algorithm can be further extended to other PLS com-
munication systems with multiple eavesdroppers or
statistical/partial CSI.
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