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Abstract: With the introduction of underwater bionic camouflage covert communication, conventional communication signal
recognition methods can no longer meet the needs of current underwater military confrontations. However, the research on bionic
communication signal recognition is still not comprehensive. This paper takes underwater communication signals that mimic dolphin
whistles through phase-shifting modulation as the research object, and proposes a recognition method based on a convolutional
neural network. A time—frequency contour (TFC) masking filtering method is designed, which uses image technology to obtain
the TFC mask of whistles and extracts whistles from the obtained mask. Spatial diversity combining is used to suppress the signal
fading in multipath channels. The phase derivative spectrum image is obtained by Hilbert transform and continuous wavelet
transform, and is then used as the basis for recognition. Finally, the effectiveness of the proposed method is verified by simulations
and lake experiments. In the simulations, a recognition accuracy of 90% is achieved at a signal-to-noise ratio (SNR) of 0 dB in
multipath channels. In the real underwater communication environment, a recognition accuracy of 81% is achieved at a symbol
width of 50 ms and an SNR of 6.36 dB.

Key words: Underwater acoustic signal recognition; Bionic camouflage covert communication; Time-frequency contour masking
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1 Introduction is mainly based on two covert schemes: low prob-

ability of interception (LPI) (Li Y et al., 2019; Huang

Underwater acoustic communication signal rec-
ognition represents a critical technology in contempo-
rary maritime military confrontations. Conventional
underwater acoustic communication signal recogni-
tion methods have demonstrated significant limita-
tions and inherent deficiencies with the development
of underwater bionic camouflage covert communica-
tion (UBCCC). Conventional covert communication
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et al., 2020) and low probability of detection (LPD)
(Schoolcraft, 1991; Diamant et al., 2017). LPI com-
munication approaches achieve covertness by employ-
ing artificially constructed signals with varying para-
meters, such as frequency-hopping and time-hopping.
LPD communication approaches achieve covert com-
munication by reducing the signal transmission power
and hiding communication signals in noise. Although
signals generated based on the latter communication
strategy afford a certain degree of concealment, they
remain artificially constructed and exhibit character-
istics significantly distinct from natural underwater am-
bient noise in the time, frequency, and time—frequency
domains (Jiang et al., 2019, 2020). Consequently, these
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signals can be easily recognized by conventional signal
detection methods (Iglesias et al., 2015; Liu F et al.,
2016; Lee and Oh, 2019).

Traditional underwater communication relies on
regular modulation methods, such as amplitude-shift
keying (ASK), frequency-shift keying (FSK), phase-
shift keying (PSK), minimum-shift keying (MSK), and
quadrature phase-shift keying (QPSK). UBCCC is
grounded in the principle of low probability of recog-
nition (LPR), and is characterized by modulation pat-
terns and non-periodic properties. Both of these kinds
of signals have essential differences in terms of modu-
lation mode, and traditional communication recogni-
tion methods cannot recognize non-standard signals
such as UBCCC. UBCCC takes large marine mammal
original or modified calls as communication signals
directly; therefore, this type of signal is very similar
to natural acoustic signals. Traditional communication
signal recognition processes typically classify such
signals as natural acoustics or background noise, and
filter them out. Therefore, UBCCC signals have high
concealment and deception properties. UBCCC cod-
ing modes can be categorized as time—frequency con-
tour (TFC) coding, symbol coding, and time delay
difference (TDD) coding. Marine mammal calls are
diverse, and symbol coding leverages this feature for
encoding, using different calls to convey different data
(Ahn et al., 2020, Bilal et al., 2020; Kaveh and Falahati,
2021). TDD coding converts communication data into
the intervals of adjacent call fragments according to
certain rules (Qiao et al., 2017; Jiang et al., 2018; Li
CY et al., 2021). Unlike these two coding modes, TFC
coding constructs communication signals by imitat-
ing the TFC of real call signals, and the communica-
tion data can be encoded by the TFC slope (Qiao et al.,
2021), TFC jitter (Liu SZ et al., 2017), and phase shift
(Ahn et al., 2019).

With the diversification of UBCCC coding forms,
bionic communication recognition has gradually at-
tracted widespread attention from researchers. Jiang
et al. (2022) studied underwater bionic signal recog-
nition, and proposed a recognition method based on
the distribution characteristics of inter-click intervals
for a TDD-encoded bionic click communication train.
They found that the sorted inter-click intervals of
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bionic signals exhibit a ladder-like distribution. Casari
et al. (2023) revealed the discernible differences be-
tween the acoustic properties of authentic dolphin whis-
tles and their transducer-generated playback under spe-
cific conditions. Through field experiments, they iden-
tified transitive entropy as the most effective metric for
distinguishing between the original and artificially gen-
erated signals. Jiang et al. (2023) studied TFC-encoded
continuous-phase multiple FSK signals. The normal-
ized power spectrum and Wiener entropy were extracted
to construct feature vectors based on the time and fre-
quency characteristics of real and bionic signals, and
support vector machine (SVM) was used to recognize
real and bionic signals. Yao et al. (2023) proposed a
recognition method for TFC-encoded bionic binary
orthogonal keying modulated signals. They found that
the time—frequency curve slopes are mainly distributed
around two positive and negative symmetric values,
which can serve as the recognition characteristics. The
method achieved a recognition accuracy of more than
90% at a signal-to-noise ratio (SNR) of -5 dB.

Compared with existing UBCCC coding forms,
the underwater bionic signal recognition methods pro-
posed in the above research are still not comprehen-
sive. Therefore, we select the continuously varying
carrier frequency-modulated signal (CVCFMS) (Ahn
et al., 2019) as the object of study. CVCFMS is gen-
erated by mimicking the dolphin whistle signal (DWS)
and encoding the communication data via phase shifts.
The TFCs of the CVCFMSs are diverse and consis-
tent with those of the DWSs, making it difficult to
recognize the CVCFMSs using auditory and conven-
tional detection methods. While DWSs exhibit contin-
uous phase changes, CVCFMSs exhibit a phase shift
phenomenon at different code symbol connections
because of the need for data transmission; this repre-
sents an inherent coding characteristic that can be used
to recognize CVCFMSs. Our main contributions are
as follows:

1. In view of CVCFMS recognition, we propose
a recognition method based on convolutional neural
networks (CNNs), which takes the scalogram image
of the phase derivative obtained by the Hilbert trans-
form and continuous wavelet transform (CWT) as the
input of the CNNS.
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2. Aiming at whistle extraction, time—frequency
spectrum (TFS) mask filtering is proposed to accu-
rately extract whistle signals from the noise environ-
ment, where the TFS mask is obtained using the trend
search and extension method. The phase of the whistle
is obtained using the Hilbert transform.

3. To address the problems of multipath interfer-
ence and signal fading in underwater acoustic chan-
nels, spatial diversity combining (SDC) is first used to
suppress signal fading, and then TFS mask filtering is
used to extract whistle signals accurately and remove
multipath interference signals.

2 Signal characteristic analysis

DWSs are frequency-modulated signals charac-
terized by time-varying frequencies, with durations
typically ranging from hundreds of milliseconds to sev-
eral seconds. DWSs are primarily used for communi-
cation between the individual dolphins or groups, emo-
tional expression, and information transfer. The process
for generating CVCFMS is depicted in Fig. 1, and the
DWS and imitation object are digitized at 44.1 kHz
(16 bits). First, the time—frequency curve of DWS
in Fig. 1c is obtained, and then the symbol width ¢

—
)
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is determined according to the coding requirements.
Finally, the CVCFMS in Fig. 1b is generated accord-
ing to Eq. (1):

C(t)=cos[2nF ()t + nS, |,k = 1,2, K, (1)

where F(f) denotes the carrier frequency, ¢ denotes the
time, S, denotes the &" communication value (0 or 1),
and C(7) denotes the CVCFMS waveform.

It can be observed that the TFC of CVCFMS in
Fig. 1b exhibits a high degree of consistency with that
of DWS in Fig. la. Meanwhile, the TFCs of imitation
signals exhibit time-varying and diverse patterns, and
the communication frequency and frequency band are
not fixed, posing significant challenges for the con-
ventional communication recognition methods in cap-
turing and recognizing CVCFMS. However, Figs. le
and 1d show that there is a clear difference between
the phase derivative curve of the CVCFMS and that
of DWS. The phase derivative curve of DWS shows
continuous changes, but there are mutation points at
the connections of different symbols on the CVCFMS
phase derivative curve. Therefore, the mutation points
on the phase derivative curve are used as a key distin-
guishing feature for recognizing CVCFMSs.
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Fig. 1 TFC of DWS (a), TFC of CVCFMS (b), CVCFMS coding scheme (c), DWS phase and its derivative (d), and CVCFMS
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3 The CVCFMS recognition process

Fig. 2 illustrates the CVCFMS recognition pro-
cess. First, spatial diversity combining is used to com-
bine multiple hydrophone signals. Second, TFS mask
filtering is applied to extract the whistle from the com-
bined signals. Third, the phase is obtained by the Hil-
bert transform for the above whistle signal, and then
the phase derivative is calculated. Finally, the scalo-
gram is calculated by the CWT, and the obtained sca-
logram image is taken as the input for CNN to recog-
nize the CVCFMS.

C Start D)

[ Spatial diversity combining |

| Whistle extraction |

[ Phase derivative calculation |

[ Scalogram calculation |

[ Signal recognition |

v
( End )

Fig. 2 The CVCFMS recognition process

3.1 Whistle extraction

The extraction of whistle signals is the primary step
in the process of recognizing DWSs and CVCFMSs.
The signal extraction directly affects the later phase
calculation and thus affects the signal recognition ac-
curacy. For the time-varying characteristics of whis-
tle signal frequency, a TFS mask filtering method is
proposed for whistle extraction, where the TFS mask
is obtained using the image processing method. The TFS
of a DWS is obtained using the short-time Fourier trans-
form (STFT), and is shown in Fig. 3. The STFT can be
expressed as

Z(r,c)= %Nz_:x(n + Sc)a)(n)exp(—izf;;n), )

where Z(r, ¢) denotes the result of the STFT with win-
dow length N of 512 and step length S of 128, » denotes
the frequency point index, ¢ denotes the time window
index, 7 denotes the sampling point index of the discrete
digital signal, w(n) represents the hamming window
function, and x( ) is the input signal discrete sequence.
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ZA(r, ¢) and ZP(r, ¢) denote the amplitude and
phase of Z(r, ¢), respectively, and can be calculated by

ZA(r¢) = Ja¥(r,c) + b(rc),

ZP(r,c)=arctan(b(r,c)/a(r,c)), ®
where a(7, ¢) denotes the real Z(r,¢), and b(r,¢) de-
notes the image of Z(7, ¢).

ZA can be treated as a two-dimensional image
matrix, and the corresponding row and column index
coordinate system of the two-dimensional image ma-
trix coordinate R-O-C is labeled in Fig. 3a. First, mean
filtering and median filtering are applied to suppress
the noise in ZA, and then the image segmentation based
on the dynamic threshold is used to extract the TFCs

initially. The binary image of TFC ZA,,, can be ob-
tained by
1, ZA(r,c)=Er(r,c)or
ZAy,(r,c) = ZA(r,c)=Ec(r,c), “4)

0, otherwise,

where Er(r, ¢) and Ec(r, ¢) denote the row and column
thresholds, respectively, and can be calculated by

Er(r,c) = mean[ ZA(r - AR + AR, c)] x 1.5,

(&)
Ec(r,c)= mean[ZA(r,c— AC:c + AC)] x 1.5.
Herein, AR is the row interval set to 10, and AC

is the column interval set to 10.

Based on the 8-connected domain principle, the
different TFCs of ZA,,, are labeled with different tag
values. The labeled result ZAL is shown in Fig. 3b,
where different colors correspond to different tag values.
From the labeled result ZAL, a large number of noise
TFCs can be found, other than the TFCs of the whistle
in ZA,,,. Therefore, the characteristic variable CS is
constructed to characterize the TFCs of whistle and
noise. The CS of the TFC with tag value L (CS(L)) can
be expressed by

CS(L) = ColLength (L) + AverageGray (L), (

6)
L = 1,2, '“7NL>

where N, denotes the maximum tag value, and the
ColLength(L) and AverageGray(L) represent the column
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span and grayscale average of the marked area, respec-
tively, and can be calculated by

ColLength (L) = max(c¢) - min(c),

AverageGray (L) = KL S ZA(r,c).

p

(7

Herein, L=ZAL (r, ¢) and K, denotes the pixel
number of the TFC with tag value L.

As shown in Fig. 3c, the CS values of the whistle’s
TFCs are generally higher than those of noise’s TFCs.
However, there are still some CS values of noise’s TFCs
that are higher than those of whistles’ TFCs, such as
those regions with tag values of 188, 96, 33, which
makes it impossible to completely filter out the TFCs
of the noisy areas using a fixed threshold. Meanwhile,
due to the influence of noise, the extracted TFCs are
discontinuous. Therefore, the mean of CS is used as
the filtering threshold to filter out part of the noise’s
TFCs, and the discontinuous TFCs of the whistle are
connected by the trend search and extension method.

First, the TFC with the maximum CS value is
selected as the extension base. As shown in Fig. 3e, the
pixel coordinates of the extension base in the interval

[C..-30,C

right Lign) are extracted as fitting points, and the

trend curve of the extension base is calculated based
on the polynomial fitting. Taking (R, Cg,) as the
search start point, gradually search for the TFC to the
right based on the calculated trend curve, where the
search interval is set to 10 and the search range is set
to 30. If another TFC is searched, the break between
the two TFCs is filled based on the calculated trend
curve. Repeat the above process, and if there is no TFC
to be searched, the current search for start point is the
right endpoint of the whistle. In the same way, follow
the above process to search for the TFC to the left, and
fill the break between TFCs until the left endpoint of
the whistle. Fig. 4a shows the finally obtained TFC of
the whistle (ZA..) after removing the TFCs not con-
nected to the extension base. It is evident that the re-
sulted TFC is irregular and cannot be directly used as a
mask. Therefore, the dilation operation is first used to
obtain the expanded TFC (ZAE,..), and then the TFS
mask is generated by dilating the time—frequency curve
CUR. The CUR can be obtained by

CUR (m)

= maxindex[ZAETFC(:, m) ZA(:, m)], ®
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where m denotes the column coordinates, “-” denotes
the dot product, and maxindex[ ] denotes the opera-
tion of calculating the row coordinate of the maximum
value point.

The CUR and TFC mask (ZAM,;.) are shown in
Fig. 4b. The whistle signal can be calculated using the
inverse Fourier transform. The whistle signal (WS)
obtained by TFS mask filtering can be expressed by
Egs. (9) and (10):

1 N
WS, (n) = N’ZZAMTFC(;’,C)ZA(;’,c)exp(/)’),n<N,
0, otherwise,
©)
WS =WS,(n-8)+WS,(n-S8)+ -
(10)

+WS, (n - (Cye - 1)S),

where/)’=21ri% +iZP(r,¢),n=0,1, -, N-1, WS (n)
is the ¢" short window signal, and C.

size

size of the two-dimensional matrix ZA.

is the column

3.2 Characteristic extraction and recognition

Fig. 5a illustrates the TFS of the whistle signal
WS obtained by TFS mask filtering, showing that TFS
mask filtering can effectively extract the whistle sig-
nal. After completing the filtering operation, the phase
of the whistle ¢(7) can be calculated by
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(p(t)=arctan(WS(Z)/WSj(t)), (11)
where WS(7) denotes the whistle signal at time ¢, and
WS,(#) denotes the Hilbert transform of WS(#), which
can be expressed as

WS;(1) = WS(1) ® % (12)

Herein, ® denotes the convolution operation.

¢(?) of the whistle and phase derivative Dg(f) are
shown in Fig. 5b. Due to the influence of noise, the
phase derivative curve of the DWS has mutation points.
To analyze and differentiate the non-stationary phase,
the spectrum of Dg(f) is obtained based on CWT,
which is widely used in local signal mutation prob-
lems (Martinez-Rios et al., 2023).

Fig. 5S¢ demonstrates that the manually coded mu-
tation points exhibit a short-time broadband charac-
teristic in the frequency domain, and appear as obvi-
ous vertical lines on the CWT spectrum image. At the
same time, Fig. 5d shows that the mutation points
caused by noise appear as vertical lines on the CWT
spectrum image, but there are fewer vertical lines in the
DWS CWT spectrum image than that of the CVCFMS.
As shown in Fig. 5e, there are no mutation points on
the phase derivative curve of the DWS without noise
interference, so there are no obvious vertical lines
on the corresponding CWT spectrum image.

Based on the above characteristics, a CNN is used
to recognize CVCFMSs, using GoogLeNet and the
cross-entropy loss function. The value of loss func-
tion L, can be calculated by

L, = ]\lfi[%' ln(p,.) + (1 _pi)ln(l _Pi)]’ (13)

s
si=1

where N, denotes the number of samples, y, denotes the
label value of the i" sample (0 or 1), p, denotes the
probability of predicting that the i" sample belongs to
the positive class, and In( ) is the natural logarithm
function with a base of e.

The sound dataset includes 700 DWSs sourced
from a whale sound database, and 600 CVCFMSs gen-
erated with symbol widths of 20, 30, 40, and 50 ms
(50 signals per symbol width). To simulate realistic un-
derwater conditions, ocean background noise is added
to the CVCFMSs at SNRs of -5, 0, and 5 dB for each
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symbol width. The training dataset comprises CWT
spectral images (150%300%3) derived from the phase
information of the processed sound signals from the
aforementioned dataset. The model training process
is shown in Fig. 6.
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Fig. 6 The model training process

3.3 Multipath channel process

The multipath effect of underwater acoustic chan-
nels introduces multipath interference signals into the
received signals, causing signal fading, seriously af-
fecting the extraction of phase characteristics. As shown
in Fig. 7c, the channel impact responses (CIRs) are
obtained using Bellhop according to Fig. 7a.

Fig. 7b illustrates the CVCFMS with a symbol
width of 20 ms, sent by the transmitter, and Fig. 7d1
depicts the signal received by receiver 1 with an SNR
of 3 dB. It can be seen that the received signal ex-
hibits significant multipath interference and signal
fading, particularly in the interference regions where

overlapping signals occur. As shown in Figs. 7d2 and
7e2, TFS mask filtering can effectively remove the
multipath interference signals that do not overlap with
the main path signal. Due to the problem of signal fad-
ing, the phase of the interference area cannot be accu-
rately extracted, which causes many interference muta-
tion points on the calculated phase derivative curve and
seriously affects the later signal recognition. There-
fore, the SDC (Shin and Chan, 2002; Ikki and Ahmed,
2009; Rohilla et al., 2013) is used to solve the signal
fading problem. The SDC process is shown in Fig. 8.

The combining of two received signals S, , can
be calculated by

Suﬁb:Sa(t)_‘_Sb(t-i_Tmax)’ (14)

where 7, denotes the alignment time, calculated by

7, = max_time(R (7)),

(15)
R(z) = [S,(0)8,(1+ ).

Herein, max_time( ) denotes calculating the value
of 7 when R(7) reaches the maximum value.

It is known that increasing the number of receiv-
ers (V) in the signal-receiving array enhances signal fad-
ing suppression, but also escalates computational de-
mands. Therefore, the number of receivers is set to three.
Fig. 7el shows that the SDC has a strong focusing gain
effect on the main path signal. As shown in Figs. 7e2
and 7e3, after TFS mask filtering, the phase of whis-
tles can be accurately calculated, and the manual cod-
ing characteristic can be effectively characterized.
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4 Numerical simulations and lake experiments

4.1 Numerical simulations

Numerical simulations were conducted to evaluate
the performance of the proposed recognition method

under different SNRs, channel conditions, and coding
parameters. The results are presented in Figs. 9a and
9b. The number of phase mutation points per unit time
decreases with increasing symbol width, thereby weak-
ening the distinctiveness of the phase coding features.
Consequently, as shown in Fig. 9a, the recognition
accuracy under the same SNR gradually declines with
increasing coding width due to the diminished distinc-
tiveness of the phase coding features. Fig. 9b shows
the recognition accuracy of the recognition method
proposed in this paper under different channels con-
structed by Bellhop according to the parameters pre-
sented in Table 1 and the sound speed profile depict-
ed in Figs. 9c and 9d. It can be observed that the dif-
ferent channel conditions have different effects on rec-
ognition accuracy.

In shallow water channels, the reflection and re-
fraction of signals on the water surface and bottom lead
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Table 1 Channel construction parameters

Bottom acousto-elastic parameters

Channel Water Communication Transmitter ~ Receiver depth - -
type depth (m)  distance (km) depth (m) (m) P-wave speed Den31t3y P-wave attenuation
(m/s) (g/cm?) (dB)
Channel 1 100 2 50 50,51.5,53 1759 1.962 0.439
Channel 2 100 20 50 50,51.5,53 1759 1.962 0.439
Channel 3 1000 2 500 500, 501.5, 503 1528 1.454 0.382
Channel 4 1000 20 500 500, 501.5, 503 1528 1.454 0.382
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Fig. 9 Numerical simulations: (a) accuracy with different
symbol widths; (b) accuracy under different channels;
(c) sound speed profile of 1000 m; (d) sound speed profile
of 100 m

to serious multipath effects. As the water depth in-
creases, the chance of the signal reaching the bottom
decreases, and it cannot be effectively reflected back

to the receivers. Therefore, under the same conditions,
the multipath interference of deep water channels is
relatively small, which can be verified by the fact that
the recognition accuracy under channel 3 is higher than
that under channel 1, and that the recognition accuracy
under channel 4 is higher than that under channel 2.

In the case of the same water depth, the reflec-
tion and refraction of the signal in short-distance
communication are relatively small. As the communi-
cation distance increases, the number of signal paths
will increase, so the multipath effect will be aggravated,
which can be verified by the fact that the recognition
accuracy under channel 1 is higher than that under
channel 2, and that the recognition accuracy under
channel 3 is higher than that under channel 4.

4.2 Lake experiments

To verify the proposed recognition method’s per-
formance in the actual underwater acoustic channel,
the experiments were carried out in the Qingnian
Lake at Tianjin University. As shown in Fig. 10, the
communication distance was about 150 m. The lake
depth was 6 m, and the transmitter depth was 3 m. The
depths of the three receivers were 1.0, 2.5, and 4.0 m,
separately. Simultaneously, a Bellhop simulation was
performed based on the lake test scenario. The sound
speed in the lake was set to 1480 m/s, while the bot-
tom acousto-elastic parameters included a P-wave speed
of 1520 m/s, a density of 1.421 g/cm?, and a P-wave at-
tenuation of 0.38 dB per wavelength. The CIRs of the
actual and simulated lakes are illustrated in Fig. 11.
After calculation, the SNR of the received signals dur-
ing the lake test was 6.36 dB, so the SNR of the Bell-
hop simulation was also set to 6.36 dB.

There were seven test CVCFMS signal groups,
and the experimental results are presented in Table 2. It
can be observed that the recognition accuracy gradually
decreases as the symbol width increases, which is
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consistent with the simulation results shown in Fig. 9a.
The recognition accuracies of the simulations and the
actual lake test are generally comparable under the same
condition. Due to simulations’ limitations in replicat-
ing the complexities of actual underwater environ-
ments, the recognition accuracy in the simulations is
higher than that observed in the actual lake test.

Receivers

Depths

1(1.0,2.5,4.0m)

Fig. 10 Scene photo of the lake experiments

Table 2 Experimental results
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5 Conclusions

This paper proposes a method for recognizing
underwater communication signals that mimic dol-
phin whistles with shifting phase modulation. Aiming
to solve the whistle extraction problem, a TFS mask
filtering-based signal extraction method is proposed,
which takes the spectrum as a two-dimensional ma-
trix image and obtains the whole TFC using a trend
search and extension method. Additionally, spatial di-
versity combining is employed to mitigate signal fad-
ing caused by multipath propagation. The phase deriv-
ative spectrum image is obtained using the Hilbert
transform and CWT, and is used as the CNN input.
Both simulations and lake experiments confirm the
recognition method’s effectiveness, as detailed in the
results. In the simulations, a recognition accuracy of
90% at an SNR of 0 dB can be achieved in multipath
channels, and in the actual underwater communica-
tion environment, a recognition accuracy of 81% at a
symbol width of 50 ms and an SNR of 6.36 dB can be
achieved, proving the effectiveness of the recognition
method.
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Group number Symbol RA of the . RA qf the
width (ms) actual lake (%) simulations (%)

1 20 100 98

2 25 95 98

3 30 96 96

4 35 95 97

5 40 93 95

6 45 91 94

7 50 81 85
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