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Abstract: As the topology of DeviceNet in industrial automation systems grows more complex and the reliability
requirement for industrial equipment and processes becomes more stringent, the importance of network troubleshoot-
ing is increasingly evident. Intermittent connection (IC) faults frequently occur in DeviceNet systems, impairing
production performance and even operational safety. However, existing IC troubleshooting methods for DeviceNet,
especially those with complex topologies, cannot directly handle multi-fault scenarios, which require human inter-
vention for a full diagnosis. In this paper, a novel data-driven IC fault diagnosis method based on Bayesian inference
is proposed for DeviceNet with complex topologies, which can accurately and efficiently localize all IC faults in the
network without interrupting the normal system operation. First, the observation symptoms are defined by analyzing
the data frames interrupted by IC faults, and the suspected IC faults are derived by integrating the observation
symptoms and the network topology information. Second, a Bayesian inference-based estimation approach for the
posterior probability of each suspected fault occurring in the network is proposed using the quantity of observation
symptoms and their causal relationships regarding the suspected faults. Finally, a maximum likelihood-based fast
diagnosis algorithm is developed to rapidly identify the IC fault locations in various complex scenarios. A laboratory
testbed is constructed and case studies are conducted under various topologies and fault scenarios to demonstrate
the effectiveness and advantages of the proposed method. Experimental results show that the IC fault locations
diagnosed by the proposed method agree well with the experimental setup.
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1 Introduction

DeviceNet, a fieldbus network using the con-
troller area network (CAN) as the physical and
data link layer protocol (Open DeviceNet Vendor
Association, 2021), is widely used for transmitting
important data in industrial automation systems,
such as automotive manufacturing systems and dis-
tributed control systems (Gessner et al., 2014; Cheng
et al., 2024a, 2024b), which require excellent real-
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time performance and network reliability. However,
in real-world environments, unavoidable factors such
as ambient interference, vibration, and loose con-
nectors can lead to frequent intermittent connection
(IC) faults in the network. Manifested as intermit-
tent and random disconnections of network cables
in short time intervals, IC fault is a common but
hard-to-diagnose problem. It can cause transmis-
sion delays or even loss of critical messages due to
random interruptions in network communications,
which may cause system shutdowns and security-
related problems. However, it is tremendously chal-
lenging to diagnose IC faults in complex topologies,
that is, the hierarchical structures that evolve from
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bus structures by combining multi-port connectors,
because the limited available open-style ports of De-
viceNet in practice hinder the diagnosability of the
subnets inside the complex topology network (Wang
LK et al., 2023). Therefore, timely detection and
complete diagnosis of IC faults before they cause
system-level failures are of great importance for the
reliability of complex topological systems.

In the literature, some preliminary studies have
been conducted on IC fault diagnosis methods for
CAN networks. Zhao and Lei (2012) and Lei et al.
(2014b) applied generalized zero inflated Poisson
models to describe the IC-induced errors, and used
a ranked probability control chart to monitor the
error anomalies. However, the localization of IC
faults was not addressed. Lei et al. (2014a, 2015)
defined two error events corresponding to different
IC fault scenarios in CAN networks, and estimated
the confidence intervals of the parameters for the
error events to diagnose IC faults. However, their
approach depends on analog signal analysis at the
physical layer, which is not robust. Based on the
data link layer information for the IC-induced er-
rors, Zhang et al. (2017) proposed a context-free-
grammar-based IC fault localization method, and
Zhang et al. (2019) also proposed a tree-based IC
fault diagnosis method. However, the diagnostic ac-
curacy of these qualitative diagnosis methods is un-
satisfactory in multi-fault cases, because the ability
to discriminate between faulty and non-faulty cables
is insufficient due to an inability to precisely quan-
tify the possibility of an IC fault. In addition, the
above methods are not applicable to general complex
topologies, because they have not considered the im-
pact of sensor locations on diagnosability in different
network topologies. Wang LK et al. (2023) proposed
an IC fault diagnosability analysis method for CAN
networks with complex topologies and an IC fault di-
agnosis approach using a “divide-and-conquer” strat-
egy to ensure complete diagnosability in multi-fault
cases. However, this progressive compression strat-
egy is essentially a repeated implementation of the
qualitative diagnosis method on the network, which
can identify more IC faults but has limited diag-
nostic accuracy because the precise probabilities of
faults occurring on cables are still not estimated to
differentiate the failure conditions of each cable.

The data-driven Bayesian approach is an effec-
tive tool for accurately quantifying the probability
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of faults in the fault diagnosis field, which leads
to wide applications in multi-fault diagnosis prob-
lems (Cai et al., 2017; Jiang et al., 2023; Yang
C et al., 2023a, 2023b). For example, Chu et al.
(2023) proposed a fault source diagnosis method
for small-batch manufacturing processes of complex
products using reverse Bayesian inference. Nguyen
and Vilim (2023) developed a framework for assess-
ing the probability distributions of faults in nuclear
systems using Bayesian inference. Yang WT et al.
(2022) proposed an interpretable unsupervised ma-
chine learning model for process monitoring and di-
agnosis based on Bayesian networks. Liu ZK et al.
(2022) constructed a fault diagnosis model for rolling
element bearings using a Bayesian network. Liu BY
et al. (2022) proposed a Bayesian network fault di-
agnosis method for radar equipment based on the
multi-source information fusion technology. Wang
ZW et al. (2021) proposed a fault diagnosis method
for building energy systems using a fused refer-
ence model and a Bayesian network. However, the
Bayesian approach has yet to be fully exploited for
multi-IC fault diagnosis in DeviceNet and CAN.

As can be seen from the literature, few works
have focused on IC fault diagnosis for the com-
plex topology DeviceNet/CAN, and the diagnostic
performance of existing IC fault diagnosis meth-
ods proposed in the literature (Lei et al., 2014a,
2015; Zhang et al., 2017, 2019; Wang LK et al.,
2023) is limited in complex topology scenarios due
to the following drawbacks (detailed analysis is pre-
sented in the discussion section): First, the localiza-
tion accuracy of existing methods is limited because
their distribution-based qualitative diagnostic strat-
egy cannot correctly diagnose some special locations
in the network. Second, the diagnosis efficiency of
existing methods is improvable because they require
repeatedly deploying sensors and collecting and pro-
cessing data to diagnose different areas in the net-
work several times. In addition, the data acquisition
(DAQ) schemes of existing methods require sensors
to be hooked up inside the network, while in prac-
tice most of the connectors inside DeviceNet are not
open for access, which greatly limits the applicability
of these methods in industrial environments. There-
fore, there is an urgent need to develop an accurate
and efficient IC fault diagnosis method for the com-
plex topology DeviceNet, which can be easily and
practically implemented in industrial applications.
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In this paper, a novel data-driven fault diagno-
sis method is proposed to accurately locate the IC
faults in the complex topology DeviceNet without in-
terrupting the normal system operation. The advan-
tages of the proposed method are as follows: First, an
accurate and efficient data-driven diagnostic frame-
work is designed by formalizing the IC fault loca-
tion problem as a Bayesian problem for dealing with
the fault occurrence probability from symptom data,
which can determine the full locations of IC faults in
a single diagnosis, whereas existing methods require
iterative diagnosis of several areas in the network.
Second, a rapid fault localization algorithm based on
Bayesian inference of fault likelihoods, generalized to
various network topologies, is developed, which has
lower computational complexity than existing algo-
rithms and can thus be extended to large industrial
systems. Third, this method provides a practical-to-
implement DAQ scheme that needs to attach sensors
only to the open ports at the network ends to diag-
nose the entire network, without the need to deploy
them at the unreachable network interior as existing
methods. The results of this study will promote the
comprehensive diagnosis of DeviceNet systems to en-
sure system reliability and provide practitioners with
the optimal repair schedule for faulty components to
minimize system maintenance costs.

2 Preliminaries

In this section, the characteristics of IC faults
in the complex topology DeviceNet are introduced.
Then the issues faced in this work are presented.

2.1 IC faults in complex topology networks

The complex topology DeviceNet is a hy-
brid tree and bus topology that contains multiple
branches. The branches connect multiple nodes and
are connected to each other by a coupling point.
Fig. 1 shows an example of a complex topology
DeviceNet with @) branches, m(@ nodes, and ¢ cou-
pling points, where B¢ denotes the Q™ branch, Nmaq
denotes the (mQ)th node, b, denotes the c* coupling
point, and the sensor si (k € {1,2,---,z}, 2 is the
number of sensors) is introduced in Section 3.1.

The lines directly connecting the nodes are drop
lines, on which the IC faults that occur are defined
as local IC faults; the other lines are trunk lines, on
which the IC faults that occur are defined as trunk

IC faults. In this paper, the complex fault scenario

refers to the case where two trunk IC faults occur on

the same branch, such as the scenario in Fig. 1. The

non-diagnosable subnet refers to the subnet between

two trunk IC faults occurring on the same branch

(Wang LK et al., 2023), which is denoted by SN in
b™ S

Fig. 1.
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Fig. 1 An example of a complex topology DeviceNet
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The lines that suffer from IC faults will be tran-
siently disconnected, and the transmitting dominant
bit will turn to the recessive bit at the disconnected
location, which will cause incorrect logic bits in some
areas of the bus. Any node in the system that detects
an error will alert it by sending an error frame to in-
terrupt the transmission of the current data frame.

2.2 Problem definition

In this work, the only condition for diagnosing
the complex topology DeviceNet is the error frames
induced by the IC faults, which provide very lim-
ited diagnostic information. Hence, for locating all
IC faults completely, the following issues need to be
addressed:

1. How can an error frame be mapped to the
possible locations of IC faults?

2. How can the fault probability for each possi-
ble location be quantitatively assessed?

3. How can all IC faults in a network, including
non-diagnosable subnets, be accurately diagnosed
without reconfiguring the sensors?

The assumptions in this work include: (1) The
communication lines between the DAQ system and
the network are reliable; (2) The IC faults are inde-
pendent and persistent over time; (3) Without loss of
generality, open ports are provided at each end of the
network branch for hooking up external equipment.
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3 Methodology

This paper proposes a data-driven IC fault di-
agnosis methodology for the complex topology De-
viceNet based on Bayesian inference. The basic idea
of this methodology is that each occurrence of an
IC fault will increase the number of corresponding
symptoms among the nodes, so that the locations
of all IC faults in the network can be accurately de-
termined based on the posterior probability of each
fault calculated using the number of symptoms.

The framework of the proposed methodology is
shown in Fig. 2. Once a frame transmitted on the
network is corrupted, the interrupted frame is col-
lected and analyzed to produce a corresponding ob-
servation symptom for each node. On one hand, for
each observation symptom, the suspected IC faults
that may lead to symptom production can be de-
rived based on the network topology information.
On the other hand, the likelihood of each suspected
fault occurring in the network can be accurately cal-
culated based on Bayesian inference using the quan-
tity information of the observation symptom. After
that, on the basis of the observation symptoms of
all nodes and their suspected faults, the maximum
likelihood-based fast diagnosis (MLBFD) algorithm
can be applied to identify the complete location of
the IC faults in the network with the help of the like-
lihood of each fault. Details of the proposed method
are introduced in the following subsections.

Acquisition and analysis
of interrupted frames

; Topology 1

! information ; Produce observation
symptoms for each node]
k.

Derive the

" Quantity i
i |nformat|on

Calculate the
fault likelihoods

suspected IC faults|

v
Execute the maximum likelihood-
based fast diagnosis algorithm

L]

[ Complete IC fault Iocationsﬂ

Fig. 2 Framework of the proposed methodology

3.1 Definition of observation symptoms

Field programmable gate array (FPGA)-based
sensors s, k € {1,2 , 2}, are deployed at all ends
of the network to collect the interrupted frame on
the data link layer as soon as an error frame occurs,
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as shown in Fig. 1. The sensors compare each in-
terrupted frame recorded to the normal frame with
the same source address. Normal frames can be
recorded when the bus is fault-free. As shown in
Fig. 3, because the data frame transmitted by Na
is interrupted by IC faults, the data collected by
sensor S are different from the normal frame, and
then the false error event e;, = I is produced for
N, which indicates that IC faults occur on Py,—_s,,
where Pp,_s, is the communication path between
N5 and s3. In contrast, the data collected by sensor
s are the same as the normal frame, and then the
true error event eg, = T is produced for Ny, which
indicates that Py,_s, is fault-free.

When an IC fault interrupts the transmission of
node N;,Vi € {1,2,---
duce z error events for V;, and an observation symp-
tom is produced by sequentially combining these er-
If there are multiple IC faults in the
network, there will be multiple interruptions in the
transmission of node N;, and thus the sensor will
generate multiple observation symptoms for N;. The
mode of observation symptoms varies with the type
and location of the IC faults. Note that a node may
not have all 2° modes of observation symptoms. As-
suming that after measurement, node N; has a total
of m; modes of observation symptoms due to all IC
faults, then they can be represented as

,n}, the z sensors will pro-

ror events.

<I> _ (,<1> <1> <1>
aN —(651 1€sy 9T 5 Cg) )7
<2> _ (,<2> <2> e<2>
aN, - (651 7652 y Ty sz )7
(1)
<m;> <m;> <m;> <m;>
aN —(651 ‘ )€y ’ PR C ’ )7
where ay N > is the t'" mode of the observation symp-
tom for node Ny, Vt € {1,2,---,m;}, and e5'”
<t>

is the error event produced by sensor s in ay ~,
Vke{1,2,---,z}.

3.2 Derivation of the suspected IC faults

Based on the above analysis, each observation
symptom for a node contains information about

-T ¢, =F
llmlmlll ‘ ‘ I L1
Normal frame: Hm.m.-

Fig. 3 Illustration of the error events
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whether the IC fault has occurred on the communica-
tion path between the node and each sensor. Hence,
for each observation symptom, a set of suspected IC
faults can be derived by combining the observation
symptom with the network topology.

In the network, the communication path be-
tween node N; and sensor sg, i.e., Py, —s,, is formed
by the logical combination of the links. To facilitate
analysis, let Ln,_s, denote the set of links that form

PN»;—S]C .
For an observation symptom ay'” =
(€<t>7 es<2t>7 . ’es<zt>)7 if €S<kt> — T, then ev-

ery link in Ly, s, is free of IC faults, and any link
other than the links in Ly,_s, is suspected to have
suffered IC faults. Conversely, if e?kb = IF, then
any link in Ly,_s, is suspected to have suffered I1C
faults.

Then, Vt € {1,2,---,m;}, the set of all sus-
pected IC faults indicated by af\,?, denoted as }‘Jf,?,
is the intersection of the analysis results of all error
events in ay'”, that is,

<t>
]:Ni

={fjje(c— U cN,._s,c>ﬂ( N cN,._s,c>}7

€s<kt> -T €s<kt> —F

(2)
where Vk € {1,2 ,z}, f; denotes the suspected
IC fault occurring on link j, and £ denotes the set of
all links in the network.

3.3 Likelihood of the suspected IC faults

It can be inferred from Section 3.2 that the oc-
currence of a suspected IC fault will increase only the
number of observation symptoms from which it can
be derived. Thus, the probability of each suspected
IC fault occurring in the network can be calculated
by synthesizing the quantity information of observa-
tion symptoms.

For further analysis, let S, denote the set of
sequentially combined observation symptoms of each
node, which can be represented as

S _ {Cl<1>," a]f/jln1> a]<\fi> . a]f/v?;l2>

) )

BENAREERT A (3)

= {agl), agQ)’ e ,agd)},

where d = 2221 mg denotes the number of ob-
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servation symptom modes. Va(()v) e S,, its corre-
sponding communication path is denoted as ’P((,U),
the set of network links composing ’Pc()v) is denoted
as ,cg”), and the set of suspected IC faults that
occur on links in the set £ is denoted as .7-"(()”),
.7:(5”) = {f1, f2, -, fu}, where u denotes the num-
ber of suspected faults in .7-'(5”), v=1,2---,d.

Based on the quantity of each observation symp-
tom and the subordination (causal) relationship be-
tween f; and each observation symptom, the proba-
bility Pr(a((,v) |f;) can be directly calculated as

Q(Clgv)) d
Pr(agv)lfj) = AN Vfj€ U ]:(Sv)’
¥ Q) W
agc)ifje]:éc)

(4)
where Q(a((,v)) denotes the quantity of observation

symptoms a(()”) .

In this work, €y, denotes the likelihood of fj,
which represents the confidence that the suspected

IC fault f; occurs in the network and is calculated
by

1
jzaz r(fjl a(v (5)

where the posterior probability of all f; € Uj:l F¥)
can be calculated using Bayes’ formula, that is,

Pr(as” |f)Pr(f;)
S Pr(as” [ f)Pr(fy)

Here, the prior probability Pr(f;) can be estimated

Pr(fjlal") = (6)

by solving the following constrained optimization
problem for the difference between the fitted proba-
bility and the actual probability of the observation
Symptoms:

2
— Pr(al”)| s.t.

min Z ’Pr a(”

Pr(f;):fi€ U F§ v=1

Pr(al”) Eﬁ%dHﬁPdm

(v)
Pr(a?) =— 2% ) o< pr(sy) <1
> Qal”)
=1
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3.4 Maximum likelihood-based fast diagnosis
algorithm

The MLBFD algorithm determines all locations
of IC faults by selecting suspected IC faults in de-
scending order of their likelihoods to explain the ob-
servation symptoms, until S, is completely covered,
as shown in Algorithm 1, where Fy ., is the set of
suspected IC faults with the highest likelihood. Let
Sgr denote the set of observation symptoms remain-
ing to be explained, Fr denote the set of suspected
IC faults that may cause Sr, and Sy, denote the
set of observation symptoms that can be explained
by fj, which can be derived by Sy, = Uizl{agf;)},
where {a'(fj)} is subjected to Eq. (8) and al e S,.

(v) : (v)
{ag)} _ {{Clo }, if fj SV (8)

o) otherwise.

)

Algorithm 1 Maximum likelihood-based fast diag-
nosis (MLBFD)

Initialization: FR:UD.(v)ES ]:év),SR=$o,7'l=®

MLBFD(Fr,Sr):
1: for all f; € Fgr do

2: Frax < &

3: if ¢, is maximum then
4: Fiax + Fmax U{fg}
5: end if

6: end for

7: for all f; € Fihax do

8 M HULL)

9: SRFSR—UfjeHSfj
10: if Sg = @ then

11: return H

12: else

13: FR < Uaﬁ,”)esR ]_-c()v)
14: return MLBFD(Fg, Sr)
15: end if

16: end for

Initially, the set of observation symptoms re-
maining to be explained is S,, FR is the concatenated
set of suspected IC faults corresponding to each ele-
ment in S,, and the set of determined IC faults H is
initialized to an empty set. Then, the recursive step
MLBFD(FR, Sr) is defined, and the suspected IC
fault with the highest likelihood is selected from Fgy.
Next, each selected suspected IC fault is promoted
to a determined IC fault, and the set of observation
symptoms that can be explained by the determined
IC fault is deleted from Sg. If Sg is an empty set, the
elements in H are the complete locations of IC faults
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in the network because they can explain the whole
S,; otherwise, update Fr and call the recursive step
MLBFD(Fr, Sr).

Because the MLBFD algorithm uses the exact
posterior probability of each suspected IC fault for
logical judgment, unlike the algorithm in Wang LK
et al. (2023), which uses the partially same qualita-
tive fault probabilities, the computational complex-
ity of the MLBFD algorithm is lower than that of the
algorithm in Wang LK et al. (2023). Details of the
analysis of the algorithm complexity and the com-
parison with existing algorithms are presented in the
discussion section.

4 Experiments

To demonstrate the effectiveness and improve-
ments of the proposed methodology, a testbed is
constructed and three case studies are conducted.
In case study 1, the diagnostic procedure is demon-
strated in detail using a simple topology network.
In case study 2, the effectiveness of the proposed
method for diagnosing a complex topology is illus-
trated. In case study 3, the universality of the pro-
posed method for different topologies is verified.

Fig. 4 shows the constructed testbed, which con-
tains three modules: DeviceNet communication sys-
tem, IC fault injection system, and error acquisition
system. The communication system is constructed
using Rockwell AB DeviceNet modules, and the com-
munication speed is set at 500 kb/s. The IC fault
injection system contains the LabVIEW program on
a personal computer (PC), the NI CRIO controller,
and analog switches. The IC faults are injected on a
cable using an analog switch whose high-speed on-off
is controlled by a PC program through the NI CRIO
controller. Multiple IC faults on different cables are

Nodes _
PLC
IC fault FPGA-based
injection DAQ
CAN

transceiver

Fig. 4 The testbed constructed for case studies
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injected by different switches simultaneously. Each
switch is controlled independently, the duration of a
cable disconnection event is set to be half bit (1 ps),
and the arrivals of the cable disconnection events fol-
low a Poisson process with the arrival rate of an IC
fault A\;c. Note that the emulated faults do not lose
the intermittency property under accelerated condi-
tions because the duration is sufficiently short. The
error acquisition system records fault information
based on the NI CRIO FPGA DAQ framework.

4.1 Case study 1: IC fault diagnosis for a sim-
ple topology network

The network topology used in this case study
is shown in Fig. 5, where two sensors s; and s are
deployed at both ends of the bus. IC faults are inde-
pendently injected into five cables: [15 has local IC
faults at an injection rate of )‘ilc = 1000 faults per
second (faults/s), and Iy, I3, l7, and lg have trunk
IC faults at injection rates of )\ib = 300, )\i% = 500,
AT, = 667, and M2, = 250 faults/s. A total of 1666
error records are received in this case study.

SN, SN,

l, ;t oL & I, ’19( s,
I A 2 A A A A A 3 YA

Fig. 5 Experimental setup in case study 1

The significant modes of the observation

symptoms for all nodes as well as their quan-

tities are shown in Table 1. Then, the set

of observation symptoms can be expressed as
_ 1 2 1 2 _ 4w

So = {ay,7 087 08, 0Ny = {ao |u €

{1,2,---,28}}.

Step 1: derive the set of suspected IC faults
Fi (u € {1,2,---,28}) for the corresponding ob-
servation symptom al® by Eq. (2), as shown in Ta-
ble 2.

Step 2: calculate the likelihood of all f; €
U12;8:1 F by Eq. (5), as shown in Table 3.

Step 3: determine the IC fault locations using
Algorithm 1.
illustrated in Fig. 6, and details are presented as
follows:

The algorithm execution process is

Recursion 1: S = S and Fr =

ngu)ESR fc()u) = {fllvflw"' 7f119}'

—
»n

Q:leg,

Table 1 Modes of observation symptoms and the
corresponding quantities in case study 1

N; t=1 t=2 t=3
af\,? Q(af\,?) aﬁ:> Q(af\,?) aﬁ:> Q(aﬁ:>)
Ny (T, T) 44 (T,F) 95 - -
Ny (T,T) 35 (T,F) 41 (F,T) 10
N3 (T, T) 32 (T,F) 64 (F,T) 17
Ny (T,T) 27 (T,F) 45 (F,T) 41
Ns (T,T) 57 (T,F) 57 (F,T) 50
Ne (F,F) 33 (T,F) 31 (F,T) 47
N; (T,T) 22 (T,F) 35 (F,T) 25
Ng (T, T) 16 (T,F) 8 (F,T) 44
Ng (T,T) 18 (T,F) 9 (F,T) 31
Nprc (T, T) 201 (F,T) 464 - -

“” denotes that the corresponding observation symptom is not
significant

the maximum likelihood, f;,, is promoted to
the determined IC fault, and H = {fi.}.
Delete the observation symptoms explained by
fi. from Sg.  Thus, Sg = {al”u €
{2,4,5,7,8,10,11,13, 14,16, 17, 19, 20, 22, 23, 25, 26,
28}1}.

Recursion 2: update Fr = Uaf,“)eSR Flw
{fiis fror s fie}o €y, is the maximum likelihood,
and thus H = {fi,,, fi,} is updated. Delete the ob-
servation symptoms explained by f;, from Sg. Thus,
Sk = {al”|u € {5,8,11,14,17, 20,22, 25} }.

Recursion 3: update Fr = Uaf,“)eSR Flw
{fll y fl2, ce 7fl37 flg, ,flq} Q:fla is the maximum like-
lihood, and thus H = {fi;, fi., fi;} is updated.
Delete the observation symptoms explained by fi,
from Sg. Thus, Sg = {a((,u)|u € {5,8,22,25}}.

Recursion 4: update Fr = Uaf,“)eSR Flw
{fir, fias fis, fis}. €4, is the maximum likelihood,
and thus H = {fi,., fi., f1s, fi,} is updated. Delete
the observation symptoms explained by f, from Sg.
Thus, Sg = {a”|u € {5,8}}.

Recursion 5: update Fr = Uaé“)eSR (()“) =
{fuis fi.}+ €y, is the maximum likelihood, and thus
H ={fi1s, fis fis, f1o, f1. } is updated. Delete the ob-
servation symptoms explained by f;, from Sg. Thus,
Sr = @ and the execution ends.

Hence, the determined IC faults are fi,, fi., fi.,
f15, and fi,,, which agrees with the experimental
setup.

4.2 Case study 2: IC fault diagnosis for a
three-branch complex topology network

In this case study, the network topology is shown
in Fig. 7, which has 3 branches connecting 10 nodes.
Three sensors si, a2, s3 are deployed at the ends of
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Table 2 Suspected IC fault sets of the corresponding observation symptoms in case study 1

N F> Fo F8>

N1 s Frags iy Frugs fiss s fue b Ay Jios Jigs fuas fiss figs figs figs g} -

No {fiio: fuios Fiigs Fiias Fiigs oo 5 flio {fig> fig> fias Fiss figs fios figs fig b {fi.}

N3 {fiior fiins gy fiias Fiigs oo 5 fluo {f1gs fia> fis» fig fizs figs fio } {fi,s fin}
Ny {fl107fl117fl127fl147fl157"' 7fl19} {fl47fl57fl67fl77flg7fl9} {fl17flz7fl3}
Ns {fiio: fiins fins fiigs fiigs oo 5 flio {fi5s fig) Fios f1g5 fig } {fiys fir iz, f1u}

Ng {fi5} {f1g> f175 15, 10 }
N7 {frigs fiins s Fruss Frurs Flug s Flag {f1zs figs o }
Ng {fl107fl117"' 7fl157fl167fl187fl19} {flg’flg}

No {frigs fiins s Fuus s Frugs Fras Flag ¥ {fig}
NPLC {fl107fl117"' 7fl157fl167fl177fl18} {fl17flgvfl37fl47fl57fl67fl77flg7fl9}

{fl17fl27fl37fl47fl5}
{fiys figs figs fras fiss fig}
{fiis fios gy fras figs figs i b
{f1ys fios gy fras Fiss figs ooy g}

“ denotes that the corresponding observation symptom is not significant

Table 3 Likelihoods of all the suspected IC faults contained in FRr in case study 1

fi fiu fio fis fuu fis fis o fis fig fuo fun fue fus s fus  fus fur fus fie

ij (x10~%) 1083 111 1686 33 616 1 1716 61 1121 28 45 55 8 12 3216 8 99 3 21

The values in bold represent the likelihood of the diagnosed IC fault

¢, (f,eFr) (x107) Sr
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L J L L L J L J L J L J
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I @ s, is maximum, X ={ 15, fi., f1,, fi.s i }» Sk =D, and execution ends.
Recursion

Fig. 6 Illustration of the algorithm execution process in case study 1

symptoms for all nodes as well as their quan-
Then, the set of

observation symptoms can be expressed as S,

<1> <2> <3> <1> <4> <1> <2>
{Cl VAN, AN, TS ON, T aNg » ONprLo? ONproo

aN‘zfc} = {au e {1,2,---,34}}.

Step 1: derive the set of suspected IC faults
F (u € {1,2,---,34}) for the corresponding ob-
servation symptom al?) by Eq. (2), as shown in
Table 5.

tities are shown in Table 4.

Fig. 7 Experimental setup in case study 2

Step 2: calculate the likelihood of all f;

branches. IC faults are independently injected into
five cables: 15 has local IC faults at an injection
rate of Aity = 1000 faults/s, and Iy, I3, lg, and lyo
have trunk IC faults at injection rates of )\ib = 300,
A = 250, A%, = 667, and A\9—667 faults/s.
total of 1700 error records are received in this case
study.

The significant modes of the observation

U, 7 by Eq. (5), as shown in Table 6.

Step 3: determine the IC fault locations us-
ing Algorithm 1.
cess is illustrated in Fig. 8, and the obtained set is
H = {fisss firs f15+ [is> f12o }- Hence, the determined
IC faults are fi,, fia, fis, fi1o, and fi,,, which agrees
with the experimental setup.

The algorithm execution pro-
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Table 4 Modes of observation symptoms and the corresponding quantities in case study 2

N; t=1 t=2 t=3 t=4
a§:> Q(a]<\ff>) Cl]<\,:> Q(a<:>) Cl]<\,:> Q(a]<\ff>) cl<:> Q(a]<\ff>)
Ny (T, T, T) 51 (T,F,TF) 34 (T, F,T) 57 - -
No (T, T, T) 34 (T,F,F) 15 (T,F,T) 54 (F, T, T) 20
N3 (T, T, T) 28 (T,F,TF) 12 (T, F,T) 47 (F, T, T) 13
Ny (T, T, T) 19 (F, T, T) 28 (T,F,T) 42 - -
Ns (F,F,F) 53 (F, T, T) 29 (T, F,T) 62 - -
Ng (T, T, T) 46 (F, T, T) 49 (T,F,T) 81 - -
Ny (T, T, T) 23 (F, T, T) 26 (T, F,T) 35 - -
Ng (T, T, T) 14 (F, T, T) 22 (T, F,T) 19 (F, T,TF) 17
Ny (T, T, T) 10 (F, T, T) 20 (T,F,T) 16 (F, T,TF) 19
NpLc (T, T, T) 185 (F, T, T) 163 (F, T,TF) 336 - -

“~” denotes that the corresponding observation symptom is

Table 5 Suspected IC fault sets of the corre

not significant

sponding observation symptoms in case study 2

N; ]:<1> ]:<2> ]:]63> .F<4>
N1 {fl127fl137fl147fl157"' 7fl20} {fl17flz7fl3} {fl77flg7flg7fl10} -
No {fiins frigs frias fiigs o 5 floo b {fios i3} {f17: fig> Fig» Frio ) {fi.}
N3 {fl117fl127 l147fl157"' 7fl20} {flg} {fl77flg7flg:fl10} {fllvle}
Ny {fl117fl127fl137fl157"' 7fl20} {fl17flz7fl3} {fl77flg7flg7fl10} -
Ns 1is {fiis figs i} {f17: fig> Fig» Fiio ) -
Ng {fl117fl127"' 7fl157fl177fl187fl197fl20} {fl17flz7fl3} {fl77flg7flg7fl10} -
N7 {frins frigs s Fiuss Frugs Flags Flags floo ¥ {fiys figr i3} {fig> figr fli0} -
Ng i Fruas s fuuss fiigs fiirs fiigs fiag b {firs fior i3} {fig> frio} {fi;: fig}
No {frigs frigs s Fiuss Frugs Frams Flug s Floo ¥ {fiys figr i3} {fiio} {fi> fig, fio}
NPLC {fl117fl127"' 7fl157fl167fl177fl187fl19} {fl17flz7fl3} {fl77flg7flg7fl10} -

“ denotes that the corresponding observation symptom is not significant

Table 6 Likelihoods of all suspected IC faults contained in Fr in case study 2

fi fiu fi. fis fi. fis S fue S Jue fus fua fus fue Jfur fus fio fiso
ij (x107%) 1961 89 1479 90 1474 555 1411 4 28 8 1 2879 1 5 1 13 2
The values in bold represent the likelihood of the diagnosed IC fault
¢ e Fy) (x107* S
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X xyyryryrxyryrxyr::mmmmmmmmmmhmmh
¢, is maximum, H ={f} }

00 000 000 00 ©0 o0 00 e0e oeee o0
€, is maximum, H ={f,., /,}
e oo oo o o o o X X o
€, is maximum, H ={f,., /1. f.}
° ° o o o <] ° oo oo ®
€, is maximum, H ={f,., fi, /1., /i.}
o o

€, is maximum, H ={f,.. fi, fi,s fi,s f1,}» Sk =, and execution ends.

Recursion

Fig. 8 Illustration of the algorithm execution process in case study 2

4.3 Case study 3: IC fault diagnosis for a five-
branch complex topology network

In this case study, the network topology is shown
in Fig. 9, which has 5 branches connecting 10 nodes.
Four sensors s1, s2, 83, s4 are deployed at the ends of

branches. IC faults are independently injected into
four cables: l14 haslocal IC faults at an injection rate

lia _

of \jgd =
IC faults at injection rates of )\i“’é =250, A
l
and A\j¢, =
are received in this case study.

667 faults/s, and 5, lg, and l7 have trunk

lg _
1C —

500,
200 faults/s. A total of 1074 error records
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The significant modes of the observation symp-
toms for all nodes as well as their quantities
are shown in Table 7. Then, the set of ob-

servation symptoms can be expressed as S, =

<1> <2> <1> <3> <1> <2>
{aN1 7aN1 7aN2 ) 7aN5 7aNG ’ ’aNPLC}

{alu € {1,2,-- ,22}}.
Step 1: derive the set of suspected IC faults
(u € {1,2,---,22}) for the corresponding ob-

F&
servation symptom al by Eq. (2), as shown in

I 5, A I
3

l,

Fig. 9 Experimental setup in case study 3
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Table 8.

Step 2: calculate the likelihood of all f; €
U12;2:1 ) by Eq. (5), as shown in Table 9.

Step 3: determine the IC fault locations us-
ing Algorithm 1. The algorithm execution process
is illustrated in Fig. 10, and the obtained set is
H = {fi,ss fis: [, Jis}. Hence, the determined IC
faults are fi,, fi,, fi,, and f;,,, which agrees with
the experimental setup.

5 Discussion

In this section, the method proposed in this
work is compared to state-of-the-art IC fault diagno-
sis methods in Zhang et al. (2017, 2019) and Wang
LK et al. (2023) to demonstrate the advantages and
performance improvements of this work. Based on
the same network topology and the same setup of
fault locations, the IC fault locations diagnosed using

Table 7 Modes of observation symptoms and the corresponding quantities in case study 3

N, t=1 t=2 t=3
K2
a§§> Q(a]<\ff>) a<:> Q(a]<\ff>) a]<\7:> Q(a]<\ff>)
Ny (T, T, T,T) 29 (T,F,T,F) 39 - -
No (T, T, T,T) 20 (T,F,T,F) 48 - -
Ns (F,F,F,F) 30 (T,F,T,F) 54 - -
Ny (T, T, T,T) 23 (T,F,T,F) 39 - -
Ns (T, T, T,T) 19 (T,F,T,F) 35 (F, T,F,T) 11
Ng (T, T, T,T) 15 (T,F, T, F) 8 (F, T,F,T) 24
N (T, T, T,T) 29 (F,T,F,T) 56 - -
Ng (T, T, T,T) 31 (F, T,F,T) 57 - -
Ny (T, T, T,T) 15 (F,T,F,T) 47 - -
NpLc (T, T, T,T) 154 (F,T,F,T) 274 - -

“ denotes that the corresponding observation symptom is not significant

Table 8 Suspected IC fault sets of the corresponding observation symptoms in case study 3

N Fol F2> F>
N1 {fiiss frias fuuss fiigs fiins fiigs fiigs fiags fion } {fiss fig> fin } -
N2 {fllg7fl147fl157fl167fl177fl187fl197fl207fl21} {fl57fl67fl7} -
N3 114 {fiss fig> fin } -
Ny {fllg7fl137fl147fl167fl177fl187fl197fl207fl21} {fl57fl67fl7} -
Ns {fi1ar Fiigs Fiias Fiiss Jiias Fiigs fiigs fiags fion } {fig> fir } {fis}
Ng {fi1os frigs frias fuiiss fiigs fiuigs fiigs fiags fion } {fi-} {fis fig}
N7 {fllg7fl137fl147fl157fl167fl177fl197fl207fl21} {fl57fl67fl7} -
Ng {fi1as frigs frias s fiigs fiins fiigs fiags fion } {fiss fig> fin } -
No {fi1ar Fiigs Fiias Fiiss fiigs fiins Fiigs fiigs fion } {fi5> fig- fi. } -

NPLC {fllg7fl137fl147fl157fl167fl177fl187fl197fl20} {fl57fl67fl7} B

“7 denotes that the corresponding observation symptom is not significant

Table 9 Likelihoods of all the suspected IC faults contained in Fr in case study 3

fi fis fis fiz flia  fius

i

fius Jue  fur o fus Jue  flae Sl

¢, (x107%) 787 3349 1319 17 20

4020

143 18 107 56 48 44 74

The values in bold represent the likelihood of the diagnosed IC fault
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@ €, is maximum, H={,, fi., f,./1.}, S =&, and execution ends.
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Fig. 10 Illustration of the algorithm execution process in case study 3

Table 10 Comparison of the IC fault diagnosis results and performance of existing methods

Case study 1 Case study 2 Case study 3

Method Practicability Complexity
24 FNR FPR EFF 24 FNRFPR EFF . FNRFPR EFF
Zhang et al. {l1,14,15, {l3,15, -
, I1,l0,l15} 40% 0 0 40% 13% 0 25% 6 0
(2017)’s {l, 9, his} 40% lio, 115} 7 18% Iz, 114} 0% v
Zhang et al. {l1,14,15, {ls,15, -
(Qotoys Unlolis} 0% 00 LU 40% 13% 0 Y % 25% 6% 0 S
Wang LK et al. {l1,13,17, {l1,12,13,1s, {l5, 16, .. ..
R 0 0 33 0 13 0 0 0 50
(2023)’s lg,l15} % lo, 10,15} % lr,la} % N N
Ours {gﬁlf 0 0 100% {llllo’ lfl’fi" 0 0 100% 1{7l5illf]i 0 0 100% U U
y 9 ’ 9 y

The best results are in bold. () and ) mean good and poor results, respectively

different methods along with various diagnostic per-
formance indexes are shown in Table 10, and the
details are introduced in this section.

5.1 Localization accuracy

To evaluate the accuracy of the diagnosis re-
sults, we quantitatively evaluate two diagnosis er-
rors, missed diagnosis and misdiagnosis, using the
false negative rate (FNR) and false positive rate
(FPR), respectively, which are calculated as

#($2 - 2.

FNR = 100%
Hq) 0%

#(02. - 0)
FPR="—"""""2 x 100%
Hao 0%

where #(-) is the cardinality of set -, {2 is the set
of actual fault locations, {2, is the set of diagnosed
fault locations, and 2¢ is the complement of set (2,
that is, the set of fault-free locations.

The diagnosis errors of different methods in the
three case studies are shown in Table 10 and can
be summarized as follows: Existing methods have

various degrees of misdiagnosis and missed diagnosis

under different network topologies and fault location
setups, and the diagnosis errors all appear within
the non-diagnosable subnets. This is because exist-
ing methods rely only on the information about the
significance distribution of observation symptoms to
roughly estimate the occurrence probability of each
suspected IC fault. However, the significance distri-
bution of the symptoms depends on the locations of
the two most marginal trunk faults within the same
branch, that is, the non-diagnosable subnet. Thus,
whether faults occur within the non-diagnosable sub-
net does not change the significance distribution of
symptoms; that is, existing distribution-based quali-
tative diagnostic strategies cannot correctly diagnose
the faults within the non-diagnosable subnets.

In contrast, both the FNR and FPR of the pro-
posed method are zero, which indicates that the fault
locations can be identified completely and accurately
in different complex fault scenarios. This is because
considering that the occurrence or non-occurrence of
a fault within the non-diagnosable subnet causes a
change in the number of some observation symptoms,
the proposed method exploits the exact probability
of each suspected IC fault calculated based on the
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number of symptoms to identify the faults within
the non-diagnosable subnet, which allows the pro-
posed method to accurately diagnose all IC faults
in the network. Therefore, the method proposed in
this work represents an improvement over existing
methods in terms of localization accuracy.

In addition, it is worth mentioning that the lo-
calization accuracy of the proposed method may be
affected by the distribution of fault rates. Based on
case study 1, we adjust the injection rates of IC faults
tcl> A5 =300, Ak, = 667, A2, = 250, AiZ, = 500, and
Ale = 1000 faults/s and then apply the proposed
method for diagnosis.
modes and the suspected IC fault sets are the same
in case study 1, and the likelihoods of the suspected
IC faults are shown in Table 11. The identified fault
locations are fi,, fi., fi,, and fi,,, while f;, is missed.
This is because f;, and f;,, which have greater like-
lihoods than f;,, are prioritized for diagnosis over
f1s, and the suspected IC fault sets containing f;,
or fi, must contain fi,, so f;, is missed. The low
likelihood of fj, is strongly related to the low rate of
faults. Hence, it can be concluded that the proposed
method may not be able to diagnose the trunk IC
fault whose rate is much lower than the rates of the

The observation symptom

trunk IC faults on both sides of it, and we will explore
more accurate diagnosis methods for this very slow
middle and very fast side fault scenarios in future
work.

5.2 Diagnostic efficiency

In this paper, we quantitatively assess the effi-
ciency (EFF) of a diagnosis method using the num-
ber of diagnostic rounds required to locate all IC
faults, where a diagnostic round includes installing
sensors, processing data, and executing algorithms.
The efficiency is calculated as follows:

1
EFF = A x 100%,
where N, is the number of diagnostic rounds.
Table 10 shows the efficiency of different methods
in the three case studies, and their calculations are
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detailed as follows:

Based on the discussion in Section 5.1, the ex-
isting methods are unable to correctly determine the
health of the cables within the non-diagnosable sub-
nets, and thus the non-diagnosable subnets need to
be additionally diagnosed. Because Zhang et al.
(2017, 2019) did not analyze diagnosability and did
not diagnose non-diagnosable subnets, they are un-
able to locate all faults, and the number of diagnostic
rounds can be considered as N, = co. Therefore, the
efficiency of both methods is EFF = L x 100% = 0.
In contrast, in Wang LK et al. (2023), the diagnos-
tic framework was divided into two parts, the ini-
tial diagnosis of the whole network and the diagno-
sis of the non-diagnosable subnets one by one. For
example, in case study 3, Wang LK et al. (2023)
located the faults fi,, fi,, and f;,, in the first diag-
nostic round, determined a non-diagnosable subnet
between f;, and fi,, as the area SN shown in Fig. 9,
and performed the second round on the subnet SN,
which identifies the IC fault fj,. Thus, the diag-
nostic round in case study 3 is N, = 2, and the
efficiency is EFF = £ x 100% = 50%. As another
example, the first round in case study 1 identifies
the non-diagnosable subnet SN; in Fig. 5, the sec-
ond round identifies the subnet SNy, and the third
round determines that the links within SNy are fault-
free; thus, N, = 3 and EFF = % x 100% = 33% for
case study 1. In case study 2, the efficiency of Wang
LK et al. (2023) was EFF = L x 100% = 0 due to
misdiagnosis.

In contrast, the method proposed in this work
exploits the exact posterior probability of each sus-
pected IC fault to determine the IC fault locations,
which allows the proposed framework to localize all
IC faults after one diagnostic round without the
need for repeated diagnosis of the non-diagnosable
subnets. Therefore, the efficiency of the proposed
method is EFF = 100% for the three case studies,
which indicates that the proposed method presents
an improvement over existing methods in terms of
diagnostic efficiency.

In addition, note that throughout the diagnostic

Table 11 Likelihoods of the suspected IC faults in the case study in Section 5.1

fi fuu  fio fis fuu fis fis  fir fis

fig

fiio frin s fus fua o fus fus Jur JTus fle

Q‘fj (x107%) 1497 23 958 10 467 159 2132 371 811 311

89 12 9 127 1948 323 423 164 166

The values in bold represent the likelihood of the diagnosed IC fault
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process, the proposed method needs only to attach
the sensor to the end of the network to achieve the
complete diagnosability of a network; the end of
the network commonly has open ports to facilitate
hookup of external devices, whereas in Wang LK
et al. (2023), diagnosing the non-diagnosable subnets
requires re-configuration of the sensor layout and re-
peatedly hooking up and removing the sensors inside
the network. However, the interior of DeviceNet is
generally not directly accessible. Therefore, we can
conclude that the method proposed in this work has
an advantage over existing methods in terms of prac-
tical engineering implementation.

Moreover, the diagnostic speed of the proposed
data-driven method is analyzed from the perspective
of data size required for accurate diagnosis, because
time is mainly consumed in collecting data. Using
three data sizes, we repeated 300 groups of experi-
ments for each case study to obtain the means and
standard deviations of diagnostic errors. As shown
in Fig. 11, the diagnostic errors in all cases are quite
large if the data size is less than 1000, and the diag-
nostic errors can uniformly stabilize below 1% if the
data size reaches 1000. Hence, as a rule of thumb, the
proposed method is sufficient to accurately identify
IC faults when the data size reaches 1000.

5.3 Algorithm complexity

Considering that Zhang et al. (2017, 2019) did
not correctly diagnose the faults in complex topolo-
gies, we compare the complexity of the MLBFD algo-
rithm proposed in this work with the filtered search
algorithm (FSA) (Wang LK et al., 2023). Both the
MLBFD algorithm and FSA select the faults with
the highest probability among the remaining sus-
pected IC faults and iteratively update the set of
determined IC faults, until all observation symp-
toms have been explained. However, because the
two methods calculate the probability of faults in
different ways, the number of faults with the high-
est probability in a single search process is different,

100

. T
—-ZA--- FNR+FPR in case study 1

£ &0
X g 58.6 — - - FNR+FPR in case study 2
& 428 —3&— FNR+FPR in case study 3
+ 40
x 39.1 0.2 0.0
£ 020, 00 o

0 : ey

500 1000 1500

Data size

Fig. 11 Trends in diagnostic errors of the proposed
method versus data size

Wang and Lei / Front Inform Technol Electron Eng 2025 26(7):1194-1208

and then the number of search process executions is
different.

In Wang LK et al. (2023), the probability of a
suspected IC fault is essentially the proportion of the
suspected IC faults to the suspected IC faults of all
nodes. Because a trunk fault on the left (right) side
of a node causes all trunk lines on its left (right)
side to be derived as suspected IC faults, the sus-
pected IC faults of the nodes between two trunk
faults are the same. In this way, the probabilities
of suspected IC faults between trunk faults are the
same, and the number of these suspected IC faults is
the number of search process executions in the next
layer. Thus, the computational complexity of FSA is
Orsa = O(X 1, (citby “(ci=1)+b) (c;i—2)+- - -+0+
gi—i—bf’g(gi — 1) +b?’g(gi — 2) +-- +O)) > O(Cl + (Cl —
D+(e1=2)++0+g1+(91—1)+(91—2)+---+0),
where n is the number of iterative updates of the de-
termined IC fault set, ¢; and g; are the numbers of
drop and trunk lines in the i*® update process, re-
spectively, and b; " and b;""® are the numbers of local
and trunk IC fault sequences of level m (m > 2) in
the i*" update process, respectively.

In contrast, the method proposed in this work
accurately calculates the posterior probability of
each suspected IC fault occurring in the network
based on the quantity of each observation symp-
tom. Thus, the probability of each suspected IC
fault differs depending on the quantity of the cor-
responding symptoms, and then an IC fault con-
sumes only one search process. Thus, the com-
putational complexity of the MLBFD algorithm is
Owmrerp = O((c1 4+ g1) + (c1 —d§ + g1 — d}) + (c1 —
d$ —ds+g1—df —d§) + - +0) < O((cr +g1) +
(c1=14+g1—1)+(c1—2+91—2)+---+0) < Opsa,
where d) and df are the numbers of local and trunk
IC faults deleted in the p*™™ update process, re-
spectively. Then considering case study 1 as an
example, the computational complexity of FSA is
O((10+9+9x8)+(7+5x6)) = O(128), whereas it
is O((10+9)+9+8+4+2) = O(42) for the MLBFD
algorithm. Therefore, the proposed method has an
advantage over existing methods in terms of algo-
rithm complexity.

6 Conclusions

In this paper, we propose a novel data-driven IC
fault diagnosis method based on Bayesian inference
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for DeviceNet with complex topological layouts. The
observation symptoms are produced by the sensors
deployed at each branch end of the network. The
suspected IC faults for the observation symptoms
are derived and the fault likelihoods are calculated
using the Bayesian inference approach. The maxi-
mum likelihood-based fast diagnosis algorithm is de-
veloped based on the above three parameters to ac-
curately and efficiently diagnose all IC faults in a
network. The testbed is constructed and case stud-
ies are performed to demonstrate and evaluate the
proposed method. The experimental results show
that the IC fault locations diagnosed by the pro-
posed method agree well with the experiment setup
in various complex topologies and fault scenarios.
Further discussion shows that the proposed method
is an improvement over existing methods in terms
of localization accuracy, diagnostic efficiency, practi-
cality, and algorithm complexity.

Future work will include improving the robust-
ness of the current method to variations in the rate
distribution of IC faults and extending the current
method to the short-circuit IC fault scenario.
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