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Abstract: In quasi-static wireless channel scenarios, the generation of physical layer keys faces the challenge of
invariant spatial and temporal channel characteristics, resulting in a high key disagreement rate (KDR) and low key
generation rate (KGR). To address these issues, we propose a novel reconfigurable intelligent surface (RIS)-aided
secret key generation approach using an autoencoder and K-means quantization algorithm. The proposed method
uses channel state information (CSI) for channel estimation and dynamically adjusts the reflection coeflicients of the
RIS to create a rapidly fluctuating channel. This strategy enables the extraction of dynamic channel parameters,
thereby enhancing channel randomness. Additionally, by integrating the autoencoder with the K-means clustering
quantization algorithm, the method efficiently extracts random bits from complex, ambiguous, and high-dimensional
channel parameters, significantly reducing KDR. Simulations demonstrate that, under various signal-to-noise ratios
(SNRs), the proposed method performs excellently in terms of KGR and KDR. Furthermore, the randomness of the
generated keys is validated through the National Institute of Standards and Technology (NIST) test suite.
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1 Introduction sion, coupled with the broadcast characteristics of

radio frequency signals, significantly increases the

With the rapid advancement of wireless commu- 501 of ynauthorized interception, tampering, and

nication technologies, ensuring secure data transmis-  j.4, leakage. This vulnerability has spurred the

sion has become an increasingly critical challenge.  janand for more robust encryption methods to

Unlike wired networks, wireless communication re- safeguard communications in dynamic and hostile

lies on electromagnetic waves, which are inherently o000

exposed to potential eavesdropping and malicious Traditional cryptographic approaches, while ef-

interference. The openness of wireless transmis- fective, often rely on computational complexity to se-
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wireless channel to generate symmetric keys for en-
cryption. One notable method, proposed by Mathur
et al. (2008), capitalizes on the inherent properties
of the wireless channel reciprocity, time-variability,
and spatial decorrelation to generate highly secure
and dynamic keys for data encryption.

Reciprocity ensures that both communicating
parties, typically referred to as Alice and Bob, expe-
rience correlated channel responses, allowing them to
independently generate identical cryptographic keys
without transmitting sensitive information over the
air. Time-variability exploits the time-varying na-
ture of the wireless environment to continuously up-
date keys, enhancing their unpredictability and re-
silience against eavesdropping, even in the presence
of fading and interference. Finally, spatial decorre-
lation ensures that an eavesdropper, located beyond
a half-wavelength distance from the legitimate users,
cannot reconstruct the shared key due to the uncor-
related nature of the channel at their positions.

However, the variability required for robust
key generation can be limited in real-world applica-
tions, particularly in time-domain quasi-static envi-
ronments where the wireless channel changes gradu-
ally. These scenarios often suffer from reduced time-
domain randomness and smaller key update rates,
making it difficult to maintain a high level of secu-
rity and efficiency in key generation. Fig. 1 illus-
trates the challenges presented by such quasi-static
environments, where maintaining sufficient channel
randomness becomes a crucial concern.

Power (dB)

Channel characteristics (dB)

2 .
Space (m) 0

Fig. 1 Quasi-static scene in the time—space domain

To address these challenges, the advent of recon-
figurable intelligent surface (RIS) offers a promising
solution. RIS comprises a large number of passive,
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programmable scattering elements that can dynam-
ically modify the amplitude and phase of reflected
electromagnetic waves in a controlled manner (Wu
QQ et al., 2021).
RIS can actively manipulate the propagation en-

Through precise coordination,

vironment, introducing additional degrees of free-
dom into the wireless channel. This capability not
only enhances the randomness and uniqueness of the
channel but also enables higher key generation rates
(KGRs) without increasing transmission power or in-
troducing complex signal processing, as is the case
with traditional relay technologies (Shlezinger et al.,
2021). Further work has shown that RIS-assisted re-
configurable antennas can effectively mitigate multi-
path fading and significantly enhance the KGRs in
physical layer key generation systems (Wan et al.,
2023).

While existing research predominantly focuses
on improving the randomness of key sources to en-
hance KGRs, challenges such as key disagreement
rates (KDRs) remain significant (Zeng, 2015). To
overcome these limitations, we propose a novel RIS-
aided secret key generation scheme. By integrating
an autoencoder (AE) and a K-means quantization
algorithm, we aim to reduce KDRs while simultane-
ously increasing key generation efficiency. This ap-
proach leverages the reconfigurable nature of RIS to
dynamically influence the wireless channel, providing
a more reliable and secure method for key generation
in quasi-static and dynamic environments. The spe-
cific contributions are outlined below:

1. Construction of a fast-varying channel: The
reflection coefficients of RIS are changed to enhance
the randomness and variability of the channel under
quasi-static conditions. This adjustment facilitates
coherent time-based channel estimation between the
base station (Alice) and the authorized user (Bob),
thereby enabling effective key extraction.

2. Autoencoder and K-means (AE-K-means)
quantization algorithm for key generation: First, the
channel feature values are denoised and compressed
through an AE, effectively preserving the essential
Then, K-
means clustering is applied to the compressed data,

structural characteristics of the data.

optimizing the quantization process and minimizing
KDRs during encoding.

3. Performance evaluation via simulation:
Simulation-based assessments demonstrate the effi-
cacy of the proposed method across varied signal-
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to-noise ratios (SNRs). The evaluation of KGR and
KDR under different SNR conditions is conducted.
Furthermore, the randomness of generated keys is
validated through rigorous testing using the National
Institute of Standards and Technology (NIST) test
suite.

2 Related works

In the early 20'" century, Claude Shannon laid
the foundation for physical layer security with his
theoretical model aimed at achieving absolute se-
curity through the principle of “one secret at a
time” (Shannon, 1949). While this model was
groundbreaking, its practical implementation has
proven challenging. Abraham Wyner later proposed
the “wiretap channel” model to improve security
by leveraging the noise inherent in communication
channels. However, this model faced limitations in
scenarios where an eavesdropper could potentially
acquire more information than the legitimate re-
ceiver (Wyner, 1975). Hershey et al. (1995) advanced
these concepts by using channel reciprocity and fast
temporal variations to generate cryptographic keys
from wireless channels, thus paving the way for phys-
ical layer key generation techniques.

Physical layer key generation typically follows a
structured process: channel estimation, key quanti-
zation, information reconciliation, and privacy am-
plification (Han et al., 2020; Luo et al., 2023). While
these techniques are effective, challenges persist in
improving the randomness of key sources and en-
hancing KGRs. Efforts to address these limitations
have included the introduction of artificial random
sources (Lou et al., 2017), exploitation of multiple-
input multiple-output (MIMO) systems (Li et al.,
2017), and utilization of multipath fading for en-
hanced randomness (Liu et al., 2012). Relay collab-
oration has also been explored to increase the num-
ber of reciprocal channels and boost KGRs (Shimizu
et al., 2011). However, many of these methods strug-
gle in environments with limited channel variability,
such as quasi-static scenarios.

To overcome these limitations, RIS has gained
significant attention for its ability to dynamically
manipulate wireless propagation environments. By
steering incident signals in fully customizable ways,
RIS introduces artificial randomness into the chan-
nel, enhancing key generation in quasi-static environ-

ments (Ji et al., 2021; Lu et al., 2021). In addition to
enhancing randomness, large-scale RIS has also been
explored for its ability to improve physical layer se-
curity by mitigating eavesdropping threats and jam-
ming in near-field communications (Cui et al., 2024).
Recent studies have also demonstrated its potential
to improve energy efficiency and scalability in future
communication systems through the joint optimiza-
tion of active and passive beamforming (Wang et al.,
2024a). However, the optimization space in RIS-
aided systems is often highly non-convex due to the
interdependencies between base station (Alice) pre-
coding matrices and RIS phase-shifting matrices. To
address this problem, gradient-based meta-learning
approaches such as gradient-based manifold meta
learning (GMML) (Zhu et al., 2024) and gradient-
based meta learning beamforming (GMLB) (Wang
et al., 2024a) have been proposed. These methods
use manifold learning and meta-learning techniques
to optimize RIS parameters without requiring pre-
training, achieving significant improvements in spec-
tral efficiency and energy consumption.

Recent advancements have also explored the
synergy between RIS and machine learning (ML)
techniques. For instance, a novel gradient-based
liquid neural network (GLNN) framework has been
proposed for millimeter-wave (mmWave) MIMO
systems, addressing the challenges of dynamic
and highly variable channels by using differential
equations-based liquid neurons to enhance robust-
ness and efficiency (Wang et al., 2024b). These meth-
ods underscore the potential of combining RIS with
advanced ML paradigms to tackle the complexity of
modern wireless environments.

Parallel to the progress in RIS-based systems,
ML has emerged as a powerful tool to enhance the
efficiency of physical layer key generation. ML tech-
niques have been applied to improve various stages
of the key generation process, including channel es-
timation, quantization, and reconciliation. For ex-
ample, Ye et al. (2020) proposed a direct input
deep neural network (DNN) for channel estimation,
demonstrating superior performance over traditional
methods.  Yu et al. (2020) introduced CSINet, a
deep learning-based channel state information (CSI)
sensing and recovery mechanism, which uses com-
pressed sensing to improve reciprocity in key genera-
tion. Additionally, adaptive multilevel quantization
techniques incorporating ML algorithms have shown
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promise in optimizing quantization thresholds and
reducing KDRs under dynamic channel conditions
(Zhou et al., 2020). Generative adversarial networks
(GANSs) and convolutional neural networks (CNNs)
have been further employed to enhance channel char-
acteristic prediction. Mathur et al. (2008) combined
CNNs with GANs to improve downlink CSI pre-
diction, thereby enhancing the accuracy of channel
Fully
connected neural networks have also been used to

estimation and the key generation process.

model channel mapping functions, improving the
reciprocity of uplink and downlink channels (Wu XH
et al., 2013).

Despite these advancements, challenges remain
in improving the robustness of key generation in
quasi-static or slow-changing environments. Build-
ing on these developments, our proposed method in-
tegrates RIS with an AE-K-means quantization al-
gorithm, combining the strengths of ML, and RIS to
address the limitations of traditional key generation
methods. Specifically, the AE is used to capture
and compress the high-dimensional features of the
channel, while K-means clustering is applied to effi-
ciently quantize the channel features, reducing KDRs
and improving the overall key generation efficiency.
Unlike traditional deep learning-based approaches,
our method leverages RIS to dynamically adjust the
channel environment, enhancing the randomness and
variability of the key source. Moreover, our method’s
hybrid approach integrates RIS flexibility with ML’s
predictive capabilities, offering a robust solution for
physical layer key generation in both quasi-static and
highly dynamic environments.

3 System model

Existing physical layer key generation tech-
niques often rely on passive random variations in
the wireless channel. These techniques face limita-
tions in quasi-static environments where the channel
remains stable over time, reducing the randomness
necessary for secure key generation. Our proposed
RIS-aided method overcomes this by introducing dy-
namic control over the channel conditions. Specifi-
cally, by adjusting the reflection coefficients of the
RIS, we can artificially induce rapid, controlled vari-
ations in the channel state. This added layer of con-
trol allows us to generate a highly fluctuating chan-
nel even in otherwise stable conditions, increasing
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the randomness and security of the generated keys.

Unlike conventional approaches, which depend
on natural multipath effects or user mobility, our
method leverages RIS as an active component in the
key generation process. This distinct capability of-
fers two major advantages: (1) RIS enables us to
customize the spatial and temporal properties of the
channel, directly influencing key entropy; (2) Our
method is applicable in static environments or sce-
narios where user movement is minimal, as RIS ad-
justments replace the need for external variations.
Through these characteristics, our RIS-aided key
generation method addresses inherent limitations in
traditional approaches.

The key generation system model based on RIS,
as depicted in Fig. 2, consists of a base station (Al-
ice), a legitimate user (Bob), a passive eavesdropper
(Eve), and the RIS itself. Time division duplexing
(TDD) mode is employed for transmitting narrow-
band signals between Alice and Bob, ensuring chan-
nel reciprocity. Alice is outfitted with M transmit
antennas, while Bob and Eve are equipped with a
single antenna, separately. The RIS incorporates N
reflection units. The RIS controller rapidly adjusts
the reflection unit coefficients through a wired con-
trol link based on random control signals, inducing
quick and random changes in the phase information
of the reflected signals. This model establishes a
framework for secure key generation leveraging the
distinctive functionalities of RIS within the wireless
communication setting.

In this paper, the following three types of chan-
nels are considered: direct channel, indirect channel,

RIS

Alice hd,BA Bob

Eve

Fig. 2 System model for key generation based on RIS
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and reflection channel (Zhou et al., 2020). The direct

channel hq s = [ha,AB,1, Rd,AB2, ..., Pda,AB M]
C™™M  represents the link between Alice and
Bob, while the indirect channel Har =

[hAR,L har2, - hAR’N]T e CNxM pertains
to the connection between Alice and the RIS.
Here, each har,; = [haAR,i,1» PAR,i,2) ---5 PAR,i,M]
e CxM, The reflection channel hrp =
[hRB.1, hRB.2s - - - hrB.N] € CP*Y denotes the path
between the RIS and Bob. To simulate the actual
channel environment, this section models the sub-
channel in the system model as a Rayleigh fading
channel, expressed as

a 1
h = hLOS hNLOS 1
V1i+a + 14+a ’ (1)

where h denotes the subchannel characteristics, a de-
notes the Rayleigh factor, and h*©S and ANOS rep-
resent the line-of-sight (LOS) and non-line-of-sight
(NLOS) Rayleigh fading components, respectively.
Since the RIS is close to Alice, the size of the LOS
component in the indirect channel depends on a, re-
ferring to the far-field communication channel model.
Both the direct channel and the reflection channel
are characterized by a Rayleigh fading model, where
the fading parameter a is set to 0. The channel fol-
lows a complex Gaussian distribution with a mean of
0. To further characterize the quasi-static scenario
of the Internet of Things (IoT), all channels are mod-
eled as block fading channels, remain constant over a
longer coherence time, and are independent of each
other when they have different coherence times.

According to the spatial propagation character-
istics of electromagnetic waves, there is independence
between different channels and reciprocity between
upstream and downstream channels. The channel is
assumed to have a mean of 0 and a variance of o2,
with both legitimate users, Alice and Bob, experienc-
ing independent and identically distributed Gaussian
white noise. To maintain anonymity, the distance
between Eve and the legitimate users is greater than
half a wavelength, allowing only passive eavesdrop-
ping without interfering with the information trans-
mission and key generation processes.

4 Proposed key generation method

Building upon the described system model and
traditional physical layer key generation techniques,
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a novel approach to physical layer key generation is
introduced. This method incorporates RIS and uses
an AE-K-means quantization algorithm, including
five steps: channel detection, pretreatment, quanti-
zation and encoding, information reconciliation, and
privacy amplification. During the coherent time, the
base station Alice conducts channel estimation with
the legitimate user Bob and takes the channel esti-
mation result as the secret key source. Before each
channel estimation, the base station Alice randomly
changes the RIS reflection coefficient through the
controller, and ensures that the reflection coefficients
are independent of each other to construct the fast-
changing channel. During the coherence time, the
above step is repeated several times until a key of
sufficient length is generated. The specific flowchart
is shown in Fig. 3.

4.1 Construction of a fast-varying channel

As shown in Fig. 3, let hap € C'*M represent
the combined channel linking the base station Alice
and the legitimate user Bob, with

has = hg A + hrg®@har

N
g hrp.i© % haRr.i1,

=1
ol - (2)
Z hrB,i@ haR,i2, - -

i1

N
> hRB,iejd)ihAR,i,Ml ;
i=1

= hqaB +

v/—1 denotes the imaginary unit, ¢;
represents the phase shift introduced by the i*®
(i € {1, 2, ..., N}) reflection unit of the RIS, and
O = diag(0) € CV*¥ represents the reflection coef-
ficient of the RIS, 8 = [0, 0o, ..., Oy]T € CVXL,
0; € ¢. @ represents the value range of the reflection
coefficient 6; of the i*" reflection unit. Considering

where j =

the discrete change of 6;, ©; is as follows:
0; ={0; ] 0; = e, ¢; €[0,2m)}. (3)

Before each channel estimation, the base station
Alice randomly updates the value of ©; and makes
it independent of each other, thus greatly improving
the time-variability and randomness of the channel
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‘ Share the key ‘

Fig. 3 Flowchart of key generation based on RIS

estimates and constructing a fast-changing channel.

To validate the effect of dynamic adjustment
of RIS reflection coefficients on channel fluctuation,
we conduct comparative simulations. As illustrated
in Fig. 4, the channel magnitude characteristics of
the three key generation methods reveal stark dif-
ferences. Static reflection and traditional key gen-
eration methods exhibit minimal variation, result-
ing in limited channel randomness. In contrast,
the dynamic RIS-aided method demonstrates signif-
icant fluctuations in channel magnitude over time,
attributed to the active adjustment of RIS reflec-
tion coefficients. This enhanced randomness directly
improves the mutual information between the trans-

mitter and receiver, thereby improving the KGR.
4.2 Channel detection

When the base station Alice controls the RIS
to induce rapid phase changes, both Alice and the
legitimate user Bob perform pilot-based channel es-
timation. This process can be repeated multiple
times within the coherence time. Taking the i*®
(1 € {1,2,...,L}, L represents the number of chan-
nel estimates) channel estimate as an example, let @,
and hap,; indicate the values of & and hap at the
ith channel estimation, respectively. Xap,; € CM*!
and xpa,; € C'*! represent the pilot information

of length [ transmitted during the i*" channel esti-
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Fig. 4 Channel magnitude for different key generation
methods (w/o: without)

mation, with X ap; denoting the pilot from Alice to
Bob, and x4 ; denoting the pilot from Bob to Alice.
In this phase, Alice applies maximum ratio transmis-
sion (MRT) to her multi-antenna signal, adjusting
the amplitude and phase of each antenna’s transmis-
sion to ensure coherent addition and maximize signal
power and quality at the receiver. Let ypa; € C'*!
and YaB, € C™*! represent the signals received by
Bob and Alice, respectively, and the expression of
the received signals is as follows:

yBa,i = (haap + hrp©@;har) XaB,: + nBa,i, (4)

YAB,i =w (hE,AB + hXR@ZhEB) IBA,; + WNAB,;,

(5)
where w € C'*M denotes the MRT vector, and
npa,; and nap ; represent the noise received by Alice
and Bob during the i*" channel estimation, respec-
tively. Using the forced zero algorithm, ilB A, and
iLAB,i represent the estimate of channel h; by Bob
and Alice, respectively, then

Fons — —SABi
BA,i HXA 1”2 BA,i

XiB.i
HX 1||2nBA K1)

(6)

= hq aB,i + hrB,iOihaR, +

haB.i :WYAB i

(hd,AB,i + hAR :@ihgp z) (7)

-’BEA '
+ %anAB,i-
zBa,ill

Following multiple channel estimates, Hap and
Hpa denote the comprehensive channel estimates
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obtained by Alice and Bob, respectively:

Hup = [hag1, hasa, ..., haso]’, (8)

Hga = [hpai, hpas, ..., hea ]’ 9)

Due to the time-varying nature of the channel
parameters hag and hrp and the fact that the value
of @ at each channel estimation is independent, the
channel hp is highly random and time-varying com-
pared with hg ap, which can greatly improve the
KGR.

4.3 Quantization algorithm based on AE-K-
means clustering

Quantization transforms channel features into
a binary form, known as the initial key. To en-
hance computational efficiency and quantization ac-
curacy, we integrate AE- K-means clustering into the
quantization process. This combination leverages
the strengths of both techniques to achieve optimal

performance.

The AE efficiently compresses high-dimensional
channel data into a lower-dimensional representa-
tion, significantly reducing data complexity while
preserving the critical features necessary for accu-
rate quantization. This step ensures that the essen-
tial channel characteristics required for key genera-
tion are retained. Subsequently, K-means clustering
refines this compressed output by categorizing simi-
lar data points, which minimizes quantization errors
and ensures the precision and reliability of the quan-
tization process.

This approach also provides robustness to vari-
ations in channel conditions. The adaptive nature
of the AE and the iterative optimization process of
K-means clustering enable the system to dynami-
cally adjust to changes in the channel state. This
adaptability ensures the stability and consistency of
the generated keys, even in complex and fluctuating
wireless environments.

Specifically, the combination method processes
the real and imaginary parts of each subcarrier as
multidimensional data. The AE reduces the dimen-
sionality of the data, simplifying its topology while
retaining essential features.
reduced data are then input into the K-means quan-
tization algorithm, which categorizes the data into

The dimensionality-

four clusters. These clusters are subsequently en-
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coded using Gray coding, further enhancing the
KGR by reducing bit errors. The detailed workflow
is illustrated in Fig. 5. The AE-K-means quanti-
zation algorithm balances computational efficiency,
accuracy, and adaptability, making it particularly ef-
fective for physical layer key generation in dynamic
wireless communication scenarios. The quantization
steps are as follows:

1. Suppose that the overall channel estimates
obtained by Alice and Bob are Hapg and Hga respec-
tively, as specified in Egs. (8) and (9). Ryorm(h;) and
INorm (h;) represent the normalized real and imagi-
nary parts of the " channel estimate, respectively;
then, BAB,Z- and ilBA’i can be expressed as

hag.i = RNorm(haB.i) + ilxorm (haB.i), (10)

iLBA,i = RNorm(hBA,i) +jINorm(hBA,i)~ (11>

2. Normalize the real and imaginary parts of the
overall channel estimates to obtain

RNorm = [RNorm<h1)7 RNorm(h2)7 R

RNorm(hM)]T7 (12)
INorm = [INorm(hl)a INorm(hQ)a ey
INorm<hM)]T7 (13)

RNorm (hz) — min RNorm (hz)

RNorm (hi) = i ’
Norm (hi) max RNorm (hi) — min Rxorm (hi)
(14)
INorm (R;) — min Inoem (B
Tonm () — 1o (hi) — min Inorm (i) . (15)

max INorm (h1) — min INorm (hz)

3. The AE network is built using the matrix
X = [RNorm, INorm]- The parameters for the AE
network are listed in Table 1.

Table 1 Parameter values for the AE network

Parameter Value
Alice Bob
Input layer size 32 2
Encode layer size 1 1
Number of epochs 100 100
Learning rate 0.01 0.01

4. K-means clustering is performed using the
dimensionality reduction of the AE network, where
K=4. The traditional K-means quantization al-
gorithm is shown in Fig. 6, and the AE combined
with the K-means quantization algorithm is shown
in Fig. 7. The four quantization intervals are divided
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Fig. 6 Cluster results of the K-means quantization
algorithm. References to color refer to the online
version of this figure

5. A quantifiable initial key, represented as a
Gray code, encodes two adjacent categories into ini-
tial keys that differ by only one digit, that is,

00, i € Cluster 1,
11, ¢ € Cluster 2,
K; = (16)
10, i € Cluster 3,
01, 4 € Cluster 4.

The AE-K-means quantization algorithm is
compared with the traditional K-means quantiza-

0.5+ 08
04t &
0310

0.2}

0.1F

Imaginary partof the complex channel coefficient

0 01 02 03 04 05 06 07 08 09 10
Real part of the complex channel coefficient

Fig. 7 Cluster results of the autoencoder combined
with the K-means quantization algorithm. Refer-
ences to color refer to the online version of this figure

tion algorithm. When encoding using Gray code,
neighboring categories in the code sequence differ by
only one digit, effectively minimizing the disagree-
ment rate of the initial key.

4.4 Information reconciliation

The information reconciliation scheme based on
error correction coding described by Juels and Wat-
tenberg (1999) is adopted; that is, Alice groups
the quantified keys and generates coordination
information based on error correction coding. Bob
uses the error correction ability of error correction
coding to correct errors and finally realizes the key
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consistency of both parties.
4.5 Privacy amplification

To enhance key security, this study employs the
privacy amplification method outlined by Aldaghri
and Mahdavifar (2020) to generate a key hash value.
The SHA256 (secure hash algorithm 256-bit) func-
tion is used for this purpose, followed by a verifi-
cation process to ensure key consistency based on
the generated hash value. The specific algorithm is
illustrated in Algorithm 1.

4.6 Computational complexity analysis

In this subsection, we analyze the computa-
tional complexity of the AE-K-means quantization
algorithm, focusing on its efficiency and applicability
to real-time applications.

The AE-K-means quantization algorithm com-
bines the power of an AE for feature extraction with
K-means clustering for data quantization. The com-
putational complexity of this approach can be broken
down into the complexities of the AE and K-means
processes, as well as their combined effect.

4.6.1 AE complexity

The AE is a deep learning model used for learn-
ing efficient representations of input data. The com-
plexity of the AE process can be described in terms
of two main components:

1. Encoding and decoding complexity: The en-
coder and decoder in the AE consist of several fully
connected layers, with F' layers and G neurons per
layer. The complexity of a forward pass through the
encoder or decoder is proportional to O(F -G -Q),
where () represents the number of training samples.
The AE model is
trained using optimization techniques such as gra-
dient descent. For each epoch, the training complex-
ity is O(F -G -Q). Over E epochs, the total training
complexity is O(E-F-G Q). However, training is typ-
ically performed offline, which reduces the real-time
computational overhead. The trained model can
be reused for key generation without any additional

2. Training complexity:

computational cost during real-time execution.

The AE process enables compact representation
learning, and its training phase is conducted offline,
ensuring minimal computational burden during real-
time key generation.
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Algorithm 1 AE-K-means quantization algorithm
1: Initialize the total distance between Alice and Bob d,
the distance from Alice to RIS do, the distance from RIS
to Bob d, the path loss constant Cy, SNR, the number
of antennas at Alice and Bob M, the number of reflection
units on the RIS N, the length of pilot sequence I, and
the variance of the complex Gaussian noise o2.

2: Generate pilot signals Xap € CM*! and @pa € C*!
following Rayleigh distribution, and channel coefficients

as
hd,AB ~ CN(07 02)7 hrp ~ CN(07 02)7
har ~ CN(0,0%), nap, nsa ~ CN(0,07).
The reflection matrix is given by 6@ =
diag(61,02,...,0n) for RIS.

3: Compute received signals at Bob and Alice:

yBa,i = (ha,aB + hre@;har) XaB,i + nBaA,i,

Yapi=w (th,AB + hER,@ih;F{B) TBA,i + WNAB,;i.
4: Apply min—max normalization to the received signals:

ypa — min(ypa)
max(ysa) — min(ysa)’

Yas — min(YAB)
max(Yag) — min(Yas)’

YBA

Yas

Then, train an AE to encode and decode the normalized
signals gpa and Yag, respectively.
5: Apply K-means clustering to the AE’s output:

Ca = K-means(gpa, 4), Cs = K-means(Yag, 4),

where Ca and Cg denote the clustering results at Alice
and Bob, respectively.

6: Perform Gray encoding on the clustered outputs to
obtain bit strings:

Ka = Gray(Ca), K = Gray(Cg),

where Ko and Kg are the final binary key sequences at
Alice and Bob, respectively.
7: Compute the KGR and KDR:

I(Hap; Hpa | Hy)

KGR = lim ,
A—0 T
KDR = Z?:1 |NKA (Z) — Nky (Z)|

W I

where I(I:IAB; Hgpa | E[E) represents the conditional
mutual information shared between Alice and Bob, given
the channel information Hg of Eve. T is the time dura-
tion of a single probing for channel-based key generation.
Nk, and Ngg represent the total numbers of key bits
generated at Alice and Bob, respectively. W represents
the total number of key bits generated.
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4.6.2 K-means quantization complexity

K-means clustering is used in the quantization
step of the AE-K-means algorithm. The complexity
of the K-means algorithm can be broken down into
two main steps:

1. Cluster assignment complexity: For each data
point, the distance to each of the K cluster centers
must be computed. The complexity of this operation
is O(K) for a single data point and O(K -U) for U
data points.

2. Cluster update complexity: After assigning
the data points to the clusters, the cluster centers are
updated. This update process also has a complexity
of O(K -U).

Consequently, the overall complexity for P iter-
ations of K-means is then O(P -K -U).

The K-means algorithm is highly parallelizable
and can be efficiently implemented in real-time sys-
tems. By leveraging parallel computing resources
like graphics processing units (GPUs), K-means can
be executed efficiently even on large datasets.

4.6.3 Combined complexity of the AE-K-means
quantization

The total complexity of the AE-K-means quan-
tization algorithm is the sum of the AE training com-
plexity and the K-means quantization complexity.
Therefore, the overall complexity is

OE-F-G-Q)+0O(P-K-U). (17)

Although the AE training process requires sig-
nificant computational resources, it is conducted
offline, leaving only the encoding, decoding, and
quantization steps to be performed in real time.
These steps are computationally efficient, ensuring
that the algorithm is well-suited for real-time key
generation.

4.6.4 Real-time performance evaluation

The AE-K-means quantization algorithm is de-
signed to meet the demands of real-time applica-
tions. During the key generation process, the AE
model’s training weights are applied to generate en-
coded representations, followed by K-means cluster-
ing for quantization. The real-time key generation
process involves minimal computational resources:

1. High real-time performance: In real-time key

generation, the AE model performs only the encod-
ing and decoding steps, which are efficient. The K-
means clustering step, involving both cluster assign-
ment and center update, can be efficiently executed
even with a large number of data points and clusters
due to the parallelizability of the K-means algorithm
and its optimizations.

2. Scalability for larger systems: For systems
with thousands of data points or large-scale RIS el-
ements, additional optimization techniques such as
hardware acceleration using GPUs can be applied to
reduce computational time and maintain real-time
performance.

In summary, the AE-K-means quantization al-
gorithm provides a highly efficient solution for real-
time physical layer key generation. Although train-
ing the AE requires significant computational re-
sources, the real-time key generation process is
lightweight and efficient, making it an ideal choice for
practical applications, even in large-scale and real-
time environments.

5 Simulation results and analysis

By comparing RIS-assisted key generation
methods based on the AE-K-means quantization
algorithm with traditional approaches, such as the
K-means quantization algorithm and random source
key generation, we validate the benefits of employing
AE-K-means quantization in terms of KGR and ran-
domness. The simulations are conducted on a com-
puter with an Intel Core i5-10500 central processing
unit (CPU), using MATLAB for numerical channel
modeling. The specific experimental parameters are
detailed in Table 2.

Table 2 Simulation parameter setting

Parameter Symbol Value
Coherence time Te 0.001s
Rayleigh scattering factor « 2
Alice antenna quantity M 2
Number of RIS reflection units N 4
Pilot sequence length l 128 bits
Noise power density noise_power 0.1 W/Hz
Alice-RIS link distance dAR 50 m
Alice-Bob horizontal separation daB 50 m
Sampling frequency fs 20 MHz
Carrier frequency fe 5.25 GHz

Simulations are conducted with a sampling fre-
quency of 20 MHz, ensuring sufficient resolution to
capture signal variations and channel characteristics.
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The carrier frequency is set to 5.25 GHz, which falls
within the sub-6 GHz band commonly used in wire-
less communications. At this frequency, propagation
characteristics, including susceptibility to obstacles
and reflection behavior, are well documented.

5.1 Performance comparison of the KGR

The KGR represents the proportion of key bits
generated by each probe to the total number of chan-
A higher KGR indicates greater key
generation efficiency, resulting in faster key gener-

nel features.

ation and enhanced security of the communication
system. According to Csiszar and Narayan (2000),
the expression for the KGR is as follows:

I(Hap; Hpa | Hg)
- .

KGR = lim (18)
A—0

The proposed physical layer key generation
scheme exhibits clear advantages over existing
schemes, as demonstrated in Fig. 8. In our
simulations, the conditional mutual information
I(Hap; Hpa|Hg) is employed to quantify the KGR,
with Eve generating the key in the same way as
for the legitimate parties. Specifically, the relay-
assisted method employs a strategy where the re-
lay sends auxiliary information, successfully improv-
ing the KGR by increasing the number of reciprocal
channels in the shared random source. Concurrently,
the random signal flow method uses the transmitter
to send independent random signal flows across mul-
tiple antennas and extracts the superimposed signals

at the receiver as a shared random source.

35 : T T
—vy— Random number method
3.0 —®— Relay assisted method
Multiple random signal flow method
~* RIS-assisted AE-K-means method

0 5 10 15 20 25 30
SNR (dB)

Fig. 8 KGR performance versus different testing
SNRs
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In contrast to the relay auxiliary method, the
proposed method uses the RIS to enhance the ran-
domness and temporal variation of the channel,
thereby increasing the number of channel estimations
within the coherence time. Compared to the random
signal flow method, the RIS in the proposed method
has a considerable number of reflection units, each es-
tablishing a distinct reflection link and thus increas-
ing the number of signal flows. Furthermore, com-
pared with the random number method, the shared
random source in our method consists of a large num-
ber of rapidly changing channels, and there is almost
no leakage of key source information when the le-
gitimate channel is unrelated to the eavesdropping
channel. Therefore, the proposed method can effec-
tively improve the KGR.

5.2 KDR comparison

KDR quantifies the degree of mismatch in the
keys generated by the legitimate communication par-
ties. The lower the KDR, the fewer the interactions
during the information coordination stage, resulting
in a lower probability of leakage and a higher success
rate for key generation. The formula for calculating
the KDR is as follows:

DR — D Vi (0) = Nicy (1)
) |

(19)

Fig. 9 presents an analysis and comparison of
the key disagreement trends for various classical
As the SNR increases, the
KDRs consistently decrease across all quantization

quantization schemes.
schemes. Clearly, in scenarios with higher SNRs,
the AE-K-means quantization demonstrates signif-
icantly lower KDRs compared to the direct quan-
tization scheme, the protection interval quantiza-
tion scheme, and the traditional K-means quantiza-
tion algorithm. This observation can be attributed
to the denoising and dimensionality reduction pro-
cesses that the signal values undergo through the
AE network.

As a result, the AE network significantly im-
proves the reciprocity between base station Alice
and legitimate user Bob. With the measured val-
ues at communication nodes continuously converg-
ing, the KDRs exhibit a more rapid decline under
higher SNRs.
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Fig. 9 KDR performance versus different testing
SNRs

5.3 Scalability to large RIS configurations

In this subsection, we investigate the scalabil-
ity of the proposed scheme to large-scale RIS con-
figurations, focusing on how the number of RIS el-
ements influences the KGR and KDR. Experiments
are conducted with the number of RIS elements rang-
ing from 4 to 4000, providing valuable insights into
the trade-offs between performance and efficiency in
larger configurations. The impact of RIS configu-
ration size on KGR and KDR is analyzed to under-
stand how performance evolves as the number of RIS
elements increases.

As shown in Fig. 10, the KGR initially increases
as the number of RIS elements grows from 4 to 40,
rising from approximately 3.5 to 3.8 bits/s. This im-
provement can be attributed to the enhanced chan-
nel randomness introduced by the additional RIS ele-
ments, which boosts the mutual information between
the transmitter and receiver. Consequently, the ini-
tial increase of the number of RIS elements positively
impacts the efficiency of key generation.

However, as the number of RIS elements exceeds
40, the KGR begins to decline, eventually dropping
to less than 0.25 bits/s for configurations with up to
4000 elements. One contributing factor is the com-
putational overhead associated with optimizing the
phase shifts and precoding matrices, which increases
significantly with the number of RIS elements. This
higher complexity introduces delays and reduces the
overall efficiency of the key generation process. An-
other factor is the diminishing marginal gain in chan-
nel randomness. Beyond a certain point, adding
more RIS elements does not significantly enhance the

0.50 4.0
045t = B = EEKDR | -
[TKGR :
0.40f M
13.0
0.35]
0.30} M 1255
2
x s
S 025 1205
g
0.20f 15
0.15}
11.0
0.10F
0.05} 105
0 0

4 10 40 100 200 400 800 1000 2000 4000

Number of RIS elements

Fig. 10 Impact of RIS configuration size on KGR and
KDR

channel randomness and may even introduce corre-
lations between the additional reflection paths, lim-
iting the mutual information improvement and caus-
ing the KGR to plateau and decline.

Despite the reduction in KGR for large-scale
RIS configurations, the KDR remains stable at ap-
proximately 0.14, even with up to 4000 RIS ele-
ments. This demonstrates the robustness of the pro-
posed scheme in maintaining key consistency, ensur-
ing reliable performance even as the system scales
significantly.

5.4 Key randomness test

To evaluate the randomness of a cryptographic
algorithm’s output sequence, statistical hypothesis
testing is typically used. The initial key output se-
quence is a binary sequence composed of Os and 1s.
The null hypothesis (Hy) assumes that the sequence
is random, and the alternative hypothesis (H; ) posits
that the sequence is not random. Under the null hy-
pothesis (Hp), the sample statistics of this binary
sequence should follow a corresponding theoretical
distribution, such as a uniform distribution or chi-
square distribution, as would be observed with a
truly random sequence. To accurately interpret the
test results, it is necessary to understand the possi-
ble conclusions of the test and their associated risks.
Furthermore, two types of errors can occur in hy-
pothesis testing, as shown in Table 3.

For a fixed sample size, the probabilities of com-
mitting these two types of errors are mutually re-
stricted and they cannot be reduced simultaneously.
The first type of error probability, known as the
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Table 3 Statistical tests for the error probability

Situation results Statistical Error
of the sample calculation probability
Hy is true Accept Hop 0
Refuse Hg «
H; is true Accept Hop B
Reject Ho 0

significance level and denoted by symbol «, refers
to the likelihood of incorrectly classifying a partic-
ular random sequence as a non-random sequence.
Conversely, the second type of error probability, ex-
pressed by symbol 3, represents the probability of
erroneously classifying a non-random sequence as a
random sequence.

The randomness of the generated keys is as-
sessed using the NIST SP 800-22 statistical test
suite (Rukhin, 2010), which consists of 15 tests de-
signed to detect various types of non-randomness in
the key sequence. According to the test protocol,
a key sequence is considered. According to the test
protocol, a sequence is considered to pass a test (in-
dicating no significant evidence of non-randomness)
at the 1% significance level if the output probabil-
ity (P-value) exceeds 0.01. The testing is conducted
with a quasi-static channel coefficient algorithm un-
der an SNR of 20 dB.

Initial keys generated by direct quantization, in-
terval quantization, K-means quantization, and AE-
K-means quantization are grouped into 256-bit seg-
ments and divided into 10 000 blocks for frequency,
block frequency, and other tests. Results are shown
in Fig. 11. Specifically, the P-values for keys gener-
ated using the AE-K-means quantization algorithm
are consistently the highest across all tests, suggest-
ing superior randomness. In contrast, the other al-
gorithms show lower P-values, indicating the pres-
ence of non-random patterns in their generated keys.
These results highlight that the AE- K-means quanti-
zation algorithm provides more robust randomness,
making it a more reliable choice for physical layer
key generation applications where high key unpre-
dictability is essential for ensuring security.

6 Conclusions

This paper addresses the issues of low KGR,
high KDR, and poor key randomness in the quasi-
static channel scenarios, caused by the low temporal
variability of channels. To overcome these issues, we
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propose a RIS-aided secret key generation scheme us-
ing an AE-K-means quantization algorithm. By con-
structing a fast variable channel, the randomness and
variability of the channel are increased. Compared to
existing methods, our method significantly improves
the KGR and effectively reduces the KDR while en-
suring superior key randomness. The key random-
ness is validated using the NIST SP 800-22 statistical
test suite, where the AE-K-means quantization algo-
rithm consistently shows higher P-values, indicating
stronger randomness and reliability for physical layer
key generation. Furthermore, we analyze the com-
putational complexity and scalability of the method,
demonstrating its high performance with large-scale
RIS configurations. The method is particularly ef-
fective within the SNR range of 20-30 dB, achieving
a favorable balance between security and efficiency.

In conclusion, the proposed method outper-
forms existing schemes in terms of KGR, KDR,
and key randomness, offering a robust and efficient
solution for physical layer security in quasi-static
environments.
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