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Abstract: This paper focuses on the design of event-triggered controllers for the synchronization of delayed Takagi—
Sugeno (T-S) fuzzy neural networks (NNs) under deception attacks. The traditional event-triggered mechanism
(ETM) determines the next trigger based on the current sample, resulting in network congestion. Furthermore,
such methods suffer from the issues of deception attacks and unmeasurable system states. To enhance the system
stability, we adaptively detect the occurrence of events over a period of time. In addition, deception attacks are
recharacterized to describe general scenarios. Specifically, the following enhancements are implemented: First, we
use a Bernoulli process to model the occurrence of deception attacks, which can describe a variety of attack scenarios
as a type of general Markov process. Second, we introduce a sum-based dynamic discrete event-triggered mechanism
(SDDETM), which uses a combination of past sampled measurements and internal dynamic variables to determine
subsequent triggering events. Finally, we incorporate a dynamic output feedback controller (DOFC) to ensure the
system stability. The concurrent design of the DOFC and SDDETM parameters is achieved through the application
of the cone complement linearization (CCL) algorithm. We further perform two simulation examples to validate the
effectiveness of the algorithm.

Key words: Sum-based dynamic discrete event-triggered mechanism; Takagi-Sugeno (T-S) fuzzy model;
Deception attacks
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1 Introduction recent years for NN-based control. In the network en-

vironment, the transmission of a large amount of in-

Synchronization of neural networks (NNs), as an formation for controlling NNs leads to network con-

gestion (Wang et al., 2021), making it more difficult
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important method, has received extensive research in

event-triggered mechanism (ETM) is an effective
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event-triggering conditions in a continuous space is
a significant challenge (Liu ZQ et al., 2022; Zhang D
et al., 2023). Shen et al. (2023) designed a dynamic
ETM with a dynamic threshold parameter (DTP)
that can adaptively adjust the triggering condition
based on the evolution of system states. This allows
the triggering condition to be more responsive to the
current system state. Bao et al. (2024) proposed a
Lyapunov function-based ETM and a sampled-data-
based ETM to reduce network data transmission.
The former introduces a waiting time to avoid un-
necessary frequent transmission, and incorporates an
acknowledgment mechanism to promptly transmit
data. The latter is to check the triggering condition
only at sampling instants. Lei et al. (2024) designed
an ETM to ensure the existence of a strictly positive
minimum interevent time, thereby preventing Zeno
behavior (a phenomenon where an infinite number
of triggers occur in a finite time interval in event-
triggered control systems) and reducing unnecessary
sampling and control updates. Liu YJ et al. (2023)
compared the difference between the current error
and the error at the last transmission.
only sent when the difference exceeds the thresh-
old. However, these mechanisms often rely on the
current state of the system to determine the next
trigger, which can lead to high trigger frequency and
potential Zeno behavior. This can significantly de-
grade the performance of the system and increase the

Data are

computational and communication overhead. Con-
sequently, this results in ineffective event filtering,
and fails to reach the trade-off between the network
transmission efficiency and information integrity.

Moreover, in many practical applications, the
system states are often unmeasurable. The commu-
nication network is vulnerable to external malicious
attacks due to its openness, sharing, interconnectiv-
ity, and versatility. Control becomes challenging,
especially in the case of the system being subject
to uncertainties and nonlinearities, along with cor-
rupted or incomplete state information. This vul-
nerability can lead to a serious degradation of the
system performance, and may even cause a system
crash. Takagi-Sugeno (T-S) fuzzy NNs (Liu JL
et al., 2019a; Yan et al., 2019; Tan et al., 2020)
have emerged and been widely studied. Neverthe-
less, the issue of synchronizing T-S fuzzy NNs in
the face of cyberattacks has not been extensively ex-
plored. Based on this motivation, this paper designs

a dynamic output feedback controller (DOFC) for
the T—S fuzzy NN system to counteract deception
attacks.

In addition, avoiding Zeno behavior (Wen et al.,
2016, 2018) is a critical criterion in event-triggered
control systems. This behavior can lead to several
adverse effects, including excessive computational re-
source consumption and potential system instability.
To significantly save communication resources, this
study integrates an internal dynamic variable into
the sum-based ETM, hereby designated as the sum-
based dynamic discrete event-triggered mechanism
(SDDETM). To address the above challenges, we
employ fuzzy networks. These networks possess ro-
bust fuzzy inference capabilities. We leverage these
capabilities to model and analyze complex systems.
Fuzzy networks are capable of attaining more ac-
curate predictions, identification, and control when
confronted with nonlinear, time-variant, and uncer-
tain issues. In contrast to traditional ETM, SD-
DETM can decrease the trigger frequency, thereby
enhancing the performance of ETM. Considering
these advancements, the principal contributions are
shown as follows:

1. The triggering condition of the proposed
SDDETM is composed of two parts: the combina-
tion of multiple previous measurement samples and
the inclusion of an inherent dynamic variable. With
this SDDETM approach, Zeno behavior can be easily
excluded.

2. Different from traditional methods which use
the Bernoulli distribution to characterize deception
attacks, we regard the attack process as a Markov
process, and therefore, adopt the Bernoulli process
to characterize the occurrence of deceptive attacks.

3. A DOFC is proposed to ensure the stability
of the T—S fuzzy NN system. Both communication
channels from the sensor to DOFC and DOFC to
zero-order hold (ZOH) are subject to stochastic de-
ception attacks.
Notations The symbol “%” denotes the sym-
metric counterparts within a symmetric matrix.
The notation “[*]Ux” is employed to encapsulate
the quadratic form, specifically, [ Uz = x™Uz.
He(A) 2 AT + A. RP denotes the p-dimensional
Euclidean space, and RP*? is the set of real p x ¢
matrices. N, and N, denote the set of positive
integers from 1 to m and non-negative integers from
0 to m, respectively. S denotes the collection of
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n X n symmetric positive definite matrices.

2 System formulation

Fig. 1 depicts the schematic representation of
the delayed T-S fuzzy NNs subjected to deception
attacks. Each part of the diagram is introduced in
detail in the following subsections.

u(t) Master NNs
Slave NNs
Ta() | d(t)
Deception
Network 2 | < anagks
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Fig. 1 System schematic representation of the NNs
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2.1 T-S fuzzy NN model

The inferred time-delay T—S fuzzy NNs with M
plant rule nonlinear systems are described as

Plant rule [: if 6;(¢) denotes v}, ---, Ox(t) de-
notes Ufc, then

B (1) = Ay (t) + BrF (. (t))
+ C Fxm(t — h(t))) + I,

ym(t) = Dlmm(t)7

where zy, (t) = col{Tm1(t), Tm2(t), -+, Tma(t)} € R®
and yn(t) € R® denote the state vector and the
measurable output in the master system, respec-
tively. The system matrices A;, B;, C; € R**%
and D; € R*® are known, and Z € R® rep-
The function % () repre-
sents the neuron activation function. The vector
0 = [01(t),02(t), - ,0k(t)] € RF denotes k premise
variables. Ué, I € Ny, is the fuzzy set, where L
represents the count of IF-THEN rules.

Similarly, the slave system is defined as follows:

Plant rule I: if 6;(t) denotes vi, ---, x(t) de-
notes Ufc, then

resents the input bias.

&s(t) =A1xs(t)+ B F (s(t)) + C1.F (x5 (t — h(1)))
+ Eu(t,r,q:) + I,
ys(t) =Dixs(t),
where x4(t) and ys(¢) represent the state vector and

measurable output of the response in the slave sys-
tem, respectively. The control input is represented
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by w(t,r:,q:) with r; referring to the deception at-
tack to Network 1 at time ¢ and ¢; referring to the
deception attack to Network 2 at time ¢, and Ej is the
input matrix. Through fuzzy aggregation, the T—S
fuzzy master and slave systems can be formulated in
the following manner:

L
E(t) =Y hi(0)[Ai@m(t) + BIF (m(t))
=1
+ C\.F (zw(t — h(t))) + I],
L
Ym(t) =D hi(0(t)) Dizn(t),
=1

L
a0 =3 h(O)[Arza(t) + BiF (w(1))
=1
+ Cl‘g\(xs(t - h(t))) + Elu(tv Tt, qt) + I]?
L
ys(1) =) m(0(t)) Dy (b),
=1

(2)

where h(t) is the time-varying delay, and func-

tion m(8(t) = UGES. 0 < M(8(t) < 1,

M
Y m(0(1) = 1, m(6(t) = If04(6(1)), and
=1

04,(0(t)) is the grade of membership function of 6(t)
in v}, with d being the conjugate variable (Zadeh,
1968).

From Egs. (1) and (2), the synchronization error
system is represented as follows:

L
ge(t) =3 (0()[ Az (t) + Big(.(t))
=1

+ Crp(mo(t — (1)) + Eyu(t,re, q1)],

L
y(t) =3 h(6(t) Diz (),
=1

where xo(t) = x5(t) — xm(t), p(ze(t)) = F (x5
F(@m(t)), and p(ze(t — h(t))) = F (2s(t — h(
F(@m(t — h(t))).

2.2 SDDETM

The communication link between the sampler
and the DOFC (sampler-DOFC) is referred to as
Network 1, and the channel connecting the DOFC
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to the ZOH (DOFC-ZOH) is named Network 2. The
sampler operates with a sampling period of h. The
output of the two samplers consists of the data
packet series [dy,y(d1h)] and [da, @q(dah)], where
di,ds € NT, and @(-) is the discrete-time control
signal through a ZOH operation. The delays that
vary over time in Networks 1 and 2 are indicated
by 71(t) € [0,71,,] and 72(t) € [0, 72,,], respectively,
with 71,,,72,, € RT. Here M denotes the maximum
value. To design the SDDETM, we make the follow-
ing assumptions:

Assumption 1 In the NNs, data transmissions
over the networks are in a single-packet form. There
exist time delays, but there are no packet dropouts
or disorders in the communication networks.

This assumption simplifies the analysis by

avoiding the complexities introduced by packet
dropouts or disorders, which is common in practi-
cal networked control systems. This assumption is
widely used in literature to focus on the impact of
time delays.
Assumption 2 The adversary attempts to dete-
riorate the controller performance by injecting a de-
ception signal into the sampler-DOFC and DOFC-
ZOH communication channels. Specifically, the de-
ception signal is modeled as nonlinear functions
Gs(y(t)) and Ge(ua(t)), which satisfy the following
conditions:

1Gs(y@)]l < [1Gsy @),
1Gc(u(t))] < [|Geu(t)]],

GIG, >0,
GIG. >0,

where G and G are known matrices that character-
ize the deception attacks to Networks 1 and 2 respec-
tively, and the functions Gs(y(t)) and G.(u(t)) rep-
resent the nonlinearities introduced by the attacks.
This assumption is realistic in the context of net-
worked control systems, where communication chan-
nels are vulnerable to attacks. Deception attacks are
a common type of cyberattack that can significantly
degrade system performance.
Assumption 3 Referring to Song et al. (2019),
for any x1,20 € R, & = 1,2,--- ,a, the activation
function .%# () satisfies the following condition:

Fop (1) — Fop(22)

H, < W 3
o7 = €T, — T2 = ( )
Here, ¢, and .7, ; are  predeter-
mined scalars. For convenience, we de-
fine A = diag{# ", Ay ..., A},
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v = diag{ ", T, ..., ¢} with m and
M defining the minimum and maximum values of
the matrix, respectively.

This assumption ensures that the activation
functions are Lipschitz continuous, which is a com-
mon requirement in the analysis of NNs. It allows us
to derive stability conditions and design controllers
that can handle the nonlinearities introduced by the
activation functions.

The SDDETM is implemented for both
Networks 1 and 2, designated as SDDETMs 1 and
2, respectively. Within SDDETM 1, let y(sy h) de-
note the most recent sample that has been effectively
sent through Network 1, and y(d; h) denote the most
recent sampled data. We establish the following cri-
terion to identify the next triggering moment:

Sz1+lh = d?éié#{dlh > S";Zlh | Al(t) > 0}, (4)

with
Ny
Ai(t) =) el (t)®1,e1,(t) — e1,y" (dah — ih)
=0

. 1
@1, y(dih —ih)] — ﬁ—lm (t),

e, (t) :y(szlh —ih) —y(dih —ih),i € Nn,,

where €1,, k1 € RT, Ny > 0, &4, represents the posi-
tive matrix that needs to be constructed.

In Eq. (4), n1(t) is generated by

n(t)
Ny
=—mm(t) + Y _len,y" (dih — ih)®y,y(dih — ih)
1=0

— erﬂ (t)®P1,e1,(t)],

where g1 > 0 and 71 (s§h) = 0 are the given param-
eter and the initial condition, respectively.

Similarly, for SDDETM 2, we have

S']l:2+1h = dI;éil{glJr{dzh > S';:Qh | A2(t) > 0}, (5)
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where
No
Ag(t) = [e5 (t)Pa ea,(t) — ez, 0™ (doh — jh)
Jj=0

, 1
- By a(dsh — jh)] — PO

ex, (t) =u(sy,h — jh) — u(dash — jh),j € Nn,,
N2
Mo (t) = = pama(t) + Y _[e2,a" (doh — jh)
7=0

- By u(dah — jh) — €5 (1)P2; e, (t)].

From Egs. (4) and (5), we conclude that the

SDDETM considers both the latest sample measure-
ment and several previous ones. By modifying the
parameters N1 and Ns, the count of samples con-
sidered for determining the subsequent triggering in-
stant can be adjusted.
Remark 1 The proposed SDDETM exhibits
some advantages over traditional ETMs: It requires
no additional hardware for monitoring the continu-
ous measurements, thereby reducing computational
energy for the sensor units (Donkers and Heemels,
2012; Zhang LR et al., 2021). In contrast to the
periodic ETMs (Heemels et al., 2013; Guo et al.,
2014; Zhang XM and Han, 2014), the SDDETM in-
tegrates a broader spectrum of system information to
decide the sequential triggers by incorporating his-
torical samples. The infamous Zeno behavior that
needs intricate analysis (Yan et al., 2019; Zhang LR
et al., 2020) can be readily excluded due to the dis-
crete nature of the SDDETM. It is present within
a broader framework that encompasses the periodic
ETMs (Guo et al., 2014; Zhang XM and Han, 2014)
as a specific instance when N; = Ny = 0. Through
the incorporation of internal dynamic variables, the
SDDETM increases the minimum operation time for
event triggering, and further improves the efficiency
of network communications.

2.3 Deception attacks

During data transmission, deception attacks are
factored into the analysis, which compromises the ve-
racity and reliability of packets through the manipu-
lation of their contents. We postulate that the adver-
saries have the capability to capture the transmitted
data and substitute them with deceptive content. In-
spired by Liu JL et al. (2018, 2019b), we model the
malicious signal within sensor—-DOFC and DOFC-

Yu et al. / Front Inform Technol Electron Eng 2025 26(9):1662-1678

ZOH as a nonlinear function, denoted as ¥(y(t))
and 9 (u(t)), respectively.

Let {r(t)}i>0 and {q(t)}:t>0 denote two dis-
tinct right-continuous Markov processes, each tak-
ing values within the set G = {1,2}. These pro-
cesses are dominated by their generators, denoted as
7 = [Tyx]oxe and p = [pwalaxa. The transition
probabilities are given by (Kazemy et al., 2022)

Tan0+o(d), M+N,

Prir,.s=N\ri= 4=
{re+s |74 } {1+7r////;5+0(5)7 M=,

prp20+o(d), P+2,

Pr{guis—2lgi= P} —
{5 =2la: =7} {1+pgg5+0(5), P—9.

Here, § > 0, o(d) denotes the higher-order in-
finitesimal of 6, 7.y >0 (M # N), and prp o > 0
(9 #+ 0@), with 7400 = —th#wﬂ'//zdy, and
prz == p.0Pzr2 forany 4,7 €g.

For DOFC, due to the attacks on the communi-
cation network during data transmission, the input
consists of triggered measurements.

ya(s?, h) = B (r)y(st, h) + (1 — B(re)) Sy (sY, 1),
(6)
where ¥ represents the function of characterizing
deception attacks within the sampler-DOFC, sat-
isfying [|%(y(t))|l < [Gsy(t)l| with G{Gs > 0,
b*(1) =1, and b°(2) = 0.
Similarly, we have the form of the real control
input:

Ua(sp,h) = 0 (q)u(sy, k) + (1 = b°(qr)) Ye(u(sy h)),
(7

where 9. denotes the function that characterizes de-
ception attacks within the DOFC-ZOH, satisfying
|%.(a(t)]] < |Gealt)] with GTG. > 0, b(1) = 1,
and b°(2) = 0.

2.4 T-S fuzzy DOFC

Let t} /t} represents the time series at which
the DOFC/ZOH acquires the triggered sample, with
ki/ko € NT. Taking into account the influence of
the time delay, we obtain

ya(ty ) = ya(sy h), t € [t} 1} ),

wa(ty,) = wa(si,h), ¢ € [t t,41)-



Yu et al. / Front Inform Technol Electron Eng 2025 26(9):1662-1678 1667

Define
bk, = min{o, | th Foyh >t L, 0y € Nt}
G, = min{oy | 1, 4+ ouh > teyq1, 04 € NT},
By, = [t} + (ky — DAt} + kyh),

ky=1,2,--- o5, — 1,

B¢k1 :[t}: +(¢k1— )h t}: +1)
Cr,, = [ti, + (ku — DA, 13, + kuh),
b = 1,2, b — 1,

Con, = [ths + (Bry — DBy 1 41).

Subsequently, the interevent interval [t} ¢} )
and [t} , 1} 1) can be represented as follows:

¢k ¢k
[t7 1 1) = U Ly By, [t th1) = Up. 21 Br, -
(8)
We further define some “artificial” functions

01, (t) (02, (t)) and ey, (t) (e, (t)) where i € Ny, and
J € Ny, on [fi’17ti’l+1) ([t}CL27t}€L2+1))'

t—(kl—i)h, te B,
511_(75)% t—( kl—i)h—h, t € By,
= (s¥ —i)h— (g, — Dh, t€ By,
9)
eli(t) £
yl(sk, —i)hl—yl(sy, —i)h], t e B,
yl(sk, —1)h—yl( )h+1] t € B,

Dh+ ok, —1)h], t € By,,,
(10)

y[(Szl _Z)h] y[(skn

where d2,(t) is obtained from Eq. (9) by replacing
e, (t) is obtained from Eq. (10) by
replacing s} with s}, and y with a.

Based on the definitions of d1, () and do, (), the
following deductions can be made:

8y, 2ih <61, (t) < (i +1)h+ 711, £ 61,

§2j £ .]h < 52j(t) < (.] =+ 1)h + Tom £ 321"

Then, based on Egs. (9) and (10), the equations
hold as follows:
y(si, h—ih)=ey, (t)+y(t = 01,(1)), t € [t} 1} 1),
u(sp,h — jh)=eq; (1) +u(t — bs,(1)),t €

Y : u
Sky with Shy-

[tk27 k‘2+1)'

Remark 2 With the above analysis, the discrete
inputs of the DOFC and the error system could be
represented in continuous form as g(t) = ya(sy h),
telty  ty o), and w(t,re, qp) = w(sp,h) = ez, (t) +
u(t —d2,(t)), t € [t} , 1}, 1), respectively. Yue et al.
(2013) first introduced the concept of transforming
discrete signals into continuous ones. This concept
was subsequently refined in Zhang XM and Han
(2014). Motivated by these findings, we formulate
a series of functions in Eqs. (9) and (10) to man-
age the discrete signals within the framework of our
proposed SDDETM.

Subsequently,
DOFC.

Control Rule m: if 6,(t} ) denotes vi*, ---,
Ok (ty, ) denotes vy, then

we introduce the T-S fuzzy

B (t) =Apme(t) + Brm®c(t — 61, (t))
+ Crmxc(t — 024(t)) + Demy(t), (11)
u(t) =Fgmx.(t).

Here, x.(t) € R® is the DOFC’s internal state,
and Agm, Bim, Cim, Dim, and Fy,, are the con-
troller matrices. Hence, the associated fuzzy DOFC
can be expressed as follows:

+ Bkmwc< = 810 (1)) + Chme(t = G2 (1))
+ Dy ()],

L
m=1 (12)

7YL(9(t ))
where h,,(0(t) ) = m’
L

[0,1], Z 0t)) = 1,

k_ om (O(ty ), and 07 (0(t} )) is the grade mem-
bership of (¢} ) in v}".

Assumption 4
relationship between system delay and transmission

hm (0(t%,)) €

Am (9 (ti’l )) =

Assume that there is no direct

delay during the data transmission process in the
closed-loop system.

2.5 Design objective

To simplify the formulations, let h; = h(0(t)),
hin = hin(0(7,)), L m € Ni, b(re) = 8%, b(qu) =
b, 1 —b%(ry) = 0%, and 1 — b%(q;) = b°. From
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Egs. (3) and (12), for t € Z. = [t} ,t} 1) U
[t} i, 1), the augmented closed-loop system is for-
mulated as follows:

L L
B(t) =) Y huhnlAD,2(t) + Al 2(t =81, (1))

=1 m=1
+ A%mw(t - 520 (t)) + A?nelo (t) + A?e% (t)
+ Al pr(z(t) + Apa(a(t — h(t)))

+AL Y (y(t])) + AT Yo (alty,))], (13)

where x(t) = col{z.(t), z.(t)},

A 0 0 0
0o _ l 1
Al = [0 Akm] Al = [bskaDl Bkm] ’

Al = {bcEl} AT = {Bz 0} A5~ [Cz 0] ,
0 0 O 0 0

0 °E
7 8 l
AT = {ESka] VA = { 0 }

Similar to Tan et al. (2020), to account for asyn-
chronous premise variables, we assume the presence
of a;, > 0 and v,,, > 0, provided that the following
expressions hold:

[l (O(£}1) = hn (O(1))] < Vi,
hn(0(t}1)) = mha (6(1))-

It is obvious that 7" =1 — hl(vér(bt)) < a, <
1+ #"&)) = 4", Therefore,
Clzmua{’hm} < min{oy} Lo
max{y"} ~ max{an} T am
max{o;} _ min{y{"} ‘. )

~ min{a,,} T max{y5'}

The augmented closed-loop system (13) is rep-
resented as below:

L L
()= Y amhihm[AD,@(t) + Aj,@(t — 61, (1)
=1 m=1
+ Alzmw(t - 620 (t)) + A?melo (t) +A?620 (t)
+ Ajpr1(x(t)+ Al po(a(t — h(t)))

+ALY(y(t]) + AT Ye(alty,)))- (15)

The primary objective of this study is to con-
currently optimize the parameters of the DOFC

in Eq. (12) and the SDDETM @&, ,%®,, in

Egs. (4) and (5) to make the closed-loop system (15)
asymptotically stable, thereby minimizing unneces-
sary consumption. This involves ensuring system
stability under deception attacks and efficient use of
network resources through the SDDETM.

3 Main results

In this section, the stability criteria for the

closed-loop system (15) are established in Theorem
1. The sufficient conditions for obtaining stabilizing
DOFC and SDDETM parameters are presented in
Proposition 1 and Theorem 2.
Fori € Nn,, j € Nn,, B € {1,2},
¢ € {3,4}, given positive scalars 0, , 01, s, Szj,
€1,, €2;, Nag, W, l1z, (s, and the diagonal matrices
Hm, A\, and real matrices G, G, the closed-loop
system (15) is asymptotically stable with the pro-
posed SDDETM if there exist positive diagonal ma-
trices Ty and Ty, P, Pp,, Py, Ps € S, @1, € S/,
b, € SgL, and matrices X1,, Xo;, and X3 such that
the following inequalities hold:

Theorem 1

(it *

ol = HﬁliQ ., <0, (16)
_IIllﬁlI + C1H71nll * x ]

0} = m}? T4 * <0, (17)
L GITH 0 (olls]
_IIllﬁlI + C2H,1nll * x ]

o3 = m}? T4 * <0, (18)
L GIT}? 0 (olls]

[P%‘ Xli]>0 [P“f X2J}>0 [P5 X3}>0

* Py, * P4j T x Ps| T
where
Ol B2 B 8 0 PAT, PA]
x B2 0 p* 0 o0 0
x x (B3 0 0 0 0
Hllwll: * * x 8% 0 0 0
x % % x 3% 0 0
* * * x x —wld O
| x * * % % *  —wol |
Here, Bl = He(PA)) — SN P, —

S22 Psj — Ps — 2ET AT Ty By, By = (I, 0,



Yu et al. / Front Inform Technol Electron Eng 2025 26(9):1662-1678 1669

and EQ = [On In]

im =[P ALy + [0 Ot -+ O],

PAl27n [19lm 'l9l271n e "-9[27]:2]71:)5 - ng Xl;r]v
i, =[Pri 0 2],
972, =[Ps; 0n20],
-A'llm :[0n7 Allmy 0n,(3N1+1)nL
Al27n :[0n7 Al2m7 0n,(3N2+1)nL
im =P[A,, A,
Bi* =[PA] + E{ Ti(km + kn) PA7],
A?n :[A?n On,Nch A;l = [A? On’NQb]v
1822 :diag{M107 M117 te 7M1N17
Mo, Moy, - -+, Mo, , M3},
[— Py, — Py, Py — X{; X1
M,; = * —2Ps; + He(X1;) Poy — X153 |
* * —Pgi
[Py, — Py Py — X3, X3
M,; = * —2Py; + He(Xo;) Py — Xa, |,
* * —Py;
2P, + He(X3)—2EF A To A By Ps— X ]
Ms = ,
* —P5
/333 = - diag{45107¢117 e 7451N17
Do, Po1, -, Pan, }s
,824 _ 03(N1+N2+2)n,a 03(N1+N2+2)n,a
027L,a [(J{m + J{M)TTQTElT Oa,n]T

5

B =diag{—2T1, —2T%}, 8% = diag{—p1 I, —p21I},
i, =((F) "D (Fi)" (F)" (FR)'T,
Fi,, =[AD Al AL, Onon A, Al A7 A7
On2 Aj, A,
D :[élov T 7é1N17 (3107 _é10)7 T
é207... 7é2N27(3207_§20)7...

) (glNl ) _é1N1)7
) (521\727 _Q2N2)7

hwl,

F?, =col{H1o, Hi1, -+, Hin,, Hoo,
Hj., -+, Han,},

H; =[0.,3i—1)n DiE1 O [3(N,+Ny—i)+10]n+N)»
xS ./\/Nl7

Hyj =[04, 35, +)+2in Fem B2 Oy 3(N;—j)+7n+N],
j € Nn,,

E3 :[Oc,Zn GleEl G Oc JN4n— c}

F,, =0y, (3N, 450 GeFremBE2 0b (3N5+3)n+ (N1 +1)c

¢,[3(N1+N2)+6]n

Gc Ob,(N2+1)b+n+c+2]7
N =(N1+2)c+ (N2 +2)b+ 2,
II:5 :dlag{g7 (AIBSS)717 _I7 _I}7

. —1 -1 —1 -1
€ =—diag{Py , - :P1N17P20 yt o :P2N1:
-1 -1 -1 -1 —1
PSO7"'7P3N27P407"'7P4N27P5 }7
A:dlag{qo,ﬁ“--- y€1n, ) €205 €295 " 762N2}'

Proof
as follows:

Choose a Lyapunov functional candidate

Ny
V() =Vi(t) + ) V3t +ZV3 )+ Va(t), (19)
i=0
where
0 = TPl + (04 )
=4, [ 5, Jiro ®" (5)Pr,a(s)dsdd
+ (61, — 83,) 511 ft+0 (s) Py, x(s)dsdb,

5) Py, io(s)dsdd

VJ =% / /+9
+(32j _§2j)[ /+9
= / bt /+9

From Egs. (6) and (7), for ¢ € Z., we have
Az =y (w1 G Gsy(t) — w19 (y(1) %(y(t)) > 0,
Ay =" (D)wGEGalt) — we Y. (u(t)9) (u(t)) > 0.
)

Thus, the time derivative of Vi (t) (k € Ny
satisfies

E{V(1)}

$) Py io(s)dsdf,

5) Psi:(s)dsdd. (20)

L L
<O 20y B{zT () Pa(t)} + As
=1 m=1
+ Ay + E{& T (6) Fa(t)} + in + 7o
Ny t
Xl [, SR
5 o 2T (s &(s)ds
#Gua) [P
No t
— .’BT S (s S
;[_ / , ST
t=3,,
— (02, — 0y )/t&v azT(s)P4J:c(s)ds]
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where F = YN0 (63 Py, + (31, — 6, )* P, ] + h3,Gs +
Z;-V:zo[énggj + (62, — §2J)2P4j]. From Jensen’s in-
equality (Boyd et al., 1994), it follows that

-4, &7 (s)Pp,a(s)ds

Subsequently, using Lemma 3 in Zhang LR et al.
(2020), the integral terms in Eq. (19) can be relaxed
as

B =8y, .
T [ P
x(t —4y,)

2001, ()|
iL‘(t—(Sli)

t=5,,
(0a, —ng)/ &' (s)Py,2(s)ds
t

-3,

<[« M

w(t_§2j)
:B(t — (52_] (t)) 5
.’B(t — 521')

<[+ M}

where M = Mi+diag{Py;,0,0} and M} = M +
diag{ Py;,0,0}.
From Assumption 3, there exist positive diago-

nal matrices T} and T making the following inequal-
ities hold

4] 2 Tr A Ty (A + A1)
* —2T

()
[f(we(t))] =0

[ @e(t— (1)) }>0

* —2T5

[+] —2H e To A To( A+ Hx)
fl@e(t = h(t)))

where f() is the activation function.

Define an augmented state vector as

where
X1(t) =[z(t — 819) ®(t — d10(t)) 2(t — d10) -
x(t —dyy,) z(t — 0w, (1) 2(t = d1n, )],
Xo(t) =[x(t — dyg) x(t — d20(t)) z(t — R IREE
x(t — do,) 2(t — dan, (1) ®(t — G2n,)],
X;3(t) =[z(t — h(t)) z(t — hm)],
61(t) =[e1o(t) enn(t) -~ e, (t)],
&(t) =[ea0(t) ea1(t) -+ ean, (t)].

Then, from Eqgs. (21) and (22), we have V (¢) < 0
if and only if the subsequent inequalities are satisfied:

-1 L
Z Z O hihan {IT},), — (IT22) T T
=1 m#l

Oéz
+£[H}nlz (1)) I I,

L
+> b (I — (%) " 5 %) < 0.
=1

Using the Schur complement in Eqgs. (16)—(18),
SDDETM in Egs. (4) and (5), and DOFC in Eq. (12)
implies that

(AT optm? <o,

- (1 )Tﬂlslﬂ + I,
—C2( )TH13 7 <0,

- (1 )TH131H + CQHrlnll

mi) T

_42( S <0.
Considering (¢o — 2 ) (I1)7) " I3 'IT!2 < 0, we
can obtain

I}, — (I I T + ¢ I

a
— L (I I ) < 0,
" (23)
Iy, — () I + G I
S 2T I <o.
a

m

From Eqgs. (14) and (23), we have IT}!
()T I e ()T T <
0. The asymptotic stability of the closed-loop
system (15) can be ensured by Egs. (16)—(18). Con-
sequently, the proof is thereby established.

Remark 3 By referring to the research progress
on delay systems in recent papers (Zhang XM et al.,
2018; Chen et al., 2022), the Lyapunov functional
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candidate in this study can be further improved from
the following two aspects: First, the incorporation of
a quadratic matrix that is affinely dependent on the
delay offers a more generalized framework than the
conventional constant matrix; Second, the utiliza-
tion of the two double-integral terms in V4 (t) to rep-
resent the interval [t — hy, t] as [t — hu, t — h(E)] and
[t — h(t),t], which introduces two different matrices
G5 and G59. This augmented Lyapunov functional
scheme has the potential to further reduce the con-
servatism of the design results, which will be explored
in future research.

In Theorem 1, it is observed that the DOFC

parameters Ak, Bim, Ckm, Dim, and Fy,, are in-
tertwined with the Lyapunov matrix P, rendering
the problem nonconvex and the DOFC unresolvable.
Specifically, the resolution is divided into two parts:
First, we decouple the DOFC parameters and ma-
trix P in Proposition 1; Furthermore, the nonconvex
LMIs are transformed into convex formulations, re-
ferring to cone complement linearization (CCL) ap-
proach in Theorem 2.
Proposition 1 For i € Nn,, j € Nn,, B €
{1,2}, ¢ € {3,4}, given positive scalars §, , 01,, 9,5
02, €1,, €2,, N, wa, ps, (s, the diagonal matrices
A, A\, and real matrices Gy, G, the closed-
loop system (15) is asymptotically stable with the
proposed SDDETM, if there exist positive diagonal
matrices Ty and T, and X, Y € S, Pg,, 15<gj,
P c S, #, €S, 432]. € S, matrices X, ij
and X3 of appropriate dimensions such that

where
Vi Yo Vi ¥t O Y] .
* 72 040 0 0
*x x %0 0 0 0
Iml=1 « = x p* 0 o0 0 ,
x % % % (3% 0 0
* *x % x x —wlI O
|+ ok k& % *  —wol |

Ny N2 )
Yim, = He(epp,) = > Pii— > Ps; — Ps
i=0 =0
—2JLYET AT A T B,
~1 ~ - -9
7l1731 = [PAlm + [19%1?1 e "‘9[17]7\[1]7 PAlm+
G0, - 0Py - XE, X7
O, = [Pri 0p.20], 977, = [P3j 0,24,
~1
Alm = [O’ﬂ ’¢llm On,(3N1+1)n]7
~2
Alm = [O’ﬂ ’¢l2m On,(3N2+1)n]7
13 _ 3 4
Yim = [’ltbm On,Nlc Q/JZ On,N2b]7
v =[] + IV BT (Ao + ) 1),
~7? = diag{Muo, M11,- -, M1y,
My, M1, - - -, Moy, Ms},

—Py; — Py, Py—X], X4
~ * —2P2i—|—He(X1i) PQZ'—XlTi
M= ~
* * —Py;
_—153j —154]' {54]' —X2Tl ~ X2TJ~
M _ * —2P4j+He(X2j) P4j _NX’21“J
2 * * —P4j
—21':)5+H6(X3)
M = | —2JT BT AT Do By Jy P X |
* —P5

(173! *

e = ng 72 <0, (24)
(117, + GITY, * *

% = m?? > * <0, (25)
| GIT 0 (IT?)
ARG e ]

er = 2 I x| <0, (26)
| GITZ 0 (IT*]

X I P, X
Z = >0 : -~ >0
W R T
Py X, >0, Ps X3 >0,
* P4j - x  Ps| —

03(N1+N2+2)n,a O3(N1+N2+2)n,a

24
Y=

g, = (F,)"D (F3,)" (BT (F)"]7,
F‘l];n = [’Itblom Allm "le2m On,2n 7l13 ¢l5

P 0,2 P P},

F2, =col{H, Hyy, -+, Hyy,,
H207 ﬁ?la Tty ﬁ2N2}7

Hyi = [0,3i—1)n %] Oc[3(Ny+Na—i) 4 10]n+ N s
RS NNN

1671

)

0oy 0 [(At o)) "TEETIT 04,7 |,



1672

Hoj = (04 (3(ny+5)+21n Yo Op (3(No—i)+ 7t N

j € NN27
(Fll3>T_[ c,2n a¢l ¢,[3(N1+N2 H6]n G; 0, N+n—c]
(F;)™=105, 38,45y Gty Oy, (3N248)n- (N1 +1)c

Ge Op (Nyt1)btnter2]s
= diag{&,(AB**) !, -1, -1},
£ =—diag{ZP'Z,--- ,ZP}\ Z,
ZPy'Z, - ZP,} Z ,ZP;)'Z,
\ZP;y Z,ZP'Z, -,
ZP, Z,ZP; ' Z},

with
X I I Y
Jl_ |:X 0:|7J2_|:0 NT:|7
AX A 0 0
0 _ l l 1 _
o= [ v ¥~ |, et
Ew! 0 0
2 I%m 3 _
O EE R At
i = [ b°E, 5 _ B, 0
P eYE] T T lYB, o]’
[C;, o 0
6 _ l T
v = Y 0} P Ym = [(1 —bS)wfn] ’
s _ [ (1-0°)E, o
= =|D; X D
Q/}l _(1 _ bs)YEl ) Q/}l [ l l] y
’(/JTan = [wfn O].
Proof Partition the Lyapunov matrix P =
L:;T g},whereN_Xl—Y andY; = NT(Y —
1

X H7IN. Without loss of generality, we assume
that IN is nonsingular (Zhang XM and Han, 2014).
Obviously, since Y; > 0 and Y — X! > 0, thus
Z > 0 by Schur complement. It is noted that consid-
ering the definitions of Ji, J2, and NN, the equation
Jo = PJ; holds. Moreover, we define

3(N1+N2)+9  Nj+1 No+1
AL —N—— —N—
.71:dlag{J17"' 7J17IC7"' 7Ic7Ib7"' 7Ib7I7L7I7L7I7I7
2(N1+N2)+5 Ni+1 No+1
—N— —
IC7Ib7 J27"' 7J27IC7"' 7IC7Ib7"' 7Ib7Ic7Ib}7
2(N1+N2)+5  Ni+1 No+1
AL —_—N— —— ——
jZZdlag{jh J27"' 7J27IC7"' 7IC7Ib7"' 7Ib7IC7Ib}7

wlm (YA[ NAkm)X, W%l
(bs ?nDl + NBkm)X, Wﬁl e
YElwfn + NCjp X

L 3
= NDyy,, @i,

L
5 A
Fp,, X, and @), =
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Perform congruence transformation on @7 ubing
the matrix J, such that ngl = J1 Py, J,, P<g =
JE Py, Jq, P = J1 PsJ,, Xl, = JI Xy, Jq, ng =
Jl X3, J1, and X; = Jl X3, J1. Subsequently, after

some simple algebraic manipulations, we have

jT@llljl _ @21

T202T 2 = lW
TF032 T, =
Denote P = J2J_ Py, = J1 @Jl_l,
Py = J "PyJt, Py = J TP, X,
JfTXliJfl, Xo, = JITXo 7t Xs =
J N Xd
Apm, :Nil(wll —YA[X)X71
Dy, =N"'w=2,,
By, =N Y=} —b'w? D X)X !,
ka :‘WmX 1
Cim =N"1 (wlm YE[‘W )X L

Then, it is evident that P > 0, J; T @? J; ' =
O, 7, 0Ty = 05, Ty 05T, = 64
that is, the Schur complement in Egs. (16)—(18), SD-
DETM in Egs. (4) and (5), and DOFC in Eq. (12)
can be ensured by Eqgs. (24)—(26), which completes
the proof.

For i ENNl,j 6./\/]\/2, B e {1,2},
€ € {3 4}, given positive scalars §, , 01, 52 , 32
€1,, €2., Ng, wa, na, Cz, and the diagonal matrices
J(m, J{M, and real matrices Gy, G, if there exist
positive diagonal matrices T and T5, and Pg,, ng
Qz,, Qz,, Ps,, Pg,, Qq,, Q%? , Qs, Qs, Qs Qs
Q- Q7, Z c S+ 451 S S Sg'_, then the
stabilization problem of closed loop system (15) in-
tegrating DOFC and SDDETM is solvable if Eq. (27)
and the following inequalities are satisfied:

Theorem 2

I3t *

o =k 1| <0 (28)
(1T} + G IT2) « *

o2 = 32 733 * <0, (29)
i <2H22 0 <2H33
(1T} + GIT2) + x ]

o3 = 72 733 * <0, (30)
| GITZ 0 (IT*
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where

(St Vi Vi YO ] ]
* cl?Q 0 '7124 0o O 0
x x 33 0 0 0 0

Iml=1% « = p*0 o0 0 )

x % % % 3% 0 0
* *x x *x x —wl O
* % % x % x  —wol |

Ny N,
Sim = He(y)) = > Pu— > Py — P; — 2Qs,
i=0 =0

7% = diag{ Mo, M1, - , M, , Moy,
My, , Man,, M3},
—2P5 + He(X3) —2Q7 Ps —~X;,f]
* —P; '
IT* = diag{&, (AB**) ', -1, -1},

|

€ =—diag{Q10, Q1. -+ , Qin,,
Q20,Q21, -, Q2n,, Q30,Q31, -+ , @3Ny,
Qu0, Qa1+, Qun,, Qs},
B** = diag{— 10, — P11, - . —P1n,,
— G20, — P21, —Pan, }
and the following equations hold:

Jljl = Isz = I’Q@’LQ%l = I?Q%jQ%j = I7
Py, Py, =1,P; Py =1,PsP; =1,
By By, = 1,8, &, = 1.

(31)

Proof Egs. (24)-(26) contain the nonlinear terms
~-ZP,'Z, —ZR;jlz, ~ZP;'Z, &', and &,
and where # € {1,2}, ¢ € {3,4}, i € Ny,, and
Jj € Nn,. We use the CCL algorithm (El Ghaoui
et al., 1997) to transform nonconvex linear matrix
inequalities into convex optimization problems. Ac-
cordingly, the stabilization of the system (15) can be
solved, leading to the DOFC. The proof is thereby
established.

Remark 4 The use of the CCL algorithm in
this paper significantly enhances the computational
efficiency and effectiveness of the proposed method.
By transforming nonconvex linear matrix inequal-
ities into convex optimization problems, the CCL
algorithm allows for the simultaneous optimization
of the DOFC and SDDETM parameters. This ap-
proach not only simplifies the computational process
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but also yields less conservative results, ensuring ro-
bust stability and efficient resource utilization in the
presence of deception attacks and time delays.

4 Simulation examples

In this section, we demonstrate two cases to evi-
dence the effectiveness of the SDDETM. To illustrate
the difference between SDDETM (N7 > 0, N2 > 0)
and traditional ETMs (N; = Ny = 0), consider the
following examples: In traditional ETMs, the trigger
frequency is high due to the reliance on the current
sample, leading to potential network congestion and
Zeno behavior. In contrast, SDDETM uses past sam-
ples and internal dynamic variables, reducing trigger
frequency and avoiding Zeno behavior.

4.1 Case 1l

Consider NN system (15) with system matrices
(Liu JL et al., 2019a):

1.06 0 1.6 0

Al:_{o 1.06]’ Az:_[o 2.3]’

03 —0.42 (02 —0.32
Bi=104 o3 } CB2= 050 02 } ’

(0.3 0.3 04 04
Cr= 0.3 0.3] ’ Ce = 0.4 0.4} ’

[ -3 —0.15 [—0.95 —0.85
Br=lo5 -2 ] B2=1_ 115 —0.55}

Suppose that the transition probabilities are

o — |03 03
THARE T 06 —0.6)”
(32)
~lpalans — |04 04
P=lPr2ix2= 465 65|

F(@e(t) = col{ fu(@e(t)), fol@e(t))} is the ac-
tivation function, where fi(x.(t)) = 0.5z1(t) —
tanh(0.2x1(t) + 0.2¢1(t)), fo(xe(t)) = 0.95x2(t) —
tanh(0.7521(t)), and Z = 0 is the input bias.
xo(t) = [1.7,—2.6]T and x.(t) = [0.9,—1.9]T are the
corresponding initial parameters of the system (15).
The sample period h is set at 0.1 s, with the up-
per bound of time delays denoted as hyy = 0.1 s, and
7im = Toem = 0.01 s. Using the LMI toolbox within
MATLAB, we obtain

—2.911  0.150 ] A - [—5.069

0.204 —2.980 —0.080

~0.096
A = [ —5.043] ’
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B _ [700715 —0049] o [0.010 0.006
Y 0068 —0.043| 7 2% T 0.008 0.007]°
—0.002  0.003 0.003  —0.005
Ckl = 5 Ck2 - )
0.002  —0.003 ~0.003  0.004
~0.021 —0.015 0.008 0.015
Dy, = , Dya = ,
[—0.013 —0.017] [0.018 0.006]
~0.002  0.003 0.002  —0.003
Fy = , Fyo = )
[ 0.002 —0.002] [—0.002 0.003 ]
(33)
and the SDDETM parameters are
~ |25.024 11.991 ~ |65.921  40.767
10T 111.991 244957 ° T 40767 65.966 |
(34)

With Egs. (33) and (34), the state trajectories
of the close system (15) with N7 = N € {0,2,4} are
depicted in Fig. 2. Clearly, the state trajectories con-
verge to zero within 10 s, demonstrating the efficacy
of the designed DOFC in stabilizing the system.

When Ny > 0 and Ny > 0, the SDDETM incor-
porates previous samples, and there exist multiple
triggering thresholds €, and €3, where i € Ny, and
j € Nn,. As these thresholds are predefined, we
initiate a loop for each threshold. Specifically, we
search for thresholds within the range of [0.05,0.50]
with the step size of 0.05. For each pair of €1, and €3,
the triggers generated by SDDETM 1 and SDDETM
2 are documented. Table 1 presents two cases from
the comprehensive results. For different triggering
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thresholds in Table 1, we have the following obser-
vations: When Ny = Ny € {0,2,4}, the SDDETM
reduces the signal transmission in Network 1 by 44%,
50%, 61%, and in Network 2 by 31%, 35%, 40%, re-
spectively. It is evident that as N7 and Ns rise, the
communication resources can be saved. The release
intervals that illustrate the results of SDDETM 1 and
SDDETM 2 for N3 = N» € {0,2,4} are presented in
Fig. 2. Analysis of Table 1 and Fig. 2 reveals that the
number of triggers released by both SDDETMs de-
creases as IN1 and N3 increase. This means that with
appropriately selected triggering thresholds, network
resources can be preserved as N1 and N» rise. Thus,
the efficiency of the SDDETM is demonstrated.

4.2 Case 2

Consider two IF-THEN rules to simulate the
T-S fuzzy neural network system, namely [ =
2. Let hi(0:(t)) = sin®(t) and hy(0,(t)) = 1 —

h1(01(t)). The parameters for the T—S neural net-
work system (15) are as follows (Tan et al., 2020):
Av=- {369 3(.)1] Az = [461 5(.)9] ’
L NP L WV £
c=[o3 o3 &= [o1 0l
By = :063 o(.)s} B2 = {066 0(.)5] '

Suppose that the neuron activation function

is given as f(ze(t)) = col{fi(xe(t)), fa(xe(t))},

Table 1 Total triggers generated by SDDETM with different N; and N2 values in Case 1

N1 = Ny Nerigger e1; (i € Nny) e2; (j € Nvy)
SDDETM 1 SDDETM 2 Total
0 (Liu JL et al., 2019a) 56 69 125 0.05 0.05
1 54 65 119 0.05, 0.10 0.05, 0.30
2 52 64 116 0.05, 0.10, 0.10 0.05, 0.30, 0.30
3 50 63 113 0.05, 0.10, 0.10, 0.20 0.05, 0.30, 0.30, 0.15
4 49 60 109 0.05, 0.10, 0.10, 0.20, 0.15  0.05, 0.30, 0.30, 0.15, 0.50
N1 = Ny Nerigger e1, (i € Nny) e2; (€ Nvy)
SDDETM 1 SDDETM 2 Total
0 (Liu JL et al., 2019a) 56 69 125 0.05 0.05
1 55 66 121 0.05, 0.50 0.05, 0.30
2 50 65 115 0.05, 0.50, 0.50 0.05, 0.30, 0.30
3 48 61 109 0.05, 0.50, 0.50, 0.50 0.05, 0.30, 0.30, 0.15
4 39 60 99 0.05, 0.50, 0.50, 0.50, 0.45  0.05, 0.30, 0.30, 0.15, 0.50

Nirigger: number of triggers
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Fig. 2 The state trajectories and release time intervals of SDDETM 1 and SDDETM 2 in Case 1, for state
trajectories with Ny = N2 = 0 (a), N1 = N2 = 2 (b), and N1 = N2 = 4 (c), for SDDETM 1 with N; = Ny =
0 (d), Nl = Nz =2 (e), Nl = N2 =4 (f), and for SDDETM 2 with N]_ = Nz =0 (g), N]_ = N2 =2 (h), and

N1 = Nz = 4 (i)

where fi(xe(t)) = fa(me(t)) = 10[sin(0.03z) —
tanh(0.02z)], and the input bias is given as J = 0.
The transition probability is given in Eq. (32). Here,
we set hyy = 0.18, h=0.1s, A, =0, and Ay = I.
The nonlinear functions of the deception attacks in
sampler-DOFC and DOFC-ZOH are % (y.(t))
—tanh(0.2y.(t)) and Y. (u(t)) = —tanh(0.2a(t)), re-
spectively. According to Theorem 2 and the LMI
toolbox for Eq. (27) and Eqgs. (28)—(30), the DOFC

parameters are obtained as follows:

A _[-4973 00647 , _[-9.287 —0.013
Y 0,087 —4.449) 7% T 0.009 —7.444]°
B _[~0:002 2150 o [0.005 —0.003
% =10.000 —0.007] " T2* T | —7.001 0.001 |’
o _ [0:017 00007 [-0.036 0.001
ML 0.000 —0.016] 7 TF T | 2344 0.033]°

_ [0.010 0.000] ) [0.011 0.000
M= 10.000 0.007] 7 7" 7 10.000 —0.001]"
g _ [0.0124 00007 - [~0.016 0.000
LT 00.0000 —0.013]7 T T 0.000 0.016]
and the SDDETM parameters are
5 _ [62:606 25.499
o™ 195499 21.687|°
5, _ [11154.919  7235.158
207 | 7935.158  11075.499]

The state responses of the NN and the released
time intervals of SDDETM 1 and SDDETM 2 when
Ny = Ny € {0,2,4} are depicted in Fig. 3. To-
tal number of triggers released by SDDETM 1 and
SDDETM 2 with different N7 and N5 values are pre-
sented in Table 2. The effectiveness of the designed
DOFC in stabilizing the system can be obtained from
the above results.
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Fig. 3 The state trajectories and release time intervals of SDDETM 1 and SDDETM 2 in Case 2, for state
trajectories with Ny = N2 = 0 (a), N1 = N2 = 2 (b), and N1 = N2 = 4 (c), for SDDETM 1 with N; = Nz =
0 (d), Nl = Nz =2 (e), Nl = N2 =4 (f), and for SDDETM 2 with N]_ = Nz =0 (g), N]_ = N2 =2 (h), and

Ny = Ny = 4 (i)

Table 2 Total triggers generated by SDDETM with different N1 and N2 values in Case 2

N1 = No Nerigger €1, (i € NNl) €2; (J € Nny)
SDDETM 1 SDDETM 2  Total
0 (Tan et al., 2020) 86 82 168 0.05 0.05
1 82 s 159 0.05, 0.15 0.05, 0.25
2 80 76 156 0.05, 0.15, 0.30 0.05, 0.25, 0.40
3 74 74 148 0.05, 0.15, 0.30, 0.30 0.05, 0.25, 0.40, 0.40
4 72 72 144 0.05, 0.15, 0.30, 0.30, 0.30  0.05, 0.25, 0.40, 0.40, 0.40
N1 = Ns Ntriggcr €1, (iENNl) €2, (jGNNQ)
SDDETM 1 SDDETM 2  Total
0 (Tan et al., 2020) 86 82 168 0.05 0.05
1 83 79 162 0.05, 0.10 0.05, 0.25
2 82 78 160 0.05, 0.10, 0.15 0.05, 0.25, 0.25
3 80 76 156 0.05, 0.10, 0.15, 0.20 0.05, 0.25, 0.25, 0.40
4 78 74 152 0.05, 0.10, 0.15, 0.20, 0.30  0.05, 0.25, 0.25, 0.40, 0.40

Nirigger: number of triggers
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5 Conclusions

The objective of this paper is to design a DOFC
and an SDDETM to ensure the synchronization
of master and slave NNs under deception attacks.
The proposed SDDETM offers significant advantages
over traditional ETMs by reducing trigger frequency,
avoiding Zeno behavior, and providing more efficient
use of network resources. Through the application
of the CCL algorithm, the concurrent design of the
DOFC and SDDETM parameters is achieved, fur-
ther enhancing the stability and performance of the
system. The simulation results validate the effective-
ness of the proposed SDDETM in achieving faster
and more stable convergence compared to traditional
ETMs.

Future research should consider the design
under conditions where multi-packet transmission
and disorder are common, as the current work
assumes that packets are transmitted individually
and orderly.
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