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Abstract: Deepfake poses significant threats to various fields, including politics, journalism, and entertainment. Although many
defense methods against deepfake have been proposed based on either passive detection or proactive defense, few have
achieved both passive detection and proactive defense. To address this issue, we propose a full-defense framework (FDF) based
on cross-domain feature fusion and separable watermarks (SepMark) to achieve copyright protection and deepfake detection,
combining the ideas of passive detection and proactive defense. The proactive defense module consists of one encoder and two
separable decoders, where the encoder embeds one watermark into the protected face, and two decoders separately extract two
watermarks with different robustness. The robust watermark can reliably trace the trusted marked face while the semi-robust
watermark is sensitive to malicious distortions that make the watermark disappear after deepfake or watermark removal attack.
The passive detection module fuses spatial- and frequency-domain features to further differentiate between deepfake content and
watermark removal attacks in the absence of watermarks. The proposed cross-domain feature fusion involves substituting the
“secondary” channels of spatial-domain features with the “primary” channels of frequency-domain features. Subsequently, the
“primary” channels of spatial-domain features are used to replace the “secondary” channels of frequency-domain features.
Extensive experiments demonstrate that our approach not only offers proactive defense mechanisms by using extracted watermarks,
i.e.,, source tracing and copyright protection, but also achieves passive detection when there are no watermarks, to further
differentiate between deepfake content and watermark removal attacks, thereby offering a full-defense approach.
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1 Introduction societal trust. As synthetic media generation evolves,
the risk of misinformation increases, raising concerns
about digital content integrity and media credibility.
This evolution threatens fields like journalism and
privacy protection.

In response, research on deepfake defense has

The rapid advancement of deepfake technology
poses significant threats to individual privacy and
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defense techniques.

Passive detection relies mainly on convolutional
neural networks (CNNs) and recurrent neural networks
(RNNs) (Li ZY et al., 2023). Liao et al. (2020) pro-
posed a two-stream CNN to capture tampering arti-
facts and local noise residuals, effectively identify-
ing operator chains and maintaining robustness under
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JPEG compression. Wodajo and Atnafu (2021) intro-
duced CviT, using CNNs and visual Transformers for
facial classification. Chen H et al. (2023) proposed a
Transformer-based self-supervised learning approach
with data augmentation for improved detection. Shao
et al. (2023) enhanced detection accuracy using a
dual adaptation module with spatial attention in a
pre-processed ViT network. Xu Y et al. (2023) used
paired interaction learning with multi-channel Xcep-
tion attention to improve tampering detection perfor-
mance across color spaces. Zhang et al. (2024) intro-
duced a spatial predictive module (SPM) and a tem-
poral contrastive module (TCM) to enhance the nat-
ural consistency representation learning. Hu et al.
(2024) proposed a novel deepfake detection model
that can both recognize and localize unknown domain
deepfake videos.

To address compression artifacts on social media,
Liao et al. (2023) introduced the facial muscle mo-
tions (FAMM) framework, analyzing continuous facial
landmarks to construct motion features and achiev-
ing high detection accuracy under various compression
levels. Detection of post-processed image forgery re-
mains challenging due to concealed artifacts. Chen
JX et al. (2023) tackled this with the signal noise
separation-based network (SNIS), isolating tampered
regions and enhancing boundary information, dem-
onstrating robustness against post-processing attacks.
Guo et al. (2024) proposed space-frequency interac-
tive convolution (SFIConv) to model manipulation
cues from deepfake. However, passive detection
methods often struggle with adversarial attacks and
subtle manipulations.

Proactive defense includes active interference and
active forensics. Active interference leverages adver-
sarial perturbations to disrupt generative models like
generative adversarial networks (GANs) (Ruiz et al.,
2020). Dong et al. (2023) introduced TCA-GAN,
generating transferable adversarial perturbations to
undermine deepfake generation in black-box settings.
Huang et al. (2022) proposed CMUA-Watermark to
improve the universality of adversarial perturbations in
white-box environments. However, traditional meth-
ods often fail against sophisticated attacks. Li YZ et al.
(2024) presented LandmarkBreaker, disrupting facial
landmark extraction to impede deepfake generation,
followed by LandmarkBreaker++, which minimized
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perceptibility using gradient clipping and face mask-
ing. Balancing detection accuracy and computational
efficiency remains a challenge in these integrated
approaches.

Active forensics embeds traceable information
to detect manipulated images. Sun et al. (2022) pro-
posed FakeTracer, embedding traces in training data
via autoencoders, which deepfake models inadvertently
replicate, exposing manipulations. Zhao et al. (2023)
introduced an identity watermarking framework with
watermark injection and verification to protect facial
identity features. However, proactive defenses lose ef-
fectiveness if removed and cannot directly verify the
authenticity of suspicious images.

To achieve both passive detection and proactive
defense, we propose a full-defense framework (FDF)
based on cross-domain fusion and separable watermarks
(SepMark). This framework ensures comprehensive
protection before and after deepfake generation.

In summary, our contributions in this study are
as follows:

1. We propose a novel FDF that integrates pas-
sive detection and proactive defense, providing defense
before and after deepfake manipulation. The proposed
FDF provides a comprehensive solution by using cross-
domain fusion and deep SepMark.

2. The proposed FDF achieves source tracing
and deepfake detection by using watermarks at dif-
ferent levels. The robust watermark can reliably trace
the trusted marked face while the semi-robust water-
mark is sensitive to malicious distortions, making the
watermark disappear after deepfake or watermark
removal attacks. Even if the watermarks cannot be
extracted, it can still detect whether the image is a
forgery.

3. Cross-domain fusion technology improves ac-
curacy. The proposed method can accurately identify
subtle forgery features and inconsistencies.

4. Notably, it shows strong generalizability in
adapting to diverse datasets and scenarios, underscor-
ing its potential for real-world deepfake detection
applications.

5. The proposed FDF provides strong robust-
ness. The robust tracer and semi-robust detector ex-
hibit a low bit error rate (BER) under 12 common at-
tacks to trace image sources, while the semi-robust
detector has a high BER under two deepfake attacks
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and one watermark removal attack to distinguish the
attack types.

2 FDF: passive detection and proactive defense
model

2.1 Overview of FDF

We have integrated passive detection of deep-
fake and proactive defense for the first time, propos-
ing a deepfake FDF based on cross-domain feature
fusion and SepMark (Wu et al., 2023) (Fig. 1). The
proactive defense module provides copyright authen-
ticity and source tracing using two extracted water-
marks. When the watermarks cannot be extracted,
for example, when they have been maliciously re-
moved by attackers or it is a forgery without water-
marks, then the passive detection module will deter-
mine whether it is a forgery, thereby offering an FDF.

One encoder and two decoders are included in
the proactive defense module. In the encoder side, a
batch of I, and a batch of M, are fed into a UNet-like

Watermark

structure to produce 7. In the random forward noise
pool (RFNP) end, various distortions are introduced
to the noise pool for the combined training. In partic-
ular, both standard forward propagation and backward
propagation are realized. In this way, /,, interacts with
pseudo-noise which is sampled from different distor-
tions. The decoder of SepMark consists of a robust
decoder Tr and a semi-robust decoder De. The robust
decoder Tr can extract the embedded watermark under
any attack, while the semi-robust decoder De can ex-
tract the watermark under common distortion attacks
but not under deepfake or watermark removal attacks.

When the watermarks cannot be extracted, the
proposed passive detection module will further deter-
mine whether the image is a forgery.

Case 1: The robust decoder Tr receives the image
noised by various distortions, and then extracts the
robust watermark M, which is roughly the same as
the original embedded watermark A,,. Therefore,
the robust Tr can trace the source of the images for
copyright protection regardless of attacks.

Case 2: The semi-robust decoder De receives
the common and maliciously distorted images, and

removal or
deepfake?

1
1

! . Conv block - UpP

1

i |:| Down |:| ResBlock
i

1

! : : Feature
i ﬂ Enlarge size |:| Fusion module @extraction

Watermark
removal

Fig. 1 Overall framework diagram (References to color refer to the online version of this figure)
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then extracts semi-robust watermark M,.. If M,~M.,
or M,~M,, it indicates that the face image under com-
mon distortions is real and that the source is reliable.
Case 3: If M, ,#M,, or M, #M,, then the face
image under malicious distortions is unreliable. The
passive detection module is used to further differenti-
ate between deepfake content and watermark removal

attacks.

2.2 Passive detection module based on cross-domain
feature fusion

In social networks, compression is a common
data processing method used to reduce file size, im-
prove transmission efficiency, and save storage space.
However, excessive compression can damage shal-
low texture features, disrupt pixel correlations, and
render spatial information insufficient for effective
feature extraction, making spatial—frequency domain
fusion a key research area. Cross-domain feature fu-
sion can take full advantage of spatial and frequency
domains, better capture effective features, resist com-
pression and other common attacks, provide more sta-
ble features, and improve the accuracy of deepfake
detection.

The proposed passive detection module involves
mainly data augmentation, dual-domain feature ex-
traction, and cross-domain fusion. Data augmenta-
tion is used to enhance the diversity of training sam-
ples. Cross-domain feature extraction aims to capture
both spatial- and frequency-domain features. For spa-
tial features, a feature extraction network combined
with a lightweight attention module is used to extract
low-dimensional spatial characteristics. For frequency
features, a separation extraction and fusion module
is used, using discrete cosine transform and chan-
nel recombination to extract relevant components.
To better use dual-domain features, we propose to
exchange feature channels using cross-domain fu-
sion. Through channel exchange and attention mech-
anisms, the network can focus more effectively on
specific channels relevant to the task and adaptively
adjust weights across different positions, thereby
improving perception capabilities in various regions.
Finally, the proposed module reaches the final deep-
fake detection decisions through average pooling lay-
ers, fully connected layers, and linear combination
operations.
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2.2.1 Random data augmentation strategy

The random data augmentation strategy plays
a crucial role in deepfake detection. To enhance
the model’s generalization ability and robustness, we
use random rotation, flipping, scaling, cropping, and
noise operations to increase the diversity of training
data and improve the model’s performance under dif-
ferent conditions. Specifically, random rotation at
various angles and horizontal/vertical flipping are
applied to simulate different shooting angles and di-
rections. Random scaling and cropping operations ef-
fectively simulate different shooting distances and
perspective changes. Additionally, noise is intro-
duced by adding random Gaussian or salt-and-pep-
per noise, simulating potential interference during
image transmission and storage processes, thereby
enhancing the model’s robustness.

2.2.2 Spatial- and frequency-domain feature extraction

1. Spatial-domain feature extraction

We introduce CNNs to extract local low-level
forgery features, including spatial locality and local
textures. After data augmentation, the image 7, is fed
into a 7x7 convolutional layer, followed by batch nor-
malization and activation function processing, and fi-
nally a max-pooling operation to obtain 64-channel
low-dimensional spatial-domain features 7. This pro-
cess can be expressed as follows:

TS=MaxPool(Relu(BN(ConV(T,.)))), ()

where MaxPool denotes max-pooling, Relu represents
the activation function, BN indicates batch normal-
ization, and Conv denotes the convolution operation.

2. Frequency-domain feature extraction

Discrete cosine transform (DCT) is used in fre-
quency-domain feature extraction. Specifically, the
preprocessed image T, is first converted from the
RGB color space to the YCrCb color space. Subse-
quently, a convolution operation is applied, with the
convolution layer’s weights being initialized to discrete
cosine coefficients to achieve DCT. This process can be
represented as follows:

d=Convper(RtoY (T,)), )
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where d denotes the DCT coefficient, Convy., rep-
resents the convolution operation on DCT coeffi-
cients, RtoY indicates the color space transformation
operation, and T, represents the preprocessed image.

For the 192-channel DCT coefficients, the first
3C channels are taken and divided into three groups,
serving as the DCT coefficients for corresponding
color channels Y, Cr, and Cb. Each group contains C
channels, as follows:

dy=d,[:,0:C,:,:],
dCr:dCr[:7 C:Q’C) > ::|7 (3)
dCb:dCb[:5 2C:3C, 3],

where d,, d.,, and d., represent DCT coefficients for
respective color channels ¥, Cr, and Cb, d denotes
the DCT coefficient, and C represents the number
of channels per group. Next, specific frequency coef-
ficients are selected. The first 22 channels are taken
from the frequency coefficients of the Y channel, and
the first 21 channels are taken from the frequency co-
efficients of the remaining color channels. The pro-
cess is as follows:

dy=dy[:, 0:22,:, :],
de=d.[:0:21,:,:], 4)
dey=de[: 021, ]

Finally, the coefficients of the three color chan-
nels are merged to obtain 64-channel low-dimensional
frequency-domain features 7, as follows:

Tf=Concatenate[dy, de,, dcb}, Q)

where T, represents the 64-channel frequency-domain
feature vector.

2.2.3 Cross-domain feature fusion

The cross-domain feature fusion module inte-
grates spatial- and frequency-domain features (Fig. 2).
Initially, spatial- and frequency-domain features un-
dergo further feature extraction via 3x3 convolution
layers and batch normalization layers. Subsequently,
spatial and channel attention mechanisms are intro-
duced to capture fine-grained and rich local features.
The channel attention mechanism directs the network’s
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Fig. 2 Cross-domain feature fusion module

focus towards specific channels that are crucial for
the task, enhancing feature representation and mini-
mizing redundant information. Conversely, the spatial
attention mechanism helps the network better capture
both local and global contextual information by adap-
tively adjusting weights at various positions, thereby
improving the network’s perception capabilities across
different regions. The detailed process is formulated
as follows:

f.=Att(BN(Conv(T,))). (6)
fi=BN(Conv(T;)), (7)

where f, and f; represent the further extracted spatial-
and frequency-domain features respectively, and Att
indicates the attention mechanism.

Cross-domain feature fusion is achieved by swap-
ping the “important” channels between the spatial and
frequency domains. Note that there is a direct corre-
spondence between feature channels and their respec-
tive weights in the normalization layers. For instance,
assuming that the shape of the feature vector is [1,
N, 512, 512], the weights of the normalization layer
are presented as a 1xN one-dimensional matrix, with
each feature channel corresponding to a specific weight
value in the matrix. By analyzing the weights of the
normalization layers and applying a predefined thresh-
old, feature channels of spatial and frequency domains
can be grouped according to their “importance.”

Specifically, the absolute values of the normal-
ization layer weights are first sorted in descending
order, and the sorted indices are then obtained, as
shown in Egs. (8) and (9):
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nS=Sort(|WS

). (8)

n=Sort(|Ww,|), 9)

where W, and W, represent the normalized weight
matrices of spatial- and frequency-domain features,
respectively, |- | denotes the element-wise absolute
value operation applied to the 64 individual scaling
factors (a), one for each channel in the batch nor-
malization layer, and n, and n; denote the indices of
the sorted weight matrices.

Two zero vectors Z, and Z, with shapes match-
ing those of the spatial- and frequency-domain fea-
tures, respectively, are initialized. The detailed pro-
cess is as follows:

First, we preserve the “important” feature chan-
nels in the spatial and frequency domains. In the
weight matrices W, and W, eclements that satisfy
(W [i]]0, are referred to as “important weights,”
and their corresponding feature channels are consid-
ered “important” feature channels. These channels are
then stored in Z, and Z,, respectively. This process is
described in Egs. (10) and (11):

[ if|W|i||=0
Zs[l]: f;[l]7 1 | s[l]| wo (10)
0, otherwise,
|, if|W.i]|=0,,
Zfl:l]: ﬁ[l] 1 | f[l:” (11)
0, otherwise,

where f, and f; denote the spatial- and frequency-do-
main features to be fused respectively, @, represents
the “importance” threshold, W, and W, are the batch
normalized weight matrices of f, and f; respectively,
and Z, and Z, are zero vectors.

Next, we fill the zero-value channels in Z, with
the sorted feature channels from f; based on the sorted
indices n, Similarly, the zero-value channels in Z;
are filled with the sorted feature channels from f;
based on the sorted indices n,. The preliminarily
fused spatial- and frequency-domain features are
shown in Eqgs. (12) and (13):

2= ZJ[il, ifZ[i]#0, 0
’ fnlil], otherwise,

|zl ifzfil#o,
2y f[n[i]], otherwise. (13)
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Finally, Z, and Z; are treated as the new spatial-
and frequency-domain features respectively. After
activating features Z, and Z,, additional convolution
and batch normalization operations are applied. The
resulting high-dimensional features are then added
to the low-dimensional features 7, and T, to form a
residual connection, yielding the cross-fused spatial
feature F, and frequency feature F

FS=Relu(BN(ConV(Relu(Zs)))—FTS), (14)

F=Relu (BN (Conv(Relu(2,)) J<7,).  (15)

We present our Channel exchange code in Algo-
rithm 1.

Algorithm 1 Channel exchange

Input: features, bns, bn_threshold

1: Initialize featurel, feature2 to zeros

2: Compute absolute weights of BN layers:
bnl=abs(bns[0].weight)
bn2=abs(bns[1].weight)

3: Sort indices of bnl and bn2 by descending order:
bnl_idx_big2small=sort indices desc(bnl)
bn2 idx_big2small=sort_indices desc(bn2)

4: Preserve important features:
for each channel 7 in features[0].channels:

if bnl[i]>=bn_threshold then:
featurel[i]=features[0][/]
for each channel j in features[1].channels:
if bn2[j]>=bn_threshold then:
feature2[j]=features[1][/]

5: Exchange unimportant features:
exchange listl={i | bnl[i]<bn_threshold}
exchange list2={;j | bn2[j]<bn_threshold}
for each i in exchange listl:

featurel[i]=features[1][bn2 idx big2small[7]]
for each j in exchange list2:
feature2[j]=features[0][bnl idx big2small[;]]

6: Return featurel, feature2

Output: featurel, feature2

2.2.4 Final decision

F, and F; are fed to average pooling and fully

connected layers, respectively, to derive two prelimi-
nary evidential results, d, and d,. Finally, d, and d,
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are linearly combined to produce the final evidential
result, as depicted in Eq. (16):

y=ad,+pd,, (16)
where o and f are parameters optimized during model
training for the linear combination operation, and y
represents the final result of the model.

2.3 Proactive defense module

The SepMark module (Wu et al., 2023) includes
the encoder En, the noise layer NL, and the separable
decoders Tr and De. The structure is shown in the
supplementary materials (Fig. S1). An encoder En em-
beds a watermark into the image. The robust decoder
Tr can resist various attacks, while the semi-robust
decoder De is sensitive to malicious distortions and
cannot extract a complete watermark. By comparing
the extracted watermarks based on the robust decoder
Tr and the semi-robust decoder De, the authenticity
of the image can be determined (see the supplementa-
ry materials for details).

2.4 Loss function

The proactive defense module uses multiple loss
functions to ensure the effectiveness of the encoder,
decoder, and adversarial discriminator.

For the encoder En, the encoded image /,, should
be visually almost identical to the original image /..
An L, loss function is used as shown in Eq. (17),
where w represents the training parameters:

L= Lo Lo Bn (o, 1 M) VL1 ). (1)
The robust decoder Tr extracts M,, which should
be identical to M., under any common attack. Here,
o, represents common image attacks and sampling
distortions, w, represents deepfake and watermark
removal attacks, and NL denotes the noise layer.

Ly=Lo( M, Tr(0.NL(0, + 00 1,) ) J=Lo( M., M, )
(18)

where

1,=En(w,1 ).

> Fcod en

(19)

Conversely, the semi-robust decoder De needs to
be sensitive to the deepfake attack and watermark
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removal attack. The goal is that it should fail to ex-
tract the watermark under the deepfake attack and wa-
termark removal attack but successfully extract the wa-
termark M,, under common image attacks and sam-
pling distortions, as shown below:

Li=Lo( M., De(eNoise(w,,.1.,) ) )

en? co? “en

(20)

:LZ(Menﬂ Mde)’

Lpe=Ls(0. De(, Noise (wy. 1,,) ) J=L,(0. M)
(21)

The adversarial discriminator’s main role is to
assess the visual quality of the encoded image /.,
compared to that of the original image /., and to guide
the encoder in generating high-quality outputs.

The adversarial discriminator’s loss is

Lyy=Ly(Ad(o,1

2~ co

)-Ad(w,1,,),1)

_ (22)
+L,(Ad(w,1,,)-Ad(w,1,,). - 1),
where
B
A_d(1)=é2Ad(1”3*”*W), (23)
i=1
Ad(w,1,)=Ad(0,En(L,,M,)).  (24)

L, optimizes the discriminator using the rela-
tivistic average least squares GAN (RaLSGAN) loss
to compare the relative authenticity between the en-
coded and original images.

Additionally, the discriminator is involved in up-
dating the encoder:

LAdZZLZ(Ad(Ico)_m(Ieu)’ _1)

+L,(Ad(1,)-Ad(1,), 1), (25)

where
Ad(1,,)=Ad(En(w, 1, M,)).

o Legs M., (26)

L,,, directly optimizes the encoder by minimiz-
ing the L, difference between the discriminator’s out-
put for 7, and /,,. This constraint forces the encoder
to generate /., with perceptual qualities indistinguish-
able from /

co?

The overall loss function of SepMark is expressed

ensuring high visual quality.

in Eq. (27), where 1,—; are hyperparameters:
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Lyga=Ai LagtAs Lyt A5 Lyt A4 L tAs L. (27)
The passive detection module uses cross-
entropy loss as the classification loss:

LP:_zyi log(j}i)'

(28)

The overall loss function is

LTotaI:i] LAd2+j'2LEn+i3LTr+A4LDe] +15LDe2+i(’>LP'
(29)

The overall procedure of the method is given in
the supplementary materials (Algorithm S1).

3 Experiments

3.1 Experimental setup
3.1.1 Training and test datasets

We selected the FaceForensics++ (FF++) dataset
(Rossler et al., 2019) for training. The FF++ dataset
includes 1000 real videos manipulated using four
deepfake algorithms: Face2Face (F2F, Thies et al.,
2019a), Faceswap (FS), DeepFakes (DF), and Neu-
ralTextures (NT, Thies et al., 2019b). These videos
and faces, sourced from 977 YouTube videos, are avail-
able at three quality levels: RAW, lightly compressed
(C23), and heavily compressed (C40). For training,
we used the RAW version of FF++ and divided it into
training, validation, and test sets in an 8:1:1 ratio.

Additionally, we used the Celeb-DF (CDF) data-
set (Li YZ et al., 2020) as a test set. It includes 590
real videos of individuals of diverse ages, races, and
genders from YouTube, along with 5639 correspond-
ing deepfake videos.
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The training code is given in the supplementary
materials (Algorithm S2).

3.1.2 Implementation details

All images were resized to 256x256 pixels, aug-
mented, and normalized to [0, 1] before being used.
The network was trained using the Adam optimizer
with an initial learning rate of 0.001 25, a batch size
of 16, and for a total of 100 epochs. Hyperparame-
ters Ay, 4,, 45, 44, A5, and A were set to 0.1, 1, 10, 10,
10, and 10, respectively. ResNet-18, initialized with
pretrained weights from ImageNet, served as the
backbone network for the passive detection module,
while the proactive defense module was fine-tuned
on the training dataset. Our method was implemented
using the PyTorch framework and trained on an
NVIDIA GeForce RTX 3090 GPU. Evaluation met-
rics including accuracy (ACC) and area under the
ROC curve (AUC) were used for the passive detec-
tion module. For the proactive defense module, peak
signal-to-noise ratio (PSNR), structural similarity index
(SSIM), and learned perceptual image patch similarity
(LPIPS) were used to assess the visual quality of the
encoded images. Robustness was evaluated using the
BER: the detector’s BER under deepfake and water-
mark removal attacks should approach 50%, while the
BER under common attacks for both the tracer and
detector should approach 0%.

3.2 In-dataset testing

In-dataset tests were conducted on three differ-
ent versions of FF++: RAW, C23, and C40. Table 1
shows the results of a comparison of ACC and AUC
using different versions of FF++. Using the RAW da-
taset, our method showed the highest ACC of 98.69%,
outperforming all the other methods. Our method

Table 1 Test results of various methods on the FF++ dataset

ACC (%) AUC (%)
Method

RAW C23 C40 RAW C23 C40
DeepFake-Adapter (Shao et al., 2023) - 98.72 96.83 - - -
Xception (Rossler et al., 2019) 98.26 95.73 81.73 - - -
MCX-API (Xu Y et al., 2023) 98.48 - - 99.68 - -
SPSL (Liu et al., 2021) - 92.39 81.57 - 94.32 82.82
LiSiam (Wang J et al., 2022) - 96.51 87.87 - 99.13 91.44
Ours (ResNet-18) 98.69 97.37 93.60 99.06 98.75 96.55

Bold values indicate the best results in each column. “~ indicates no corresponding experimental data
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also showed high ACC up to 97.37% and 93.60% on
the C23 and C40 datasets, respectively, surpassing
the ACC of several existing methods, including
Xception (Rossler et al., 2019), SPSL (Liu et al.,
2021), and LiSiam (Wang J et al., 2022). Notably,
even under heavy compression (C40), it achieved the
highest AUC of 96.55%, surpassing all the other
methods. Moreover, our method detected key tamper-
ing traces using frequency features, and even with
the lightweight ResNet-18, it still performed well on
the heavily compressed dataset. This high accuracy
underscores the reliability of our detection method,
which is essential for maintaining credibility and in-
tegrity in digital content. The results reflected the
robustness of our approach across variable com-
pression levels, demonstrating its suitability for real-
world applications.

Table 2 shows that our method achieved perfect
accuracy (100%) in detection using the FS dataset,
surpassing all the other algorithms, demonstrating
the effectiveness of the proposed deepfake detector.
It also performed competitively in detection using the
NT dataset, with an accuracy of 99.90%, also exceed-
ing the performance of other algorithms. Although our
detection accuracy in the F2F dataset was 99.15%,
which was slightly low, our method still outper-
formed MesoNet (Afchar et al., 2018), and it achieved
a comparable result, with a detection ACC of
98.07%, on the DF dataset.

Table 2 Accuracy of different methods applied to various
forgery types based on the FF++ dataset (RAW)

ACC (%)
Method DF FS F2F NT
DeepFake-Adapter 99.84 99.76 99.33 95.97
(Shao et al., 2023)
Xception (Rossler et al., 2019) 99.59 99.14 99.61 99.36
MesoNet (Afchar et al., 2018) 99.24 98.15 98.35 97.96
Ours (ResNet-18) 98.07 100 99.15 99.90

The best results are in bold

Table 3 shows that our method achieved superi-
or performance on the C23 compressed dataset, with
the highest accuracy of 98.75% for F2F and
95.39% for NT, outperforming other algorithms. It also
excelled in detection in the FS dataset, achieving an
accuracy of 99.17%, surpassing Xception’s 98.36%
(Rossler et al., 2019) and F3Net’s 98.51% (Qian et al.,
2020). Although there was a slight reduction in ACC
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Table 3 Accuracy of different methods applied to various
forgery types based on the FF++ dataset (C23)

ACC (%)
Method DF FS F2F NT
Xception (Rossler et al., 2019) 98.85 98.36 98.23 94.50
F3Net (Qian et al., 2020) 98.43 98.51 98.34 93.22
MTD-Net (Yang et al., 2021)  98.64 99.76 98.42 94.60
Ours (ResNet-18) 97.31 99.17 98.75 95.39

The best results are in bold

for the DF dataset at 97.31%, compared to other meth-
ods, our approach still maintained high effectiveness.

Table 4 presents the performance on the heavy
compression C40 dataset. Our method continued to
demonstrate robust detection capabilities, achieving
a high detection ACC of 95.58% in the DF dataset,
97.71% in FS, 93.46% in F2F, and 88.33% in NT.
Although it performed slightly more poorly than
DeepFake-Adapter (Shao et al., 2023), it significant-
ly surpassed SPSL (Liu et al., 2021) and GRCC (Li-
ang et al., 2022). Notably, our method maintained
balanced performance across various compression
levels, underscoring its robustness.

Table 4 Accuracy of different methods applied to various
forgery types based on the FF++ dataset (C40)

ACC (%)
Method DF___FS _F2F _NT
DeepFake-Adapter 99.84 99.76 99.33 95.97
(Shao et al., 2023)
SPSL (Liu et al., 2021) 9348 9226 86.02 76.78
GRCC (Liang et al., 2022) 9543 9399 8894 77.19
Ours (ResNet-18) 95.58 97.71 93.46 88.33

The best results are in bold

3.3 Cross-dataset testing

We evaluated the generalization performance of
our proposed passive detection module through cross-
dataset testing. The model was trained on the FF++
dataset and tested on the CDF and DFDC datasets.
Furthermore, we extended cross-dataset evaluation
to a CNN-generated image dataset (Wang SY et al.,
2020) and an Al-generated image dataset (Lu et al.,
2023). The results are summarized in Table 5. Our
method achieved the highest AUC (77.51%) on the
CDF dataset, demonstrating the best generalization
performance. On the DFDC dataset, our AUC reached
70.58%, which was slightly lower than that achieved
by Shao et al. (2023) but higher than those of all other
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Table S Results from cross-dataset comparisons on various datasets

AUC (%)
Method CDF DFDC  CNN-generated image dataset ~ Al-generated image dataset
DeepFake-Adapter (Shao et al., 2023) 71.74 72.66 - -
Xception (Rossler et al., 2019) 65.50 58.81 - -
SPSL (Liu et al., 2021) 76.88 66.16 - -
MTD-Net (Yang et al., 2021) 70.12 - - -
FreNet (Tan et al., 2024) 77.46 - - -
NoiseDF (Wang TY and Chow, 2023) 75.89 63.89 - -
PRLE+EfficientNet (Cheng et al., 2023) 70.67 - - -
Ours (ResNet-18) 77.51 70.58 75.24 77.18

The best results are in bold

methods. Although our AUC was 2.08 percentage
points (PPs) lower than that of Shao et al. (2023) on
the DFDC dataset, it was 5.77 PPs higher on the
CDF dataset. To further validate the generalization
ability, we conducted tests on the latest AIGC datas-
ets, which have not been tested in any other studies.
Our AUC values reached 75.24% on the CNN-gener-
ated image dataset and 77.18% on the Al-generated
image dataset. These results highlighted the robust-
ness and generalizability of our approach compared to
existing methods. This superior performance shows
the effectiveness of our passive detection module in
adapting to diverse datasets and scenarios, underscor-
ing its potential for real-world deepfake detection
applications.

3.4 Ablation studies

We conducted ablation experiments on the cross-
domain feature fusion module and attention module
of the passive detection model using the FF++ data-
set (C23, C40). We evaluated the effectiveness based
on the ACC under different parameter settings.

3.4.1 Lack of cross-domain feature fusion

We first removed the spatial- or frequency-
domain fusion module and retrained the network for
testing. Removing either the spatial domain or the
frequency domain greatly degraded performance
(Table 6). Using only the spatial-domain or only the
frequency-domain features greatly reduced ACC com-
pared to using cross-domain fusion. Specifically, cross-
domain feature fusion improved accuracy by 16.12 PPs
compared to the spatial domain only and 9.62 PPs
compared to the frequency domain only, based on
the C23 dataset. Similarly, on the C40 dataset, it

Table 6 Impact of cross-domain fusion on network
performance

. ACC (%)
Domain
C23 C40  Average
Spatial domain only 81.25 80.49 80.87
Frequency domain only 87.75 85.20 86.47
Cross-domain fusion 97.37 93.60 95.49

The best results are in bold

improved ACC by 13.11 PPs compared to the spatial
domain only and 8.40 PPs compared to the frequency
domain only. The average improvements reached
14.62 and 9.02 PPs, respectively. This demonstrated
that cross-domain fusion enhances the accuracy and
generalizability of deepfake detection.

3.4.2 Lack of attention mechanism

To demonstrate the necessity and effectiveness
of incorporating the attention mechanism, we con-
ducted performance tests and comparisons on net-
works with or without the attention mechanism.
Networks with the attention mechanism achieved
ACC improvements of 3.81 PPs on the C23 dataset
and 3.14 PPs on the C40 dataset, resulting in an aver-
age enhancement of 3.48 PPs (Table 7). This proved
that attention mechanism plays an important role in
improving detection accuracy.

Table 7 Impact of attention mechanism on network
performance

) ACC (%)
Attention
C23 C40 Average
Without 93.56 90.46 92.01
With 97.37 93.60 95.49

The better results are in bold
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3.5 Visual quality test

We used the average PSNR, SSIM, and LPIPS of
encoded images as metrics for visual quality assess-
ment. The proactive defense module showed superior
performance in terms of PSNR and SSIM, which were
as high as 44.29 dB and 0.9672 (Table 8). Although in
terms of LPIPS, CIN (Ma et al., 2022) gave impres-
sive objective visual quality with a value of 0.0006, its
invertible neural network was not sufficiently flexible
to be compatible with our architecture of deep separa-
ble watermarking, and it had non-ideal robustness
when encountering quantization noise. This further
proved that the proactive defense module has good vi-
sual effects and comprehensive performance.
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3.6 Robustness test

Robust tracers should have a low BER under com-
mon attacks to trace image sources, while semi-robust
detectors should maintain a low BER under common
attacks but a high BER under the deepfake attack
and watermark removal attack, to distinguish the
attack types. Table 9 presents 15 attacks, including
12 common, 2 deepfake, and 1 watermark removal
attack (Tian et al., 2024). The common attacks in-
cluded Identity (no modification), JPEG compression
(quality factor set to 75), Resize (downscaled to 50%
of the original size), Gaussian Blur (5x5 kernel),
Median Blur (3x3 kernel), Brightness (increased
by 30%), Contrast (enhanced by a factor of 1.5),
Saturation (boosted by 25%), Hue (adjusted by 20

Table 8 Visual quality of the encoded image I,

Model Image size ~ Message length PSNR?T (dB) SSIMT LPIPS!
MBRS (Jia et al., 2021) 128%128 30 33.05 0.8106 0.0141
CIN (Ma et al., 2022) 128x128 30 42.41 0.9628 0.0006
PIMoG (Fang et al., 2022) 128x128 30 37.73 0.9407 0.0086
Ours 128x128 30 38.51 0.9588 0.0028
FaceSigns (Neekhara et al., 2024) 256%256 128 32.33 0.9211 0.0260
Ours 256%256 128 44.29 0.9672 0.0079

The best results are in bold

Table 9 Robustness test for distorted image I,

BER (%)
Attack type MBRS (Jia CIN (Mactal, PIMoG (Fang | 2¢¢SignS — Our proactive defense module
(Neekhara et al.,
et al., 2021) 2022) et al., 2022) 2024) Tracer Detector
Identity 0.0 0.0 0.0366 0.0136 0.0 0.0
JPEG (75) 0.2597 2.7514 19.5562 0.8258 0.2136 0.2172
Resize (50%) 0.0 0.0 0.0767 1.0726 0.0744 0.0
Gaussian Blur (5x5) 0.0 22.7786 0.1169 0.1671 0.0372 0.0
Median Blur (3x3) 0.0 0.0307 0.0992 0.0977 0.0372 0.0
Brightness (30%) 0.0 0.0 1.3443 10.8196 0.0 0.0
Contrast (1.5) 0.0 0.0 0.8121 0.0334 0.0 0.0
Saturation (25%) 0.0 0.0 0.0803 0.7113 0.0 0.0
Hue (20) 0.0 0.0 0.1523 8.3780 0.0744 0.0
Dropout (10%) 0.0 0.0 0.4828 17.5615 0.1860 0.0
Salt Pepper (0.02) 0.0 0.0378 2.3667 12.3238 0.1860 0.0
Gaussian Noise (mean=0, 0.0 0.0 12.7396 7.0697 1.078 0.1413
deviation=0.01)
Deepfake - - - - 6.250 44.37
FaceSwap 19.3744 48.5068 8.6745 49.9463 8.593 49.06
Watermark removal - - - - 9.100 48.55

“Tracer” denotes the BER between M, and M

en’

while “Detector” denotes the BER between M and M_,
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degrees), Dropout (10% of pixels set to zero), Salt &
Pepper Noise (at a rate of 0.02), and Gaussian Noise
(mean=0, deviation=0.01).

Deepfake attacks were generated using FaceSwap
and deepfake from the FF++ dataset. For the water-
mark removal attack, an advanced CNN network
specifically trained for watermark removal was used
(Tian et al., 2024), iteratively minimizing residual sig-
nals to mimic real-world watermark tampering sce-
narios. The results showed that our tracer and de-
tector had BERs close to 0%, reaching nearly opti-
mal robustness against common attacks. However,
our detector’s BER approached 50%, close to ran-
dom guesses, under the deepfake attack and water-
mark removal attack, while the tracer’s BER re-
mained near 0%. Unlike the other methods, our
method could successfully distinguish deepfake at-
tacks from watermark removal attacks.

4 Conclusions

In this paper, we propose a novel FDF, integrat-
ing passive detection and proactive defense mecha-
nisms. In terms of proactive defense, the robust de-
coder can extract the watermark under various com-
mon attacks for copyright verification and source
tracing, while the semi-robust decoder is sensitive to
malicious attacks, rendering watermark extraction
impossible under deepfake and watermark removal
attacks.

When a watermark cannot be detected, it indi-
cates that the image has been maliciously attacked—
either the watermark has been removed or it is a
deepfake. To distinguish between these two possibili-
ties, we propose a passive detection module based on
cross-domain feature fusion. This enhancement allows
for the differentiation between watermark removal
and deepfake that traditional methods might fail to
achieve, ensuring reliable source tracing and tamper
detection. Our experimental results show high visual
quality and accuracy in detecting various types of forg-
eries and watermark removal across different com-
pression levels, demonstrating the effectiveness and
generalizability of our approach.

Future work will involve more advanced adver-
sarial training, transfer learning, and localization ca-
pabilities to improve the model’s performance.
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