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Abstract: Load frequency control (LFC) is usually managed by traditional proportional–integral–derivative (PID)
controllers. Recently, deep reinforcement learning (DRL)-based adaptive controllers have been widely studied for
their superior performance. However, the DRL-based adaptive controller exhibits inherent vulnerability due to
adversarial attacks. To develop more robust control systems, this study conducts a deep analysis of DRL-based
adaptive controller vulnerability under adversarial attacks. First, an adaptive controller is developed based on the
DRL algorithm. Subsequently, considering the limited capability of attackers, the DRL-based LFC is evaluated
under adversarial attacks using the zeroth-order optimization (ZOO) method. Finally, we use adversarial training
to enhance the robustness of DRL-based adaptive controllers. Extensive simulations are conducted to evaluate the
performance of the DRL-based PID controller with and without adversarial attacks.
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1 Introduction

The power system is a critical infrastructure in
modern society. A stable supply of electricity is cru-
cial for maintaining world development. Load fre-
quency control (LFC) is responsible for power system
stability by maintaining the grid frequency accord-
ing to the reference value (Shangguan et al., 2021).
Typically, LFC relies on automatic generation con-
trol to stabilize the frequency of the entire network.
The control approaches include the proportional–
integral–derivative (PID) controller (Shabani et al.,
2013), heuristic intelligent algorithm (Raju and
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Srikanth, 2024), and fuzzy logic (Doan et al., 2022).
The PID controller is widely used because of its sim-
ple structure, effectiveness, and practicality. How-
ever, implementing a high-performance traditional
PID controller often requires complex system model
analysis. This process is both time-consuming and
technically demanding (Muduli et al., 2025). In ad-
dition, the increasing penetration of renewable en-
ergy has increased the uncertainty in power system
modeling, and traditional PID methods, which rely
on precise system models, struggle to cope with load
fluctuations and generation uncertainties (Chen ST
et al., 2024).

Recently, deep reinforcement learning (DRL)
has been regarded as a promising solution because
of its powerful exploration capabilities, adaptabil-
ity, and the fact that it does not require physical
modeling (Yan and Xu, 2019). Xue et al. (2024)
studied the wind disturbance resistance strategy for
quadrotor unmanned aerial vehicles (UAVs) using
DRL technology. Shi et al. (2023) explored how
DRL can achieve sim2real transfer, enabling strate-
gies learned in simulation environments to be trans-
ferred to the real world, and many researchers have
combined DRL with the PID controller to develop in-
telligent adaptive controllers. Dogru et al. (2022) ad-
dressed the real-time control issue by applying DRL
to tune the PID controller autonomously. Muduli
et al. (2025) presented an actor–critic DRL-based
adaptive controller to handle nonlinearity, uncertain-
ties, and parameter variations without requiring pre-
learning or prior knowledge. Shuprajhaa et al. (2022)
proposed a modified proximal policy optimization
DRL algorithm to design an adaptive controller and
achieved excellent performance in managing unsta-
ble complex systems.

However, because DRL-based adaptive con-
trollers are essentially deep neural networks (DNNs),
they are inherently vulnerable (Behzadan and Mu-
nir, 2017; Michel et al., 2022; Zhang ZY et al., 2024a,
2024c). Guo et al. (2024) demonstrated that QMIX
models experience significant performance degrada-
tion when subjected to adversarial attacks. Chen
ST et al. (2024) revealed the vulnerability of DRL
models under complex perturbations by introducing
a nature player to generate adversarial training en-
vironments. Zhou et al. (2024b) showed that the
mean-field actor–critic model is highly sensitive to
state perturbations, with adversarial attacks lead-

ing to a substantial decline in team rewards. Zhou
et al. (2024a) explored adversarial attacks on multi-
agent systems in continuous action spaces. When the
DRL model is subjected to adversarial attacks, it can
cause significantly different outputs from DRL-based
application (Gleave et al., 2020; Hao and Tao, 2022;
Qiaoben et al., 2024).

Modern power systems (e.g., smart grids) trans-
mit a large amount of information in real time
through communication networks to ensure coor-
dinated generation, transmission, distribution, and
consumption (Zhang ZY et al., 2023b, 2024b). Many
communication protocols used in power systems,
such as Modbus and distributed network protocol 3
(DNP3), have security vulnerabilities (Saxena et al.,
2021; Moldovan and Ayyanar, 2024; Muhammad
et al., 2024). In 2015, an attacker gained network ac-
cess to a Ukrainian power company through phishing
emails. They sent unencrypted control commands to
shut down circuit breakers at multiple substations,
causing widespread outages that affected more than
220 000 users (Nafees et al., 2023). In 2017, an
attacker exploited the DNP3 protocol to infiltrate
the U.S. power grid, using replay attacks or spoofed
data packets to monitor and control the grid (Qassim
et al., 2023).

The DRL-based controller, as a core component
of the power system, is responsible for real-time mon-
itoring and regulating the system’s dynamic behav-
ior. The stability and security of the power system
are directly dependent on its decision-making pro-
cess (Zhang ZY et al., 2023a; Rasolomampionona
et al., 2024). If it is maliciously attacked, it could
pose a serious threat to power system safety. Ex-
isting studies have recognized the threat of cyberat-
tacks on DRL-based power system applications. Liu
et al. (2023) employed the fast gradient sign method
(FGSM) to attack the DRL controller in a single-
area system, resulting in severe frequency fluctua-
tions. Zheng et al. (2021) constructed the specified
perturbations targeting DRL performance, leading
to a significant decline in the DRL performance in
power system topology optimization. However, most
researchers focus on analyzing DRL vulnerabilities
from the perspective of defenders with prior knowl-
edge of the DRL model’s parameters and structure,
ignoring the perspective of attackers without such
prior knowledge.

From the stance of a defender, this study
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examines the vulnerabilities of DRL controllers from
the attacker’s perspective to provide a more complete
analysis. First, for an attacker, the parameters and
structural information of the DRL-based adaptive
controller are unknown, making it challenging to de-
sign adversarial attacks. Second, in power systems,
it is difficult to obtain the necessary gradient infor-
mation for the attack because the DRL controller
cannot be directly queried. Third, designing a more
robust controller can lead to overfitting, which de-
creases the control performance. Therefore, training
a robust DRL-based adaptive controller is complex
because control performance and robustness must be
managed. To address the model transparency issue,
this paper introduces the zeroth-order optimization
(ZOO) method. In the iterative process of gener-
ating adversarial samples, we use the ZOO method
to approximate gradients, thereby avoiding reliance
on traditional back-propagation. Additionally, by
restoring the gradient information calculated using
the ZOO method, the required gradient can be di-
rectly queried during the attack. Finally, by incorpo-
rating normal samples into the adversarial training
dataset, we achieve improved robustness while main-
taining control performance.

The contributions of this paper are as follows:
1. A detailed analysis of the vulnerability of the

DRL-based adaptive controller is conducted from the
attacker’s perspective.

2. A black-box attack is designed by incorporat-
ing the ZOO method in adversarial attacks, enabling
effective attacks on DRL-based adaptive controllers
with unknown parameters.

3. A new adversarial training paradigm is pro-
posed that enhances the robustness of the DRL-
based adaptive controller while maintaining control
performance.

2 System model

2.1 LFC

The LFC mechanism for a single-area system, as
depicted in Fig. 1, comprises essential components
such as the generator, governor, and turbine. The
control center monitors the frequency deviation Δf

and sends the control signal ΔPc through the com-
munication network. The following equations rep-
resent the system dynamics for a single-area LFC

mg

g t

L

Fig. 1 Block diagram of the single-area LFC mode

model:

Δḟ =
1

2H
(ΔPm −ΔPL −DΔf) , (1)

ΔṖm =
1

Tt
(ΔPg −ΔPm), (2)

ΔṖg =
1

Tg

(
ΔPc −ΔPg − 1

R
Δf

)
, (3)

where ΔPm and ΔPg denote the mechanical power
change and electrical power change, respectively.
ΔPL and ΔPc denote the load fluctuations and con-
trol signal, Tg and Tt denote the governor time con-
stant and turbine time constant, H , D, and R denote
the inertia constant, damping coefficient, and speed
regulation ratio, respectively.

The LFC system typically operates based on
feedback control principles. When a frequency devi-
ation is detected, the system automatically adjusts
the generator output to balance the load change.
This process is primarily handled by primary and
secondary control (Albeladi and Barati, 2023). Pri-
mary control independently performs automatic reg-
ulation through physical devices such as governors.
Secondary control is the core component of a typ-
ical LFC system and relies heavily on communica-
tion networks and remote control commands. The
regional control center receives frequency informa-
tion Δf through communication channels and then
generates a control signal ΔPc to regulate frequency
within the area. During the process of receiving fre-
quency information Δf at the control center, the at-
tacks can inject disturbed signals through the com-
munication network, misleading the control center
into incorrect regulation.

2.2 DRL-based adaptive controller

The PID controller is widely used in LFC
systems to achieve enhanced control performance
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through parameter calibration. Recently, because
DRL has demonstrated remarkable performance in
control decision-making, many researchers have ap-
plied it to LFC systems. Because LFC is a continuous
control problem, researchers have mainly focused on
using classical DRL algorithms such as deep deter-
ministic policy gradient and twin delayed deep de-
terministic (TD3) policy gradient (Fujimoto et al.,
2018).

TD3 is a model-free and policy-based DRL
algorithm specifically designed for control tasks with
continuous action spaces. It consists of six neural
networks: two actor and four critic networks. At
each time step t, the actor network η generates the
control command at = η(st) based on the state st
of the corresponding area. The action at interacts
with the environment to obtain an immediate reward
rt, which is preset according to the target objective.
Typically, the objective of LFC is to minimize fre-
quency deviations. Hence, the reward function r can
be defined as follows:

r = − ε|Δf |, (4)

where ε is the scaling factor and | · | is the absolute
value of a variable. To prevent DRL from focus-
ing on short-term optimality, the cumulative reward∑T

t=1 γ
t−1rt over time T is typically used for opti-

mization. The parameter γ measures the importance
of the cumulative reward relative to the immediate
reward. The action-value function Q can be defined
as Q(s, a) =

∑T
t=1[γ

t−1rt|s = st, a = η(st)]. In this
study, the critic network is updated using tempo-
ral difference techniques (Maei, 2011), as shown by
Eq. (5):

⎧⎪⎪⎨
⎪⎪⎩

y = r + γ min
j=1,2

Qθ′
j
(s′, ã),

θj ← argminθj
1

N

N∑
i=1

(y −Qθj (si, ai))
2,

(5)

where s′ and ai are the next state and the action gen-
erated by the actor network η with si, ã is the action
taken in the current state, y is the target value, θj
denotes the parameters of the critic network, j is 1 or
2, and θ′j denotes the parameters of the target critic
network. N is the batch size. si is the state of the ith

sample. Generally, using the experience replay tech-
nique, a fixed batch of data is randomly selected and
the gradient ascent techniques are used to update

the actor network. The gradient is updated based on
the chain rule as shown in Eqs. (6) and (7):

∇θηJ ≈ 1

N

N∑
i=1

[∇aiQ(si, ai)|ai=η(si)∇θηη(si)
]
,

(6)
θη ← θη + β∇θηJ, (7)

where β is the learning rate. ∇aiQ(si, ai) is the
gradient of the action-value function Q concerning
the action ai at state si. ∇θηη(si) is the gradient
of the actor network. The objective function J , as
given by Eq. (6), is used to update the parameters.
Finally, the target network is updated using the soft
update technique with a soft update factor τ :{

θQ
′

i ← τθQi + (1− τ)θQ
′

i ,

θη
′ ← τθη + (1− τ)θη

′
,

(8)

where Q′, θQi , and θQ
′

i are the parameters of the
target critic network, the ith critic network, and the
target critic network, respectively. θη and θη

′
are the

parameters of the actor network and the target actor
network, respectively.

3 Adversarial attacks on the DRL-
based controller

3.1 Vulnerability analysis

In modern power systems, a large amount of
data is transmitted through communication net-
works, making it vulnerable to cyberattacks. For ex-
ample, the Stuxnet virus can target supervisory con-
trol and data acquisition systems, allowing attackers
to intercept and manipulate data during transmis-
sion from the sensing section to the control center
(Chen TM, 2010). In 2010, an Iranian nuclear power
plant was attacked by Stuxnet, resulting in 60% of its
main systems failing (Yan et al., 2021). As shown in
Fig. 2, in LFC, an attacker can use the Stuxnet virus
to compromise the sensor and alter the frequency sig-
nal sent to the control center. Additionally, the at-
tacker can employ protocol analysis tools to examine
the network traffic between sensors and the control
center. By understanding the data frame structure,
the attacker can fabricate frequency signals and in-
ject them into the communication network, causing
the control center to receive false frequency infor-
mation and make erroneous decisions (Mishchenko
et al., 2024).
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Fig. 2 DRL-based LFC for single-area system under
the adversarial attacks. BDD: bad data detection

DRL has demonstrated significant performance
in solving frequency control problems, primarily due
to the powerful approximation capabilities of DNNs.
However, this also makes DRL inherently vulnerable
to adversarial attacks. When a DRL-based adaptive
controller is applied in an LFC system, a carefully
crafted attack targeting the frequency data received
by the control center could lead the power system to
a dangerous state. Formally, this is represented in
Eq. (9): {

sadvt = st + σ,

aadvt = η(sadvt |θη),
(9)

where σ is a specific perturbation, sadvt denotes the
state resulting from the attack, and aadvt is the ac-
tion generated from the corresponding state. When
controlling the frequency of a power system using
DRL agent, for a given state sample s, actor net-
work η, and critic network Q, adversarial perturba-
tion σ can be generated by solving the optimization
problem (10):

min
σ

Q(s, η(s+ σ)) s.t. σ ∈ G, (10)

where G denotes the set of perturbations. Pertur-
bations include both natural perturbations and ma-
licious attacks. Because malicious attacks typically
have a greater impact, we use them to represent all
disturbances. It is worth noting that in DRL, Q and
η are typically DNNs, making it difficult to obtain
an analytical solution for the optimization problem.
Fortunately, Q and η are differentiable. The pertur-
bation σ can be iteratively solved using numerical
optimization methods, such as gradient descent or
projected gradient descent.

Because bad data detection can eliminate ab-
normal data caused by major disturbances, it is un-
necessary to analyze cyberattacks that inject signif-
icant errors (Chaojun et al., 2015; Zhang ZY et al.,

2021). Therefore, we solve the optimization prob-
lem (10) and make small but precise adjustments to
the attack data.

3.2 Construction of the adversarial attack

We aim to influence the decisions of the DRL-
based adaptive controller by modifying the inputted
state variables, as shown in Fig. 2. In preparation for
the attack, the attacker needs to hack into the system
and monitor the communication traffic between the
data source and the control center through a man-in-
the-middle proxy or by implanting malware. They
also must be able to parse and manipulate packets.
Because this is not the focus of our research, we
assume that the attacker already has system access
and the capability to carry out the attack.

Once inside the system, the first challenge is
to identify the manipulable state variable Δf from
the controller’s multiple input variables and desig-
nate it as the attack target. However, to modify Δf ,
we need to know the gradient. It is also challeng-
ing to obtain the gradient when the parameters and
structure of the DRL controller are unknown. To
address this, we introduced the ZOO method to es-
timate the model’s gradients (Chen PY et al., 2017),
but we further found that this method cannot be
directly applied to dynamically changing power sys-
tems. Moreover, in a dynamic environment, attacks
and gradient acquisition cannot be performed simul-
taneously. Thus, we divide the attack into two steps.

The first step is attack preparation. In a steady-
state environment, the attacker monitors communi-
cations between the data source and the control cen-
ter and collects Δf and ΔPc data to calculate gra-
dients. The attacker maintains a state-to-gradient
mapping gradient list, storing the gradient informa-
tion corresponding to different values of Δf . The
second step is attack execution. During the attack,
the attacker queries the gradient list to obtain the
gradient value for Δf , generates new adversarial
state variables, and manipulates the value of Δf .
Finally, we demonstrate the effectiveness of the ad-
versarial attack and analyze its impact on the system
frequency stability. Our approach is more specifi-
cally described as follows:

1. Identify variables to modify
Typically, attackers generate a new attack state

sadv by using adversarial attacks to tamper with the
state s, thereby compromising the grid frequency.
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However, to improve the DRL model’s understand-
ing of LFC in power systems, the input state s has
been empirically adjusted, such as by incorporating
the integral and derivative of the frequency. These
variables should not be directly modified. There-
fore, the logical target for adversarial attacks should
be the monitored variables Δf , not the empirically
added integral of frequency

∫
Δf or derivative of fre-

quency dΔf . As shown in Fig. 2, attackers impair
the performance of the controller at the control cen-
ter by tampering with the frequency deviation signal
transmitted from the sensor to the control center.
The mathematical form of the adversarial attack is
given in Eq. (11):

{
xadv
n+1=Πx0+δ(x

adv
n −αsign(∇xadv

n
Q(s0, η(s

adv
n )))),

xadv
n = x0, if n = 0,

(11)
where the state s0 is defined based on the observed
variable x0. Πx0+δ denotes a projection operator
that limits the values to a permissible range around
a base point s0 with a perturbation δ. The sign(·)
denotes the sign function, which is used to determine
the direction of the gradient in each dimension. The
variables n, α, and δ denote the number of itera-
tions, maximum perturbation, and increment of per-
turbation in each iteration, respectively. ∇xadv

n
Q(·)

denotes the gradient of the value function Q with
respect to the states under the adversarial attack.

2. Black-box adversarial attack based on the
ZOO method

The adversarial attack requires attackers to
have a deep understanding of the target model, in-
cluding its structure and parameters. In the LFC
system, such information is often not readily acces-
sible due to concerns about sensitive infrastructure
security. Therefore, the attacker should design the
adversarial attack in a black-box form. In existing re-
search, black-box adversarial attack methods mainly
include transfer attacks, query-based attacks, and
hybrid attacks (Tian et al., 2022; Zhang LH et al.,
2022; Takiddin et al., 2023). Transfer attacks rely on
substitute models to approximate the target model,
but when there is significant model bias, the attack
effect may significantly decrease. Additionally, sub-
stitute models may generate abnormal perturbations
due to training data bias, which can be detected
by detection algorithms. Hybrid attacks typically
require a substitute model and partial gradient in-

formation, which can be seen as an optimization of
transfer attacks. However, the closed nature of power
systems makes it difficult to obtain the information
required for such attacks. In contrast, query-based
ZOO black-box adversarial attack methods estimate
gradients by simulating random perturbations that
closely resemble real noise, without relying on the
target model’s structural information, making them
more suitable for closed power systems.

The ZOO method is adopted to derive the adver-
sarial attack. As shown in Fig. 2, in the LFC system,
the attacker can monitor the frequency deviation sig-
nalΔf sent from the sensors to the control center and
the control signal ΔPc sent from the control center
to the region. The attacker can apply small random
perturbations to the original input and use the def-
inition of derivatives to estimate the gradients, thus
inferring the gradient’s sign. The mathematical form
of ZOO attacks is given in Eq. (12). The detailed at-
tack generation process is shown in Algorithm 1, in
which we have

∇xQ(s, η(s)) ≈ E

[
Q(s, η(s+ εu))−Q(s, η(s))

ε
u

]
,

(12)
where ε is a predefined, very small positive value. u is
a distribution with a mean of zero and a covariance
of the identity matrix. In a single-area LFC sys-
tem, the reward function for training the controller
should be aligned to minimize frequency deviation.
The primary function of the critic network Q is to
evaluate the quality of the action taken in the cur-
rent state. Therefore, a well-trained critic network

Algorithm 1 Adversarial attack on the DRL-based
controller
1: Input: Initial δ, number of steps n, monitored variable

x0, the trained actor network η, and the critic network
Q

2: Output: xn

3: Set the initial state based on the monitored variables x0:
s0 ← (Δf ,

∫
Δf , dΔf)

4: Set step size: α← δ/n

5: for k = 0 to n do
6: Set the current state based on the monitored variables

xk:
sk ← (Δfk , (

∫
Δf)k , (dΔf)k)

7: Calculate the gradient using the ZOO method:
∇xkQ(s0, η(sk)) ≈ E

[
Q(s0,η(sk+εu))−Q(s0,η(sk))

ε
u
]

8: Update xk+1 based on the gradient:
xk+1 ← xk − α sign(∇xkQ(s0, η(sk)))

9: Project onto l∞-ball:
xk+1 ← clamp(xk+1, x0 − δ, x0 + δ)

10: end for
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should be able to assess the value of a specific ac-
tion accurately, given a particular state. In other
words, the attacker can train a critic network to re-
place the critic network Q in the DRL-based adap-
tive controller. Consequently, it becomes possible to
compute the gradient without knowing the specific
parameters of the model.

Although an attacker can monitor the state in-
put to the DRL-based adaptive controller and the
actions generated by the controller, the dynamic na-
ture of the LFC system, with continuously fluctuat-
ing frequency, makes it challenging to use the ZOO
method. The ZOO method requires two feedbacks
from identical states: first, to obtain the control ac-
tion in the initial state, and second, to obtain a new
control action after adding a small perturbation to
this state, thus allowing gradient calculation. In a
dynamic environment, it is nearly impossible to ob-
tain consecutive identical states or perform gradi-
ent computation and attack simultaneously. How-
ever, there exists a steady state in the power grid,
where frequency fluctuations are minimal, making
two consecutive states nearly identical and suitable
for gradient computation. Therefore, we divided the
attack process into two steps.

First, the attacker monitors the data transmit-
ted between the sensors and the control center in
a steady state, collecting a large amount of system
state Δf and control action ΔPc data. The cor-
responding gradient information is calculated using
the ZOO method. Because the parameters of the
trained DRL controller are fixed, the attacker can
precompute and store the gradient information cor-
responding to each state and create a gradient list.
Second, during the attack, the message Δf trans-
mitted from the sensor to the control center is mon-
itored and used as the injection point for the attack.
The corresponding gradient for Δf is retrieved from
the gradient list. The attack program intercepts the
message carrying Δf , modifies its value based on
the adversarial attack method, and delivers it to the
controller, thereby inducing erroneous decisions.

3. Validity of the adversarial attack
To demonstrate the effectiveness of our adver-

sarial attack on DRL-based adaptive controllers, we
present the following theoretical proof: Adversar-
ial attacks can iteratively adjust the attack vector
through multiple iterations. Each step is based
on the gradient information of the current per-

turbed input. Through multiple iterations, the ob-
tained adversarial perturbation is more precise to
mislead the model. For each iteration’s perturba-
tion −αsign(∇xadv

n
Q(s0, η(s

adv
n ))), it always mini-

mizes the Q value. The specific proof is shown in
Eqs. (13) and (14).

To ensure that xadv
n − αsign(∇xadv

n
Q(s0, η(s

adv
n )))

can reduce the Q value, we perform a Taylor expan-
sion of Q at xadv

n+1 near xadv
n :

Q(s0, η(s
adv
n+1))

≈Q(s0, η(s
adv
n ))+B(−αsign(∇xadv

n
Q(s0, η(s

adv
n ))))

≈Q(s0, η(s
adv
n ))−Bαsign(∇xadv

n
Q(s0, η(s

adv
n ))),

(13)
where B is ∇xadv

n
Q(s0, η(s

adv
n ))T. Because the ad-

versarial perturbations are small, xadv
n+1 − xadv

n can
be approximated as consistent with sadvn+1 − sadvn .
Therefore, it can be determined that xadv

n+1 − xadv
n

is −αsign(∇xadv
n

Q(s0, η(s
adv
n ))) in the Taylor expan-

sion. T represents the transpose of the gradient
vector, which converts it from a column vector to
a row vector to facilitate dot products or matrix
operations with subsequent vectors or scalars. If
∇xadv

n
Q(s0, η(s

adv
n ))Tαsign(∇xadv

n
Q(s0, η(s

adv
n ))) is a

non-negative value, then it can be demonstrated that
the adversarial perturbation can reduce the Q value
(i.e., increase the frequency fluctuation):

∇xadv
n

Q(s0, η(s
adv
n ))Tαsign(∇xadv

n
Q(s0, η(s

adv
n )))

=α||∇xadv
n

Q(s0, η(s
adv
n ))||2/||∇xadv

n
Q(s0, η(s

adv
n ))||

=α||∇xadv
n

Q(s0, η(s
adv
n ))|| ≥ 0,

(14)

sign(∇xadv
n

Q(s0, η(s
adv
n )))

=∇xadv
n

Q(s0, η(s
adv
n ))/||∇xadv

n
Q(s0, η(s

adv
n ))||,

(15)
where || · || denotes the L2 norm of a vector. There-
fore, after injecting adversarial attacks into the ob-
servation variable x, the resulting xadv can always
reduce the following long-term reward Q:

Q =

T∑
t=1

Ea∼η(sadvt )γ
t−1rt, (16)

where the rt values are the negative absolute fre-
quency deviations at time step t, and γ is a constant
of 0.99. In other words, a decrease in Q implies an in-
crease in frequency deviation, which means increased
frequency fluctuations.
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Remark 1 xadv is obtained by iteratively applying
small perturbations. At each iteration, the pertur-
bation is calculated by multiplying a step size α with
the sign +1 or –1 of the gradient∇xadv

n
Q(s0, η(s

adv
n )),

followed by a projection step to ensure the perturba-
tion stays within the δ-ball around the original input.
Here, the attack generation process can be seen as
a gradient descent method that minimizes the state
value Q (i.e., maximizes the frequency deviation),
thereby degrading the controller’s performance and
significantly impacting the effectiveness of the DRL-
based adaptive controller.

4 Mitigation strategy against the ad-
versarial attack

The DRL-based adaptive controller exhibits
vulnerability when faced with adversarial attacks,
highlighting the need for effective mitigation strate-
gies to ensure system stability and security. To ad-
dress this, we introduce adversarial training to en-
hance the controller’s robustness and performance
under adversarial attacks (Tan et al., 2020).

For the DRL-based frequency control problem,
the agent’s goal is to select the actions from all pos-
sible options that maximize the long-term reward
function Q. Typically, we assume a stable environ-
ment, meaning that the LFC system parameters re-
main unchanged. However, when the DRL-based
adaptive controller faces attacks and disturbances,
it can be seen as a change in the LFC environment.
This change may cause the DRL controller trained in
a stable environment to fail in the new, attacked en-
vironment, leading to poor frequency control. There-
fore, it is necessary to retrain the DRL controller to
ensure it maintains good performance even in an at-
tacked and disturbed environment. To solve this,
we employ adversarial training to enhance the ro-
bustness of the DRL controller (Madry et al., 2018;
Pattanaik et al., 2018; Jia et al., 2022). We use ex-
treme perturbation adversarial samples as the train-
ing set, enabling the controller to develop stronger
robustness and adaptability during operation. This
not only defends against adversarial attacks but also
mitigates natural disturbances. The detailed adver-
sarial training process is outlined in Algorithm 2.

In the adversarial training process, we find that
training solely on adversarial samples enhances ro-
bustness against adversarial attacks but significantly

reduces control performance in the absence of at-
tacks. This may be due to the DRL model overfitting
to adversarial samples, resulting in poorer control of
normal data. To address this issue, we incorporate
a portion of normal data into adversarial training to
prevent the model from overlearning adversarial pat-
terns. As shown in Algorithm 2, we use two replay
buffers—one for adversarial samples and the other
for normal samples. During sample selection, we
use 70% adversarial samples and 30% normal data,
thus managing improved robustness with stable con-
trol performance in non-adversarial conditions and
preventing overfitting. Ultimately, the agent demon-
strates strong robustness when facing adversarial at-
tacks and maintains excellent control performance in
the absence of attacks.

Algorithm 2 Adversarial training against the ad-
versarial attack
1: Data: Trained TD3 agent with networks η, η′, Q1, Q′

1,
Q2, Q′

2, number of steps n, batch size N , perturba-
tion magnitude δ, replay buffer Radv , and demonstration
buffer R with trajectories from the normal data

2: for episode= 1 to n do
3: Reset the environment
4: for t = 1 to T do
5: Set the initial monitored variables xt

6: Perturb the monitored variables:
xadv
t ← adversarial attacks(xt ,η,Q,δ,n)

7: Set st = (Δf ,
∫
Δf , dΔf)

8: Obtain action at=η(xadv
t )

9: Use at to obtain rt and st+1

10: Store transition (sadvt ,at,rt,st+1) in Radv

11: Sample a minibatch of 0.7N transitions
(sadvi ,ai,ri,si+1) from Radv and 0.3N transitions
(si,ai,ri,si+1) from R

12: Update critic networks Q1 and Q2

13: if every policy delay step then
14: Update actor network η

15: Update target networks η′, Q′
1, and Q′

2: θQ
′

1 ←
τθQ1 + (1 − τ)θQ

′
1 , θQ

′
2 ← τθQ2 + (1 − τ)θQ

′
2 , and

θη
′ ← τθη + (1− τ)θη

′

16: end if
17: end for
18: end for

5 Simulation results

5.1 Training DRL-based adaptive controller

We conduct simulation tests on a single-area
power system using the deep learning framework
PyTorch 2.2 and the Simulink toolbox of MATLAB
2024. The parameters of the single-area LFC model



2136 Wang et al. / Front Inform Technol Electron Eng 2025 26(11):2128-2142

are provided in Pandey et al. (2020). First, we train
a DRL-based adaptive controller. For the training of
the controller, the size of the memory replay buffer,
discount factor γ, learning rate α, and soft update
factor τ are set to 10000, 0.99, 0.01, and 0.005, re-
spectively. We set the initial noise to 0.3 and apply
a high decay rate of 0.1. This allows sufficient explo-
ration of actions in the early stage of training while
not affecting the convergence of the reward in the
later stages.

The DRL training process is shown in Fig. 3.
We take the cumulative reward of all time steps
within an episode as the episode reward and com-
pute the moving average over intervals of 10 episodes
as the average reward. As the number of training
episodes increases, the DRL-based controller’s per-
formance gradually improves. After approximately
30 training episodes, the reward value converges and
stabilizes around −2.6, indicating that the model
has completed learning and achieved a good control
performance.

Number of episodes

(H
z)

Fig. 3 DRL training process

To compare the performance of the DRL-based
controller, we separately train a PID controller and
a DNN controller. The parameters of the PID con-
troller are tuned using MATLAB’s control toolbox.
The DNN is trained on the data collected under nor-
mal operating conditions, which include frequency
deviation information and the corresponding control
signals. After several rounds of iterative training,
the DNN is able to adjust the control signal based on
the input frequency deviation, thereby achieving sta-
ble frequency control of the system. Then, we ana-
lyze the performance of the DRL-based controller by
comparing it with PID and DNN controllers. Over

the period from 0 to 60 s, perturbations of −0.01,
0.01, 0, −0.01, 0, and −0.02 per unit (p.u.) are
applied to the system every 10 s. The control ef-
fects on the frequency deviation for both controllers
under these disturbance conditions are presented in
Fig. 4. As illustrated in Fig. 4, all three controllers
are able to effectively regulate system frequency in
response to load fluctuations, and their control per-
formance remains relatively stable. However, the
DRL-based controller demonstrates superior perfor-
mance in terms of frequency regulation speed and
accuracy, with faster settling and smaller overshoot.

(s)

d
(H

z)

Fig. 4 Dynamic frequency deviation under step dis-
turbance conditions

5.2 Performance of adversarial attacks for the
DRL-based adaptive controller

Typically, attacks are more covert during pe-
riods of significant disturbance. Therefore, we use
Gaussian noise with a variance of 0.02 to simulate
a random environment, and attack simulations are
conducted under these conditions. The gradient in-
formation required for the attack is obtained using
the ZOO method. First, we test the accuracy of the
ZOO method in obtaining gradient information in
this environment. Because the attack method used
in this study only requires gradient signs, we focus
solely on the accuracy of the ZOO method in cal-
culating the gradient signs of the states. By com-
paring the gradient signs of states calculated by the
ZOO method and the back-propagation method ev-
ery 0.1 s over 60 s, we find that the ZOO method
performs well. As shown in Fig. 5, the ZOO method
achieves a high accuracy in calculating the gradient
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f f f

Fig. 5 Accuracy of the ZOO method in computing
the gradient signs of the three state variables

signs of state variables Δf ,
∫
Δf , and dΔf . The ac-

curacy of gradients for all the state variables is over
0.92, indicating that the ZOO method can be effec-
tively integrated into adversarial attacks to achieve
black-box attacks.

Second, we evaluate the impact of the Q-
network structure on the effectiveness of the attack.
We design and train three Q-networks with different
complexities: Q1 (3 layers, 16 neurons per layer), Q2
(4 layers, 32 neurons per layer), and Q3 (5 layers, 128
neurons per layer). Using the Q2 network to generate
FGSM adversarial examples, we perform adversarial
attacks on controllers based on the Q1, Q2, and Q3
networks, separately. As shown in Fig. 6, because
Q2 network generates adversarial examples to attack
its own controller, the attack effect is the most sig-
nificant. For the relatively simple Q1 network, the
attack still shows a strong effect. In contrast, the
more complex Q3 network shows a weaker attack ef-
fect, but still demonstrates some vulnerability. This
indicates that the network structure does not signif-
icantly affect the attack’s effectiveness; as long as
the network can effectively estimate the state-action
values, the attack can still have a certain level of
impact.

Third, we compare the performance of the DNN
and DRL controllers when facing the FGSM adver-
sarial attacks. As shown in Fig. 7, although the DRL
controller has excellent performance under normal
conditions, its performance deteriorates when sub-
jected to adversarial attacks, showing vulnerabilities
similar to those of the DNN controller. This high-
lights the potential vulnerabilities of DRL in real-
world applications, especially when facing adversar-
ial attacks.

(s)

d
(H

z)

Fig. 6 Impact of different critic Q-network structures
on adversarial attacks

(H
z)

d

(s)

Fig. 7 The control performance of the DNN and DRL
controllers under FGSM attacks

Finally, we employ two classic adversarial at-
tack methods, FGSM and projected gradient descent
(PGD), to conduct attack simulations on the DRL-
based adaptive controller (Madry et al., 2018). As
shown in Fig. 8, under random disturbances alone,
the controller exhibits good performance. Due to
the continuous presence of random disturbances, the
controller cannot fully stabilize the frequency devia-
tion at zero, but the fluctuation range remains small,
generally within ±0.005. However, when adversar-
ial attacks are injected, the controller’s performance
significantly deteriorates.

In Fig. 8a, both FGSM and PGD cause an in-
crease in the frequency deviation fluctuation, leading
to a decline in control performance. Interestingly, in
this figure, the performances of FGSM and PGD are
similar. This may be attributed to the fact that
the simulation controls a single-area LFC system,
where the neural network used is relatively simple,
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and the attack magnitude is small. As the pertur-
bation increased, the performance of the DRL-based

(s)

d
(H

z)

(a)

(s)

d
(H

z)

(b)

(s)

d
(H

z)

(c)

Fig. 8 Comparing the performance of the DRL-based
controller under different attack types and varying
perturbations: (a) σ = 0.03; (b) σ = 0.06; (c) σ =

0.12

controller noticeably worsened. In Figs. 8b and 8c,
when the perturbations are 0.06 and 0.12, respec-
tively, the controller’s performance degrades signifi-
cantly, and the frequency deviation fluctuations be-
come more severe. Particularly at the threshold of
0.12, the controller shows considerable vulnerability
to adversarial attacks.

Table 1 further quantifies the impact of adver-
sarial attacks on the DRL-based controller’s perfor-
mance using numerical data. In scenarios without
adversarial attacks, the DRL-based adaptive con-
troller achieves a mean absolute frequency deviation
of 0.29% and a maximum deviation of 0.0091 p.u.
However, the performance of the controller deterio-
rates drastically under adversarial attacks. At a per-
turbation of 0.03, FGSM and PGD attacks cause the
mean absolute deviation and peak deviation to rise to
0.56%, 0.0168 p.u. and 0.51%, 0.0168 p.u., respec-
tively. Compared to the scenario without attacks,
the mean absolute deviation increased by 93.10%
and 75.86% respectively, while the peak deviation
increased by 84.62% for both attacks. As the per-
turbations increase, both deviations continue to rise,
and the control performance deteriorates further. At
a perturbation of 0.12, the PGD attack results in the
mean absolute deviation and peak deviation increas-
ing to 2.00% and 0.0601 p.u., representing the in-
creases of 5.90-fold and 5.60-fold, respectively, com-
pared to the no-attack scenario. These results indi-
cate that the control performance of the DRL-based
controller is highly vulnerable to adversarial attacks
and can be significantly compromised.

5.3 Performance of adversarial training

Finally, we conducted adversarial training on
the DRL-based adaptive controller. Although the
control performance of the trained controller slightly
decreased, with an average absolute frequency
deviation of 0.33% and the largest deviation of

Table 1 Comparison of the frequency deviation responses under FGSM and PGD and without attack

σ
FGSM PGD Without attack

MAFD (%) LVFD (p.u.) MAFD (%) LVFD (p.u.) MAFD (%) LVFD (p.u.)

0.01 0.42 0.0136 0.38 0.0136 0.29 0.0091
0.03 0.56 0.0168 0.51 0.0168 0.29 0.0091
0.06 1.03 0.0363 1.41 0.0361 0.29 0.0091
0.09 1.37 0.0443 1.69 0.0521 0.29 0.0091
0.12 1.48 0.04914 2.00 0.0601 0.29 0.0091
MAFD: mean absolute of frequency deviation; LVFD: largest variation of frequency deviation
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0.0114 p.u. (compared to 0.29% and 0.0091 p.u. for
the controller without adversarial training), it
demonstrated improved robustness against adver-
sarial attacks (PGD and FGSM), as shown in
Fig. 9. Particularly, when the attack intensity σ

is 0.03, the adversarially trained controller demon-
strates good defense performance. As depicted in
Fig. 9a, despite PGD or FGSM attacks, the con-
troller still maintains stable control over frequency
deviation. Compared to the no-attack case, the fre-
quency fluctuation slightly increases, but the peak
deviation remains within the±0.016 p.u. range, with
the mean absolute deviation being less than 0.38%.

(  )

d

︵H
z)

(a)

(  )

d

︵H
z)

(b)

(  )

d

︵H
z)

(c)

Fig. 9 The performance of the DRL-based controller
after adversarial training under adversarial attacks:
(a) σ = 0.03; (b) σ = 0.06; (c) σ = 0.12

When the attack intensity σ increases to 0.06, as
shown in Fig. 9b, the defense effect begins to weaken.
At this point, PGD attacks start to increase the fre-
quency deviation fluctuations, with the mean abso-
lute deviation rising to 0.43%, but the peak deviation
remains within the ±0.016 p.u. range. When the
attack intensity reaches 0.12, as shown in Fig. 9c,
the impact of adversarial attacks on the controller
significantly increases, and the defense effectiveness
becomes relatively weak. At this stage, FGSM and
PGD attacks increase the peak deviation and aver-
age absolute deviation to 0.021 p.u., 0.64% and 0.28
p.u., 0.84%, respectively. However, compared to the
untrained controller (with peak deviation and aver-
age absolute deviation increases of 0.049 p.u., 1.48%
and 0.006 p.u., 2.00%), the adversarially trained con-
troller still exhibits strong robustness.

To compensate for the insufficient defense capa-
bility when the attack intensity σ exceeds 0.06, we
introduce a lightweight attack detection mechanism
based on changes in Q-values to monitor the poten-
tial abnormal behavior in real time. The Q-value,
a core indicator in reinforcement learning models,
directly reflects the agent’s evaluation of and prefer-
ence for different actions in a given state. Meanwhile,
the adversarial strategy proposed in this paper ex-
plicitly minimizes the Q-value to generate adversar-
ial samples, thus misleading the agent into making
incorrect decisions.

When an adversarial attack occurs, Q-values
exhibit significant abnormal fluctuations that differ
markedly from the fluctuations observed under nor-
mal conditions. As shown in Fig. 10, the Q-value
remains relatively stable and exhibits small fluctua-
tions when the controller is not under attack. How-
ever, when the attack intensity σ exceeds 0.06, the Q-
value shows pronounced fluctuation, with both fluc-
tuation magnitude and instability increasing signif-
icantly. Based on this behavior, we apply a moving
average to smooth the Q-value sequence and define a
threshold for attack detection. If the deviation of the
Q-value’s moving average exceeds this threshold, an
alert is triggered, indicating that the system may be
under adversarial attacks. Specifically, we use three
times the standard deviation of the moving average
at attack intensity σ 0.06 as the threshold for de-
tecting adversarial attacks. This ensures sufficient
sensitivity to Q-value anomalies while avoiding in-
terference from normal environmental variations.
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(  )

(  )

(  )

σ σ

Fig. 10 The variation of Q-values under different attack intensities and no-attack. References to color refer to
the online version of this figure

To evaluate the applicability of this detection
mechanism under different attack intensities, we con-
duct detection simulations with attack intensities σ

of 0.06, 0.09, and 0.12. As illustrated in Fig. 11, the
proposed method effectively identifies abnormal fluc-
tuations in Q-values across all tested attack intensi-
ties. Notably, when the attack intensity exceeds 0.09,
the deviation in Q-values becomes more pronounced,
and the anomaly features are more evident. In these
cases, the detection algorithm can promptly identify
the fluctuations and signal potential attack behav-
ior. These results demonstrate that the proposed
Q-value-based detection mechanism exhibits good
sensitivity and practicality in high-intensity attack
scenarios. It can effectively enhance the operational
security of the system.

6 Conclusions

Given that attackers typically face unknown
model parameters and structures, we introduced the
ZOO method to enable effective adversarial attacks
in a black-box setting, thereby simulating real-world
attack threats. First, we designed an adaptive con-

（moving average）
σ

Fig. 11 Attack detection based on smoothed Q-value
fluctuations under different attack intensities

troller based on DRL. Second, we conducted a vul-
nerability analysis of DRL-based adaptive control
using adversarial attacks combined with the ZOO
method. Finally, simulation results showed that ad-
versarial attacks combined with the ZOO method
significantly reduced the control effectiveness of the
DRL-based adaptive controller. Based on an analysis
of the attack effects, we adopted adversarial training
as a defense strategy, enhancing the robustness and
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security of DRL controllers against potential adver-
sarial attacks. In the future, we will analyze the vul-
nerabilities of multi-area LFC systems and propose
more robust defense measures.
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