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Abstract: Static analysis presents significant challenges in alarm handling, where probabilistic models and alarm
prioritization are essential methods for addressing these issues. These models prioritize alarms based on user feedback,
thereby alleviating the burden on users to manually inspect alarms. However, they often encounter limitations related
to efficiency and issues such as false generalization. While learning-based approaches have demonstrated promise,
they typically incur high training costs and are constrained by the predefined structures of existing models. Moreover,
the integration of large language models (LLMs) in static analysis has yet to reach its full potential, often resulting
in lower accuracy rates in vulnerability identification. To tackle these challenges, we introduce BinLLM, a novel
framework that harnesses the generalization capabilities of LLMs to enhance alarm probability models through rule
learning. Our approach integrates LLM-derived abstract rules into the probabilistic model, using alarm paths and
critical statements from static analysis. This integration enhances the model’s reasoning capabilities, improving its
effectiveness in prioritizing genuine bugs while mitigating false generalizations. We evaluated BinLLM on a suite of C
programs and observed 40.1% and 9.4% reduction in the number of checks required for alarm verification compared
to two state-of-the-art baselines, Bingo and BayeSmith, respectively, underscoring the potential of combining LLMs
with static analysis to improve alarm management.
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1 Introduction method is user-guided ranking (Shen et al., 2011;

Mangal et al., 2015), which prioritizes alarms based

Static analysis is a powerful technique for de-
tecting bugs in software systems, yet it faces sig-
nificant challenges in managing alarms effectively
(Beller et al., 2016; Christakis and Bird, 2016;
Muske and Serebrenik, 2022). A key post-processing
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on user feedback. Bayesian program analysis for-
malizes this into a probabilistic framework: alarms
are ranked by inferred probabilities, and user feed-
back iteratively refines the model (Raghothaman
et al., 2018; Heo et al., 2019; Chen TY et al.,
2021; Kim et al., 2022; Zhang et al., 2024). Its ef-
fectiveness depends on the generalization ability of
the Bayesian network, derived from inference graphs
built using Datalog rules. More accurate rules yield
stronger generalization, reducing user workload and
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improving alarm prioritization. However, this ap-
proach still relies on user expertise, and Datalog rules
lack intelligent optimization (Muske and Serebrenik,

2022).

The integration of large language models
(LLMs) into static analysis has gained attention
(Chen M et al., 2021; Ma et al., 2023; Sun et al.,
2024). However, challenges such as hallucinations
and randomness persist (Ji et al., 2023; Touvron
et al., 2023), limiting their effectiveness in vulnera-
bility detection. The state-of-the-art methods based
on LLMs have improved accuracy to 67.6% (Zhou
et al., 2025), but these methods are constrained by
data processing granularity, typically limited to the
function or line level, which hampers their ability
to detect vulnerabilities across entire libraries. Ex-
isting methods use mainly LLMs as judgment sub-
stitutes or static analysis supplements (Gao et al.,
2023; Mohajer et al., 2023; Li HN et al., 2024; Li ZY
et al., 2024), lacking deep integration. This suggests
a paradigm shift where LLMs actively enhance static
analysis for improved accuracy (Li HN et al., 2024).

To address these challenges, we propose Bin-
LLM, a framework that leverages LLMs to refine
alarm probability models through rule learning. By
integrating LLM-derived rules with static analysis

Initial Datalog rules
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insights, including alarm paths and critical state-
ments, our approach enhances reasoning capabili-
ties and reduces user intervention, fostering a more
synergistic relationship between LLMs and static
analysis.

2 Overview

We present our approach BinLLM in Fig. 1,
leveraging LLMs to enhance real-time alarm prob-
ability modeling and efficiently identify true alarms.
The approach consists of three stages: (1) A static
analyzer extracts alarms and constructs an ini-
tial Bayesian network using Datalog rules; (2) The
Bayesian network infers high-probability alarms, and
the alarm path extractor extracts alarm paths and
provides code slices to LLMs for validation and rule
refinement; (3) The refined rules update the Bayesian
network, iteratively improving alarm identification
until convergence.

The static analyzer extracts syntactic feature
tuples to define the initial reachable edges. By apply-
ing path compression, pruning, and delooping from
Bingo (Raghothaman et al., 2018), we transform the
graph into a Bayesian network that is iteratively up-
dated along the network edges.

Learned Datalog rules

DUPath(v6, v7) :-
DUPath(v6, v7) :-
DUPath(v6, v7) :-

DUEdge(v6, v7).
FalseBranch(v6, v7).

TrueBranch(vé, v7). Network refinement

Alarm(v6, v7) :- ..., LibCall(v8, _).

Alarm(vé, v7) :- ..., !LibCall(vs, _).
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Fig. 1 Framework of BinLLM
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To retain syntactic and semantic information
while reducing redundancy, the alarm path extractor
refines alarm code by extracting relevant intra- and
inter-program statements using backward program
slicing, preserving critical control and data depen-
dencies at the line level.

However, using LLMs for code analysis will in-
evitably encounter problems such as hallucination,
randomness (Ji et al., 2023; Touvron et al., 2023),
and context window limitations. To address these is-
sues, we adopt task decomposition (Wei et al., 2022;
Yao et al., 2023; Li HN et al., 2024), dividing the
process into three stages: alarm characteristic iden-
tification, boundary estimation with key statement
extraction, and rule learning. This ensures manage-
able context lengths and enhances LLM performance
on specific tasks.

This paper makes the following contributions:

1. We propose a learning-based probability
model for static analysis alarms that leverages LLMs,
using alarm paths and key statements.

2. We introduce a method for extracting alarm
paths through backward program slicing, enabling
the identification of critical statements that influence
alarm validity.

3. We evaluate our approach on a suite of C
programs and compare it against two state-of-the-
art alarm probability models, Bingo and BayeSmith,
achieving performance improvements of 40.1% and
9.4%, respectively.

3 Semantics-based alarm path extrac-
tor

The primary limitation of the alarm probability
model based on user feedback lies in its reliance on
manually defined initial Datalog rules, which fail to
effectively capture the syntactic and semantic fea-
tures of complex alarms. This limitation hampers
the model’s ability to differentiate between related
alarms. Consequently, it is essential to develop a
method capable of extracting the syntactic and se-
mantic characteristics of alarms to help refine and
enhance the Datalog rules accordingly.

We have observed that the syntactic and seman-
tic features of the code are the foci of identifying vul-
nerabilities. The semantics-based alarm path extrac-
tor uses both syntactic and semantic information,
outputting it at the granularity of code lines. The

extracted alarm paths are subsequently provided as
input to LLMs for vulnerability identification.

3.1 Basic definitions

To take advantage of the semantic features of the
source code, we use intra- and inter-program slicing
to extract alarm paths. For this, we need a program
dependency graph (PDG), including data dependen-
cies and control dependencies. Let us clarify these
definitions below:

Definition 1 (Abstract syntax tree, AST) Given
a program P = {f1, fo,..., fy}, the AST of a func-
tion f; is denoted as T; = (N;, E;), where N; =
{ni1,mi2,...,Nic} is the set of nodes, each repre-
senting a statement s; ; or token t; ;. The edges
E; ={ei1,€iz2,...,¢€;aq define the hierarchical syn-
tax structure, where tokens represent operators, vari-
able names, or keywords, and the parent—child rela-
tionships encode the syntactic organization.
Definition 2 (Program dependency graph,
PDG) PDG (Ferrante et al., 1987) integrates data
and control dependencies within a function f; of
a program P = {fi, fa,..., fy}. It is denoted as
G!" = (V;, E!"), where V; represents statements or
control points, and E}” = E] U E! combines data
dependency edges E/ and control dependency edges
E!. The data dependency graph (DDG) captures
data flow between statements, while the control
dependency graph (CDG) models execution depen-
dencies based on post-dominance in the control flow
graph. PDG provides a unified representation of
both dependencies.

3.2 Backward program slice

After obtaining the AST and PDG, we can per-
form backward program analysis to obtain a back-
ward program slice related to the alarm code. The
reason for adopting backward program analysis in-
stead of forward program analysis is that, we are
concerned only about whether the data flow where
the alarm is located will have out-of-bounds, illegal
access, and other situations, while the data flow af-
ter the alarm is not our analysis target; compared
with starting from the entry function and perform-
ing forward analysis until reaching the code where
the alarm is located, starting backward analysis from
the alarm code is more efficient and can avoid a large
number of invalid exploration paths (Khanfar et al.,
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2015; Lisper et al., 2015).

We divide the backward program slice into two
intra-procedural backward slice and inter-
Intra-procedural back-

parts:
procedural backward slice.
ward analysis outputs the code within the function
that has data dependency or control dependency
with the alarm code. Inter-procedural backward
analysis locates the call path of the function where
the alarm is located, and outputs the most likely or
most frequently used call path from the entry func-
tion (if found) to the alarm function. It performs
intra-procedural analysis at each call site to form a
complete program slice.

3.2.1 Intra-procedural backward slice

Algorithm 1 demonstrates the complete process
of program slicing within a procedure. It outputs line
slices for specified functions and statements based on
data dependencies and control dependencies. Next,
we will elaborate in detail with the example shown
in Fig. 2. The code in Fig. 2 comes from real-world
code (tar-1.28) containing buffer overflow vulnera-
bility. At line 18, strncmp(name + name len - 4,
“tar”’, 4) can cause an out-of-bounds access when
name len<4. Fig. 2 shows the slicing process of
Algorithm 1 for this alarm code.

Step 1 (lines 2—4): Initialize the queue of vari-
ables to be processed (i.e., @), the variable dictio-
nary (containing variable names and corresponding
slice line number) V', and the slice line number L.
In the above example, @ is initialized to {name,
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Algorithm 1 Intra-program slicing

Input: function name f, alarm call ID id, and line

number [
Output: variable dictionary V' and list of slice lines
L
Function intraProgramSlice(f, id, )
Q « {vars};
V +— g;
L+ o
while Q # @ do
z,1,id + Q.pop();
Sdefine < getDefineStatements(f, z,1,id);
foreach m € Sgefine do
Dgyata < extractDDG(m, z);
Ve < Ve U{(var,l’,id") € Dgata};
Decontrol  extractCDG(m);
VT — VT U {(37 l”7 id”) € Dcontrol};
Q<+ QU {(Var7 l,7id/) € Ddata}§

V VU Vs

L + joinControlStructures(f, V);
return V, sort(L);
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Step 2 (lines 6-7): Obtain the current variable
x, line number [, and statement id from Q. Also,
retrieve the define statements in the data flow graph
that directly reach id before . Although the gran-
ularity here is at the line level, the actual analy-
sis process is still at the statement level, but the
analysis results of statements on the same line are
merged. When r=name, its define statement is the
statement at lines 3 and 18, which is the function en-
try, indicating that it comes from parameter passing.
Note that [ is also returned as a result because a line

1: static char *suffixes[] = { "gz", "bz2", "xz", "zip", NULL};
2:
3: void strip_compression_suffix(const char *name)
4: {
5: char *suf = strrchr(name, ".');
6: if (suf)
7
8: int suffix_len = strlen(++suf), name_len = 0;
9:  for (inti = 0; compression_suffixes[i]; i++)
10:
11:  if (strlen(suffixes]i]) == suffix_len)
12:
13:  name_len = strlen(name) - suffix_len -1;
14: /.. :>
15: break;
16: }
17: 1}
18: if (name_len > 4 &&
Istrncmp(name + name_len - 4, ".tar", 4))
19:  name_len -=4;
20: /..
21 }
22: /..
23:}

Alarm node

Data dependency node

Control dependency node

Irrelevant node

INONORCN -

Data dependency

---»  Control dependency

Fig. 2 Example of an intra-procedural backward slice
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of code may contain multiple statements, some of
which may also include data dependencies or control
dependencies.

Step 3 (lines 8-14): Sequentially extract the
data dependencies and control dependencies con-
tained in the PDG, and add the variables found in
the data dependencies to the queue of variables to be
analyzed (i.e., @), as shown in Fig. 2, where the vari-
able suffix len at line 13 will be added to @ as the
object of subsequent slicing. Finally, add the slice
information found about x to V, including related
variables and line numbers.

Step 4 (lines 15-16): Since we need to create a
complete program slice, we need to merge the control
flow and complete the statements. Finally, return
the slicing results, including the involved variable V'
and the corresponding line number L.

For the example in Fig. 2, after running Algo-
rithm 1, we will obtain a slice from data dependen-
cies, {3, 5, 8, 13, 18}, and a slice from control depen-
dencies, {6, 9, 11}. Note that we do not perform fur-
ther data flow analysis on statements with function
calls. Instead, we place them in the LLM recognition
stage, allowing the LLMs to decide by themselves
whether they need the definitions of these functions.
This is because, on one hand, not all functions can
have their data flow and control flow obtained in the
static analysis stage, such as library functions and
dynamically linked code. On the other hand, not all
called functions in the slice need to be traced back
to their definitions. Some function calls do not af-
fect the alarm code, and some function calls can be
inferred from the context. Therefore, we leave this
task to the LLMs to judge whether they need the
definition of a specific function or type.

3.2.2 Inter-procedural backward slice

In certain scenarios, relying solely on intra-
procedural slicing may not yield an accurate deter-
mination of the veracity of an alarm (Fig. 3). The
function prepend args contains alarm code at line
4: while (isspace ((unsigned char) *o0)). When “0”
is a null pointer, the dereference operation “*o” will
result in a null pointer dereference issue. If consid-
ering only intra-procedural slicing, this alarm would
be considered a true alarm. However, the function
prepend _args exists only in one call path throughout
the program (Fig. 3): main — decode options —
prepend _default options — prepend _args. Within
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this call path, the condition where “options” is a null
pointer has already been checked; hence, this alarm
would not be triggered during the actual execution.

[
T oot apors PPN args v curag ||
3:{
4: while (isspace ((unsigned char) *o)) // Alarm code
5: o++;
6: /...
7}
1+ if (options) { prepend_default_options
2: { (char *options, int *pargc, char ***pargv)

3: char *buf = xmalloc(strlen(options) + 1);
4: int prepended = prepend_args(options, buf, (char **) 0);
1:if (arge > 1 && argv[1][0] !="-)

5. //
decode_options
2/ (int argc, char **argv)

6:}
3: prepend_default_options(getenv("TAR_OPTIONS"), &argc, &argv);

@ main
| 1: decode_options(argc, argv); (int arge, char **argv)

Fig. 3 Inter-procedural backward slice example

i)

Algorithm 2 shows the complete process of pro-
gram slicing crossing functions. The process is di-
vided into two parts: backwardCallPath uses depth-
first search (DFS) to find all call paths that reach
the function f where the alarm is located. interPro-
gramSlice selects the path with the highest number

Algorithm 2
program slice

Input: function name f and call ID id
Output: slices across functions C'
1 Function backwardCallPath(f, id, T)
2 if (f,id) € T then
3 L Return {T};

Inter-procedural backward

a T+ {(f,id)}UT;
5 C + getCallers(f, 1);
6 P+ @,
7 foreach (f’,id’) € C do
8 Pys < backwardCallPath(f’, id’, T);
9 foreach p € Py do
10 L Add p to P;
11 Return P;
12 Function intraProgramsSlice(f, id)
13 C +— g
14 P < intraProgramSlice(f, id, @);

15 p < getHighestWeightPath (P);
16 foreach (f,id) € p do

17 l + getLine(f,id);

18 Ly < intraProgramSlice(f,id, 1);
19 C <« (f,LyuC);

20 Return C
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of calls as the target, performs intra-procedural func-
tion slicing on each call site, and then concatenates
them in the order of calls to form an inter-procedural
function slice of the alarm.

Similar to intra-procedural slicing, backward
analysis is used here to find all callers of the alarm
function, which serve as parent nodes in its call
graph. This process continues recursively until the
entry function is found or a cyclic call is encountered.

In real-world code, the call graph can be very
large, and the number of call paths from the entry
function to the alarm function can be considerable.
However, in the subsequent LLM recognition part,
due to the window limitation of LLMs, the input
content should be as concise and critical as possible.
Based on this, we propose a frequency-based call
path selection method.

Prax = arg max (W(Py))
k

1 & A (1)
= argmax (EZ; w(f; )) :
Given a set of call paths {Pi,Ps,..., Py},
path P (k = 1,2,...,n) contains several functions
fE £y ... fk where m is the length of the path.
The weight of each function fF is represented by
w(fF), which equals its number of calls ¢(fF). The
average weight W (P;) of path Py is calculated as
the sum of the weights of all functions in the path
divided by length m, where w(fF) is the weight of
function fF, equal to its number of calls c(fF).

The call path obtained from Eq. (1) is the one
with the highest average number of calls among all
call paths. On one hand, this ensures that P ax is
the most likely path to be called; on the other hand,
it imposes a constraint on the path length. Since the
call path outputted by Algorithm 2 does not contain
cyclic calls, call paths that are too long do not have
an advantage in terms of the average number of calls.

4 LLM alarm identification and rule
learning

To optimize the manual aspects of code static
analysis alarm identification, we have introduced
LLMs for auxiliary analysis (Ahmed et al., 2023;
Pearce et al., 2023; Pei et al., 2023) and rule learning.
Using the semantics-based inter-program alarm code
slicing provided by the vulnerability exploitation

path extractor introduced earlier, LLMs will pro-
vide a judgment on the feasibility of alarm occur-
rence, including buffer overflow and pointer deref-
erence vulnerabilities under address calculation and
boundary judgment. In view of LLMs’ performance
issues in complex problems (Achiam et al., 2023) and
considering cost issues, we use prompt engineering
to improve LLMs’ performance in identifying static
analysis alarms.

The decision to employ prompt engineering in-
stead of alternatives, such as model fine-tuning or
specialized code models like CodeBERT (Feng et al.,
2020), is based on several considerations. First, spe-
cialized code models may have already learned from
benchmark datasets, potentially biasing their out-
puts and undermining the evaluation of LLMs’ abil-
ity to independently analyze and learn from alarm
contexts. Second, model fine-tuning requires high-
quality labeled samples specific to the task. How-
ever, our approach evaluates alarms across entire
codebases, making it challenging to construct a suf-
ficiently annotated dataset. Additionally, the scale
of the involved code data is prohibitively large for
efficient fine-tuning. Third, prompt engineering is
more cost-effective and scalable, offering adaptabil-
ity across diverse datasets without being overly de-
pendent on specific training sets. This flexibility
ensures the robustness of the analysis and facilitates
broader application scenarios.

We divide the entire prompt and interaction
process with LLMs into three sub-stages: identifi-
cation of alarm types, statements, and key variables;
boundary estimation and identification of key ex-
ploitation paths for alarms; optimization of Datalog
rule output. The conclusions of each stage will serve
as the input for the next stage, allowing LLMs to fo-
cus on one task in each round of dialogue and main-
tain a relatively controllable context window length.

4.1 Prompt design

The vulnerabilities we analyze include buffer
overflow and pointer dereference issues, both of
which have great similarities in identification, with
the primary challenge being the determination of ad-
dress validity.
these two types of alarms together for identification,
allowing LLMs to automatically distinguish between
them.

Therefore, in our design, we group

Our prompt design is divided into three phases.
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The output of each phase serves as the input for
the subsequent phase, ensuring that the content at
each stage is kept to a minimum. This approach
allows LLMs to focus more effectively while reducing
contextual overhead.

Phase 1: type, statement, and variable identi-
fication. Given the alarm code and slicing informa-
tion within the function, this phase aims to locate
the alarm call statements, including parameters for
memory operation functions and pointer variables.

Phase 2: boundary estimation and key state-
ment identification. The alarm path extractor pro-
vides a complete program slice. Based on the identi-
fication results from phase 1, LLMs perform overflow
calculations or pointer offset calculations for differ-
ent types of alarms. They also determine the key
statements that impact the veracity of the alarms.
For example, in Fig. 3, the key statements affecting
the null pointer dereference involve the null check for
the “options” variable and the while loop in which the
alarm resides.

Phase 3:
reading the output from phase 2 and converting the
key alarm statements into corresponding rules in a
format supported by Datalog. Currently, the sup-
ported syntax nodes include various alarm types, op-
erators, control flow statements, among others. Each
alarm learning iteration will output multiple rules,
which will then be inputted into the alarm Bayesian
network to facilitate structural optimization.

rule learning. This phase involves

4.2 Rule refinement

The Datalog rules generated in phase 3 will
be fed back into the Bayesian network construction
phase. Using the learned alarm path information,
the new rules may encompass previously unencoun-
tered types of nodes, such as loop heads, library
function calls, and assignments. In conjunction with
the output from the static analysis engine, Sparrow
(Oh et al., 2012), we provide a total of 72 types of
statement nodes for LLMs to match and generate
corresponding Datalog rule variables. These rules,
which reflect the actual alarm paths, will enhance
the ability to distinguish the authenticity of alarms
more effectively.

However, due to the inherent randomness of
large models, there is no guarantee that every output
will meet the input requirements for Datalog. Some
errors may lead to premature termination of Datalog

Pan et al. / Front Inform Technol Electron Eng 2025 26(10):1926-1941

inference, while others may cause the inference pro-
cess to run indefinitely.

Examples of such issues include:

1. Ungrounded variable (SouffleRules, 2024):

Alarm(v6,v7) - ..., S(v6,v7,v8), ILibCall(v8,v9).

The variable v9 is not bound as an argument
of a positive predicate in the body. To satisfy Dat-
alog’s requirements, the rule should be modified to
ILibCall(v8, ).

2. Invalid tuple:

Alarm(v6,v7) :- ..., S(v6,v7, ), Alloc(v8, , ).

The presence of the tuple Alloc(v8, , ) isir-
relevant to the other tuples in the rule. Since it does
not contribute to the logical conclusion of the alarm
condition, this results in an invalid tuple.

To address the uncertainty in the output rules
generated by LLMs and to reduce the costs associ-
ated with manual checks, we propose the following
components to tackle these issues. The overall frame-
work is illustrated in Fig. 4.

1. Rule expansion based on input. We initiate
the expansion process with the simplest initial rules,
allowing LLMs to add new premise tuples and instan-
tiate tuple variables without altering the conclusions
or existing premises. This facilitates the mapping of
alarm paths to rules. In subsequent learning itera-
tions, the optimized rules will be provided as input
to the model, ensuring that the rules generated by
LLMs can progressively delve into more complex rule
learning over multiple iterations.

2. Symmetric rules. For each new premise
added, there must be a corresponding rule that main-
tains the structural integrity of the foundational
rule, differing only in the introduction of a negative
premise. For example, if an advanced rule intro-
duces a new premise, there should also be a rule that
negates this premise. If two premises are added, four
variations must exist to ensure a comprehensive cov-
erage of both positive and negative scenarios while
preserving the logical conclusions. This method is in-
spired by the learning principles of BayeSmith (Kim
et al., 2022), where the addition of a pair of sym-
metric premises ensures that the conclusion remains
unchanged, while providing more detailed reason-
ing. In the following rules, no matter whether the
v7 node is a library function call, the conclusion that
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,V7) - ..., AlarmDerefExp(v7, v8), LoopHead(v7). !
,V7) - ..., AlarmDerefExp(v7, v8), ILoopHead(v7).

V6, V7) :- ..., AlarmDerefExp(v7, v8), LoopHead(v7).
V6, v7) :- ..., AlarmDerefExp(v7, v8), ILoopHead(v7).
V6, v7) :- ..., |AlarmDerefExp(v7, v8), LoopHead(v7).
V6, v7) :- ..., |AlarmDerefExp(v7, v8), ILoopHead(v7).

Fig. 4 LLMs rule refinement design

v6 and v7 are alarm nodes can be drawn; however,
the paths of reasoning differ. This variation allows
for the assignment of different probabilities to these
rules within the Bayesian network, enabling the dis-
tinction of probability calculations for alarm nodes
under different circumstances.

Alarm(v6,v7) - ..., Alloc(v7, ), Libcall(v7, ),

Alarm(v6,v7 - ..., Alloc(v7, ), !Libecall(v7, ).

3. Rule checking. To ensure that the outputs of
LLMs do not exhibit issues such as ungrounded vari-
ables and invalid tuples, we implement task decom-
position and self-validation to standardize the rule
outputs. The rule learning process in stage 3 consists
of two steps: (1) generate corresponding rules based
on the earlier analysis results; (2) modify these rules
in accordance with Datalog specifications. Addition-
ally, we incorporate a self-validation step, wherein
LLMs are required to review and correct their own
outputs. Finally, we have developed a rule checker
using Python; if any errors are still detected in the
rules, the process will undergo further iterations for
refinement.

4.3 Bayesian network learning
4.3.1 Case analysis of Datalog rule refinement

In Listing 1, we present a simplified version of
the real vulnerability code from tar-1.28 correspond-
ing to line 7. This code, which is consistent with

Listing 1 A vulnerable code segment from tar-1.28

char *strip_compression_suffix (const char
*name )

{

char *s NULL;

size_t len;
5/ if (find_compression_suffix (name,&len))
o {
7 if (strncmp (name+len-4,".tar",4)==0)
8 len -= 4;
xmalloc (len + 1);

memcpy (s, name, len);
}

return s;

N

9 S

3}

the code shown in Fig. 2, has been simplified to in-
clude a potential false alarm corresponding to line
11, as identified by static analysis. After processing
by the Datalog engine, the initial Datalog deriva-
tion graph, as shown in Fig. 5, is produced.
this graph, gray nodes represent input tuple nodes
(fact nodes), white nodes denote output tuple nodes
derived through rule inference, and the two alarm
nodes, Alarm(7) and Alarm(11), are marked with
double borders. Alarm(7) corresponds to the true
alarm at line 7, while Alarm(11) represents a false
alarm at line 11.

In

Due to the overly basic nature of the initial
Datalog rules, the original derivation graph fails to
distinguish between Alarm(7) and Alarm(11), which
impedes effective detection of the true alarm. Specif-
ically, if the network identifies Alarm(11) as a false
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Fig. 5 Datalog-rule-based refinement workflow for the case in Listing 1

alarm before identifying Alarm(7), this will propa-
gate along DUPath(5, 7) and update the probability
of Alarm(7), causing the true alarm to be ranked
lower—a phenomenon known as false generalization,
which will be discussed in the next subsection.

By leveraging LLLM-based learning, BinLLM re-
fines the Datalog rules based on the actual alarm
context, effectively resolving this issue. In the case
of Alarm(7), the vulnerability is caused by an im-
proper computation in the expression name-+len-4.
From this expression, BinLLM extracts the relation
PlusPI (denoting a pointer arithmetic involving an
integer offset). Using the rule refinement method,
BinLLM generates the following Datalog rules:

DUPath(v6, v7) :- DUEdge(v6, v7), PlusPI(v7),

DUPath(v6,v7) :- DUEdge(v6, v7), !PlusPI(v7).

In this context, DUEdge(v6, v7) and DU-
Path(v6, v7) denote the presence of direct data flow
and transitive data flow, respectively, from code lo-
cation v6 to v7. Moreover, PlusPI(v7) indicates that
a pointer arithmetic operation involving an integer
offset occurs at v7, as exemplified by the expression
name-+len-4 in this case.

Reconstructing the Datalog derivation graph
with these refined rules yields the graph shown in
the right half of Fig. 5. The introduction of the
new node PlusPI(7) facilitates a clear distinction
between Alarm(7) and Alarm(11). By differentiat-
ing DUPath(5, 7) based on the presence or absence
of PlusPI, the negative impact of the false alarm
Alarm(11) on the probability computation of the

true alarm Alarm(7) is effectively mitigated, lead-
ing to more accurate alarm identification.

4.3.2 False generalization in Bayesian program
analysis

Bayesian program analysis uses user-interactive
alarm feedback results as posterior knowledge to
update the probabilities of other alarms, a process
referred to as generalization. A Bayesian network
with stronger generalization capabilities can identify
more true alarms with fewer interactions. However,
in some cases, feedback may erroneously lower the
ranking of true alarms (Table 1); this phenomenon is
known as false generalization (Kim et al., 2022). The
root cause of false generalization lies in the Bayesian
network’s inability to differentiate the features of
various alarms, leading to highly correlated proba-
bilities of related alarm nodes derived from the same
rules. For instance, certain alarms may critically
rely on loop constructs, yet the rules used to build
the Bayesian network do not recognize these loops,
making it impossible to distinguish alarms that in-
volve loops from those that do not.

Unlike BayeSmith (Kim et al., 2022), our

Table 1 Rank change in false generalization (Kim
et al., 2022)

Rank Alarm Prob. Rank Alarm Prob.
1 Alarm(7) 0.93
2 Alarm(11) 0.92 N o
461 Alarm(11) 0.41
9 Alarm(10) 0.91 462 Alarm(10) 0.40
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learning approach does not aim to directly address
false generalization. Instead, by targeting the root
causes of false generalization, our method effectively
prevents the decline in the ranking of true alarms
caused by alarm extraction rules. Furthermore, our
learning process does not depend on the current false
generalization situation. It does not require addi-
tional library code as a training set to optimize the
Bayesian network. Instead, it directly learns the key
factors that constitute the alarm and extracts cor-
responding rules to optimize the performance of the
probabilistic model. Detailed parameter settings and
the effectiveness of our approach in mitigating false
generalizations can be found in Section 5.

5 Experimental evaluation

Our experiments are conducted on a machine
running Ubuntu 16.04, equipped with an Intel®
Xeon® CPU E5-2630 v4 @ 2.20 GHz.

5.1 Setting
5.1.1 Dataset

We use Sparrow (Oh et al., 2012) as the static
analysis framework for the C language and LibDAI
(Mooij, 2010) as the Bayesian network inference
framework. As shown in Table 2, the benchmark
suite includes 14 C codebases. Our focus is primar-
ily on buffer overflow and pointer dereference issues,
with eight out of the 14 benchmarks specifically con-
sisting of these types of problems. The remaining
six benchmarks target integer overflow and format
string vulnerabilities to evaluate the scalability of
our approach.

Table 2 Benchmark characteristics

Program KLOC #Bugs Bug type Reference
cflow-1.5 40 1 Buffer overrun  MITRE (2019a)
fribidi-1.0.7 13 1 Buffer overrun  MITRE (2019b)
grep-2.19 68 1 Buffer overrun  MITRE (2015a)
gzip-1.2.4a 14  Buffer overrun Heo et al. (2017)
patch-2.7.1 51 1 Buffer overrun  MITRE (2016)
sort-7.2 98 1 Buffer overrun  Eggert (2010)
tar-1.28 112 1 Buffer overrun  Meyering (2018)
wget-1.12 65 6 Buffer overrun  Ruhsen (2018a)
jhead-3.0.0 5 2 Integer overflow Ruhsen (2018b)
optipng-0.5.3 61 1 Integer overflow Heo et al. (2017)
autotrace-0.31.1 18 18  Integer overflow MITRE (2017a)
urjtag-0.8 46 6 Format string MITRE (2015b)
a2ps-4.14 64 6 Format string MITRE (2017b)
sdop-0.61 23 65 Format string MITRE (2018)
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5.1.2 Baselines

We compare BinLLM against two baseline
frameworks: Bingo (Raghothaman et al., 2018) and
BayeSmith (Kim et al., 2022). Bingo is an interactive
alarm-ranking system that leverages user feedback.
BayeSmith builds on Bingo, aiming to address the
issue of false generalization. Starting from an initial
model and a set of training programs with bug labels,
BayeSmith iteratively refines rules based on feedback
to mitigate false generalization and improve overall
effectiveness.

5.1.3 LLM setting

Our experiments are conducted on GPT-40, ac-
cessed via OpenAl’s application programming inter-
face (API) (version gpt-40-0806). In each learning
iteration, LLMs receive input from the top three
highest-ranked alarms, after which they output op-
timized rules and reconstruct the Bayesian network
and alarm ranking. This process is repeated for five
iterations. Afterward, we perform a full alarm identi-
fication phase without further rule interactions, con-
tinuously identifying the alarms with the highest cur-
rent probability until all bugs are found.

5.2 Effectiveness

In this subsection, we evaluate the effectiveness
of alarm path extraction and key sentence recogni-
tion and the effectiveness of the probability model,
and compare the results with those of the baselines.

5.2.1 Effectiveness of alarm path extraction and
recognition

Our slicing approach effectively condenses code
while preserving alarm-relevant content. Intra-
procedural slices average 48.0 lines, achieving a
72.0% compression from the original 171.4 lines,
while inter-procedural slices reduce 624.8 lines to
139.9, with a 77.6% compression.
strates significant pruning of irrelevant code, espe-
cially across functions. Additionally, the highest-
weighted call path averages 3.7 in length, closely
matching the original 4.1 (90.2%), ensuring accurate
extraction with minimal interference. These results
highlight the efficiency of slicing in refining BinLLM

This demon-

analysis.

Table 3 reports the performance of LLMs
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in identifying key sentences for two alarm types:
interval (representing buffer overrun analysis) and
taint (representing integer overflow and format string
analysis). The results are promising. Manual verifi-
cation of 25 randomly selected LLM-generated anal-
ysis reports reveals high recall rates: 87.4% for inter-
val and 82.6% for taint. Precision and accuracy ex-
ceed 90% for both types, attributed to the alarm path
extractor’s ability to eliminate irrelevant sentences
and the incorporation of techniques such as task de-
composition and progressive prompting, which sim-
plify analysis steps.

Table 3 LLM alarm key statement recognition
metrics
Program TP (C) TN (C) Precision Accuracy Recall F
Interval 16 (14) 747 (747) 1 0.997  0.874 0.933
Taint 23 (19) 1007 (1005) 0.905 0.994 0.826 0.864

Each code line is considered as a sample, and the line containing the key state-
ment that affects the alarm is considered positive; otherwise, it is negative. (C)
indicates the subset of cases correctly identified by the model; TP (C) refers
to the number of correctly identified positive samples; TN (C) refers to the
number of correctly identified negative samples; precision is the ratio of TP (C)
to the number of all samples identified as positive by the model; accuracy is
the ratio of the number of the total correctly identified samples (TP (C) + TN
(C)) to the number of all samples; recall is the ratio of TP (C) to the number
of all actual positive samples; Fj is the harmonic mean of precision and recall,
calculated as 2(precisionxrecall)/(precision-+recall)

However, some key statements are not correctly
identified, primarily due to missing operation state-
ments for certain variables. Alarm generation of-
ten involves interactions between multiple variables,
but LLMs analyses occasionally focus on changes in
only a single variable. In taint analysis, the inabil-
ity to fully recognize functions processing user in-
put limits attention to source-variable changes, lead-
ing to slightly lower performance compared to in-
terval analysis. Despite these challenges, the ap-
proach demonstrates strong capabilities in isolating
alarm-relevant statements and improving static anal-
ysis accuracy.

5.2.2 Effectiveness of probabilistic models

Table 4 presents the detection efficiency across
benchmarks for Bingo, BayeSmith, and our methods,
BinLLMy andBinLLM. BinLLMy refers to BinLLM
operating without the alarm path extractor. In this
configuration, the source code of the function con-
taining the alarm serves as the input for alarm infor-
mation. This setup enables an effective evaluation of
the alarm path extractor’s impact on performance.

For BinLLMy, its performance surpasses that of
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Table 4 Effectiveness comparison

Program #Alarms Bingo BayeSmith BinLLMy BinLLM
cflow-1.5 805 94 60 62 49
fribidi-1.0.7 213 6 3 5 3
grep-2.19 912 53 53 63 37
gzip-1.2.4a 358 145 107 170 125
patch-2.7.1 502 36 34 35 27
sort-7.2 715 176 94 176 15
tar-1.28 1369 218 146 88 86
wget-1.12 891 193 90 193 191
jhead-3.0.0 19 7 4 5 3
optipng-0.5.3 67 14 12 12 9
autotrace-0.31.1 ks 7 43 49 34
urjtag-0.8 35 22 17 22 22
a2ps-4.14 27 15 11 7 7
sdop-0.61 150 85 81 7 76
Total 6140 1141 755 964 684

BinLLMy indicates BinLLM without the alarm path extractor. #Alarms reports
the number of alarms. The last four columns report the number of iterations until
discovering all bugs

Bingo on the majority of datasets (9 out of 14). This
indicates that even in the absence of the alarm path
extractor, LLMs can effectively learn alarm-related
information and enhance the Bayesian probability
model through the application of prompt-based tech-
niques. However, compared to BayeSmith and Bin-
LLM, its results fall short of expectations. Specif-
ically, its performance is 27.7% lower than that of
BayeSmith and 40.9% lower than that of BinLLM,
highlighting its limitations. This disparity is primar-
ily due to the fact that most alarms stem from inter-
procedural data flow or taint propagation, which
cannot be fully captured through function-level anal-
ysis alone. Furthermore, the slicing mechanism pro-
vided by the alarm path extractor reduces the anal-
ysis scope for LLMs, allowing them to concentrate
more effectively on alarm-relevant statements.

For BinLLM, the results indicate that the
Bayesian network constructed by BinLLM through
rule learning outperforms Bingo on all datasets (with
the exception of parity in the urjtag-0.8 dataset) and
surpasses BayeSmith in most (10 of 14) datasets. In
the case of urjtag-0.8, where BinLLM’s performance
aligns with Bingo’s, this is likely due to the dataset’s
already low false-positive rate, resulting in limited
optimization potential.

However, in the wget-1.12 benchmark, BinLLM
shows only a 1.0% improvement over Bingo, with a
considerably higher iteration count compared with
BayeSmith. We attribute this to two main factors:
first, due to token limitations and cost considera-
tions, we restrict each dataset to five learning itera-
tions, with only three new alarms per iteration, total-
ing 15 alarms—an insufficient representation given
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the large number of alarms, potentially limiting Bin-
LLM’s ability to identify features associated with
real bugs. Second, the inherent randomness in LLMs
affects the reliability of rule-learning outputs, mean-
ing that each rule learned may not consistently target
critical nodes for alarm differentiation. Although we
ensure correctness in rules via expansion and sym-
metry, effectiveness could not be fully guaranteed.

Overall, while BinLLM shows limited improve-
ment in a few cases, it provides an average detec-
tion efficiency increase of 40.1% over Bingo, 9.4%
over BayeSmith, and 29.0% over BinLLMy. This
indicates BinLLM’s potential to significantly reduce
the number of checks required in alarm ranking and
the necessity of the alarm path extractor. Addition-
ally, unlike BayeSmith, BinLLM does not require
pre-labeled training programs, allowing direct learn-
ing on the target dataset with fewer constraints for
practical applications.

5.3 Reduction of false generalization

BinLLM leverages alarm-specific rule learning
to mitigate false generalization. We assess this effect
by measuring the frequency and magnitude of false
generalizations, as presented in Table 5. Similar to
BayeSmith, we define a false generalization as a drop
in rank for true alarms during an interaction. On
average, BinLLM reduces the frequency of false gen-
eralizations by 17.8%, the magnitude by 41.4%, and
increases the overall product of FreqxMag by 0.05%.
Fig. 6 illustrates the rank variation for true alarms
over multiple interactions across four benchmarks.
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Fig. 6 Comparison of the rank history. Each data
point represents the sum of the rankings of all bugs
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Table 5 Reduction of false generalizations

Bingo BinLLM
Program
Freq Mag FreqxMag Freq Mag FreqxMag

cflow-1.5 7 22.1 155.0 4 1.0 4.0
fribidi-1.0.7 2 2.0 4.0 1 2.0 2.0
grep-2.19 0 0.0 0.0 0 0.0 0.0
gzip-1.2.4a 191 153 2931.8 80 8.9 714.4
patch-2.7.1 4 26.0 104.0 0 0.0 0.0
sort-7.2 7 73.0 511.0 0 0.0 0.0
tar-1.28 27 194 523.0 0 0.0 0.0
wget-1.12 122 88.8 10839.7 94 889 8360.4
jhead-3.0.0 0 0.0 0.0 0 0.0 0.0
optipng-0.5.3 3 21.7 65.0 2 39.5 79.0
autotrace-0.31.1 194 12.1 2343.5 152 171 2597.7
urjtag-0.8 6 11.0 66.0 14 7.6 106.0
a2ps-4.14 8 4.1 33 1 1 1
sdop-0.61 1552 5.5 8598.1 1396  10.3 14 323
Average 151.6 21.5 1869.6 124.6 12.6 1870.5

Freq and Mag report the number of false generalizations and their average magnitude
for the Bayesian program analysis, respectively

From Table 5, it is evident that BinLLM reduces
both the frequency and magnitude of false general-
izations in most cases. However, due to its poor
performance on autotrace-0.31.1 and sdop-0.61, its
overall level on FreqxMag is slightly higher than that
of Bingo.

In the ranking histories for benchmarks tar-1.28
and grep-2.19 in Fig. 6, BinLLM exhibits a smoother
and more consistent decrease in rank compared to
Bingo. Conversely, on sdop-0.61, the false general-
ization magnitude of BinLLM is higher than that of
Bingo, resulting in an increase in its overall false gen-
eralization rate. This is primarily attributed to the
fact that sdop-0.61 contains a significantly higher
number of bugs, accounting for nearly half of the
total alarm level (65 of 150). Nevertheless, Bin-
LLM employs more effective rules that induce greater
changes in the alarms associated with these learned
rules, thereby influencing the ranking adjustments
of unrelated bugs. When the proportion of bugs rel-
ative to the total number of alarms is excessively
high, false generalization may occur. This issue pri-
marily arises because many bugs share common path
nodes, especially in the case of taint analysis, while
the LLM can learn from only a subset of alarm paths
at a time. As a result, the weights of bug paths that
are not learned diminish accordingly, increasing the
likelihood of false generalization. To mitigate this
issue, further classification and clustering of alarms
and bugs may be required. Despite the more pro-
nounced false generalization observed for BinLLM
on sdop-0.61, its overall efficiency remains superior
to that of Bingo and even BayeSmith, owing to the
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effectiveness of its rule-based approach.

Additionally, Fig. 6 highlights two key aspects of

BinLLM’s improvement in error detection efficiency:
an increase in the initial rank of true alarms and a
faster rise in true alarm ranks. For example, in tar-
1.28, the initial ranking for true alarms is improved
from 697 with Bingo to 112 with BinLLM. This, cou-
pled with a steeper slope for true alarm rankings,
indicates a more rapid improvement per iteration,
as shown in grep-2.19 and patch-2.7.1, where true
alarms, despite initially ranking lower than in Baye-
Smith, achieve faster rank progression with fewer
iterations.

5.4 Real-world case study

To further validate the applicability of BinLLM
in more advanced and realistic scenarios and to min-
imize the potential bias from LLM training data,
we conduct experiments on the libtiff-4.6.0 dataset.
Libtiff-4.6.0 was released in September 2023 and is
known to contain null pointer dereference vulnera-
bility (CVE-2024-7006) (MITRE, 2024), which was
publicly discussed in November 2023 (Libtiff devel-
opers, 2024) and subsequently fixed in the latest ver-
sion, libtiff-4.7.0. For libtiff-4.6.0, we test BinLLM
using two different LLM models, namely BinLLM-40
and BinLLM-gpt4, corresponding to the previously
used gpt-4o0 and the newly incorporated gpt-4-32k,
respectively. Notably, gpt-4o has a knowledge cutoff
of October 2023, whereas gpt-4-32k has a knowledge
cutoff of September 2021. This implies that neither
model has been exposed to CVE-2024-7006 during
training, and for gpt-4-32k, libtiff-4.6.0 represents an
entirely new codebase. The experimental results on
CVE-2024-7006 in 1ibtiff-4.6.0 provide an insightful
assessment of BinLLM’s capability to detect vulner-
abilities that are absent from LLM training data and
to reduce the need for manual inspection. While this
evaluation does not fully capture all the complexi-
ties of real-world vulnerability detection, it offers a
meaningful approximation of BinLLM’s performance
in practical security analysis scenarios.

Table 6 presents the performance metrics of
BinLLM-40, BinLLM-gpt4, and the baseline Bingo
on the libtiff-4.6.0 dataset. In terms of check ef-
ficiency, BinLLM-40 and BinLLM-gpt4 achieve an
average improvement of 50%, meaning that the vul-
nerability that originally required 101 checks can
now be detected in only half that number with the
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Table 6 Case study of libtiff-4.6.0 with CVE-2024-
7006

Method Effectiveness Freq Mag FreqxMag
Bingo 101 0 0.0 0.0
BinLLM-40 55 6 6.7 40.0
BinLLM-gpt4 46 3 10.7 32.0

Effectiveness refers to the number of inspections required to
identify a real vulnerability; freq and mag represent the fre-
quency and magnitude of false generalization, respectively

support of rule learning. Although both Bin.LLM-40
and BinLLM-gpt4 exhibit a slight increase in the fre-
quency and magnitude of false generalizations, these
increases have minimal impact on the overall ranking
history.

We also evaluate the time and API costs asso-
ciated with BinLLM. Our analysis reveals that the
primary time bottleneck lies in the extraction of both
intra-procedural and inter-procedural paths for all
alarms. In this case study, we extract paths for a
total of 510 alarms, with an average extraction time
of 0.21 h per alarm. In the previously introduced
benchmark, despite optimizations for handling re-
cursive calls and excessively long call paths, the path
extraction time for a single alarm could still reach 3—
4 h in complex scenarios. This significantly hinders
the scalability of BinLLM when applied to larger
codebases. While selective path extraction could be
employed in each Bayesian inference iteration based
on the alarms requiring further learning, this ap-
proach contradicts the real-time nature of BinLLM.
Regarding the API consumption for LLMs, in this
case study, the learning process for a single alarm in-
curs an average cost of 20.3k prompt tokens and 7.9k
completion tokens for gpt-4o, amounting to a total
cost of $0.13. For gpt-4-32k, the average consump-
tion is 19.9k prompt tokens and 4.8k completion to-
kens, with a total cost of $0.89. In this project, by
selectively using only a subset of alarms as learn-
ing inputs, the API cost per codebase remains low.
This efficiency is enabled by BinLLM’s staged de-
sign, which avoids excessively long contexts while
optimizing the token consumption.

The case study on libtiff-4.6.0 clearly illustrates
the analysis and generalization capabilities of Bin-
LLM in real-world scenarios. Notably, the model’s
ability to learn about alarms is derived from a de-
tailed analysis and abstraction of the alarm code it-
self, rather than merely extracting information from
an existing database. By leveraging the learning and
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reasoning capabilities of LLMs, BinLLM further en-
hances its effectiveness in dynamic environments.

6 Limitations and opportunities

This section discusses the limitations of our ap-
proach and outlines directions for future research.
First, our method still faces significant challenges in
terms of time efficiency when applied to large-scale
As previously mentioned, the primary
bottleneck lies in the overhead associated with inter-

codebases.

procedural analysis during alarm path extraction.
While inter-procedural analysis provides more de-
tailed semantic information about alarms, the fact
that a single alarm may require over several hours
of processing remains impractical. In BinLLM, we
currently use Joern’s code property graph (CPG) as
the analysis target. Moving forward, we plan to ex-
plore lower-level tools like LLVM to accelerate inter-
procedural analysis. Additionally, for overly complex
inter-procedural call structures, we may consider de-
grading the analysis to intra-procedural path extrac-
tion only, allowing the LLM to determine the appro-
priate depth for call chain analysis.
the effectiveness of BinLLM is not consistently sig-
nificant across all codebases, and in some cases, an
increase in false generalization has been observed.

Furthermore,

This issue arises from the constraints on the num-
ber of learning iterations and the selection of alarms
for training. To control computational costs, Bin-
LLM learns only from a subset of high-probability
alarms, leaving considerable room for improvement
in its generalization capability. Moreover, high-
probability alarms often exhibit strong correlations,
as they frequently originate from the same function,
further limiting the diversity of alarms learned by
BinLLM. A key focus of our future work is to de-
velop more effective strategies for selecting represen-
tative alarms from alarm reports to enhance learn-
ing. We plan to design a more targeted alarm selec-
tion method by integrating syntactic and semantic
features of alarm paths, ensuring a more diverse and
representative learning set for BinLLM.

7 Related works

Our work relates to Bayesian program analysis
and static analysis with LLMs. Below, we provide
an overview of previous works in these areas.

7.1 Bayesian program analysis

Bayesian program analysis builds probabilistic
models based on program features and logical rules,
incorporating user feedback to derive posterior infor-
mation, propagate confidence scores, and compute
the likelihood of each alarm. Bingo (Raghothaman
et al., 2018) was the first to integrate Bayesian infer-
ence with user-feedback-driven alarm identification,
leveraging posterior knowledge to calculate alarm
probabilities. Drake (Heo et al., 2019) explores the
relationship between alarms and code changes by
comparing different program versions, while Dyna-
Boost (Chen TY et al., 2021) uses dynamic anal-
ysis to identify data flow behaviors in static anal-
ysis. BayeSmith (Kim et al., 2022) refines rules
by comparing probabilistic models on training pro-
grams to mitigate false generalization, optimizing
the Bayesian network by introducing new input tu-
ples. BinGraph (Zhang et al., 2024) adopts a data-
driven approach, modifying abstractions to enable
learning. Similar to BayeSmith, our approach re-
fines rules by introducing tuples, but unlike Baye-
Smith, which uses training programs to detect false
generalization, we extract new tuples directly from
the program under analysis by examining syntactic
and semantic features of high-probability alarms.

7.2 Static analysis with LLMs

To date, there have been numerous efforts to in-
tegrate LLMs with static analysis. Mohajer et al.
(2023) used LLMs to predict the truth value of
warnings by inputting static tool outputs, such as
warnings from Infer, along with code snippets. The
VulBench dataset (Gao et al., 2023) has been pro-
posed to assess the vulnerability detection capa-
bilities of LLMs, benchmarking them against deep
learning models and traditional static analysis tools.
Lift (Li HN et al., 2023, 2024) detects use-before-
initialization (UBI) errors in the Linux kernel by
feeding LLM problems that symbolic execution could
not resolve, thereby augmenting static analysis tools.
IRIS (Li ZY et al., 2024) enables LLMs to identify
taint information in third-party library APIs, which
are then used in static analysis for vulnerability de-
tection. In these approaches, LLMs typically func-
tion as part of the input or output process within
static analysis, rather than serving as an integrated
component of the analysis pipeline. In contrast, our
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approach not only leverages syntactic and seman-
tic features extracted by static analysis but also in-
puts the abstracted rules into the alarm probability
model, achieving a more integrated combination of
LLMs and static analysis. This enables us to har-
ness the abstraction and generalization capabilities
of LLMs alongside the detection capabilities of static
analysis.

8 Conclusions

We introduce BinLLM, an innovative Bayesian
alarm learning framework that integrates LLMs with
static analysis to optimize alarm processing. Bin-
LLM leverages alarm path and key statement ex-
traction to abstract Datalog rules, enhancing the
structure of the alarm probability model. By com-
bining the strengths of static analysis and LLMs,
BinLLM improves inference quality within a limited
number of learning iterations, significantly reducing
false generalization in alarm ranking. Our experi-
mental results demonstrate the effectiveness of Bin-
LLM, achieving 40.1% and 9.4% reduction in the
number of checks required for alarm verification com-
pared to two state-of-the-art baselines, Bingo and
BayeSmith, respectively, in identifying all vulnera-
bilities within static analysis alarms. This approach
illustrates the potential of fusing LLMs with static
analysis.
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