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Abstract: Noncooperative computer systems and network confrontation present a core challenge in cyberspace
security. Traditional cybersecurity technologies predominantly rely on passive response mechanisms, which exhibit
significant limitations when addressing real-world complex and unknown threats. This paper introduces the concept
of “active cybersecurity,” aiming to enhance network security not only through technical measures but also by
leveraging strategy-level defenses. The core assumption of this concept is that attackers and defenders, in the
context of network confrontations, act as rational decision-makers seeking to maximize their respective objectives.
Building on this observation, this paper integrates game theory to analyze the interdependent relationships between
attackers and defenders, thereby optimizing their strategies. Guided by this foundational idea, we propose an active
cybersecurity model involving intelligent threat sensing, in-depth behavior analysis, comprehensive path profiling,
and dynamic countermeasures, termed SAPC, designed to foster an integrated defense capability encompassing
threat perception, analysis, tracing, and response. At its core, SAPC incorporates theoretical analyses of adversarial
behavior and the optimization of corresponding strategies informed by game theory. By profiling adversaries
and modeling confrontation as a “game,” the model establishes a comprehensive framework that provides both
theoretical insights into and practical guidance for cybersecurity. The proposed active cybersecurity model marks
a transformative shift from passive defense to proactive perception and confrontation. It facilitates the evolution
of cybersecurity technologies toward a new paradigm characterized by active prediction, prevention, and strategic
guidance.
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1 Introduction

The continuous advancement of global digital
technologies has transformed cyberspace into a crit-
ical domain for national competition. As cyberspace
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becomes more important in politics, economics, and
military matters, cybersecurity has become essential
for protecting national interests and keeping soci-
ety stable. In recent years, cyberattacks have be-
come not only more frequent but also increasingly
sophisticated. The advent of artificial intelligence
(AI) and big data technologies (Kaur et al., 2023;
Rajapaksha et al., 2023) has enabled the attacker to
apply highly customized attacks that are more diffi-
cult to detect and are executed with greater speed,
thus impacting a broader range of system (Han et al.,
2021).
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In response to the increased cybersecurity
threats, various cybersecurity models have been pro-
posed, providing not only theoretical foundation
but also practical guidance for cybersecurity sys-
tems to counter evolving threats. These models are
mainly defense-centric ones, focusing on enhancing
the defensive capabilities (e.g., the protection, detec-
tion, and response (PDR) model (Schwartau, 1998),
P2DR (Li DP et al., 2014), and PDR + recovery
PDRR (Yang Y et al., 2024)) of cybersecurity sys-
tems in dynamic environments. However, these mod-
els focus mainly on how systems can defend them-
selves internally. They lack in-depth insights into the
behaviors, motivations, and strategies of attackers.
This places the defender in a passive position during
attack–defense confrontations.

To break away from the traditional “defense-
centric” mindset, several models centered on attack–
defense confrontation have been developed. These
models examine attacks from the perspective of the
attacker, enabling the defender to gain a deeper un-
derstanding of the attack mechanisms. The “find,
fix, track, target, engage, and assess” (F2T2EA)
framework (Tirpak, 2000) shows how to quickly spot
threats, stop them from spreading, and respond ef-
fectively. Building on this, the “seven-step kill chain”
model (Sun S et al., 2023) helps the defender by
breaking down the key stages in which an attack
operates. The adversarial tactics, techniques, and
common knowledge (ATT&CK) framework (Strom
et al., 2020), created by the US-based Mitre Cor-
poration, provides a detailed map of attack meth-
ods and behaviors. This framework has become a
popular tool for analyzing complex threats and test-
ing defense systems. However, these models lack in-
depth analysis of the strategies applied in dynamic
attack–defense confrontations.

The attack–defense confrontation between the
attacker and the defender resembles a dynamic
“game,” where both sides continuously adapt their
strategies in response to the actions of the oppos-
ing side. The attacker continuously adapts the
attack strategies in response to the vulnerabilities
discovered in systems and the gaps identified in de-
fenses (Crandall et al., 2005). For instance, the at-
tacker may apply multistage attacks to infiltrate sys-
tems undetected or rapidly switch tactics when the
defender updates the security measures. In turn, de-
fenders must continuously enhance their strategies to

prevent evolving threats. For example, the defender
may utilize upgrading detection algorithms, deploy
threat awareness systems, or enhance dynamic re-
sponse mechanisms. Therefore, the techniques on
both sides are constantly evolving, leading to a dy-
namic and adversarial game in the cybersecurity
field. The core of this game lies in how both sides use
information, technology, and timing. The attacker
seeks to maximize disruption or infiltration gains,
while the defender aims to minimize attack success
and impact before threats emerge. This dynamic
adversarial relationship introduces uncertainty and
complexity into cybersecurity, requiring systems to
be both flexible and predictive.

Given the dynamic and adversarial nature of cy-
berspace attack–defense confrontations, several lim-
itations of cybersecurity models remain as follows:

1. Unknown threat imperception. Traditional
cybersecurity models primarily rely on passive de-
fense strategies, using predefined rules and pattern
matching to address known threats. However, this
approach often struggles to detect new or sophis-
ticated attacks promptly, resulting in delayed re-
sponses. Although models centered on attack con-
frontation offer perspective insights of the attacker,
providing the defender with some initiative, they still
lack a holistic view. Consequently, these models
are less effective in predicting attacks, formulating
countermeasures, and mitigating threats, particu-
larly as attacks become more complex, concealed,
and rapidly evolving.

2. Limited strategic coordination. Current cy-
bersecurity models primarily emphasize advanced
technical methods, such as attack detection and pat-
tern matching. However, they frequently overlook
the integration of these tools within broader defense
strategies. This disconnection between technical
tools and strategic planning restricts defense effec-
tiveness, particularly in the face of evolving threats.
Consequently, ensuring sustained and comprehensive
security becomes increasingly challenging.

3. Lack of continuous optimization. Current
cybersecurity models emphasize detecting and re-
sponding to immediate attacks but generally ne-
glect long-term threats and system enhancements.
This limitation hampers their capacity to adapt to
emerging threats and sustain effective security over
extended periods.

To address the aforementioned limitations, this
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paper proposes an active cybersecurity model cen-
tered on four core elements: intelligent threat sens-
ing, in-depth behavior analysis, comprehensive path
profiling, and dynamic countermeasures (SAPC).
Under the assumption that both the attacker and
the defender are rational decision-makers who aim
to maximize their respective objectives, we incorpo-
rate game theory (Tan et al., 2023) as an analytical
approach, thus enabling the SAPC model to concep-
tualize cyber space attack–defense confrontation as a
continuously evolving strategy optimization process.

Besides preventing known threats, the SAPC
model focuses on constructing a defense system ca-
pable of proactively countering attacks by analyzing
and predicting attacker behavior. This model estab-
lishes a comprehensive cycle, encompassing threat
detection, prevention, behavior analysis, path profil-
ing, and counteraction with the application of game
theory. This application of game theory continu-
ously optimizes defense strategies, allowing the de-
fender to develop a more profound understanding of
the attacker and sustain strategic dominance.

The SAPC model provides innovative theoret-
ical perspectives and practical approaches for ad-
dressing contemporary cyber threats. By integrat-
ing its four core elements into a continuous cycle,
it grants the defense strategies with more flexibil-
ity and adaptability in complex scenarios, thereby
strengthening the overall security. In reality, it can
contribute to national security by safeguarding crit-
ical infrastructure, and it supports businesses by
mitigating risks during digital transformation.

The main contributions of this work are as
follows:

1. We integrate the idea of game theory into
the field of cybersecurity, under the assumption
that both attackers and defenders are rational
decision-makers aiming to maximize their respective
objectives.

2. We propose a forward-looking vision for ac-
tive cybersecurity. This vision focuses on improving
defense strategies and understanding attack patterns
to build a modern active security framework.

3. We propose SAPC, an active cybersecurity
model with four key elements: intelligent threat sens-
ing, in-depth behavior analysis, comprehensive path
profiling, and dynamic countermeasures. These ele-
ments work together in a continuous cycle to detect
and contain threats.

4. We analyze attack–defense confrontation
through dynamic game theory, utilizing local and
global games to optimize active security strategies,
thus advancing both theoretical frameworks and
practical applications in modern cybersecurity.

The explanation of core terms in this paper is
given in Appendix.

2 Related works

The evolution of cybersecurity models is a grad-
ual process, driven by the increasing complexity of
network attacks and the evolving nature of threat
landscapes. These models can be grouped into two
main categories: defense enhancement models and
attack confrontation models.

2.1 Defense enhancement models

Defense enhancement models primarily focus
on strengthening passive defense mechanisms to im-
prove threat detection, prevention, and mitigation.
These models incorporate technologies such as in-
trusion detection systems (IDSs), firewalls, and en-
cryption to enhance the security infrastructure. A
key characteristic of these models is the continuous
monitoring and the adaptation of defense strategies
to address evolving threats. Furthermore, defense
enhancement models emphasize a layered security
approach, deploying multiple protective measures
throughout the network to enhance resilience and
reduce vulnerabilities to attacks.

1. PDR model (Schwartau, 1998). Introduced
by the US-based company intelligent security sys-
tems (ISSs), the PDR model demonstrates a struc-
tured approach to cybersecurity defense through its
three core components: protection, detection, and
response. However, the model has several notable
limitations, including the lack of systematic secu-
rity policy guidance, weak coordination among its
components, and challenges in dynamically adapting
defense strategies to real-time security contexts.

2. P2DR model (Li DP et al., 2014). The
P2DR model was introduced to enhance the flexibil-
ity and adaptability of the PDR model. It incorpo-
rates a comprehensive array of protection tools and
integrates overarching security strategy guidance, al-
lowing for dynamic optimization of the defense sys-
tem through adaptive detection and response mech-
anisms. However, the rapid proliferation of cloud
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computing and mobile Internet has resulted in in-
creasingly dispersed and complex attack methods.
Consequently, the P2DR model faces challenges such
as slow response and limited business continuity
recovery capabilities in distributed environments.

3. PDRR model (Yang Y et al., 2024). The
PDRR model introduces a “recovery” component to
the original PDR framework, ensuring rapid business
continuity and comprehensive restoration following
an attack. While the PDRR model enhances post-
event recovery capabilities by expanding its func-
tions, its weaknesses in preventing threat identifi-
cation lead to the evolution of the PDRR + audit
analysis (PDR2A) model.

4. PDR2A model (Gao, 2012). The PDR2A
model enhances vulnerability identification and pre-
vents defense capabilities through an audit analysis
module. However, as an event-driven framework, it
lacks dynamic real-time threat management, which
leads to the development of the next-generation
models.

5. IPDRR model (Zhang X et al., 2023). Build-
ing on the PDR2A model, a complete security as-
surance framework named IPDRR was introduced
to cover the entire lifecycle. This framework in-
tegrates five core capabilities, risk identification,
security defense, detection, response, and recov-
ery, significantly enhancing threat management and
real-time response across the lifecycle.

6. APPDRR model (Xu XZ et al., 2024). The
APPDRR model further incorporates a dynamic se-
curity policy module, creating a closed-loop pro-
tection system that spans from risk assessment to
real-time response.

7. Intrinsic security (Sabnis et al., 2012). In-
trinsic security focuses on developing active defense
mechanisms within the system itself to enhance its
resilience. In contrast to the passive detection ap-
plied by traditional models, it offers a more ac-
tive approach to threat detection. Intrinsic secu-
rity is a security concept aimed at strengthening
self-defense capabilities, sharing a similar philosophy
with mimetic security.

8. Mimetic security (Wu, 2016). Mimetic
security is a concept rooted in “diversity” and
“dynamism.” Inspired by the mimetic characteris-
tics of biological systems, it increases the cost of at-
tacks through dynamic changes and randomization
mechanisms. The introduction of endogenous and

mimetic security offers strategic guidance for the de-
velopment of cybersecurity models, promoting a shift
from passive defense to active adaptation. However,
both intrinsic and mimetic security models face lim-
itations in today’s highly adversarial network envi-
ronment. The active detection and decision-making
processes in endogenous security can result in high
resource consumption, thereby reducing the overall
defensive efficiency. Meanwhile, mimetic security
struggles to effectively constrain the offensive behav-
iors of attackers. Fundamentally, both approaches
focus heavily on internal defense and fail to pro-
vide comprehensive insights into attackers’ behav-
iors, motivations, and strategies, which thus limits
their ability to take the initiative in complex attack–
defense confrontations.

9. LMSanitator framework (Wei et al., 2024).
The LMSanitator framework exemplifies defense-
enhanced cybersecurity models deployed in concrete
application scenarios. As a representative imple-
mentation under the defense enhancement model
category, this approach applies runtime behav-
ioral verification mechanisms to neutralize malicious
prompts while maintaining baseline model function-
ality. However, it inherits fundamental limitations
common to enhancement-oriented methodologies:
(1) insufficient integration of adversarial perspective
analysis, specifically lacking systematic modeling of
attack decision-making processes; (2) contextual in-
flexibility, which restricts its adaptability to evolving
attack surfaces beyond predefined threat models.

2.2 Attack confrontation models

Compared to traditional defense enhancement
models, the active cybersecurity framework, cen-
tered on attack–defense confrontation, represents the
forefront of cybersecurity research. The core of the
active cybersecurity concept lies in transcending the
traditional “defense-centered” approach, emphasiz-
ing a dynamic balance between defense and offense.
It integrates attack behaviors, strategies, and inten-
tions into the design of security systems, thereby
creating a more comprehensive framework.

In recent years, cybersecurity models inspired
by this concept have emerged, providing new
technical support and theoretical foundations for
modern cybersecurity systems. These models an-
alyze attacks from the attackers’ perspective, re-
vealing key stages of the attack chain and offering
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comprehensive threat intelligence to defenders.
1. The F2T2EA model (Tirpak, 2000). The

F2T2EA attack architecture, introduced in 1996,
focuses on the rapid discovery of targets, threat
locking, precise strikes, and effect evaluation. Its
clear process and efficient response capabilities
laid the foundation for subsequent attack–defense
confrontation models.

2. Kill chain model (Sun S et al., 2023). The
“seven-step kill chain” model, proposed in 2011, em-
phasizes the importance of identifying and analyzing
key steps in the attack chain to develop effective
defense strategies.

3. ATT&CK model (Strom et al., 2020). In
2013, the ATT&CK model, introduced by the US-
based Mitre Corporation, systematized attack paths
and behaviors through a matrix-based tactical and
technical knowledge base. This model is widely
used to assess attack–defense capabilities, analyze
advanced persistent threats (APTs), and conduct
threat hunting. This model helps defenders gain
deeper insights into attack strategies and behaviors
while enhancing the intelligence and proactivity of
defense systems.

4. WPDRRC model (Yao, 2010). The WP-
DRRC model, which represents the attack–defense
confrontation approach, integrates personnel, strat-
egy, and technology. It proactively alerts defenders
to potential threats and weakens the attacker’s op-
erational capabilities through counterattack mech-
anisms, overcoming the limitations of traditional
defense strategies.

5. CARTA model (Jiang X, 2020). The
CARTA architecture enables real-time responses to
network changes through dynamic risk assessments
and continuous adjustments, significantly enhancing
the flexibility of the defense system.

6. Shield model (Fowler et al., 2020). The
Shield model actively disrupts attackers’ actions and
decision-making efficiency through deception tech-
nologies and induction strategies.

7. MTD model (Cai et al., 2016). This
model dynamically changes the system and network
states across multiple dimensions, including time,
space, and the physical environment, to increase the
difficulty for attackers to target and exploit vul-
nerabilities. However, it features high resource
consumption and lack of coordination among
components.

8. SARPPR model (Fang et al., 2024). The
SARPPR model focuses on full lifecycle defense,
combining the “guard, self-defense, and iteration”
modes to optimize defense mechanisms and enhance
the perception and deception of potential attackers.

9. Space Odyssey framework (Willbold et al.,
2023). The Space Odyssey framework serves as a rep-
resentative implementation of attack confrontation
models within the emerging domain of space system
security. By extending the core principle of adaptive
attack surface modeling to satellite command chains,
this framework pioneers a systematic methodology
for countering heterogeneous attack vectors in or-
bital environments. The framework demonstrates
the technical feasibility of applying attack confronta-
tion models to space security scenarios while expos-
ing systemic deficiencies in current space cybersecu-
rity research across dimensions such as cross-domain
coordination and real-time response.

2.3 Limitations of existing works

Despite advancements in dynamic defense, real-
time response, and attacker behavior analysis, cur-
rent cybersecurity models continue to exhibit signif-
icant limitations. Table 1 provides a summary of
the advantages and disadvantages of the models dis-
cussed, with additional evaluations across four key
dimensions: proactivity, flexibility, comprehensive-
ness, and lightness. Proactivity refers to the consid-
eration of the attacker’s perspective, while flexibility
denotes the model’s ability to adapt to dynamically
changing environments. Comprehensiveness reflects
the breadth of defense dimensions and stages consid-
ered. Lightness pertains to resource consumption at
any given time, with higher lightness corresponding
to lower resource consumption and vice versa.

As shown in Table 1, defense enhancement mod-
els exhibit relatively low proactivity but generally
have higher lightness compared to attack confronta-
tion models. This suggests that current defense en-
hancement models lack a thorough understanding
of attacker behaviors, motivations, and strategies,
thereby limiting their ability to take a proactive role
in attack–defense scenarios. On the other hand,
the attack–defense confrontation model requires
proactive detection and engagement in adversarial
games with the attacker, which leads to greater
resource consumption. Furthermore, as the mod-
els evolve, both flexibility and comprehensiveness
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Table 1 Summary of each cybersecurity model

Category Model Advantage Disadvantage P F C L

Defense
enhancement

PDR (Schwartau, 1998) Structured defense Lack of dynamic adjustment

P2DR (Li DP et al., 2014) Security strategy for
dynamic optimization

Slow response in distributed
environments

PDRR (Yang Y et al., 2024) Recovery phase for full
restoration

Weak pre-attack threat
identification

PDR2A (Gao, 2012) Auditing vulnerability Limited real-time threat
management

IPDRR (Zhang X et al., 2023) Lifecycle framework High complexity and cost

APPDRR (Xu XZ et al., 2024) Closed-loop protection Limited dynamic adaptability

Intrinsic security (Sabnis et al., 2012) Active threat awareness High resource consumption

Mimicry security (Wu, 2016) Increased attack difficulty Focusing on internal defense

LMSaniator (Wei et al., 2024) Runtime behavior
verifaction

Insufficient adversarial
perspective and contextual
inflexibility

Attack
confrontation

F2T2EA (Tirpak, 2000) Structured attack process Lack of dynamic adaptability

Kill chain (Sun S et al., 2023) Modeling attack Limited adaptability

ATT&CK (Strom et al., 2020) Matrix attacker behavior Struggling with unknown
threats

WPDRRC (Yao, 2010) Active warning and
counterattack

Risk of greater retaliation

CARTA (Jiang X, 2020) Real-time response High resource consumption

Shield (Fowler et al., 2020) Deception attacker Limited proactive feature

MTD (Cai et al., 2016) Dynamic network and
system

High resource consumption
and low coordination

SARPPR (Fang et al., 2024) Full lifecycle protection High resource consumption

Space Odyssey framework
(Willbold et al., 2023)

Adaptive attack surface
modeling

Cross-domain coordination
and real-time reponse

Proposed
model

SAPC Full-stage dynamic game –

P represents proactivity, F represents flexibility, C represents comprehensiveness, and L represents lightness. represents
low, represents medium, and represents high

are expected to increase, though this comes at the
expense of lightness.

In conclusion, existing models fail to achieve
an optimal balance among proactivity, flexibility,
comprehensiveness, and lightness. Moreover, many
models rely on static or single-round game strate-
gies, which are inadequate for supporting continu-
ous dynamic optimization. Consequently, they are
ill-equipped to address the increasingly complex,
covert, and rapidly evolving threats in today’s highly
dynamic network environments. Therefore, research
should focus on developing a comprehensive lifecy-
cle dynamic game model that enhances the ability to
predict attacker intentions and dynamically adjust
defense systems, thereby enabling comprehensive

optimization and systematic progress in attack–
defense confrontations. Our model, namely, SAPC,
is designed based on this motivation, and we provide
a more detailed explanation in the following sections.

3 Active cybersecurity vision

Considering the limitations of the current active
cybersecurity model in addressing dynamic games
and comprehensive defense mechanisms, this pa-
per proposes a forward-looking perspective on ac-
tive cybersecurity. This perspective emphasizes not
only the refinement of defense strategies but also
an in-depth examination of malicious behavior pat-
terns and technical attributes, aiming to develop a
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contemporary cybersecurity framework grounded in
dynamic game theory.

3.1 Concepts and definitions

Active cybersecurity seeks to build a system-
atic, active defense capability, encompassing a full
spectrum of functions from threat detection and
analysis to localization and mitigation (Shi et al.,
2024). By combining active and passive security
strategies, it aims to predict and preempt poten-
tial risks before threats materialize (Hu et al., 2024).
This approach implements measures to minimize po-
tential losses across economic, political, and military
domains, ensuring comprehensive cyberspace pro-
tection with respect to its confidentiality, integrity,
availability, and provability.

Active cybersecurity can be characterized as
a systematic defense framework that combines ac-
tive and passive strategies and technologies, specif-
ically designed to counteract network threats and
attacks effectively (Hand et al., 2013). This frame-
work strengthens the ability to address sudden net-
work incidents by proactively detecting and forecast-
ing potential threats. Its fundamental components
include the following:

1. Real-time threat perception: utilizing mul-
tiple detection rules to identify potential threats in
infrastructures and networks.

2. In-depth data analysis: investigating evolv-
ing malicious behaviors and patterns to uncover
underlying trends.

3. Threat capability assessment: analyzing the
capabilities of the attacker and evaluating the poten-
tial impact and destructiveness of the attack actions.

4. Holistic protection: deploying available re-
sources to formulate and implement strategies for
threat tracking, tracing, and mitigation, thereby
establishing a resilient and efficient cybersecurity
framework. Compared with the MTD model,
which possesses defects in resource consumption and
adaptability, active cybersecurity presents a holis-
tic protection through collaboration and predictive
strategies.

3.2 Objectives of active cybersecurity

The objectives of active cybersecurity encom-
pass four fundamental dimensions: manageable se-
curity, traceable security, provable traceability, and

controllable disposal. These dimensions align with
the holistic management of network assets, the au-
dit and analysis of complex network behaviors, the
reliable traceability of attack activities, and the ac-
curate mitigation of targeted threats, separately.

1. Manageable security. This involves com-
prehensively managing network assets, potential
threats, and associated risks to build an integrated
protection system focused on proactive prediction
and precise response. This facilitates early warning
mechanisms and targeted protective measures to re-
duce the likelihood and impact of security incidents,
ensuring the safety and stability of system opera-
tions in complex network environments. Further-
more, manageable security incorporates advanced
threat detection capabilities based on dynamic game
theory, enabling continuous prediction and analysis
of newly identified attack vectors by adversaries. In-
sights drawn from the overall security posture are
leveraged to preemptively counter emerging threats.

2. Traceable security. This involves systemat-
ically recording, tracking, and auditing the entire
behavioral chain of complex network activities and
cross-domain covert operations, thereby improving
the visibility and transparency of network actions.
Traceable security ensures that all activities within
the network are accurately and comprehensively doc-
umented and analyzed, providing strong data sup-
port for prediction, decision-making, and response
to potential security incidents, while enhancing the
efficiency of network security operations. It develops
advanced capabilities for analyzing hidden attacks
based on dynamic game theory, enabling the ongoing
identification of various attack methods designed to
evade detection by integrating and analyzing multi-
dimensional data, thereby improving the detection
of highly concealed threats.

3. Provable traceability. This involves utilizing
information obtained through traceable security to
reconstruct the attack action path, including the at-
tack origin, propagation route, exploited vulnerabil-
ities, and final target. This process generates credi-
ble evidence for comprehensive attack chain track-
ing, providing robust technical and legal support
for evidence collection, accountability, and litigation.
It ensures transparency, fairness, and traceability
throughout the threat response process (Jiang JG
et al., 2018). Provable traceability further devel-
ops precise tracing and defense capabilities based on
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dynamic game theory, enabling continuous tracking
of attack paths, reconstruction of attack chains, and
detailed analysis of attacker behavior trajectories.
These measures enhance the accuracy of source trac-
ing and guide defenders in deploying more targeted
protection strategies against covert attacks.

4. Controllable disposal. This feature involves
developing comprehensive control capabilities across
all stages of threat detection, response, contain-
ment, and recovery. Specifically, controllable dis-
posal applies precise countermeasures against threat
behaviors, ensuring swift system recovery after at-
tack while minimizing the impact of business disrup-
tions. Additionally, it incorporates dynamic game-
based defense strategy adjustment capabilities to
counter attackers, adaptively refining and optimiz-
ing defense and countermeasure strategies based on
response effectiveness. This approach continually in-
creases the cost and complexity for attackers, achiev-
ing the objective of “enhancing system resilience
through attack–defense confrontation.”

3.3 Significance and strengths

Active cybersecurity integrates manageable se-
curity, traceable security, provable traceability, and
controllable disposal, advancing network security
through both technical measures and strategic de-
fenses. This subsection explores its significance and
key strengths.

3.3.1 Significance

The significance of active cybersecurity lies in
establishing a next-generation immune capability for
defense mechanisms through preemptive threat per-
ception, in-depth source analysis, dynamic strategy
reconstruction, and immunity achievement.

1. Preemptive threat perception: By utilizing AI
and attack path prediction to monitor network traf-
fic, user behavior, and system vulnerabilities (Sun
C et al., 2022), potential attack actions and se-
curity events are anticipated, enabling a transition
from passive defense to proactive warning for rapid
response.

2. In-depth source analysis: Through the exam-
ination of attack behaviors and vulnerability charac-
teristics, in-depth source analysis enables the iden-
tification of threat origins and propagation paths.
Subsequently, attack chains, patterns, and strate-
gies are analyzed to inform defense decision-making

processes, facilitating the development of risk control
measures and strengthening response capabilities.

3. Dynamic strategy reconstruction: Security
policies and network configurations are continuously
adjusted in response to evolving threats, thereby en-
hancing the adaptability of detection systems and
ensuring the relevance of defensive measures to
promptly identify and mitigate complex intrusions.

4. Immunity achievement: By leveraging dy-
namic game-based confrontation, flexible counter-
measures tailored to specific attack types are devel-
oped by analyzing the objectives and strategies of
the attacker. Consequently, defense mechanisms are
strengthened, leading to the gradual establishment
of an adaptive and self-recovering security immune
system.

3.3.2 Strengths

The strengths of active cybersecurity are
reflected in the following five aspects:

1. Continuous confrontation: From the perspec-
tive of the defender, four essential capabilities are de-
veloped: threat perception, attack analysis, precise
tracing and protection, and defense strategy adapta-
tion. These capabilities bolster the security resilience
and stress tolerance of the system, thereby establish-
ing a sustained advantage in addressing persistent
threats within complex network environments.

2. Forward defense: By utilizing threat predic-
tion and prevention, real-time dynamic perception,
and the optimization of protection mechanisms, po-
tential threats to critical assets are identified proac-
tively. Attack paths are monitored in real time, and
defense strategies are dynamically adjusted accord-
ing to the characteristics of the threats. This ap-
proach shortens the detection and resolution time
window, minimizes potential losses, and improves
the overall effectiveness of cybersecurity.

3. Full-link controllability: Comprehensive pro-
tection is implemented throughout the threat life-
cycle, from detection to countermeasures, including
prior awareness, intelligent analysis, data tracking,
forensic tracing, and attack mitigation. This ensures
a coordinated and resilient defense mechanism.

4. Systematization and collaboration: By in-
tegrating multilayer security modules and shar-
ing threat intelligence, cross-domain security gaps
are eliminated, thereby enhancing overall protective
capabilities.
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5. Intelligence and standardization: On one
hand, intelligent and automated technologies reduce
human involvement, optimizing the security opera-
tions and the decision-making; on the other hand,
standardized threat detection processes improve de-
tection efficiency, minimize false positives and missed
detections, and ensure precise responses through a
unified resource allocation mechanism.

4 Proposed SAPC model
As cyberattacks become increasingly sophisti-

cated, traditional defense mechanisms encounter sig-
nificant challenges in maintaining effectiveness. This
section introduces an active cybersecurity model,
namely, SAPC, based on game theory, which dy-
namically refines defense strategies through four
elements, namely, intelligent threat sensing, in-
depth behavior analysis, comprehensive path profil-
ing, and dynamic countermeasures, thereby address-
ing the evolving nature of network security threats.
The theoretical foundations and key components
of these elements are introduced herein, offering
novel perspectives and methodologies for enhancing
cybersecurity defense.

4.1 Overview

In recent years, the landscape of cyberattacks
and defenses has significantly evolved compared to
the previous decade. Cyberattacks have grown in-
creasingly sophisticated and covert in nature. The
focus of these attacks has shifted from targeting per-
sonal privacy to critical national infrastructure. Cy-
berspace has become one of the primary arenas for
strategic competition among major powers. In the
contemporary international landscape, various na-
tions actively participate in activities such as execut-
ing surveillance operations, infiltrating digital net-
works, and initiating cyberattacks. This is evident
particularly in the emergence of advanced threats
such as APTs, ransomware, and supply chain at-
tacks. Consequently, the defense sector faces signif-
icant challenges, necessitating the continuous evolu-
tion of defensive strategies to counter increasingly
sophisticated attack methodologies.

The key challenges in cybersecurity encompass
information asymmetry, the variability of attack
strategies, and limitations in defensive resources.
Attackers typically hold an informational advan-
tage and can adapt their tactics flexibly through

covert strategies, while defenders must close this gap
through continuous learning and intelligence gather-
ing. Cyberattacks exhibit considerable volatility, as
attackers can rapidly modify their strategies in re-
sponse to defensive measures. The existence of mul-
tiple attack vectors and uncertainty regarding the
number of attacking agents further complicates the
defensive challenge. The strategic dynamics of this
offensive–defensive interaction requires defenders to
respond adaptively to optimize the overall defensive
effectiveness.

Game theory provides a systematic model for
cybersecurity, facilitating the optimization of strate-
gies for both attackers and defenders under the con-
straints of limited time and resources. Network se-
curity attacks and defenses form a dynamic, evolv-
ing game-theoretic process. Attackers and defend-
ers compete in resource allocation and strategy se-
lection, each aiming to maximize their own ben-
efits. In the context of incomplete information
games, Harsanyi (1967) was the first to apply game
theory to address challenges arising from incomplete
information. Huang and Zhu (2020) successfully uti-
lized it in the APT attack scenario, thereby demon-
strating the applicability of game theory in resolving
incomplete information issues in dynamic network
confrontations. We introduce an active cybersecu-
rity model grounded in game theory to tackle evolv-
ing network security threats, as depicted in Fig. 1.

By abstracting the interaction between the at-
tack and the defense as a dynamic game, this model
not only facilitates the effective prediction and re-
sponse to attacker behavior in environments char-
acterized by information asymmetry, but also sup-
ports the dynamic adaptation of defense strategies,
thereby optimizing defense outcomes within the con-
straints of available resources. The four elements
of SAPC establish a closed-loop defense system as
a whole. Through the continuous acquisition of
real-time intelligence, comprehensive threat analy-
sis, tracking of attack vectors, and implementation
of dynamic countermeasures, defenders seek to main-
tain an active posture in the ongoing attack–defense
interaction, thereby enhancing defense efficacy and
minimizing potential losses.

4.2 Intelligent threat sensing

Intelligent threat sensing constitutes the fun-
damental element of active cybersecurity defense,
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Fig. 1 Proposed sensing, analysis, profiling, and countermeasures (SAPC) model

emphasizing the early detection and prompt warn-
ing of potential threats. This enables defenders to
implement timely countermeasures before attackers
can infiltrate critical assets, thereby reducing the po-
tential damage resulting from attacks. Intelligent
threat sensing is grounded in two fundamental ob-
jectives. The primary objective is to facilitate an
early warning, a rapid detection, and an immediate
report of potential attacks. This enables the estab-
lishment of the necessary conditions for the timely
implementation of countermeasures. This not only
reduces the response time to threats but also signifi-
cantly improves the effectiveness of security defenses.
The secondary objective is to achieve an information
superiority advantage. This entails the collection,
analysis, and processing of security-related informa-
tion more efficiently and comprehensively than those
of attackers. It assists defenders in bridging the in-
formation gap with attackers, thereby ensuring that
they maintain the initiative in the attack–defense
dynamics. This information-driven strategy equips
defenders with the capability to anticipate attacker
movements, preemptively deploy defenses, and re-
spond more flexibly to diverse attack scenarios. Ba-
sically, intelligent threat sensing concentrates on sev-
eral key technologies, including penetration testing,
live simulations, and vulnerability mining.

Within the context of game theory, in-
telligent threat sensing empowers defenders to
make informed decisions by continuously gathering,

processing, and analyzing intelligence, thereby alle-
viating the drawbacks of information asymmetry and
improving response capabilities. Intelligent threat
sensing, in-depth behavior analysis, comprehensive
path profiling, and dynamic countermeasures work
in close coordination with other defensive compo-
nents, together forming an integrated defense sys-
tem to achieve active cybersecurity. By providing
real-time access to early warning intelligence, intel-
ligent threat sensing guarantees that defenders can
rapidly detect threats and provide crucial support to
other defense components.

4.3 In-depth behavior analysis

As a crucial tool grounded in game theory, in-
depth behavior analysis aids defenders in identifying
potential attack indicators within intricate network
attack–defense scenarios and in extracting key threat
intelligence from multi-dimensional data. In the net-
work attack–defense game, information asymmetry
presents a substantial challenge for defenders. At-
tackers conceal their actions using techniques such
as encryption, obfuscation, and camouflage. The key
technologies involved in in-depth behavior analysis
are the detection and analysis of multi-dimensional
data such as network traffic, system logs, and other
external resources.

Meanwhile, advancements in machine learning
and intelligent technologies enable in-depth behavior
analysis to continuously enhance its ability to assess
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network activities. By leveraging a game-theoretic
scenario, it adapts dynamically to changes in the net-
work environment, allowing defenders to retain the
initiative in the attack–defense game. This adaptive
strategy leads to more accurate threat detection and
more efficient responses to network intrusions and
evolving attacks.

4.4 Comprehensive path profiling

Comprehensive path profiling uses multi-
dimensional data analysis to identify the attack path
and the attacker’s identity. By tracing the at-
tacker’s behavioral trajectory, key nodes, and po-
tential threats, this method supports defenders in
refining both their reactive and predictive strategies.
Its ultimate goal is to empower defenders to main-
tain control of the attack–defense game by improving
response times and anticipating future threats. The
key technologies in comprehensive path profiling are
traceability graph analysis, log traceability, and link
traceability for the identification of the attacker’s ac-
tion chain and key attack nodes.

By integrating game-theoretic analysis, compre-
hensive path profiling enables defenders to assess the
attacker’s strategy, potential gains, and associated
risks, thus guiding the development of appropriate
defense measures. Path tracing helps identify key
attack nodes, allowing defenders to dynamically ad-
just their defenses, increase the attacker’s cost, and
lower the probability of successful attacks.

4.5 Dynamic countermeasures

Dynamic countermeasures are essential to active
network defense. They enable real-time strategy ad-
justments, raise the attacker’s operational cost, and
may eventually force the attacker to give up. By
leveraging intelligent threat sensing and comprehen-
sive path profiling, defenders can use game-theoretic
analysis to maintain a strategic edge in the ongo-
ing attack–defense game. The key technologies in
dynamic countermeasures are classified into internal
and external countermeasures. The former are emer-
gency responses, system reinforcements, real-time
firewall adjustments, and device isolation, whereas
the latter focus on disrupting the attacker’s external
support resources, including offshore springboards,
command and control (C&C) servers, and anonymiz-
ing networks such as the onion router (Tor) (Zhuo

et al., 2018).
Guided by game theory, dynamic countermea-

sures empower defenders to take control of network
security by dynamically altering defense strategies,
optimizing resource allocation, and disrupting the
attack chain to escalate the attacker’s risks and op-
erational costs. The ultimate aim is to compel the
attacker to abandon the attack, securing proactive
control over the network’s security position.

4.6 Game theory in the SAPC model

Active network security game theory applies
game-theoretic models to assess and optimize de-
fense strategies. It explores the strategic dynamics
between defenders and attackers, assisting defend-
ers in developing effective security plans despite in-
formation asymmetry, resource constraints, and the
evolving nature of attacks.

4.6.1 Participants in the game model

The core model of active cybersecurity game
theory revolves around two primary participants:
the defender and the attacker. The defender, typ-
ically an organization or a network security team,
aims to minimize vulnerabilities, mitigate attacks,
and safeguard network assets. The defender has
access to a set of defensive strategies, denoted as
SD = {Ss, Sa, Sp, Sc}, which may include deploying
firewalls, detecting intrusion, and patching vulnera-
bilities. These strategies require significant resource
investment in terms of time, manpower, and technol-
ogy. Specifically, the cost of each defensive strategy
can be represented as the sum of the resource expen-
ditures across various defensive nodes, such as mon-
itoring systems, analysis capabilities, and response
measures. The defender’s strategy cost is given by
the following expression:

CD(SD) =

nD∑

i=1

cD,iR
i
D, (1)

where cD,i is the cost coefficient for resources used at
the ith defense node, Ri

D is the resource investment
in that node, and nD is the number of defense nodes.

On the other hand, the attacker is an adversar-
ial entity focused on compromising or breaching the
defender’s network. The attacker’s strategy set (SA)
encompasses various offensive tactics, such as dis-
tributed denial-of-service (DDoS) attacks, malware,
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social engineering, among others, selected according
to the attacker’s objectives and available resources.
The attacker’s resource investment also incurs a cost,
represented as follows:

CA(SA) =

nA∑

i=1

cA,iR
i
A, (2)

where cA,i is the cost coefficient for resources used
at the ith attack path, Ri

A is the resource investment
in that path, and nA is the number of attack paths.
The attacker aims to maximize the chance of a suc-
cessful breach, often by exploiting weaknesses in the
defender’s defenses.

In the SAPC model, the defender is frequently
confronted with the issue of incomplete information.
The defender cannot immediately identify all pos-
sible attack behaviors or understand the attacker’s
real-time intentions. To bridge this gap, the defender
must adopt strategies such as intelligent threat sens-
ing, in-depth behavior analysis, comprehensive path
profiling, and dynamic countermeasures. We begin
by outlining the strategy space for these four critical
elements:

1. Intelligent threat sensing involves the de-
fender actively identifying potential threats through
continuous intelligence gathering and network
surveillance. This includes real-time analysis of
vulnerability mining, user behavior, and external
threat intelligence, aiming to detect threats before
they materialize. In dynamic strategies, the strat-
egy space for the intelligent threat sensing phase is
Ss = {s1, s2, . . . , sm}, where each si (i = 1, 2, . . . ,m)
represents a strategy, such as improving monitoring
accuracy, shortening memory utilization time, or ex-
panding intelligence collection, andm denotes the to-
tal number of strategies available in intelligent threat
sensing phase.

2. In-depth behavior analysis uses multi-
dimensional data analysis to thoroughly assess the
attacker’s behavior and detect anomalous activities
or potential attack paths. The strategy space for
this phase is Sa = {a1, a2, . . . , aη}, where each ai
(i = 1, 2, . . . , η) denotes a specific behavior, such as
comprehensive data analysis, machine learning ap-
plications, and association analysis, and η indicates
the total number of strategies available in in-depth
behavior phase.

3. Comprehensive path profiling involves
real-time detection to track the attack path,

identifying the source and trajectory of the at-
tacker. The strategy space for this phase is Sp =

{p1, p2, . . . , pv}, where each pi (i = 1, 2, . . . , v) rep-
resents a tracking method, such as deploying IDSs,
analyzing logs, or utilizing path-tracking techniques,
and v denotes the total number of strategies available
for comprehensive path profiling.

4. Dynamic countermeasures require the de-
fender to take immediate action upon confirming
the attack. The strategy space for this phase is
Sc = {c1, c2, . . . , cu}, where each ci (i = 1, 2, . . . , u)
denotes a defensive measure, such as traffic clean-
ing, vulnerability patching, or blocking malicious In-
ternet protocol (IP) addresses, and u refers to the
number of strategies available for dynamic counter-
measures. Additionally, this phase includes reverse
induction to gain further insight into the attacker’s
strategy, enhancing the defender’s ability to respond
dynamically and effectively.

The attacker’s strategy space is defined by the
set of possible attack behaviors, constrained by
choices such as attack paths, camouflage techniques,
attack intensities, and other tactics. The attacker’s
strategy space is denoted as SA = {A1, A2, . . . , Aw},
where each Ai (i = 1, 2, . . . , w) refers to a specific
attack behavior, such as covert actions, path alter-
ations, or the use of proxies, and w denotes the total
number of strategies possessed by the attacker.

4.6.2 Synergy between global and local games

In active cybersecurity game theory, the game
process is split into two levels: the global game which
involves cross-domain collaboration and formulating
overarching defense strategies, and the local game
which concentrates on optimizing defense at individ-
ual nodes or systems. This structure mirrors the
global and the local games in economics, where the
former highlights the interdependence of strategies
and the latter focuses on maximizing local interests.
The four components of SAPC work together to en-
hance defense capabilities in the global game while
addressing real-time response and local system de-
fense in the local game.

The iterative relationship between the local and
global games is outlined in Algorithm 1, where T

denotes the maximum number of games. In the lo-
cal game, both the defender and the attacker se-
lect strategies and update their local information
based on their payoffs. The global game follows,
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calculating global payoffs and prompting the par-
ties to update their belief distributions. When the
equilibrium is achieved, optimal strategies for both
the defender and the attacker are determined. This
model demonstrates the mutual influence of the local
and global games, whereby the local game informs
the global game, and feedback from the global game
refines future iterations of the local game, ensuring
continuous strategic optimization.

Algorithm 1 Active cybersecurity game algorithm
Input: RD, SD, RA, SA, T
Output: S∗

D, S∗
A

initialize t = 1

while t ≤ T do
for each θD ∈ SD and θA ∈ SA do

U local
D (θD, SD, SA, RD)

U local
A (θA, SA, SD, RA)

end for
Uglobal
D (θD, SD, SA, RD)

Uglobal
A (θA, SA, SD, RA)

P (θA | SA) =
P (SA|θA)P (θA)

∑
θ′
A

∈ΘA
P(SA|θ′

A)P(θ
′
A)

P (θD | SD) =
P (SD|θD)P (θD)

∑
θ′
D

∈ΘD
P(SD|θ′

D)P(θ
′
D)(

S∗
D, S∗

A

)
= OptimalStrategy(SD, SA)

if checkNashEquilibrium(S∗
D, S∗

A) then
break

end if
t = t + 1

end while
return S∗

D, S∗
A

1. Local game: strategy optimization within
distinctive stage

The local game refers to the interaction between
the defender and the attacker at each stage of the
security process, driven by the four components of
SAPC. The process is divided into the following four
key phases:

(1) Intelligent threat sensing: The defender as-
sesses whether to allocate additional resources to
enhance the capability to detect emerging threats.
Meanwhile, the attacker seeks to expand the attack
surface to create more opportunities for launching
attacks.

(2) In-depth behavior analysis: The defender
evaluates whether to invest more resources in
strengthening its analytical capabilities for identi-
fying hidden or covert attacks. In response, the at-
tacker focuses on evading detection and increasing
the complexity of audits.

(3) Comprehensive path profiling: In this phase,
the defender decides whether to allocate resources to

track the attacker’s movements and attack paths.
On the other hand, the attacker works on developing
a new infrastructure to circumvent the defender’s
tracking efforts.

(4) Dynamic countermeasures: The defender
formulates and executes a response based on pre-
viously gathered data, implementing counteractions
as necessary. The attacker adapts its strategies
to mitigate the effects of the defender’s counter-
measures, continually shifting the dynamics of the
attack–defense game.

Thus, the defender’s payoff function is defined
as follows:

U local
D (θD, SD, SA, RD) = αρ (θD, SD, SA)− γRD,

(3)

where α represents the coefficient of successful pay-
off for the defender at a given stage, ρ (θD, SD, SA)

is the probability function of successfully achiev-
ing the objectives of intelligent threat sensing, in-
depth behavior analysis, comprehensive path profil-
ing, and dynamic countermeasures, which depends
on the defender’s type θD, strategy SD, and the at-
tacker’s strategy SA, γ denotes the coefficient of de-
fense resource costs, and RD represents the resources
invested by the defender.

The attacker’s payoff function is defined as
follows:

U local
A (θA, SA, SD, RA) = δρ (θA, SA, SD)− ζRA,

(4)

where δ represents the coefficient of successful pay-
off for the attacker at a given stage, ρ (θA, SA, SD)

is the probability function of a successful attack or
concealment, which depends on the attacker’s type
θA, strategy SA, and the defender’s strategy SD, ζ
denotes the coefficient of attack resource costs, while
RA represents the resources invested by the attacker
in this stage.

During each round of the local game, the de-
fender adjusts its strategies in response to the at-
tacker’s behavior. Through a continuous process
of refining its understanding, minimizing informa-
tion asymmetry, and progressively strengthening its
defenses, the defender ultimately deploys effective
countermeasures.

2. Global game: strategy optimization across
multiple local games
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In the global game context, both the defender
and the attacker face significant challenges due to
information asymmetry. The defender is unable
to fully comprehend the attacker’s strategies or re-
source allocations, and similarly, the attacker lacks
a complete understanding of the defender’s overall
defense strategy. As a result, the defender must de-
velop effective defense strategies by leveraging global
coordination, despite having only partial information
from each individual node.

In the global game, the payoff function captures
the outcomes for both the attacker and the defender,
accounting for strategies, resource allocations, and
the asymmetry of information. For the defender,
the payoff function U local

D which represents the local
utility or payoff derived from the defense efforts at
a specific node, reflects multiple dimensions, such as
defense success, resource efficiency, and losses from
attacks. More formally, U local

D is defined as follows:

U local
D (θD, SD, SA, RD) =

nD∑

i=1

(αiρp(S
i
D, SA)− βiR

i
D),

(5)

where ρp(S
i
D, SA) represents the probability of suc-

cessful defense at the ith node, which is influenced by
the defender’s strategy SD and the attacker’s strat-
egy SA. Here, Ri

D denotes the resource investment
at the ith node, where the increase in resources en-
hances the defense success rate; αi and βi are the
weight coefficients for the nodes, reflecting the rela-
tive importance of each node to the overall defense.

The attacker’s payoff function Uglobal
A (θA, SA,

SD, RA) represents the overall utility or payoff that
the attacker gains from executing an attack in the
global context. This function typically incorporates
factors such as the success rate of the attack, the
damage caused, and the resources expended. The
payoff is influenced not only by the local attack
strategy but also by the broader impact of cross-
domain attacks. More formally, the attacker’s payoff
function Uglobal

A is defined as follows:

Uglobal
A (θA, SA, SD, RA) =

nA∑

i=1

(δiρa(SA, S
i
D)− ζiR

i
A),

(6)

where ρa(SA, S
i
D) represents the probability that the

attacker breaches the defense of the ith node, which
depends on both the attacker’s strategy SA and the
defender’s strategy SD, Ri

A denotes the attacker’s

resource investment at the ith node, with increased
investment facilitating the breach of defense, and δi
and ζi are the weight coefficients that reflect the
priorities of different attack paths.

The global game’s solution requires identifying
the optimal strategy pairs for both the attacker and
the defender using game-theoretic methods, such
as the Nash equilibrium (Zhang LD and Hemberg,
2019). With information asymmetry in play, both
players must adjust their belief distributions based
on the observations of each other’s strategies, which
is mathematically formulated using the Bayes theo-
rem (Yang TF et al., 2024). We denote the attacker’s
type as A, where the defender observes the attacker’s
strategy SA and holds a prior belief P (A). Applying
the Bayes theorem, the defender’s posterior belief is
defined as follows:

P (θA | SA) =
P (SA | θA)P (θA)∑

θ′
A∈ΘA

P (SA | θ′A)P (θ′A)
, (7)

where P (θA|SA) represents the defender’s posterior
belief, indicating the probability that the attacker’s
type is A, P (SA|θA) denotes the probability that the
attacker adopts strategy SA given the attacker’s type
A, and P (θA) is the prior probability of the attacker’s
type.

Similarly, when the attacker observes the de-
fense strategy SD adopted by the defender, the
attacker’s posterior belief is defined as follows:

P (θD | SD) =
P (SD | θD)P (θD)∑

θ′
D∈ΘD

P (SD | θ′D)P (θ′D)
, (8)

where P (θD|SD) represents the posterior probabil-
ity, which is the defender’s updated belief about
their type θD after observing the strategy SD, and
P (SD|θD) is the likelihood function, indicating the
probability of observing strategy SD given that the
defender’s type is θD. Further, P (θD) denotes the
prior probability, representing the defender’s initial
belief about their type θD before observing any strat-
egy, and ΘD is the set of all possible defender types.
The term P (SD|θ′D) refers to the likelihood function
for each possible defender type θ′D ∈ ΘD, showing the
probability of observing SD given a particular type.
P (θ′D) is the prior probability for each type θ′D, rep-
resenting the defender’s belief where defender type is
θ′D. The denominator,

∑
θ′
D∈ΘD

P (SD|θ′D)P (θ′D), is
the normalized constant, ensuring that the posterior
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probabilities sum to “1” by calculating the total prob-
ability of observing SD across all possible defender
types, weighted by the prior belief for each type.

In a Bayesian game, the payoff functions for
both participants must account for their belief dis-
tributions, which are captured as expected payoffs.
The defender’s expected payoff is defined as follows:

E [UD] =
∑

P (θA | SA)UD (θD, SD, SA, RD) , (9)

where θA ∈ ΘA is the attacker’s type, PD(θA|SA)

is the defender’s posterior belief over the attacker’s
type upon observing the attacker’s strategy SA, and
UD(θD, SD, SA, RD) is the defender’s payoff given
both players’ types and strategies.

The attacker’s expected payoff is defined as
follows:

E [UA] =
∑

P (θD | SD)UA (θA, SA, SD, RA) ,

(10)

where θD ∈ ΘD is the defender’s type, PA(θD|SD)

is the attacker’s posterior belief over the defender’s
type upon observing the defender’s strategy SD,
and UA(θA, SA, SD, RA) denotes the attacker’s pay-
off given both players’ types and strategies.

Given the costs and benefits associated with
each participant’s strategies, it is important to eval-
uate the return on investment (ROI) for both the
defender and the attacker. The ROI is a measure of
the net benefit relative to the cost incurred by each
participant. The ROI can be calculated as follows:

The defender’s ROI is defined as

ROID =
E [UD]− CD (SD)

CD (SD)
, (11)

where E [UD] is the defender’s benefit and CD (SD)

is the cost of the defender’s strategy.
The attacker’s ROI is defined as

ROIA =
E [UA]− CA (SA)

CA (SA)
, (12)

where E [UA] is the attacker’s benefit and CA (SA) is
the cost of the attacker’s strategy.

Both the defender and the attacker aim to maxi-
mize their ROIs by optimizing their respective strate-
gies. In each round of the game, the defender
and the attacker adjust their strategies dynamically,
based on their resources and the effectiveness of their
actions.

In a global game with information asymme-
try, both the defender and the attacker achieve a
Nash equilibrium by selecting their respective opti-
mal strategies, so that neither party has an incentive
to change their strategy given the strategy of the
other. Specifically, a Nash equilibrium occurs when
the defender and the attacker choose the optimal
strategies, respectively, under the condition in which
both maximize their expected payoffs. Furthermore,
to maximize the return on investment, both par-
ties must choose strategies that effectively balance
the defense and the attack while considering the
costs of their actions, thereby finding a balance be-
tween resource efficiency and effectiveness. The Nash
equilibrium is listed as follows:

(S∗
D, S

∗
A) = OptimalStrategy(SD, SA)

s.t. arg max
SD,SA

[ROIA,ROID] , (13)

where S∗
D and S∗

A denote the optimal strategies
for the defender and the attacker, respectively.
The expression implies that each player is choosing
the strategy that maximizes their expected utility,
considering the strategy of the other player.

5 Key technologies based on the SAPC
model

This section explores practical case studies to
illustrate how these key technologies improve defen-
sive capabilities in complex and dynamic network
environments.

5.1 Overview

As illustrated in Fig. 2, the active network
security model is built on an extensive technical
framework, designed to form a closed-loop defense
system via proactive and intelligent technological
methodologies.

The system includes four primary technical
modules: vulnerability mining, traffic detection,
source tracing analysis, and countermeasures. These
modules complement one another, working together
to offer real-time, effective protection and responses
at different stages of network security threats.

The SAPC model consists of four core elements,
intelligent threat sensing, in-depth behavior analysis,
comprehensive path profiling, and dynamic counter-
measures, each serving a distinct function within the
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Fig. 2 Technical framework of the sensing, analysis, profiling, and countermeasures (SAPC) model

system. These elements are interconnected, form-
ing a cyclical structure that facilitates continuous
feedback. “Intelligent threat sensing” initiates the
cycle by proactively identifying vulnerabilities and
predicting potential threats, informing “in-depth be-
havior analysis” to detect anomalies and malicious
behaviors. Upon detection, “in-depth behavior anal-
ysis” forwards suspicious activity data to “compre-
hensive path profiling,” which reconstructs attack
paths and traces origins, thereby providing action-
able intelligence for “dynamic countermeasures” to
deploy targeted countermeasures. Crucially, postre-
sponse feedback of “dynamic countermeasures” re-
fines the accuracy of threat predictions, anomaly
detection models, and path-tracing algorithms, cre-
ating a self-reinforcing loop. This cyclical interaction
is further enhanced by robust data integration, high-
performance computing, and a unified platform, en-
suring seamless information flow and real-time opti-
mization. This interconnectedness results in a highly
coordinated system, where the logical relationships
and interactions between the elements are empha-
sized. Moreover, the cyclical structure supports a

closed-loop mechanism, enabling the network secu-
rity system to respond swiftly, optimize in real time,
and adapt continuously to emerging threats.

Intelligent threat sensing, as the cornerstone of
active network security, plays a vital role in iden-
tifying potential vulnerabilities and risks. Prior to
an attack, intelligent sensing continuously monitors
and analyzes network assets to detect weaknesses
that could be exploited by adversaries. The goal of
intelligent sensing is to use advanced threat detec-
tion and prediction technologies to accurately assess
the intentions, behavioral patterns, and potential at-
tack paths of prospective attackers. This proactive
approach facilitates the early deployment of defense
strategies, with a primary focus on identifying sys-
tem vulnerabilities before an attack is executed to
prevent its success.

In-depth behavior analysis, a crucial component
of traffic detection, utilizes traffic monitoring and
data analysis techniques to identify abnormal activi-
ties or malicious behaviors in real time. The primary
goal of this analysis is to predict and identify the ac-
tions of attackers by examining multi-dimensional
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data, revealing attack paths, and providing critical
intelligence to inform defense strategies. Upon de-
tecting traffic anomalies, the system rapidly analyzes
data packets to determine the presence of potential
attack behaviors, such as DDoS attacks or malware
propagation. This detailed analysis not only aids in
detecting attack patterns but also generates valuable
data that support intelligent perception, refining vul-
nerability mining strategies. Moreover, new vulnera-
bilities identified by intelligent perception can guide
adjustments in diagnostic technologies, improving
the accuracy of traffic detection and expanding the
system’s ability to identify a wider array of attacks.

Comprehensive path profiling, a key component
of source tracing analysis, tracks the source and path
of an attack after it occurs, providing a detailed
understanding of the attack’s process and methodol-
ogy. This approach not only supports defense mecha-
nisms during ongoing attacks but also provides valu-
able insights and data that can inform future protec-
tion strategies. The primary objective of this pro-
cess is to trace the attack path, reconstruct the at-
tack chain, and thoroughly analyze the attacker’s be-
havioral trajectory, enabling defenders to implement
more targeted countermeasures, particularly against
APT attacks. By tracing the attack, the system can
retrospectively verify abnormal behaviors identified
during earlier analysis, pinpoint the attack chain,
and refine the countermeasure strategy. In addition,
the dynamic feedback from this process enhances
other elements, ensuring that tasks such as vulnera-
bility mining and traffic detection are better aligned
with emerging threats.

Dynamic countermeasures, a pivotal element of
network defense, play a crucial role in mitigating the
escalation of attacks by providing rapid responses
and remediation. The primary objective of counter-
measures is to force attackers to abandon their efforts
or reduce the effectiveness of their attacks by raising
their associated costs. These countermeasures not
only serve as immediate responses to active threats
but also enable the adaptation of defense strategies
based on the insights derived from source tracing
analysis, thereby enhancing both the accuracy and
timeliness of defensive actions. The effectiveness of
countermeasures is fed back into each component
of system-intelligent perception, in-depth analysis,
and dynamic path profiling, continuously refining
and strengthening the overall defense capabilities.

Through a closed-loop feedback mechanism, counter-
measures not only address current threats but also
promote the system’s ability to learn from and adapt
to emerging attack patterns, ensuring sustained and
effective protection against future attacks.

To achieve a seamless closed-loop collaborative
operation, the active network security framework de-
pends on a combination of robust data, computing
power, and platforms to enhance the system’s over-
all performance. Data form the foundation of active
network security, as the system collects and analyzes
vast amounts of network traffic, log data, external
threat intelligence, and other relevant information.
This enables continuous, real-time monitoring of the
network environment, facilitating the identification
of potential threats and attack patterns. These data
further support critical tasks such as vulnerability
mining, traffic detection, and source tracing analysis,
improving the accuracy of threat detection and re-
sponse. Computing power is indispensable to active
network security, especially when handling complex
tasks such as large-scale data analysis, behavioral
analysis, and machine learning. Powerful compu-
tational resources are essential to ensure rapid re-
sponses to emerging threats. Through the use of
large-scale parallel computing and efficient data pro-
cessing, the active security framework achieves high
efficiency in real-time detection and automatic re-
sponses. The platform, as the underlying infras-
tructure, supports the integration of data, comput-
ing power, and various security technologies to offer
multilayered protection. An effective security plat-
form provides necessary services such as data stor-
age, computational resources, and algorithmic sup-
port, while managing and optimizing the operation
of various security components tailored to different
threat scenarios. The platform ensures intelligent co-
ordination and scheduling, boosting the adaptability
and flexibility of the entire system.

Through the utilization of these resources, a net-
work security large language model can be developed
and deployed, demonstrating advanced intelligence
and automation when confronting complex network
threats. This model integrates sophisticated tech-
nologies such as big data, AI, and deep learning
to bolster defense mechanisms. The network secu-
rity model not only strengthens the overall defen-
sive infrastructure but also continually refines its ca-
pacity to detect new and emerging threats through
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expansive data-driven learning, fostering a dynamic
“self-evolution” mechanism. This approach ensures
that the active network security framework remains
adaptable and effective against the ever-changing
nature of attack strategies.

The four core components within the active net-
work security framework are interdependent, func-
tioning through a cyclical feedback mechanism that
ensures continuous system optimization and real-
time responsiveness. In this integrated system, the
collaboration of data, computing power, and plat-
forms lays a solid foundation for the network secu-
rity model’s operation and evolution. The result-
ing intelligent, automated defense system enhances
both the speed and the accuracy of network secu-
rity operations while facilitating ongoing learning
and adaptation. Through continuous refinement,
the system can effectively address emerging threats,
maintaining robust defense capabilities at all times.

5.2 Vulnerability mining

Intelligent threat sensing, a key component of
the active network security model, aims to pre-
cisely identify the intentions, behavior patterns,
and potential attack paths of attackers through ad-
vanced threat detection and predictive technologies.
This allows for the proactive deployment of defense
strategies prior to an attack (Wang J et al., 2023).

To achieve this, it is essential to identify vulner-
abilities in the target system at an early stage and
block critical entry points that could be exploited by
attackers. Fig. 3 depicts the interaction between at-
tackers and defenders during the vulnerability min-
ing process. Both focus on the same target, with
attackers seeking to uncover as many vulnerabili-
ties as possible to construct effective attack paths.
Meanwhile, defenders conduct in-depth analyses of
the system’s security state, allowing them to actively
block potential threat entry points and constrain at-
tacker actions at an early stage. A key element of this
process is the implementation of intelligent threat
sensing, which enables the prediction of attackers’
potential paths and targets in advance.

5.2.1 Background

Traditional vulnerability mining technologies
adopt a narrow perspective. Despite advancements
in reinforcement learning (Kröse, 1995), AI (Pouyan-
far et al., 2019), and large language models (Zhou

et al., 2018), achieving intelligent sensing remains
a challenge. This challenge arises because vulner-
ability mining primarily relies on the defender’s
experience and summaries of known attacker ex-
ploits. This approach remains rooted in passive
defense, lacking active consideration of unknown
threats and exploitable vulnerabilities from the
attacker’s perspective. As a result, defenders face
difficulties in anticipating new strategies and attack
paths, thereby leaving security gaps. To achieve
comprehensive perception of unknown threats, it is
essential to break perspective limitations and rede-
fine vulnerability mining through the attacker’s lens,
incorporating dynamic game theory.

5.2.2 Proposed technology

To overcome the limitations of traditional
experience-based vulnerability mining, we propose
an active network security vulnerability mining
approach that integrates game theory. This ap-
proach focuses on the attacker’s perspective, lever-
aging dynamic games to uncover unknown vulnera-
bilities and addressing the limitations of traditional
technologies in predicting emerging threats and po-
tential exploits. The technical framework includes
target identification, model training, vulnerability
generation, and vulnerability combination, covering
the entire lifecycle of vulnerability mining to enable
active perception and dynamic response.

Target combining: In this stage, the technol-
ogy constructs a multiscenario confrontation model
and a vulnerability mining framework by comprehen-
sively analyzing historical vulnerability data, APT
attack indicators (Hossain et al., 2017), and changes
in target assets. By incorporating game theory, vul-
nerability mining shifts to the attacker’s perspec-
tive, simulating their potential strategies and attack
paths. For example, attackers may target configura-
tion vulnerabilities in newly added network assets or
infiltrate key nodes along the APT attack chain to
gain permissions through phishing (Zhang Y et al.,
2007), unpatched vulnerabilities (Wang XD et al.,
2019), or social engineering (Heartfield and Loukas,
2016). Attackers may also exploit supply chain vul-
nerabilities or third-party dependencies to conduct
indirect attacks (Liang et al., 2023). By simulat-
ing these strategies, the technology actively identi-
fies potential weaknesses, overcoming the limitations
of traditional empirical paradigms and providing
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defenders with more precise protection targets.
Model training: In this stage, the technol-

ogy applies large language models and reinforce-
ment learning to develop a dynamic vulnerabil-
ity prediction framework. This framework enables
defenders to track the evolution of attack strate-
gies through iterative optimization and adaptive
learning, improving the prediction of unknown vul-
nerabilities. By moving beyond reliance on his-
torical data, it facilitates a more comprehensive
identification of potential threats.

Vulnerability generation: In this stage, this
technology integrates fuzzing (Sutton et al., 2007)
to simulate potential exploitation methods used by
attackers, assess their system interactions, and evalu-
ate their impact. A standardized vulnerability man-
agement database quantifies the cause, risk, exploita-
tion conditions, and repair costs for each vulner-
ability, providing preanalysis data for attack path
evaluation during the vulnerability combination
stage.

Vulnerability combination: In this stage, the
synergistic effects of individual vulnerabilities are
analyzed to construct a multivulnerability linkage
model and a comprehensive attack chain (Xu K
et al., 2024). Game theory is applied to simulate

attackers’ optimal path selection in complex systems.
For instance, attackers might escalate their privileges
incrementally via multiple vulnerabilities, ultimately
gaining control of critical assets. Evaluating these
paths enables defenders to identify high-risk vulner-
ability chains, prioritize core repairs, devise efficient
protection strategies, and enhance overall system
security.

When integrated with the active network secu-
rity model and game theory, the introduction of dy-
namic games becomes highly significant. The core
concept lies in the Nash equilibrium of the game.
When both the attacker and the defender select
their optimal strategies, the game tends toward the
Nash equilibrium, making the attacker’s behavior
predictable. In the context of vulnerability exploita-
tion, to maximize their benefits, the attacker must
choose the optimal attack path, such as prioritizing
key high-value modules or resources. If the attacker
deviates from the optimal strategy, their benefits will
be significantly reduced, placing them at a disadvan-
tage in the game. Therefore, vulnerability mining
technology, combined with game theory, can identify
high-risk vulnerabilities in advance and enable proac-
tive defensive measures by deducing the attacker’s
optimal path.
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Fig. 3 Vulnerability mining technology based on active cybersecurity with game theory
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5.2.3 Case study

The following example demonstrates the ap-
plication of game theory in vulnerability mining
technology within active network security. The at-
tacker (A) and the defender (D) engage in a competi-
tive scenario through vulnerability mining and repair
activities. The attacker aims to exploit undiscovered
or unrepaired vulnerabilities and construct effective
attack paths to maximize their benefits. In contrast,
the defender seeks to address vulnerabilities identi-
fied by the attacker through mining and repair while
minimizing potential system vulnerabilities that
remain undiscovered by the attacker.

In the vulnerability mining game, the goal of
the defender is to identify the attack path, infer the
attack intention, and then cut off the attack chain.
Its strategy space is Ss = {SIC, SVE, SVR}, where
SIC represents the collection of public attacker in-
telligence, such as historical vulnerability data and
APT equipment development clues, to prepare for
the next target selection, SVE includes the selection
of asset and vulnerability types, the development of
corresponding vulnerability mining tools, and min-
ing vulnerability, and SVR represents the repair of
vulnerabilities along the attack path in order of their
values. The defender mines vulnerabilities by ana-
lyzing the attacker’s goals and manages and repairs
vulnerabilities with limited resources. The profit
function is defined as follows:

US
D = α1ρRepair(θD, {SIC, SVE, SVR}, SS

A)− γ1R
S
D,

(14)

where RS
D represents the resources consumed by the

defender, ρRepair represents the probability of suc-
cessfully discovering or repairing a vulnerability, and
α1 and γ1 are weights.

Correspondingly, the attacker aims to evade de-
tection and prolong the attack’s duration by obscur-
ing the attack path and concealing behavioral char-
acteristics. Its strategy space is SS

A = {aIC, aVM},
where aIC represents the collection of public attacker
intelligence and combination of the existing technol-
ogy to prepare for the next target selection, and aVM

refers to the selection of assets, the development of
corresponding vulnerability mining tools, and the
mining of vulnerabilities. The attacker’s goal is to
discover high-value vulnerabilities in the defender’s
network assets. The profit function is defined as

follows:

US
A = δ1ρMine(θD, {aIC, aVM}, SS

D)− ζ1R
S
A, (15)

where RS
A represents the resources consumed by the

attacker, ρMine represents the probability of suc-
cessfully mining a vulnerability, and δ1 and ζ1 are
weights.

In our previous research work (Wang D et al.,
2020), we proposed a novel approach, BCFuzzer, for
common gateway interface (CGI) vulnerability de-
tection on embedded devices. This method lever-
ages a feedback-driven lazy input model and selec-
tive external function tracking to automate code
path exploration and efficiently identify vulnera-
bilities. Experimental results on real embedded
CGI programs demonstrate that the proposed ap-
proach can detect more unknown vulnerabilities
more quickly, with a reduction in detection time of
approximately 50% and a nearly 2.5 times greater
number of discovered vulnerabilities compared to
existing methods.

In 2016, one year before the official disclo-
sure of the Microsoft Office remote code execution
vulnerability (CVE-2017-11882), our proprietary
active cybersecurity-based vulnerability discovery
system successfully identified and analyzed the at-
tack patterns associated with this critical exploit
14 months prior to industry recognition. Lever-
aging adversary behavior-profiling techniques and
in-depth component interaction analysis, our sys-
tem detected anomalous document structure pat-
terns during the vulnerability’s latent phase, initiat-
ing real-time threat alerts through automated exploit
chain mapping. This breakthrough enabled part-
ner organizations to implement enterprise-wide doc-
ument security gateways and deploy memory protec-
tion protocols at scale, completing critical infrastruc-
ture hardening a full year prior to the vulnerability’s
public disclosure and subsequent weaponization in
global cyberattacks.

5.2.4 Summary

This technology can effectively identify poten-
tial risks before an attack occurs and adjust defense
strategies in real time, thereby preventing attackers
from exploiting zero-day vulnerabilities to gain unau-
thorized access and steal data. Additionally, this ap-
proach provides a comprehensive view of the attack
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path and offers targeted repair suggestions and op-
timization solutions for the defender. In practice,
this active vulnerability mining technology, based on
game theory, significantly enhances the defender’s
security resilience, reduces the likelihood of security
incidents, and facilitates the transition of network
security from passive defense to active response.

5.3 Traffic detection

As a key component of SAPC, the objective
of “in-depth behavior analysis” is to identify and
predict attack actions while uncovering the at-
tack path through comprehensive analysis of multi-
dimensional data (Kumar and Agrawal, 2023), thus
providing essential intelligence and strategic support
for defenders. Achieving this goal involves technical
methods such as traffic audit evasion (Li PY et al.,
2022), which enable thorough analysis of traffic data
in highly adversarial environments. As a result, “in-
depth behavior analysis” focuses on leveraging active
traffic detection technologies, combining historical
attribute analysis of attack traffic with real-time up-
dated feature intelligence and thereafter dynamically
adjusting defense strategies in response to evolving
attacker behaviors.

5.3.1 Background

Traditional traffic detection technologies (Jiang
JC et al., 2000) identify specific attacks through rule-
based systems. However, rapid technological ad-
vancements over the past decade have significantly
increased the scale of networks and the number of ap-
plications (Arjunan, 2024), leading to an increasingly
complex network environment. Nowadays, attackers
can exploit a variety of both old and new attack
variants to bypass these detection rules and conduct
intrusions (He K et al., 2023). To address the high
maintenance costs of traditional rule-based IDSs and
improve their effectiveness and adaptability to mod-
ern traffic, machine learning and deep learning-based
traffic detection technologies (Xia et al., 2001) can
extract valuable insights from real-time network traf-
fic instances, facilitating the detection of previously
unknown traffic. Compared to rule-based meth-
ods, these approaches offer superior detection per-
formance and enhanced adaptability to changing
environments. However, these solutions face sig-
nificant challenges when handling intrusion traffic

variants, such as adversarial examples (AEs) (Liu
QX et al., 2021). AEs can exploit discontinuities
in input–output mapping hidden in deep neural net-
works, targeting decision boundary flaws to evade
machine learning and deep learning-based detection.

5.3.2 Proposed technology

To address the challenge posed by traditional
traffic detection technologies in handling intrusion
traffic variants, we propose an anti-obfuscation net-
work intrusion detection technology specifically de-
signed for AEs, as shown in Fig. 4. This innova-
tive technology adopts the perspective of the at-
tacker. Initially, it simulates the knowledge extrac-
tion and detection logic of the original deep learning
detection system model through multi-dimensional
feature modeling based on black-box model migra-
tion (Kheddar et al., 2023). Subsequently, high-
quality traffic AEs are generated using generative AI
techniques (Xiao CW et al., 2018) or by introducing
perturbations to the original samples (Goodfellow
et al., 2014). The migrated model of the original
detection system is then applied to identify flaws
and bypass traffic audits. Finally, the original de-
tection system is dynamically optimized and defect-
corrected based on the characteristics of the mali-
cious traffic (He K et al., 2023), enhancing its de-
tection capabilities for traffic AEs. The entire train-
ing process integrates game theory, facilitating an
in-depth analysis of malicious traffic characteristics
and adversarial detection.

The framework of this technology comprises
target establishment, attack obfuscation, and
adversarial detection.

Target establishment: The objectives of the de-
tection system are defined to guide the design of tar-
geted attacks. This is accomplished through the sys-
tematic extraction of the statistical characteristics
and behavioral attributes of the original attack traf-
fic, enabling a thorough understanding of its feature
distribution (Zhang B et al., 2023). This process in-
volves multi-dimensional feature modeling based on
time-series characteristics, packet size distribution,
protocol usage patterns, and communication behav-
ior, defining the distinctive traffic patterns of the
attack. Additionally, the original detection system
is reconstructed to simulate its detection logic within
the network environment, reflecting the decision-
making processes and vulnerabilities inherent in this
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system. This system is a white-box system as its de-
tection logics and potential weaknesses are revealed,
offering direct insights for designing subsequent
targeted attacks.

Attack obfuscation: AEs are generated based
on the target system to evade its detection. By ex-
ploiting the highly discontinuous decision boundary
flaws in the input–output mapping in this system,
traffic AEs are crafted to disrupt its classification
capability, complicating the accurate identification
or detection of abnormal traffic. As a result, the
attacker can bypass the audit process from this sys-
tem and ultimately execute a covert attack scenario.
AEs not only highlight decision blind spots in the
original detection system but also reveal the latter’s
vulnerability to specific perturbed traffic. To gen-
erate AEs, our previous work (Ding et al., 2021)
proposed an efficient black-box adversarial attack
generation method based on transferability. By en-
hancing the transferability and adversarial vector
of the score-based black-box attack method, attack
query efficiency is maximized, reducing the number
of queries required. Simultaneously, the substitution
model and optimization objective function are uti-
lized to refine the adversarial attack generation pro-
cess. Furthermore, Liu XL et al. (2020) introduced
a weighted sampling technique for AE generation,

balancing the number of distorted samples and their
respective weights to enhance attack effectiveness. A
denoising method is incorporated into the loss func-
tion to improve the stealth of the attack, ultimately
achieving low-noise, high-robustness AE generation.

Adversarial detection: To detect traffic AEs,
the detection capability of the original system is en-
hanced through in-depth analysis, aiming to iden-
tify and investigate their potential features. Con-
currently, the robustness of this detection system is
progressively improved by integrating dynamic op-
timization and the correction of decision boundary
flaws in its detection logic. Throughout this pro-
cess, the decision boundary is iteratively optimized
to ensure that detection logic for normal traffic re-
mains unaffected. As a result, the detection sys-
tem’s ability to identify traffic AEs is significantly
strengthened, along with its adaptability to recog-
nize complex traffic patterns. To detect AEs, our
research work (He JP et al., 2022) proposed a set of
anti-obfuscation intrusion detection training meth-
ods based on adversarial training. This approach
utilizes traffic AEs, original attack traffic, and orig-
inal normal traffic generated by the adversarial net-
work to update the targeted detection model, ul-
timately achieving comprehensive adaptation and
effective detection of traffic AE representations.
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Fig. 4 Traffic detection technology based on active cybersecurity with game theory
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5.3.3 Case study

Taking a previous work (He JP et al., 2022) as
an example, the defender applies an IDS to detect
malicious AEs generated by the attacker. The strat-
egy space of the defender is Sa = {tAT}, where tAT is
the “adversarial training” that utilizes the obtained
AE “samples” to enhance the IDS model. The strat-
egy space of the attacker is SA = {tDS}, where tDS is
“defect searching”, which exploits the discontinuous
decision boundary “defects” in the detection model.
Thus, the profit function of the defender is defined
as

UA
D = α2ρIdentify(IDS, tAT, tDS)− γ2nsam, (16)

where ρIdentify is the probability function of
successful identification by the IDS, α2 and γ2 are
weights, and nsam is the number of AE samples. The
profit function of the attacker is defined as

UA
A = δ2ρConceal(AE, tDS, tAT)− ζ2ndef , (17)

where ρConceal is the probability function of
successful concealment by the traffic AEs, δ2 and
ζ2 are weights, and ndef is the number of decision
boundary defects.

Under the confrontation between the attacker
and defender in a previous work (He JP et al., 2022),
four types of adversarial attacks (DDoS, denial-of-
service (DoS), bruteforce, and infiltration) based on
the CICIDS2017 traffic dataset are generated with
the Fréchet inception distance of 20–50. These at-
tacks can bypass traditional machine learning mod-
els; thus, their detection rates are 0.9%–63%. Com-
pared with other works (Yan et al., 2019; Lin et al.,
2022) that concentrated on attack generation and
only played the role of attackers, our work also im-
proved IDS establishment, including concrete and
systematic strategies for cybersecurity defenders.
As a result, it trained an enhanced IDS that pos-
sesses on average 98% detection rates in coping with
these generated adversarial attacks together with the
original attacks.

5.3.4 Summary

The application of game theory in this traffic
detection technology is apparent in both the at-
tack obfuscation and adversarial detection parts.
The attacker continually searches for new discon-
tinuity mapping defects to generate traffic AEs

that evade detection, while the defender enhances
its resistance to them through adversarial train-
ing. The interaction between traffic audit eva-
sion and anti-obfuscation detection creates a game-
like confrontation. Through dynamic Nash equilib-
rium analysis, this process allows the detector to
progressively address the mapping defects in the
attack–defense game, increasing the difficulty for
the attacker in identifying new vulnerabilities. Ul-
timately, this leads to comprehensive analysis and
resolution of the traffic AEs by the defender.

Overall, this technology facilitates a compre-
hensive analysis of traffic characteristics in a highly
adversarial environment by resisting the traffic au-
dit evasion strategies of the attackers. It lies in
the concept of “in-depth behavior analysis” for ac-
tive network security. Besides AE detection, in-
depth behavior analysis is utilized in application
layer encryption feature changes (Li HH et al., 2021)
and information hiding techniques (Kheddar et al.,
2024) to strengthen the reliability and security of the
detection system.

5.4 Attack traceback

Comprehensive path profiling tracks attack
paths, reconstructs attack chains, and analyzes at-
tacker behaviors. This enables defenders to imple-
ment precise countermeasures, particularly against
APTs. Using game theory optimization, we analyze
how defenders can optimize their strategies during
traceback by considering both attacker and defender
objectives and techniques.

5.4.1 Background

As shown in Fig. 5, attackers and defenders
form a noncooperative game in network confronta-
tion. Attackers apply IP proxies (Bocovich et al.,
2024), host pivoting, anonymous networks (Oh et al.,
2022; Chao et al., 2024), and code obfuscation to
evade tracing. Defenders counter with attack path
perception (Kim et al., 2022; Xiong et al., 2022) and
attack intent reasoning (Zhao et al., 2020; Alsaheel
et al., 2021; Zengy et al., 2022) techniques. Through
analyzing attack patterns, discovering hidden nodes,
and predicting attack behaviors, defenders can op-
timize their traceback strategies to improve attack
attribution.

Game theory guides defenders in optimizing
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Fig. 5 Attack traceback technology based on active cybersecurity with game theory

resource allocation and traceback strategies under
resource constraints, aiming to reach a Nash equilib-
rium (Nash, 2002; Manshaei et al., 2013) with attack-
ers. At equilibrium, attackers choose optimal attack
paths based on cost–benefit analysis, while defend-
ers select traceback strategies based on resources and
threat assessment. This enables defenders to model
attack patterns, predict future moves, and actively
disrupt attack chains. Through game theory, de-
fenders can continuously adapt their strategies in
response to attacker behaviors.

5.4.2 Proposed technology

In attack traceback, defenders aim to identify
attack paths and intentions while optimizing their
resource allocation and traceback strategies. This is
achieved through three key processes: attack path
perception, attack intent reasoning, and strategy
adjustment.

Attack path perception: The defender builds
a traceback dataset from network traffic logs, audit
logs, and threat intelligence. These data undergo fea-
ture extraction through static and dynamic analysis,
focusing on API call sequences (Xiong et al., 2022),
process interactions, and network patterns. The de-
fender then constructs an attack path graph (Hossain
et al., 2017; Milajerdi et al., 2019), where nodes rep-
resent entities (processes, files, or IP addresses), and

edges show behavioral dependencies. By incorporat-
ing historical attack patterns (Satvat et al., 2021;
Zeng et al., 2021), the defender can identify key
nodes and predict potential attack chains.

Attack intent reasoning: Knowledge graphs (Jia
et al., 2018) enhance traceback by linking current
attacks to known APT groups through historical at-
tack data and threat intelligence. By matching be-
havior patterns and tools with specific APT groups’
known characteristics, defenders can identify attack-
ers and predict their intentions, enabling targeted
defensive responses.

Traceback strategy adjustment: Deep learning
models enable defenders to uncover hidden patterns
and critical nodes in attack paths. By incorporating
dynamic game optimization, defenders can continu-
ously adjust their strategies and allocate resources
based on risk priority, focusing on high-value nodes
to maximize the traceback efficiency.

5.4.3 Case study

In the game process of attack traceback con-
frontation, the defender’s objective is to identify
attack paths, infer attack intentions, and disrupt
the attack chain. The strategy space is defined
as ST

D = {pPP, pIR, pSA}. Here, pPP represents at-
tack path perception, which integrates traffic anal-
ysis, audit logs, and threat intelligence to construct
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an attack path traceback graph and identify criti-
cal nodes in the attack chain; pIR represents attack
intent reasoning, which correlates historical attack
patterns with current attack features based on a
knowledge graph to infer attack intentions and pre-
dict the attacker’s next actions; pSA represents trace-
back strategy adjustment, which optimizes traceback
strategies by prioritizing resource allocation to high-
value nodes and precisely intervening in the attack
chain.

To optimize the success rate of attack traceback,
the defender seeks to accurately identify attack paths
and infer attack intentions, while simultaneously en-
hancing efficiency within the constraints of limited
resources. The payoff function is defined as

UT
D = α3ρTraceback

(
θD, {pPP, pIR, pSA}, ST

A

)− γ3R
T
D,

(18)

where RT
D represents the resources consumed by

the defender, ρTraceback represents the probability of
successful traceback (including identifying attack
paths and attack intentions), and α3 and γ3 are
weights.

Correspondingly, the attacker aims to evade
traceback and extend the attack’s duration by ob-
fuscating the attack path and concealing behavioral
characteristics. The attacker’s strategy space is de-
fined as ST

A = {aPD, aFO}. Here, aPD represents
path disturbance, which dynamically alters attack
path nodes or communication chains to increase the
difficulty of traceback; aFO represents feature ob-
fuscation, which utilizes obfuscation techniques to
evade the feature recognition mechanisms applied by
the defender.

The attacker seeks to maximize the attack’s sur-
vival time while minimizing the resource consump-
tion by applying path disturbance and feature ob-
fuscation techniques. The payoff function is defined
as

UT
A = δ3ρEvade

(
θA, {aPD, aFO}, ST

D

)− ζ3R
T
A, (19)

where RT
A represents the resources consumed by the

attacker, ρEvade represents the probability of success-
fully evading traceback, and δ3 and ζ3 are weights.

Guided by comprehensive path profiling, we
have proposed a novel framework that integrates
graph neural network-based anomaly process detec-
tion with provenance graph-driven attack path re-

construction (He ZX, 2024). We conducted com-
prehensive evaluations of our proposed method
on the DARPA datasets, benchmarking against
state-of-the-art approaches. In anomaly detec-
tion, our method achieved 95.45% and 96.24% F1-
scores on DARPA CADETS and DARPA TRACE
respectively, significantly outperforming ProvDe-
tector (86.56%/88.88%) (Wang Q et al., 2020)
and ATLAS (90.91%/91.11%) (Alsaheel et al.,
2021). For attack path reconstruction, our so-
lution demonstrated a superior coverage of 98.6%
anomalous nodes, surpassing existing systems in-
cluding SLEUTH (93.4%) (Hossain et al., 2017),
HOLMES (95.8%) (Milajerdi et al., 2019), Nodone
(86.0%) (Hassan et al., 2019), and ATLAS (84.8%).
These results validate our method’s enhanced detec-
tion accuracy and attack traceability capabilities in
cybersecurity threat analysis.

5.4.4 Summary

In the SAPC model, comprehensive path pro-
filing enhances attack traceback capabilities through
three key mechanisms: attack path perception, at-
tack intent reasoning, and traceback strategy opti-
mization. By incorporating game-theoretic princi-
ples, it enables precise early-stage intervention in
the attack chain while facilitating dynamic strategy
adaptation for optimal resource allocation. It not
only improves attack traceback efficiency at the tech-
nical level but also strengthens defensive strategic
positioning, thereby contributing to the robustness
of contemporary cybersecurity frameworks.

5.5 Dynamic deception

Dynamic countermeasures aim to force attack-
ers to discontinue their attacks or reduce attack ef-
fectiveness by increasing the operational cost. These
technologies work by depleting the attackers’ re-
sources, raising the complexity of the attacks, and
reinforcing the defense by targeting attack sources
and infrastructure and by implementing intelligent
countermeasures. For the defender to select the
most effective countermeasure, it is crucial to assess
the attacker’s behavior. In this context, game the-
ory emerges as a potent tool for understanding and
steering the deployment of countermeasures.
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Fig. 6 Countermeasure technology based on active cybersecurity with game theory

5.5.1 Background

The lifecycle of a cyberattack, as shown in
Fig. 6, is typically divided into three distinct stages:
preattack, mid-attack, and postattack. Conven-
tional cybersecurity methods primarily rely on pas-
sive defenses, which are less effective in proactively
addressing and countering the actions of attackers
during the attack phase.

During the preattack stage, attackers typically
gather information and scan for vulnerabilities to
identify weak points in their target, which helps
them plan their attack routes. Traditional defense
strategies aim to impede attackers by making infor-
mation collection more difficult and reducing the ex-
posure of public network assets through active mea-
sures such as physical isolation and service control,
which ultimately increase attack costs. However,
these strategies have limited effectiveness. In the
mid-attack stage, attackers attempt to breach de-
fenses, exploit vulnerabilities, or launch cyberattacks
to fulfill their objectives. Traditional defense mea-
sures during this phase largely focus on real-time
response and limiting the impact of attacks, such as
adjusting firewall rules dynamically (Tudosi et al.,
2023), blocking source IP addresses (Chinnasamy
et al., 2023), and utilizing traffic cleaning and fil-
tering devices (Yuan et al., 2024). Unfortunately,
these responses are often slow and insufficient in
addressing the increasingly complex and varied na-
ture of attacks. In the postattack stage, attackers

may have successfully gained persistent access to the
system. Traditional countermeasures focus on re-
ducing the attacker’s control over the system and
removing malicious components, such as isolating in-
fected areas (Xiao JT et al., 2023), using scanning
tools to detect and remove backdoor programs (Abel-
son et al., 2024), and restoring the system from
backups (Hasan et al., 2023). However, these mea-
sures are reactive and do not prevent attackers from
exploiting existing attack vectors to regain access.

5.5.2 Proposed technology

At its core, game theory focuses on analyz-
ing strategic interactions between participants. In
the realm of adversarial countermeasures for ac-
tive network security, the defender and the attacker
are treated as two opposing players, each with dis-
tinct strategies aimed at maximizing their bene-
fits. The defender’s objective is to escalate the
cost of the attack, thereby forcing the attacker
to either abandon the attack or reduce its scope
due to the high resource investment required. On
the other hand, the attacker strives to achieve
their goals by minimizing costs and circumvent-
ing the defenses. Core technologies involved in
adversarial countermeasures within active network
security (Chen RD et al., 2019) include dynamic
adjustments and emergency responses (Kaufhold
et al., 2024), targeting attack sources and in-
frastructure (Chen S and Taw, 2023), intelligent
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countermeasures and interventions (Pawlicki et al.,
2023), and legal and social-level responses (Khater,
2023). These technologies work in tandem, comple-
menting one another in effectively raising the cost of
attack for the adversary.

5.5.3 Case study

In the game of adversarial countermeasures,
the defender’s objective is to increase the attacker’s
attack cost through a series of countermeasure ac-
tions and, if necessary, compel the attacker to halt
the attack. The defender’s strategy space is SD =

{srsp, shack, sdec, . . . }, where each term refers to spe-
cific defensive actions. The term srsp represents
the immediate response and dynamic adaptation, in-
cluding vulnerability patching and resource realloca-
tion, to mitigate the impact on the nodes compro-
mised by the adversary. The strategy shack focuses
on targeting and compromising the attacker’s infras-
tructure. Finally, sdec applies deceptive strategies,
such as honeypots, to increase the adversary’s op-
erational costs and thereby further compel them to
abort the attack. The payoff function is defined as

UD(θD, SD, SA, RD) =

nD∑

i=1

(αiρi(S
i
D, SA)− βiR

i
D),

(20)

where ρi(S
i
D, SA) represents the probability of suc-

cessfully countering the adversary and increasing the
adversary’s attack cost, and αi and βi are dimension
parameters.

Correspondingly, when faced with the de-
fender’s countermeasure operations, the attacker
will also implement a series of countermea-
sures. The attacker’s strategy space is SA =

{srepath, srebuild, sprot, . . . }, where srepath involves se-
lecting a new attack path when the original path is
compromised, srebuild refers to rebuilding the attack
infrastructure or equipment if it is destroyed, and
sprot involves seeking political protection when faced
with social strikes or legal countermeasures. The
payoff function is defined as follows:

UA(θA, SA, SD, RA) =

nA∑

i=1

(γiρi(SA, S
i
D)− δiR

i
A),

(21)

where ρi(SA, S
i
D) represents the probability of suc-

cessfully evading traceability, and γi and δi are
dimension parameters.

Chen RD et al. (2019) presented a real-time de-
tection and self-learning evolution technique based
on zero-day vulnerability exploitation, aimed at
continuously improving the detection and defense
capabilities against attack samples. This technique
effectively analyzes and blocks various APT-related
traffic, significantly reducing false positives and false
negatives. Based on this countermeasure strategy,
we successfully identified and blocked nine attack
tools used by the APT29 group. In the honeypot
technology developed based on the idea of adversar-
ial game, our model in a previous work (Niu et al.,
2022) could more effectively counter attackers and
gain the initiative. In our experiment, the attack
deception effect increased by 11%.

5.5.4 Summary

The core technologies within the active network
security framework are not standalone components;
rather, they collaborate synergistically to form a
multilayered, dynamically adaptive defense system.
Internal defenses and external counterattacks com-
plement one another, each playing a critical role
in thwarting attacks. The internal defense mecha-
nisms work by continuously adjusting the network
environment, thereby increasing the complexity of
attacks and depleting the attacker’s resources. In
parallel, external countermeasures directly target the
attacker’s infrastructure and attack sources, weaken-
ing their capabilities and hindering further progress.
Together, these technologies create a closed-loop de-
fense system. Should an attacker attempt to by-
pass a particular defense layer, other technologies
within the system respond promptly, deploying dy-
namic countermeasures that raise the difficulty and
cost of breaching the defense. This collaborative ap-
proach significantly enhances the overall resilience
and effectiveness of the network’s security posture.

5.6 Applications

Guided by the theoretical model of SAPC, in-
corporating core elements such as intelligent threat
sensing, in-depth behavior analysis, comprehensive
path profiling, and dynamic countermeasures, the
model emphasizes proactive and adaptive defense
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strategies. This approach is specifically designed
to address cybersecurity challenges in complex at-
tack scenarios, considering them from a multi-
dimensional and full-lifecycle perspective. The
model integrates critical technologies, including tar-
geted vulnerability mining, adversarial traffic detec-
tion, game-theory-based traceability analysis, and
active adversarial countermeasures. The ultimate
goal is to increase the cost of attacks for adver-
saries, mitigate the damage resulting from successful
breaches, and enhance the adversarial game capabil-
ities of the entire information system.

To validate the feasibility and effectiveness of
the proposed theoretical model, its practical ap-
plication is demonstrated within a cloud comput-
ing environment, specifically using the cloud desk-
top management system based on security gate-
ways and its associated security access control meth-
ods. The independently developed cloud computing
servers, gateways, and desktop terminal products
have achieved international leadership in key tech-
nical areas, including virtualization security access
management and recovery scheduling performance.
These solutions are widely deployed across critical
national infrastructure sectors, such as electricity,
healthcare, and education.

Notably, in significant national projects such as
the West–East Power Transmission and the Sichuan–
Xizang Power Grid Interconnection, these technolo-
gies have played a pivotal role in ensuring the
stable operation of vital information systems, includ-
ing power grid dispatching and production. They
have also been instrumental in the rapid repair and
recovery of power grids in disaster-stricken areas.
Statistical evidence indicates that the deployment
of these technologies has generated more than 1.5
billion yuan in direct economic benefits for related
industries over the past eight years.

Moreover, during the global ransomware in-
cident of 2017, the effectiveness of the SAPC
model was clearly demonstrated. That year, ran-
somware attacked approximately 300 000 computers
worldwide, encrypting vast amounts of critical data
and posing a severe threat. Among the affected
organizations was The Affiliated Hospital of South-
west Medical University in Sichuan Province, China,
whose diagnosis and treatment system fell victim to
the ransomware.

However, the hospital had already implemented

a security virtualization system based on the SAPC
model. This system, equipped with intelligent threat
sensing technology, detected the ransomware in-
trusion in real time. It quickly traced the virus’
transmission path and infection behavior through
intelligent sensing and traffic monitoring.

Simultaneously, in the “in-depth analysis”
phase, the system rapidly extracted virus sam-
ples and identified the malicious encryption be-
havior affecting the hospital’s data. During the
“comprehensive path profiling” phase, the system ex-
ecuted dynamic countermeasures to sever the mali-
cious transmission channels and thereafter activated
an emergency recovery mechanism.

Within three hours, the hospital’s diagnosis and
treatment system was fully restored, with no data
loss or damage. This rapid recovery was possible
due to the seamless coordination of the four phases
of the framework: intelligent threat sensing, in-depth
behavior analysis, comprehensive path profiling, and
active response and countermeasures. This real-
world application highlights the high efficiency and
practicality of the SAPC model in mitigating threats
and restoring system integrity.

Compared to traditional passive defense sys-
tems, the cases outlined above underscore the sig-
nificant advantages of the SAPC model. In tra-
ditional systems, defense measures typically acti-
vate only after an attack has occurred, reacting to
the breach rather than preventing it. In contrast,
the SAPC model enhances attack prevention by de-
ploying intelligent sensing, dynamic traceability, and
active countermeasures in advance.

By incorporating game-theoretic analysis, the
active model boosts the adaptability and decision-
making capabilities of the defense system, allowing
it to anticipate and counter threats more effectively.
Unlike traditional defense methods, which often rely
on virus databases and signature-matching technolo-
gies, the active security model is capable of defending
against APTs, including unknown viruses and zero-
day attacks.

Moreover, the active framework supports self-
evolution and dynamic adjustment of defense strate-
gies, overcoming the delays and limitations associ-
ated with traditional defense mechanisms and al-
lowing the system to continuously adapt to evolving
threats.
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6 Challenges and future trends

As cybersecurity threats continue to evolve, tra-
ditional defense mechanisms demonstrate limitations
in addressing advanced attacks. Active cyberse-
curity, as an emerging defensive paradigm, imple-
ments proactive threat identification and response
through real-time monitoring, dynamic response,
and intelligent prediction. However, the practical
implementation of active cybersecurity frameworks
encounters significant challenges across technical, or-
ganizational, and management levels. This section
examines these challenges comprehensively, analyzes
future development trends, and proposes relevant
recommendations.

6.1 Challenges

The proliferation of devices and rapid appli-
cation iteration has transformed security solutions
from isolated network systems into complex, inter-
connected network ecosystems. Contemporary net-
work environments encompass multimillion-node de-
vice clusters, heterogeneous application landscapes,
and diverse network architectures, particularly ev-
ident in Internet of Things (IoT) infrastructures.
This evolution of network systems necessitates a
paradigm shift in security technologies, transition-
ing from passive, static defense mechanisms to ac-
tive, dynamic security frameworks. Network secu-
rity systems must demonstrate continuous adapta-
tion capabilities within these complex environments
to effectively address evolving application scenarios.

6.1.1 Incomplete collection of information elements
in complex network environments

In complex network environments, cybersecu-
rity faces a fundamental challenge of incomplete
critical information acquisition. Complex networks
consist of numerous nodes, intricate connections,
massive traffic volumes, and variable traffic flows.
The inherent flexibility and openness of network
topological structures impede comprehensive mon-
itoring of node status and identification of potential
risk entry points. Attackers exploit multiple attack
vectors, including covert channels, multihop con-
nections, emerging application vulnerabilities, and
protocol conversion vulnerabilities. Defenders, con-
strained by limited monitoring and analysis capa-
bilities, must rely on restricted information sources

such as partial network traffic data, known attack
patterns, and vulnerability information. This infor-
mation asymmetry impairs the defenders’ ability to
comprehensively assess attackers’ intentions and ca-
pabilities, ultimately leading to suboptimal defensive
decisions and delayed response mechanisms.

To address this issue, defenders require ad-
vanced game theory methods, such as signal-
ing game theory, for continuous monitoring and
analysis of network traffic at critical nodes and net-
work links. This enables the detection of anoma-
lous behaviors and attack patterns, which can then
be interpreted as clues to decode the attackers’
signals to help adapt strategies accordingly. In-
formation sharing and cross-domain cooperation in
complex network environments should be strength-
ened, and a data-sharing platform should be estab-
lished to integrate data from industry, government,
and international sources, enhancing the diversity of
intelligence sources. Moreover, the integration of AI
with automated defense mechanisms, including in-
telligent firewalls and behavioral analysis platforms,
enables dynamic rule adaptation and context-aware
user behavior analysis. This facilitates real-time
analysis of attackers’ signals based on complex net-
work characteristics, enhancing response capabili-
ties while minimizing manual intervention, thereby
optimizing defensive effectiveness.

6.1.2 Complex calculations of massive data in
complex network environments

In complex network environments, cybersecu-
rity faces significant computational challenges in
processing massive-scale data. Network attack–
defense interactions generate extensive datasets from
diverse sources, including device monitoring data,
security system logs, and network traffic informa-
tion. These data exhibit multi-dimensional char-
acteristics, heterogeneous structures, and inher-
ent noise, with volumes that exceed traditional
data-processing capabilities. From a game theory
perspective, defenders must derive attackers’ strate-
gies from these extensive datasets to formulate op-
timal responses. However, the inherent data com-
plexity significantly impedes computational analy-
sis. For example, in network traffic analysis, the
volume and complexity of data interfere with accu-
rate identification of attacker’s behavior patterns.
This computational complexity impairs defenders’
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ability to extract attacker’s intentions efficiently, re-
sulting in delayed decision-making within the cyber-
security game. Consequently, defenders struggle to
implement timely strategy adaptations in response
to dynamic attackers’ behaviors, thereby placing
themselves in a passive position.

To address this challenge, defenders should im-
plement an intelligent data processing system inte-
grated with game theory principles. A distributed
parallel computing architecture is essential, enabling
the allocation of computing tasks through equilib-
rium strategies from game theory. This approach al-
lows multiple computing units to collaborate in pro-
cessing data, thereby enhancing processing speed.
Moreover, game theory-based reinforcement learn-
ing algorithms can be applied to derive valuable
insights from the data, continuously refining the
identification of abnormal patterns and potential
risks through iterative learning.

For instance, in detecting the propagation paths
of malicious software, game-theoretic relationships
between network nodes can guide the optimization
of data search and analysis strategies. Simultane-
ously, cloud computing technology should be lever-
aged to scale computing resources elastically, ensur-
ing efficient data processing during fluctuations in
data volume. In addition, a robust data prepro-
cessing mechanism should be established, applying
game theory to optimize data cleaning and feature
extraction, thereby reducing data complexity and
enhancing quality. This integrated approach will
provide defenders with a solid foundation for data-
driven decision-making, strengthening their ability
to respond to evolving and complex cybersecurity
threats.

6.1.3 Complex emergency response coordination in
complex network environments

Cybersecurity responsibility lies with vari-
ous network operators, including network service
providers, enterprise network management depart-
ments, and critical infrastructure operators. As
network assets expand, attacks may originate from
numerous unexpected nodes or routes. For example,
in the global Internet architecture, if a small branch’s
network equipment is compromised, it can serve as a
gateway for attackers to infiltrate the core network of
a large enterprise or critical national infrastructure.

These entities face considerable challenges. On

one hand, monitoring every detail within a network
becomes increasingly difficult as the number of con-
nection points and data traffic grow, exceeding the
capacity of traditional monitoring tools. On the
other hand, attackers often apply sophisticated en-
cryption techniques, anonymous networks, and dy-
namic, adversarial strategies (Chakraborty et al.,
2018), which makes it hard to quickly and accu-
rately pinpoint the source and intent of attacks. This
greatly diminishes the relevance and timeliness of
emergency responses.

To address emergency response coordination
challenges, the implementation of a centralized emer-
gency response coordination and command center is
essential. This center coordinates incident response
resources, develops unified emergency strategies and
action plans, defines stakeholder roles and responsi-
bilities, and ensures efficient information transmis-
sion and sharing. Standardized emergency response
processes and interface specifications should be de-
veloped to facilitate seamless collaboration among
different organizations and systems within a unified
framework. For instance, standardized formats and
time requirements for reporting cybersecurity inci-
dents, along with interface standards for linking var-
ious security products, should be established. Fur-
thermore, cross-organizational and cross-industry
emergency drills and training programs should be
strengthened to foster trust and mutual understand-
ing among all stakeholders, thereby enhancing their
collective response capabilities. In addition, informa-
tion technology should be utilized to create an emer-
gency response information-sharing platform that
consolidates data on emergency resources and secu-
rity situations from all involved parties. This plat-
form would enable real-time information exchange
and resource allocation, ultimately improving the
efficiency and effectiveness of emergency responses.

6.2 Future trends

In the future of cybersecurity, key trends will
significantly shape the evolution of active security
measures. This subsection examines these trends
from three primary perspectives: technology, policy,
and organization. These interconnected pillars are
critical in determining how cybersecurity will adapt
to address the increasingly complex and pervasive
cyber threats.

With technological advancements in AI,
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machine learning, and big data, active cybersecurity
can evolve to become much more intelligent. First,
using AI to improve threat detection and response
is key. By integrating deep learning and behav-
ioral analysis, abnormal behaviors can be detected
with greater accuracy, and attack patterns can be
forecasted, enabling more effective and automated
defense measures. Second, the trend toward secu-
rity automation continues to accelerate. Automated
tools for threat detection, attack response, and patch
management can drastically increase the speed of se-
curity interventions, reducing the impact of delays
caused by manual processes. Furthermore, creating
an adaptive security architecture is vital. A sys-
tem capable of dynamically adjusting its protection
strategies based on real-time network changes would
significantly improve network security’s flexibility
and resilience.

Policy-level promotion is essential for advancing
active cybersecurity. Strengthening cooperation at
both the national and international levels is a critical
approach to tackling global cybersecurity challenges.
Governments, businesses, and organizations world-
wide need to establish closer collaborative mecha-
nisms, share cybersecurity intelligence, and collec-
tively respond to transnational cyberattacks. Fur-
thermore, the development and refinement of cyber-
security laws, regulations, and industry standards
are crucial for enhancing security protection capa-
bilities. By implementing robust regulations, gov-
ernments can clearly define the responsibilities of all
stakeholders, incentivize businesses to increase their
cybersecurity investments, provide a framework for
compliance, and foster technological innovation. To
ensure the effectiveness of security protections, es-
tablishing a comprehensive security assessment and
certification system is vital. Such a system would
validate the effectiveness of various security products
and solutions, offering enterprises a trust guarantee
that their cybersecurity measures are both effective
and reliable.

In terms of organizational development,
strengthening the construction of a security cul-
ture and cultivating cybersecurity talent are essential
components. To enhance cybersecurity culture, it is
crucial to first improve employees’ security awareness
through training. This ensures that all staff mem-
bers adhere to security regulations and are equipped
to identify and respond to potential cybersecurity

threats. As cybersecurity threats become increas-
ingly sophisticated, the shortage of skilled profes-
sionals has emerged as a significant bottleneck in
enhancing security capabilities. Therefore, collab-
oration among governments, enterprises, and edu-
cational institutions is particularly important. By
jointly cultivating cybersecurity professionals, suffi-
cient technical support can be provided to the indus-
try, ensuring the long-term growth and resilience of
the cybersecurity sector.

Through the multifaceted advancement of tech-
nology, policy, and organizational frameworks, active
cybersecurity will evolve toward a more intelligent,
flexible, and efficient development trajectory. This
will empower all stakeholders to effectively address
the increasingly complex cybersecurity threats they
face.

7 Conclusions

The implementation of active cybersecurity
marks a paradigm shift in the cybersecurity
landscape, transitioning from traditional passive de-
fense mechanisms to proactive prediction and pre-
vention strategies, thereby significantly enhancing
system security posture. By establishing a proactive
and adaptive network defense architecture, active cy-
bersecurity enables the early detection and mitiga-
tion of emerging threats. This is the core function of
the intelligent threat sensing element, which lever-
ages real-time collection and analysis of multi-source
intelligence to actively identify threats and bridge in-
formation gaps. The in-depth behavior analysis ele-
ment uncovers the attacker’s behavioral patterns and
tactical inclinations through a comprehensive anal-
ysis of multi-dimensional data, providing vital de-
cision support for crafting precise defense strategies.
The comprehensive path profiling element reveals the
attacker’s true intent and behavioral trajectory by
dynamically tracing attack pathways and identify-
ing critical nodes. This process lays the foundation
for dynamic countermeasure strategies, and further
strengthens the defensive response. Additionally, the
dynamic countermeasure element enhances the de-
fender’s strategic initiative by continuously adapt-
ing defense strategies in response to the attacker’s
actions. By countering the attacker’s resources and
increasing the cost of their actions, it significantly
reduces the threat posed by the attack, diminishing
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its overall impact.
This robust defense strategy enhances the abil-

ity to identify and mitigate unforeseen threats while
facilitating the accurate prediction of and effective
response to adversarial actions, particularly in envi-
ronments marked by information asymmetry. This
is achieved through the application of dynamic game
optimization techniques. The implementation of
active cybersecurity marks a significant evolution
in cybersecurity technologies, moving from tradi-
tional reactive defense mechanisms to a more in-
telligent and proactive approach centered on pre-
diction and prevention. This shift offers substan-
tial support for protecting the critical infrastruc-
ture, ensuring social stability, and mitigating risks
in business operations. As technology continues to
advance, active cybersecurity is poised to become the
cornerstone in addressing cyber threats in the digi-
tal age. It effectively counters increasingly sophis-
ticated, covert, and rapidly evolving attacks from
adversaries through precise threat forecast, strate-
gic planning optimization, and a comprehensive and
multilayered defense framework. The realization of
active cybersecurity also introduces innovative theo-
retical models and practical tools for the global gov-
ernance of cyberspace security, ensuring the integrity
and stability of cyberspace.
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Appendix: Explanation of core terms

Table A1 Explanation of core terms

No. Term Description

1 Active cybersecurity A comprehensive security defense framework that combines active and passive strategies and
technologies to effectively address network threats and attacks

2 SAPC model The conceptual model implemented in this paper. Based on the game theory, this model
iteratively optimizes the defense strategies through four key elements: intelligent threat
sensing, in-depth behavior analysis, comprehensive path profiling, and dynamic
countermeasures

3 Intelligent threat
sensing

One key element in the SAPC model, which implements effective defensive measures prior to an
attack, achieved by early identification and warning of potential threats

4 In-depth behavior
analysis

One key element in the SAPC model, which identifies potential attack indicators, achieved by
extracting critical threat information from its multi-dimensional characteristics

5 Comprehensive path
profiling

One key element in the SAPC model, which reveals the attack path and the identity of the
attacker by analyzing the behavioral trajectory, key nodes, and potential threats

6 Dynamic
countermeasures

One key element in the SAPC model, which achieves the dynamic adjustment and enhancement
of defense strategies, thereby raising the cost of the attacking tactics

7 Intrinsic security An intrinsic mechanism of self-adaptation, autonomous defense, and dynamic optimization.
Within this mechanism, the defense system is equipped with a security framework and
technical architecture capable of proactively perceiving threats, rapidly responding to attacks,
and continuously enhancing defensive capabilities

8 Mimic security An internal mechanism that dynamically and pseudo-randomly selects and executes diverse
hardware variants and their corresponding software configurations under both active and
passive trigger conditions. This mechanism introduces significant uncertainty into the
hardware execution environment and software operational states, thereby increasing the
complexity and difficulty of establishing an attack chain based on vulnerabilities or backdoors

9 APT (advanced
persistent threat)

A highly sophisticated, covert, and persistent cyberattack orchestrated by an organized entity,
typically a state-sponsored group or a well-structured cybercriminal organization, aimed at
exfiltrating sensitive information or disrupting critical infrastructure systems

10 F2T2EA (find, fix,
track, target,
engage, and assess)

A military kill chain attack framework encompassing six sequential phases: the search phase,
which focuses on identifying the target; the fixation phase, dedicated to confirming the precise
location of the target; the tracking phase, involving continuous monitoring of the target’s
movements; the targeting phase, where the appropriate weapon or asset is selected for
deployment; the attack phase, which entails executing the attack using the chosen weapon; the
assessment phase, aimed at evaluating the effectiveness and impact of the attack

11 ATT&CK (adversarial
tactics, techniques,
and common
knowledge)

An attack matrix framework derived from empirically observed network attack characteristics.
This model categorizes attack activities into stages such as initial access, execution,
persistence, privilege escalation, defense evasion, credential access, discovery, lateral
movement, collection, command and control, exfiltration, and impact, while providing detailed
methods for implementing each stage of the attack

12 OSINT (open source
intelligence)

An intelligence collection method applied by the United States Central Intelligence Agency to
identify and extract valuable information from diverse publicly available sources

13 Tor (the onion router) A privacy protection technology that conceals a user identity and location by transmitting data
anonymously through multiple layers of encryption and distributed network relay nodes, where
the data undergo sequential encryption and decryption, akin to peeling layers of an onion

14 C&C (command and
control) server

The central server responsible for managing and controlling the botnet to communicate with
individual zombie nodes and orchestrate the attack activities

15 Vulnerability mining The process of actively identifying potential security vulnerabilities in systems, software, or
networks using technical approaches or analytical methods to mitigate or address potential
security risks

16 AE (adversarial
example)

An instance with deliberately minor feature perturbations designed to mislead a machine
learning model into making an incorrect prediction

17 Fuzzing A technique for identifying software vulnerabilities by supplying unexpected inputs to a target
system and observing anomalous responses

18 ISP (Internet service
provider)

A telecommunication provider that offers Internet connectivity, information services, and
value-added services to a broad spectrum of users. Within the Internet application service
industry, the ISP functions as a content collector, producer, and service provider

19 IDS (intrusion
detection system)

A security approach employed to observe and detect anomalous activities and security events
within networks and computer systems
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