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Abstract:
(VNFs) and allocating resources considering their security attributes can address the vulnerability threats in cloud

Enhancement of service function chain (SFC) security ability by composing virtual network functions
environments, which is an important means of attempting to secure SFCs at the deployment stage. However,
existing works do not consider the vulnerability correlation of the multi-step attack chains when completing SFC
deployment based on trustworthiness. This results in existing security orchestration methods ignoring the differences
in trustworthiness among network entities and focusing only on local trust optimization; these steps effectively
disrupt the attack chains to secure SFCs. In this article, an innovative hierarchical trust model is proposed to
assess the differentiated trustworthiness among network entities caused by vulnerability correlation. On the basis of
trustworthiness assessment, both virtual trust of VNF combinations at the SFC composition stage and physical trust
of physical node (PN) selections at the SFC placement stage are globally considered to disrupt the attack chains
in SFCs as much as possible. To this end, the security-aware and cost-efficient SFC composition and placement
(SCSCP) problem is formulated as an integer linear programming (ILP) problem, which is NP-hard. To tackle
the SCSCP problem, the joint trust and cost global optimization (JTCGO) algorithm is proposed to dynamically
update the trustworthiness and globally find the SFC deployment solutions including the VNF combination schemes
and PN selection schemes. Simulation results demonstrate that our proposed algorithm can provide the optimal
SFC deployment solutions for requests and can guarantee the SFC trustworthiness at a controllable cost, thereby
protecting SFCs from network attacks in complex security environments.

Key words: Service function chain (SFC); Attack chain; Vulnerability correlation; Trustworthiness; SFC

composition and placement
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1 Introduction

The emergence of network function virtualiza-
tion (NFV) (Herrera and Botero, 2016), along with
software-defined networking (SDN), has led to pro-
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found changes in the networking paradigm. These
changes have significantly transformed the way in
which network services are deployed, managed, and
operated. Thanks to NFV and SDN, any network
service can be provided by a sequence of virtual net-
work function (VNF) instances, which are intercon-
nected via virtual links to form a service function
chain (SFC). SFC simplifies the provision of on-
demand services, facilitating applications in verti-
cal industries, fifth-generation (5G) cellular network
slicing, and the Internet of Things.
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However, the reliance on NFV gives rise to more
vulnerabilities due to infrastructure virtualization
and resource sharing, thus expanding the attack sur-
face of SFCs. A multitude of security risks are intro-
duced into SFCs, including a set of security vulner-
abilities inherited from NFV (Hasneen and Sadique,
2022) and those associated with the SFC-enabled do-
main (Pattaranantakul et al., 2023). Attackers lurk-
ing within the network can continuously explore and
exploit vulnerabilities to launch attacks on the target
VNFs.
planting malicious software, to capitalizing on zero-

Their tactics range from surreptitiously im-

day vulnerabilities for sudden raids, and to unleash-
ing distributed denial of service (DDoS) attacks. As
a result, SFCs are constantly under threat, and there
is an urgent need for security methods to safeguard
SFCs.

Nowadays, cyber attacks have generally evolved

...... Flow path ———= Feasible attack chain
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into multi-stage and multi-step cyber attack cam-
paigns, that is, attack chains. In the NFV-enabled
networks, attackers can launch network attacks on
the target VNF in the virtual layer or the physical
layer (Zhou et al., 2024). The attack chains in the
virtual layer include VNFs connected to the target
VNF, and the attack chains in the physical layer in-
clude the physical node (PN) where the target VNF
is placed and the virtual machines on this PN. How-
ever, vulnerability correlation (Yu et al., 2013) in-
dicates that to exploit a vulnerability in an attack
chain, the result of exploiting the previous vulnera-
bility in the attack chain must create the prerequisite
conditions for exploiting this vulnerability. There-
fore, the exploitation of vulnerabilities needs to sat-
isfy specific prerequisite conditions to form an attack
chain.

As shown in Fig. la, attackers can exploit
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@
P o]

Fig. 1 The impact of vulnerability correlation on attack chains: (a) feasible attack chain in the virtual layer;
(b) infeasible attack chain in the virtual layer; (c) feasible attack chain in the physical layer; (d) infeasible

attack chain in the physical layer
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firewall vulnerability VUL-B (e.g., CVE-2022-42475)
to tamper with firewall rules, redirecting external
port traffic to the intranet database port. This al-
lows attackers to send a hypertext transfer proto-
col (HTTP) request containing malicious structured
query language (SQL) statements to the database
via database remote code execution vulnerability
VUL-A (e.g., CVE-2021-34527), enabling arbitrary
command execution and facilitating control of the
database through a malicious request.
firewall vulnerability VUL-B redirects external traf-
fic to the intranet database port, creating the con-
ditions necessary to exploit VUL-A. However, if the
equivalent functional firewall VNF1-2, which does
not contain such vulnerabilities, replaces VNF1-1
in the SFC composition (as shown in Fig. 1b), the
attack chain in the virtual layer is disrupted, pre-
venting the exploitation of VUL-A. Therefore, the
trustworthiness among different VNFs with equiv-
alent functionality varies; that is, VNF2-1 trusts
VNF1-2 more for the SFC composition. As shown
in Fig. 1c, VNF3-1’s exchange server is deployed on
PN 5. Attackers can exploit the authentication by-
pass vulnerability VUL-D (e.g., CVE-2021-34473) to
access PN 5’s internal management interface. They

Exploiting

can then leverage the privilege escalation vulnerabil-
ity VUL-C (e.g., CVE-2021-31207) to elevate their
privileges, ultimately stealing sensitive data from
VNEF3-1. The exploitation of VUL-D enables attack-
ers to access the internal management interface, cre-
ating the conditions necessary for exploiting VUL-C.
If PN 8 lacks the VUL-D and VNF3-1 is deployed on
PN 8 (as shown in Fig. 1d), the conditions for ex-
ploiting VUL-C are not met, disrupting the attack
chain in the physical layer. Thus, the trustworthi-
ness between VNFs with equivalent functions and
PNs differs. That is, VNF3-1 trusts PN 8 more for
the SFC placement.

Vulnerability correlation and vulnerability dif-
ferences between network entities lead to differences
in trustworthiness among network entities, so differ-
ent VNF combinations at the SFC composition stage
and placement schemes at the SFC placement stage
will result in different security effects of SFCs. How-
ever, existing security orchestration methods for SFC
deployment (Torkzaban et al., 2019; Torkzaban and
Baras, 2020; Zhang PY et al., 2021; Zhang Y et al.,
2023; Zheng et al., 2023; Cao et al., 2024) ignore
the impact of vulnerability correlation on trustwor-

thiness among entities and consider only local trust-
worthiness optimization. These methods ignore both
vulnerability correlation and the differences in vul-
nerabilities among network entities, thereby quan-
tifying the security of cooperation among network
entities as generic trust levels (or security levels).
This makes it difficult to effectively disrupt the at-
tack chains by security orchestration. Furthermore,
these security orchestration methods on the basis of
trustworthiness focus only on the VNF combination
at the SFC composition stage or the PN selection at
the SFC placement stage, failing to disrupt the at-
tack chains in the virtual layer or the physical layer.

Therefore, we aim to globally determine the
VNF combination and PN selection schemes based
on the differentiated trustworthiness among network
entities, to disrupt attack chains in SFCs and en-
hance their security. The major contributions of our
article are as follows:

1. We consider, for the first time, the impact
of vulnerability correlation and vulnerability differ-
ences among network entities on their differentiated
trustworthiness, and propose a hierarchical trust
model to dynamically assess trustworthiness among
network entities.

2. Based on the assessed trustworthiness, we
consider both virtual trust of the VNF combination
at the SFC composition stage and physical trust of
the PN selection at the SFC placement stage, and
formulate the security-aware and cost-efficient SFC
composition and placement (SCSCP) problem as an
integer linear programming (ILP) model, which en-
sures that the attack chains in SFCs are disrupted as
much as possible at a controllable cost.

3. A joint trust and cost global optimization
(JTCGO) algorithm is proposed to obtain the SFC
deployment solutions for SFC requests, where a trust
update algorithm is used to update the trustworthi-
ness among network entities and a VNF combination
and PN selection (VCPS) algorithm globally finds
the VNF combination schemes at the SFC compo-
sition stage and PN selection schemes at the SFC
placement stage.

4. Finally, we carry out performance evaluations
and comparisons and thereafter demonstrate the ef-
ficacy of our proposed algorithm. This algorithm can
provide security-aware and cost-efficient solutions for
SFC requests.
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2 Related works
2.1 SFC security method

Anomaly detection (Hong et al., 2020;
Wang WL et al., 2022, 2023; Tang et al., 2024)
provides early warnings for SFC security by en-
abling NFV-management and network orchestration
(NFV-MANO) to monitor infrastructure and VNFs.
For example, Tang et al. (2024) proposed DTS-
KD for time-series VNF status monitoring, while
Wang WL et al. (2023) developed a federated
learning-based framework allowing distributed slice
managers to collaboratively train a global virtual
machine (VM) anomaly model without sharing lo-
cal metrics.

During attacks, moving target defense (MTD)
(Peretz et al., 2020; Zhang T et al., 2023) enhances
resilience via dynamic network changes and adaptive
SFC migration. Virtual security functions (VSFs)
further offer on-demand protection, with automation
increasingly replacing manual configuration (Bagheri
and Shameli-Sendi, 2023; Wang WL et al., 2024).

After successful attacks, fast recovery is criti-
cal. Reactive methods (Hu and Guo, 2021; Wang M
et al., 2021) only respond after a fault occurs, in-
curring downtime; proactive methods (Peng et al.,
2021; Cao et al., 2022; Alomari et al., 2023) pre-
deploy backups to reduce recovery time at the cost
of reserved resources.

These approaches mitigate attacks across pre-
diction, resistance, and recovery stages, but have
two limitations: They cannot prevent attacks at
the source—they only detect or react—and resource-
dependent strategies (e.g., backups and VSFs) incur
overhead.

2.2 Security-aware SFC deployment method

To fundamentally reduce or even eliminate net-
work attacks, it is crucial to disrupt the attack chains
in SFCs at the service deployment stage. Existing
works have quantified the security of network enti-
ties, representing it as a security level or trust to
evaluate their security. Generally, the higher the
security level or trust, the lower the likelihood of
vulnerabilities being present or exploited, and the
higher the security of the network entities.

Some works quantify the security of VNFs and
select VNFs to SFCs that meet the security require-
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ments of services, without considering the impact
of PNs on security. In Zheng et al. (2023), the
service functions with different security levels pro-
vided by various vendors were used to efficiently com-
pose and embed the security-aware SFC to satisfy
the security requirement, and an efficient algorithm
called SCB-based deployment was proposed for the
security-aware SFC deployment problem. Different
from the pre-defined or pre-given security levels in
prior work (Zheng et al., 2023), Zheng et al. (2024)
identified how much security can be provided by a
specific security-aware service function against a set
of cyber attacks in advance to estimate the security
level, and they effectively composed and embedded
the services based on the estimated security level.
Some works (Torkzaban et al., 2019; Torkzaban
and Baras, 2020; Zhang PY et al., 2021; Zhang Y
et al., 2023; Cao et al., 2024) only quantify the se-
curity of PNs and deploy VNFs on the PNs that
meet security requirements to ensure the security
For example, Cao et al. (2024) pro-
posed Tail-ZeSec-6G to check all underlying general-

of services.

purpose appliances and eliminate implicit trust is-
sues when receiving service requests. After undergo-
ing the security check and evaluation, Tail-ZeSec-6G
will conduct a tailored resource allocation for ser-
vice requests. Zhang Y et al. (2023) introduced a
dynamic trust evaluation mechanism to evaluate the
trust of each PN in the virtual network in real time
and designed a deep reinforcement learning agent for
resource allocation.

Few works consider the security of VNFs and
PNs simultaneously. In Varadharajan et al. (2022),
a trust model and property-based trust attestation
mechanism were proposed to evaluate the trust of
the VNFs that compose the network slice, which
helps determine the trust of the VNFs, as well as
the properties that should be satisfied by the virtual
platforms.

In summary, the above-mentioned methods, in
addition to focusing merely on the security of VNFs
or PNs, ignore the impact of vulnerability correla-
tion on attack chains. The current methods, when
combining and deploying SFCs, rely only on general
security levels or trust degrees, without considering
the differences in trustworthiness caused by vulnera-
bility correlation among the various network entities.
Consequently, it is challenging to effectively disrupt
the attack chains and ensure the security of SFCs.
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3 Framework descriptions

The framework extends the trust plane and de-
cision plane in the NFV/SDN-enabled network as
depicted in Fig. 2.

In the trust plane,
module is responsible for (1) collecting and storing
the historical cooperation information reported by
the network, and (2) managing the trust matrix re-
lated to the proposed hierarchical trust model. His-
torical collaboration information is the SFC status
information reported from the data plane, which is
represented in the form of the cooperation success
rate of network entities. Based on the historical co-

the trust management

operation information, the hierarchical trust model
is used to quantify the trustworthiness among the
network entities in the trust update module, which
comprises the virtual trust matrix and the physi-
cal trust matrix. The virtual trust matrix indicates
the trustworthiness of VNFs to other VNFs, and the
physical trust matrix indicates the trustworthiness
of VNFs to PNs. The trust matrices are used in the
VNF combination and PN selection module to ob-
tain the SFC placement scheme. The hierarchical
trust model is proposed in Section 4.2.

The decision plane consists of the trust update
module and the VNF combination and PN selection
module. The trust update module is responsible for

Trust management module

=
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]
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Fig. 2 Framework and processing procedure

Zhou et al. / Front Inform Technol Electron Eng 2025 26(12):2550-2568

periodically updating the trust matrix based on the
historical collaboration information to obtain the lat-
est trust, and the VNF combination and PN selec-
tion module is responsible for implementing the VNF
combination and PN selection to obtain SFC deploy-
ment solutions based on the trust matrix and the
physical network. For this purpose, a trust update
algorithm and the VCPS algorithm are proposed in
Sections 5.1 and 5.2, respectively

Based on the obtained SFC deployment solu-
tions, NFV-MANO is responsible for deploying and
instantiating VNFs in the physical network. SDN
controller takes on the task of managing the traffic
between VNF instances, ensuring that the traffic is
routed along specified paths. The physical network
in the data layer provides the necessary resources
and supportive infrastructure for VNF instances to
deliver services.

4 Problem model

In this section, we first define the symbols and
introduce the hierarchical trust model. Then, the
trustworthiness of the SFC is given and the SCSCP
problem is formulated as an ILP model.

4.1 Symbol definition

The physical network is denoted as G = (N, E),
where N and E denote the sets of PNs and physical
links (PLs) interconnecting these PNs, respectively.
Each PN n; € N has a finite amount of available cen-
tral processing unit (CPU) resource capacity C5P".
Each PL (n;,n;) € E interconnecting PN n,; and
n; has a finite amount of available bandwidth re-
source capacity CE%J_ and a certain transmission de-
lay dp;n;. Due to the differences between PNs and
PLs in infrastructure types, operation and mainte-
nance, the required cost for consuming unit CPU
and unit bandwidth resources is different, which is
represented by ¢P" and 2

e MM

respectively.

In the network, each type of VNF with equiv-
alent functionality can be provided by various ser-
vice vendors, and the NFV orchestrator can se-
lect the optimal VNF from each type of VNF that
meets the functionality to compose the SFCs. F' =
{Fl,FQ, .. .,ﬂp|} is used to denote the candidate
VNF set, which includes a total of | F| types of VNFs.
Each type of VNF consists of multiple VNFs with
equivalent functionality, which can be denoted as
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Fj, = {fkh fr2y ey fk|Fk\}7 and the number of VNFs
in set F}, is |Fg|. All VNFs fj; € Fj, can provide the
equivalent functionality but with different providers,
so there are disparities in vulnerabilities and resource
requirements. The CPU requirement of VNF f; is
denoted as cpuy, ..

The SFC request s € S is denoted as s =
{F*, L%, src®,dst®, B, D°}. The SFC request con-
sists of multiple VNFs, which can be denoted as
Fo={ft S50
that interconnect VNFs from the source node src®
to the destination node dst® in an ordered manner
is denoted as L®. The bandwidth requirement and
maximum delay constraint are denoted as B® and
D? respectively. The SFC request focuses only on
the functionalities of the requested VNFs, and does
not specify the concrete VNFs composing the SFC.
In other words, it only specifies the set Fj to which
the VNF f7 belongs, but it does not specify which
VNF fi;. The aim of our work is to determine which
VNF fi; to select for composing the SFC to disrupt
the attack chains.

To indicate the solutions of the SFC request s,
we define the following binary variables:

1. The binary variable 5?5 is used to represent
whether the requested VNF'}f should be selected
from the equivalent VNF set Fj or not to meet
the required functionality, which can be expressed
as follows:

i }7 and the set of virtual links

1, if VNF f? should be selected from F},
i.e., fl-s € Fy,

0, otherwise.

Fy _
Efis =

(1)

2. The binary variable 5;’27 is used to represent

whether the VNF fi; € Fj is selected for the request

VNF f# or not, that is 5?5 =1and f = fg;, which
can be expressed as follows:

1, if VNF fy; is selected for the
requested VNF f?, (2)

0, otherwise.

fri
5ff -

3. The binary variable a’; is used to represent
whether the VNF f7# is placed on PN n; or not, which
can be expressed as follows:

" {1, if VNF f7 is placed on PN n;,

[P
f3
i 07

otherwise.

3)
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4. The binary variable 3. is used to represent

J

whether the virtual link ( 7, f;) is mapped in PL

(n;,n;) or not, which can be expressed as follows:

1, if virtual link (ff, ff) is mapped in
BZ?} = physical link (n;, n;),
0, otherwise.
(4)

4.2 Hierarchical trust model

To disrupt the attack chains from the connected
VNFs and placed PNs as much as possible, the hier-
archical trust model is proposed to assess the trust-
worthiness among entities. Hierarchical trust model
consists of virtual trust and physical trust, where
virtual trust represents the trustworthiness among
VNFs and physical trust represents the trustworthi-
ness of VNFs to their placed PNs. Both virtual trust
and physical trust consist of the direct trust and in-
direct trust (Jorquera Valero et al., 2023).

Direct trust is a crucial concept that can be
assessed, representing the trust to the target enti-
ties. In the network, we can quantify the historical
cooperation information among entities (including
VNFs and PNs) to define and calculate the direct
trust. The historical cooperation information doc-
uments the cooperation situations of entities when
they form the SFCs to provide services under at-
tacks. It directly reflects whether the vulnerabilities
in entities have been exploited by attackers to form
the attack chains, which can represent the likelihood
of the existence of attack chains among the two enti-
ties. The historical cooperation information between
entities v; and v; at time ¢ is represented as the set
of time-series probability data:

Mooy () = { My X X o (9)

where v; denotes a VNF fy;, v; denotes a VNF fg;
or PN n;, and A} v, denotes the success rate of co-
operation services between entities v; and v; at time
t;, serving as the basis for assessing direct trust. It
should be noted that the effectiveness of historical
cooperation information decreases over time because
VNFs and PNs are constantly upgraded to patch
flaws such as vulnerabilities. Early cooperative be-
havior may no longer accurately reflect the current
direct trust. Exponential decay model prioritizes re-
cent data with rapid responsiveness to changes and
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does not overly emphasize long-term historical data,
which makes it well suited for computing direct trust
based on historical cooperation information. So the
exponential decay model is used for the time decay
factor to reduce the effect of time on direct trust:

e, (1) = e, (6)

where ¢4, (t) denotes the decay factor of historical
cooperative record at time ¢;. Therefore, direct trust
of entities v; to v; can be obtained by

Z Eti (t) )\3111 vj
ti 6(1 ,t)

Z €t; (t)

t;€(1,t)

DTUH}]‘ (t) = (7)

Here, the larger the value of DT\, (t), the lower
the likelihood of an attack chain from v; to v;, and
the more secure the cooperation service of v; and v;.

Indirect trust involves indirectly assessing the
trust to a target entity through the direct trust that
third-party VNFs have to the target entity. This
enables a comprehensive assessment of the trust-
worthiness to the target entity. Attackers exploit
vulnerabilities to attack entities, and there exists a
correlation among these vulnerabilities. Given that
the vulnerability profiles of different entities vary,
the direct trust held by different third-party VNFs
to the target entity exerts varying impacts on the
indirect trust to the target entity. So heterogene-
ity can measure the difference between entities, and
thus is used to represent the importance of the di-
rect trust of the third-party VNF to the target en-
tity in the indirect trust assessment. In a previous
work (Zhang QQ et al., 2021), heterogeneity was de-
fined by the number of common vulnerabilities and
differential vulnerabilities in entities. Because soft-
ware upgrading, vulnerability patching, and similar
activities will have an impact on the number of vul-
nerabilities of VINFs, heterogeneity also changes over
time. So heterogeneity ¢y,., (t) between entities v;
and v can be expressed as follows:

. 20y, (t)
Pu; (1) + puy () 7

where @, () and ¢,, (t) denote the numbers of total

Pvu, (t) =1 (8)

vulnerabilities in v; and vy, at time ¢ respectively, and
Yu,v, denotes the number of common vulnerabilities
causing consistent processing results between v; and
v at time €. So 1 — @y,q, (t) is used to represent
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the importance of the direct trust of the third-party
VNF v to the target entity in the indirect trust
assessment. The less heterogeneity with the third-
party VNF vy, the more likely it is to have the same
vulnerabilities, and the more important the direct
trust DT, ., (t) of the third party VNF v to the
target entity v; is. Therefore, indirect trust of entity
v; to v; can be obtained by

Z (1 - ¢'Ui'Uk (t)) 'DTUkU]‘ (t)

v el

Z [DTkaj (t>-| : (1 - ¢'U1Z'Uk (t))

v EF

ITy,0, (t) = )

where F' denotes the VNF set F.. [DT,,,, (t)| means
that direct trust is rounded up; that is, only the
third-party VNFs that have the direct cooperation
information with the target entities are considered.

Therefore, trustworthiness among any entities
Ty,0; (t) can be obtained by the weighted sum of di-
rect trust and indirect trust, which can be expressed
as follows:

Ty, (1) = w1- DTy, (£)+(1 = w1)-ITy,,, (1), (10)

where w; denotes the direct trust weight and 1 — w;
denotes the indirect trust weight. Although it does
not accurately represent the probability of the exis-
tence of attack chains, the value of trustworthiness
indicates how likely it is that attack chains exist.
The higher the trustworthiness Ty, (), the lower
the likelihood of an attack chain from v; to v;.
Based on the trust assessment, we can obtain
the trustworthiness among all VNFs and trustwor-
thiness of all VNFs to all PNs at time ¢, which are
denoted as the virtual trust matrix and the physical
trust matrix, respectively. Virtual trust matrix is a

> |Felx Y. |Fk|matrixand > |Fj| represents
FreF FrLeF Fy

F
the total number of all VNFs in F.GWhen fri = frjs
Tt tr; (1) = 1, and when fy; and fy; are the VNFs
with the equivalent functionality, that is, & = g and
i # J, Tt 10, () = 0. This is because we do not con-
sider the scenario of backup requirements, so there
will be no cooperative information among VNFs with
equivalent functionality. Physical trust matrix is a

> |Fy| x| N| matrix and | N| is the number of PNs.
FreF

4.3 SFC trustworthiness

Trustworthiness of the requested SFC consists
of virtual trust and physical trust. Virtual trust of
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the requested SFC is determined by the VNF combi-
nation at the SFC composition stage, which can be
expressed as follows:

=10 > > > > Ft
fPEFs FReF fri€Fy Fy€F fgi€Fy

F(t) = efrofieys o T

VT (t
(11)

Tysps, (1)

Physical trust of the requested SFC is deter-
mined by the placed PNs of the selected VNFs at
the SFC placement stage, which can be expressed as
follows:

PT® (¢

=11 X > X eoftajiTam (),

ffE€Fs FLEF fi;€Fy ni€EN
(12)
Therefore, trustworthiness of the requested SFC
at time ¢ can be obtained by the weighted sum of vir-
tual trust and physical trust, which can be expressed
as follows:

Trust® = wq - VI* (¢t) + (1 —we) - PT* (¢), (13)
where wy and 1 — wy denote the virtual trust weight
and physical trust weight, respectively. The larger
the trust, the lower the likelihood of attack chains,
and the more secure the requested SFC. The higher
the trustworthiness of SFC Trust®, the lower the like-
lihood of attack chains.

Fig. 3 shows the four solutions of different VNF
combinations and PN selections for the same SFC re-
quest, and Table 1 lists the corresponding trust val-
ues of these solutions when the virtual trust weight
wa is 0.5. We can observe that VNF combination
solutions and PN selection solutions will affect the
trustworthiness of SFCs.
with greater virtual trust or physical trust may not
necessarily gain a higher overall trust. Consequently,
Solution D shown in Fig. 3d is the best among the

Moreover, the solutions

four solutions, solely from the perspective of trust-
Thus, it is imperative to consider the
SFC composition and placement from a global per-
spective, to disrupt the attack chains in SFCs as

worthiness.

much as possible.
4.4 SCSCP problem

In practical scenarios, it is unrealistic to simply
pursue the trustworthiness of SFCs while ignoring
the cost. Therefore, we take the maximum unit-cost
trust Trust2Cost as the optimization objective of the
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SCSCP problem, which fully uses cost. According
to the hierarchical trust model, the trust of SFCs
can be obtained using Eq. (13). Cost consists of
the CPU cost towards consumption by VNFs and
the bandwidth cost against consumption by virtual
links, which can be obtained as follows:

Co= 3 T YT eltafaiemmy

f cFs FreF fr;€Frn;eN

nqn s bw
+ D Y. BREEB,.
(fg.f5)eLs (nini)eE
(14)
Therefore, unit-cost trust Trust2Cost can be ob-
tained using the following equation:

Trust®

Trust2Cost = ———
Cost

(15)

To ensure that the solution meets the require-
ments of the SFC request, the SCSCP problem
should meet the following constraints:

1. Functionality constraint. Any requested VNF
ff € F° must be selected to form the equivalent
VNF set that meets the required functionality, and
only one of the VNFs in F'® can be selected as the
request VNF f7. This constraint ensures that the
selected VNFs can meet the functionality of the SFC
request at the SFC composition stage, which can be
expressed as follows:

Vs €S, Vf, € F°, 3F, € F,

> =,

fri€Fk

Fr _

16
1f6f5_ (16)

where f; denotes the p™ VNF in request s.

2. Flow constraint. For each PN n;, the numbers
of all incoming and outgoing flows of the mapped
virtual links should be equal when placing any SFC
request, which can be expressed as follows:

Vn; € N, Vs € S,

2. D it a

(.57 e msEN

= Z Z 5}22’ + Za.

(ff>f )ELS n;eN

In Eq. (17), if agis = 1, Z1=1; otherwise, Z;=0.
If o}l = 1, Zo=1; otherwise, Z»=0.
3. Loop constraint. The loop constraint ensures

that the mapped PLs of all virtual links (f7, f7) €
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Fig. 3 Solutions with different schemes for VNF f35: (a) Solution A (f21 is selected as f5 and placed on PN
ns5); (b) Solution B (f21 is selected as f3 and placed on PN n2); (c) Solution C (f22 is selected as f3 and placed
on PN ns); (d) Solution D (f23 is selected as f; and placed on PN nz). The comparison between Solutions
A and B illustrates the trust difference of different VINFs to the same PN and the impact of SFC placement
on trust, and the comparison between Solutions A and C illustrates the impact of SFC composition on trust.
Trust of Solution D is larger than that of Solution A which has larger physical trust, and that of Solution C

which has larger virtual trust

Table 1 Service trust of different solutions in Fig. 3

Solution Virtual trust Physical trust Overall trust
A 0.84 x 0.86 = 0.7224 0.79 x 0.89 x 0.88 = 0.618 728 0.5 x (0.7224 4 0.618 728) = 0.670 564
B 0.84 x 0.86 = 0.7224 0.79 x 0.84 x 0.88 = 0.583 968 0.5 x (0.7224 + 0.583 968) = 0.653 184
(@] 0.90 x 0.91 = 0.8190 0.79 x 0.70 x 0.88 = 0.486 640 0.5 x (0.8190 + 0.486 640) = 0.652 820
D 0.88 x 0.90 = 0.7920 0.79 x 0.80 x 0.88 = 0.556 160 0.5 x (0.7920 4+ 0.556 160) = 0.674 080

Best results are in bold

L?® do not form the route loops, which should be
guaranteed as follows:

Vs € 8, V(f5, f3) € LY, ¥, € N,
Y Bfpi<tland Y Bpi<l.

n;eN n;eN

(18)

4. Order constraint. To ensure the execution of
VNFs in sequential order, a constraint is needed to
ensure that the requested VNFs of a flow are created

along that path from source PN to destination PN. If
f7 is placed on the PN n;, the virtual link (f7, £, )
must be mapped into one PL with n; as its source
node. So the order constraint can be expressed as

follows:
Vs e S, Vfi € F?,
ifofi=1, ) By =1
n;eN
5. Delay constraint. The SFC delay should be

(19)
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less than the maximum delay constraint D?, and we
only consider the transmission delay, which can be
expressed as follows:

S X S, <0

(fp.f7)eLs (ning)eE

Vs e S, (20)

6. Resource constraint. The consumed resource
requirements of SFC placement into the physical net-
work should not exceed the available resource capac-
ity of PNs and PLs, which can be expressed respec-
tively as follows:

Vn; € N
> Y Y Y e, <o
SES fPEFS FLEF fri €F)

(21)

V(ni,n;) €E, > By ’;gBS <O

22
(f.85)eLe @)

7. Placement constraint. Each request VNF can
be deployed only once on PNs, and each virtual link
can be mapped to a PL only once, which can be
expressed respectively as follows:

Ve R, Y aft =1, (23)
n,eN
VULE)EL X BEE =L gy
(ni,n;)eE

Therefore, the SCSCP problem can be formu-
lated as an ILP model:

max Trust2Cost

(25)

s.t. constraints (16) — (24) are satisfied.

5 JTCGO algorithm

To provide solutions for SFC requests, ensure
service performance, and prevent attacks, we pro-
pose the JTCGO algorithm, which encompasses a
trust update algorithm and a VCPS algorithm. As
presented in Algorithm 1, the trust update algorithm
periodically updates the trust matrix, eliminating
the impacts caused by software upgrades and vul-
nerability patching (line 3 in Algorithm 1). At the
same time, once the SFC request arrives, the VCPS
algorithm obtains the SFC deployment solutions for
SFC requests based on the latest trust matrix, in-
cluding VNF combination schemes and PN selection
schemes (lines 4-8 in Algorithm 1). As illustrated
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in Fig. 3, merely pursuing maximum virtual trust or
maximum physical trust makes it difficult to guar-
antee the performance of the solutions. This renders
the two-stage approach of first SFC composition and
then SFC placement infeasible. Therefore, the VCPS
algorithm is proposed to solve VNF combinations at
the SFC composition stage and PN selection at the
SFC placement stage in a holistic manner.

Algorithm 1 JTCGO algorithm
1: Input: physical network G, SFC request set S, VNF
set ', heterogeneity ¢y, s, . (), PN set N, historical
cooperation information Ay,q; (t), weights wy and
ws, and algorithm parameters
2: Output: the set of solutions Solution
// Update trust matrix
3: Periodically update trust matrices:
My (t), Mpr (t)=Trust Update Algorithm
// Obtain the solutions
: while S#2 do
Obtain Ay,v; (t) and ¢y, r,; at current time ¢
Solution=VCPS Algorithm
Solution.append (solution)
: end while
: return Solution

5.1 Trust update algorithm

The trust update algorithm updates the virtual
trust matrix and the physical trust matrix in ac-
cordance with the historical cooperation informa-
tion and heterogeneity at the current time ¢, as
shown in Algorithm 2. At the first step of the al-
gorithm, it acquires the historical cooperation in-
formation at the current time ¢, which includes
the historical cooperation information among VNFs
as well as that between VNFs and PNs (line 3 in
Algorithm 2). Based on this historical cooperation
information, direct trust DTy, f, . () and DT, ., ()
at time ¢ can be directly computed via Eq. (7) (lines
4-11 in Algorithm 2). Subsequently, relying on the
latest direct trust and heterogeneity, indirect trust
ITy,.s,; (t) and 1Ty, ,, (t) at time ¢ can be calcu-
lated through Eq. (9) (lines 12-27 in Algorithm 2).
Then, trust Ty, .. (t) and Ty, ., (t) at time ¢ can be
obtained by taking the weighted sum of direct trust
and indirect trust (lines 19 and 23 in Algorithm 2).
Finally, virtual trust matrix My~ (¢) and physical
trust matrix Mpr (t) are updated separately (line 28
in Algorithm 2). These trust matrices will serve as
the input of the VCPS algorithm for solutions.
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Algorithm 2 Trust update algorithm
1: Input: VNF set F', PN set N, historical cooperation
information v, v, (), heterogeneity ¢y, s, . (¢), and
direct trust weight w,
2: Output: updated trust matrices My (t) and
Mpr (t)
3: Obtain the latest cooperation information at time ¢
// Calculate direct trust
: for fr; € F do
for f;; € F do
Calculate DTy, . (t) using Eq. (7)
end for
for n;, € N do
Calculate DTy, ., (t) using Eq. (7)
10:  end for
11: end for
// Calculate indirect trust
12: for fr; € F do
13:  for fy; € F' do

14: if k=g and i # j then
15: ITf.r,; () =0
16: else if £ = g and ¢ = j then
17: ITgp,; ) =1
18: else
19: Calculate 1Ty, ¢, (t) using Eq. (9)
20: end if
// Calculate virtual trust
21: Tfk:ifgj (t) = w1 - DTfk:ifgj (t) + (1 - ’LU1) .

ITfki,fgj (t)
22:  end for
// Calculate physical trust
23: for n; € N do
24: Calculate 1Ty, ,», (t) using Eq. (9)

25: Tfpin, (t) = w1 - DTy n, (t) + (1_w1) :
ITfkini, (t)

26: end for

27: end for

28: Update My (t) and Mpr (t)
29: return My (t) and Mpr (t)

5.2 VCPS algorithm

The VCPS algorithm is ingeniously proposed
based on the neural population dynamics optimiza-
tion algorithm (NPDOA) with the aim of effectively
solving the SCSCP problem. The VCPS algorithm is
required to integrally perform the VNF combination
and PN selection process, thus taking both virtual
trust and physical trust into consideration.

NPDOA (Jiet al., 2024) is an optimization algo-
rithm for addressing NP-hard problems through its
biology-inspired computational framework. NPDOA
treats each candidate solution as a neural population
state, and uses parallel multi-population exploration

of the solution space to reduce computational com-
plexity. Additionally, NPDOA effectively balances
the exploration and exploitation by attractor trend-
ing, coupling disturbance, and information projec-
tion strategies. This endows NPDOA with the ad-
vantages in terms of rapid convergence capability,
global optimization performance, and stable solution
quality. Therefore, by combining the unique charac-
teristics of the SCSCP problem with the advantages
of NPDOA, the VCPS algorithm using NPDOA is
proposed to effectively address the SCSCP problem.

The VCPS algorithm solves the SCSCP prob-
lem by simulating the dynamics of multiple neu-
ral populations with the same number of neurons
when the algorithm performs cognitive activities.
For an SFC request s, a solution to the problem
X; = (z1,22,...,zp) is considered the neural state
of a neural population with D neurons, where D is
equal to 2|F*|, and |F*| denotes the number of the
requested VNFs in the SFC request s. The former
| F'*| neurons represent the selected VNFs for the re-
quested VNFs, and the state space of these neurons
contains integers from 1 to |F}|, where |F| denotes
the size of the VNF set with requested functional-
ity. The latter |F'®*| neurons represent the placed
PNs for the requested VNFs, and the state space of
these neurons contains integers from 1 to |N|, where
|N| denotes the number of PNs in the network. The
VNF combination and PN selection jointly form the
neural state of a neural population, and integrated
optimization is achieved through the proposed algo-
rithm. The dynamics of neural populations can be
calculated using Eq. (15), which represents the opti-
mization objective value Trust2Cost.

At the beginning of the optimization process,
the neural states of several neural populations P =
{Xl,Xg,...,an} are randomly generated in the
neural state space, and n, is the number of neural
populations. Then, the neural states of these neural
populations change according to the following three
neural population dynamics strategies.

1. Attractor trending strategy: The attractor
trending strategy steers neural populations toward
optimal decisions, thereby guaranteeing the exploita-
tion capability. In the neural state space, the neural
states of neural populations tend toward multiple
attractors. As such, the neural states with optimal
dynamics are regarded as attractors, while the neural
states of the remaining neural populations randomly
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converge to one of these attractors. The number
of attractors is set to |a-ny|, where || refers to
the operation of rounding a number down to the
greatest integer less than or equal to the number,
and a € (0,1) represents the proportion of attrac-
tors. Thus, the attractor set can be denoted as
ATT = {att;,atty, ..., att|q.,, |} The linear dy-
namical system (Vyas et al., 2020), which serves as
a model of neural population dynamics, is used to
simulate the attractor trending behavior of neural

populations. The formula used is as follows:

Xattract,i = fattract . Titt . (attk - Xz) - 01’7 (26)

6, ~NOU-1L),
where fattract 1S the scaling factor of the attractor
trending, 7.t is a random number in [0, 1], atty is
the kM attractor in ATT, %k is a random value in
[1,]a-np]], 0; is the zero-mean Gaussian noise vec-
tor of the i*" neural state with covariance U — L,
U = (U1,Us,...,Up) represents the peak values of
all the neural states, and L = (L1, Lo, ..., Lp).

Eq. (26) indicates that the neural state of a neu-
ral population tends to approximate that of a ran-
dom attractor. Gaussian noise is incorporated into
the dynamics formula, which serves to model the in-
terference originating from external inputs (Valente
et al., 2022). Moreover, the attractor-functioning
neural states remain unaffected by the attractor
trending approach. This search strategy based on
the attractor trending behavior ensures the exploita-
tion ability of the algorithm.

2. Coupling disturbance strategy: The cou-
pling disturbance strategy deviates neural popula-
tions from attractors by coupling with other neural
populations, thus improving exploration ability. The
neural state of a particular neural population is also
influenced by the neural states of other neural popu-
lations, and the interactions between neural popula-
tions occur through additive or diffusive coupling. In
additive coupling, the input to a neural population
is the average of the sum of all neural states. The
formula used is as follows:

Xadd,i =T2- TLL Z Xj7 (27)

pje[l,np]

where 75 is a random number in [0, 0.5]. In diffusive
coupling, the input to a neural population is a func-
tion of the sum of the differences between its neural
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state and other neural states. The formula used is as
follows:

1
Xaif,s =13 - — Z (X — X),

pje[ly'ﬂp]

(28)

where 73 is a random number in [0,0.5]. The pro-
posed algorithm uses a combination of two couplings
to simulate the effects of other neural populations.
The formula used is as follows:

Xcouplc,i - fcouplc . (Xadd,i + Xdif,i) B} (29)

where feouple is the scaling factor of the coupling
disturbance.

Eq. (29) shows that one neural population is in-
fluenced by another through two types of coupling.
The disturbance from other neural populations leads
the neural population to deviate from the influence
of the attractors. This search strategy, which is
founded on the coupling between neural populations,
can contribute to boosting the exploration capabili-
ties of the algorithm.

3. Information projection strategy: The infor-
mation projection strategy controls the communica-
tion between neural populations, enabling a transi-
tion from exploration to exploitation. Information
interchange and interaction among neural popula-
tions occur through the communication subspace.
This subspace selectively captures the traits of a spe-
cific neural population, and then transfers them to
another neural population (Semedo et al., 2019). In
our proposed algorithm, the matrices denoting adja-
cency and communication intensity are used to rep-
resent the communication subspace for information
projection between neural populations.

In the attractor trending, information transfer
between an attractor and another neural state of a
neural population is achieved by a 1 x D adjacency
matrix Chiract,; With binary random values and a
1x D communication intensity matrix R¢tract,s With
randomly generated values. The formula used is as
follows:

Xciattract,i = Cattract,i o Rattract,i o Xattract,ia (30)

where o denotes the Hadamard product.

In the coupling disturbance, information trans-
fer between neural populations is also used by an-
other 1 x D adjacency matrix Ccouple,; With binary
random values and a 1 X D communication inten-
sity matrix Rcouple,; With randomly generated values.
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Additionally, disturbances in neural states should
have a greater impact earlier in the process before
the neural states stabilize (Kopec et al., 2015). Thus,
the effect of the coupling disturbance gradually de-
creases. The formula used is as follows:

Xcicouplc,i = Ccouplc,ioRcouplc,ioXcouplc,i T4 (1 - E) )
(31)
where 74 is a random number in [0,1], and E =
iteration/Iteration is an effect function evaluation
number. Iteration denotes the maximum number of
iterations, and iteration denotes the present num-
ber of iterations. As the iterative process proceeds,
iteration gradually increases, whereas the effect of
the coupling disturbance gradually decreases.
Eventually, the neural state of each neural pop-
ulation is affected by both the attractors and the
neural states of other neural populations. The neural
state of the current neural population X; is updated
as follows:

chw,i = LXz + Xciattract,i + Xcicouplc,ij 3 (32)

where LX1 + Xciattract,i + Xcicouplc,ij represents
rounding up of elements, because the state of neuron
is integer.

Algorithm 3 shows the specific process of the
VCPS algorithm for solving the SCSCP problem via
three strategies. The inputs consist of the virtual
trust matrix My (¢) and the physical trust matrix
Mpr (t) updated by the trust update algorithm, the
physical network G, the SFC request s, the virtual
trust weight ws, along with relevant algorithm pa-
rameters (line 1 in Algorithm 3). First, the VCPS
algorithm randomly initializes the neural states of n,
neural populations (line 3 in Algorithm 3). At each
iteration, the dynamics of all neural populations are
then calculated, and the top |a-np] are regarded
as attractors (lines 56 in Algorithm 3). The neu-
ral populations contain the selected VNFs and their
placed PNs. Subsequently, the mapped PLs connect-
ing the VNFs are determined using the Dijkstra al-
gorithm, with the cost of unit bandwidth as the link
weight, thus enabling the calculation of the dynamics
of neural populations. Then each neural state exe-
cutes the three strategies, but the |a - n| attractors
are not affected by these three strategies (lines 7—
11 in Algorithm 3). The attractor trending strategy
is executed, involving assigning an attractor to the
neural state and calculating the attractor trending
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Algorithm 3 VCPS algorithm
1: Input: physical network G, SFC request s, VNF
set F, trust matrices My (t) and Mpr (t), virtual
trust weight wo; parameters n, a, fattract, feouple, and

Iteration
2: Output: solution
// Initialize
3: Initialize the neural state of np neural populations
P
4: while iteration < Iteration do
Calculate dynamics of neural populations using
Eq. (15)
6:  Determine |a - np| neural states with the optimal
dynamics as the attractor set ATT

7. while ¢ <n; do

8: if : < |a-np| then

9: Xnew,i = X

10: Continue

11: end if
// Determine the attractor set

12: Randomly select att, € ATT as attractor
// Execute attractor trending strategy

13: Calculate attractor trending Xattract,i using
Eq. (26)
// Execute coupling disturbance strategy

14: Calculate the additive coupling Xaqa,; using
Eq. (27)

15: Calculate the diffusive coupling Xaif,; using
Eq. (28)

16: Calculate coupling disturbance Xcouple,i using
Eq. (29)
// Execute information projection strategy

17: Randomly generate Clattract,? and Rattract,i

18: Calculate X ¢ attract,; using Eq. (30)

19: Randomly generate Cecouple,i and Recouple,i

20: Calculate X¢ couple,: using Eq. (31)

21: Calculate the new neural state Xjew,; using
Eq. (32)
// Check and adjust neural state

22: Check whether neuron states meet the state
space

23: Adjust the states of neurons to meet the state
space

24: 1=14+1

25:  end while

26: end while

27: Select optimal neural state as Solution
28: return Solution

Xattract,i (lines 12-13 in Algorithm 3). The coupling
disturbance strategy is executed, including calculat-
ing the additive coupling Xaq4,i, calculating the dif-
fusive coupling Xagi,;, and obtaining the coupling
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disturbance Xcouple,; from Xuaq,; and Xair,; (lines
14-16 in Algorithm 3). Information projection onto
the above dynamic attractor trending and coupling
disturbance is carried out to obtain the newly gener-
ated neural state Xpew,; for the next iteration (lines
17-21 in Algorithm 3). To ensure the feasibility of
the neural states, the states of all neurons in Xyew,:
are checked and adjusted. This is accomplished by
randomly selecting from the state space for error neu-
rons (lines 22-23 in Algorithm 3). Until the end
of the iteration, the best neural state is selected as
the optimal solution for the SFC request (line 27 in
Algorithm 3).

6 Performance evaluation
6.1 Simulation setup

Obtaining historical cooperation data is chal-
lenging. To simplify trust calculation and dynamic
trust matrix updates during simulation, we assume
that all SFC requests are deployed simultaneously at
time ¢, eliminating the need for real-time updates of
the virtual and physical trust matrices. Direct trust
values among entities are pre-assigned within [0.5, 1],
bypassing the need for historical data. Although
the trust matrix is static, this does not compromise
evaluation credibility, as the setup still effectively
assesses the algorithm’s performance.

The physical network adopts the Germany50
topology with 50 nodes and 88 edges (Eramo et al.,
2017). Each node has a 48-core CPU, and each edge
offers 40 Gbit/s bandwidth with delay uniformly dis-
tributed between 2 ms and 4 ms. CPU unit cost
ranges in [2, 4], and bandwidth cost in [0.002, 0.004]
per Mbit/s (Afrasiabi et al., 2024). Nine VNF types
are available, each with [3, 5] functionally equivalent
instances, used to compose the SFCs. Direct trust
weight is 0.5, and VNF heterogeneity ranges in [0, 1].

We simulate 100 SFC requests, each containing
three to seven VNFs. Each VNF requires [1, 4] CPU
units, and request bandwidth is drawn from {100,
150, 200, 250, 300} Mbit /s following a Zipf distribu-
tion (Kikuchi and Takahashi, 2016). Default param-
eters include the following: attractor trending and
coupling disturbance scaling factor of 0.7, and virtual
trust weight of 0.5. Simulations are conducted on an
Intel Core i7-7740 @ 3.60 GHz CPU with 64 GB
RAM, using PyCharm for implementation.
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6.2 Performance analysis

We first analyze the convergence of the pro-
posed algorithm in terms of different scaling factors.
The scaling factors of attractor trending and couple
disturbance all vary within the range [0, 1] with a
step size of 0.1. Four network topologies of varying
sizes are selected as the physical network, namely
Germanyb0, Interroute, Colt Telecom, and Cogent.

Fig. 4 presents the curve of Trust2Cost when
fattractor = 0.7 and feoupling = 0.7 and the range
of Trust2Cost under different scaling factors at each
iteration. It can be observed that regardless of the
specific combination of scaling factors, the algorithm
can achieve convergence at around 1000 iterations.
Additionally, all the values of unit-cost trust at each
iteration fall within the shaded area, demonstrating
that the JTCGO algorithm exhibits strong robust-
ness and stable convergence behavior regardless of
the specific parameter choices. The default parame-
ter combination (fastractor = 0.7 and feoupling = 0.7)
not only yields competitive performance but also lies
within a representative and typical range of the pa-
rameter space, so it is set as the default parameter.
In summary, the JTCGO algorithm possesses stable
convergence ability and strong robustness.
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Fig. 4 Convergence of the JTCGO algorithm for dif-
ferent scaling factors

Then, we analyze the impact of network
size on the algorithm to prove its scalability.
Figs. 5a, 5b, and 5c respectively present the aver-
age trust Trust, average cost Cost, and average unit-
cost trust Trust2Cost of the 100 SFC requests in
four differently-sized networks. As is evident from
Fig. 5a, the average trust rises with the growth of
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the network size, yet the trend is not pronounced.
This is because, as the network size expands, there
are more candidate VNF placement schemes, render-
ing it more probable to obtain solutions with higher
physical trust. The cost experiences a significant
increase as the network size grows, as depicted in
Fig. 5b. With the increase of the network size, more
resources, especially bandwidth resources, are con-
sumed for VNF placement and link mapping, which
leads to a substantial cost increment. Additionally,
Trust2Cost continuously declines with the increase of
the network size, and the reasons can be explained
by the trends of trust and cost. No matter which net-
work is used, the proposed algorithm can guarantee
the high trust of the SFCs under the condition of con-
trollable costs, with the values mostly concentrated
in the range of 0.67-0.80. Furthermore, we evaluate
the runtime of the algorithm on four networks of dif-
ferent sizes. The proposed algorithm takes approxi-
mately 0.095, 0.16, 0.20, and 0.35 s for one iteration
on the four networks, respectively. In the Germany50
network, the runtime is as low as 0.095 s, and even
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in the Cogent network, the runtime remains within
0.35 s. It can be observed that the runtime of the al-
gorithm does not exhibit exponential growth with in-
creasing network size. Even on large-scale networks,
the algorithm demonstrates excellent performance in
terms of runtime, which supports the applicability of
the proposed algorithm in real-world scenarios. This
indicates that the proposed algorithm exhibits excel-
lent performance in terms of scalability.

Furthermore, we analyze the impact of virtual
trust weight wy and physical trust weight 1 — ws on
the algorithm. Figs. 6a, 6b, and 6¢ show the av-
erage trust Trust, average cost Cost, and average
unit-cost trust Trust2Cost of the service under dif-
ferent virtual trust weights, respectively. We can
observe from Fig. 6b that regardless of the virtual
trust weight, cost remains relatively stable, concen-
trating within the range of [12.7,13.6]. However,
trust is significantly influenced by the virtual trust
weight. Within the value range of [0, 1], it shows a
trend of being larger at both ends and smaller in the
middle, in addition to being larger on the left side
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and smaller on the right side, as shown in Fig. 6a.
Under the condition that the cost is approximately
the same, Trust2Cost follows the same trend as trust,
as shown in Fig. 6¢c. To explore the reasons behind
these trends, we conduct a further analysis of virtual
trust and physical trust of the services, as presented
in Fig. 7. As the virtual trust weight steadily in-
creases, the proposed algorithm places more empha-
sis on virtual trust. Consequently, virtual trust grad-
ually rises, while the physical trust behaves in the
opposite manner. Additionally, a larger number of
candidate PNs result in more schemes for SFC place-
ment, which makes it more likely to obtain a higher
physical trust. Overall, physical trust is higher than
virtual trust. When virtual trust weight ws equals
1, virtual trust of the services reaches its maximum
value of 0.74. When ws is 0, physical trust attains its
peak value of 0.83. This further clarifies the trends
depicted in Figs. 6a and 6¢. In conclusion, the abil-
ity to disrupt the attack chains from both the virtual
layer and the physical layer can be adjusted by ap-
propriately tuning the virtual trust weight ws, mak-
ing the algorithm adapt to a more complex network
security environment.

0.9
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Fig. 7 Average virtual and physical trust under dif-
ferent virtual trust weights

6.3 Performance comparison

To comprehensively evaluate the proposed al-
gorithm, we benchmark it against the existing ap-
proaches under various scenarios. To the best of
our knowledge, no prior work directly addresses the
SCSCP problem; thus, we adopt four relevant algo-
rithms for comparison: BGWO-LT (Shahjalal et al.,
2022), HARS-PT (Niu et al., 2022), PB-TASCE
(Torkzaban and Baras, 2020), and PSO-C (Gher-
ari et al., 2024). BGWO-LT (Shahjalal et al., 2022)
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first selects the VNF combination with the maxi-
mum virtual trust, and then uses the BGWO algo-
rithm to find the placement that maximizes unit-cost
trust. HARS-PT (Niu et al., 2022) maximizes phys-
ical trust and uses the HARS method for joint VNF
selection and placement. PB-TASCE (Torkzaban
and Baras, 2020) identifies the highest virtual-trust
VNF combination, generates 100 lowest-cost candi-
date paths, and selects the one with the maximum
physical trust. PSO-C (Gherari et al., 2024) ran-
domly selects one VNF per function type to form a
combination, and then applies PSO to minimize to-
tal cost during placement. Furthermore, to demon-
strate the superiority of the proposed algorithm, we
use it to obtain solutions with the maximum trust
and minimum cost respectively, denoted as JTCGO-
T and JTCGO-C.

Fig. 8a presents the average trust comparison
of different algorithms. The trust of JTCGO-T is
the highest, with its average trust reaching 0.91.
Although BGWO-LT and HARS-PT find solutions
to maximize virtual trust and physical trust respec-
tively, their overall trust levels remain lower than
that of JTCGO-T. This is because solely pursuing
the maximization of either virtual trust or phys-
ical trust does not necessarily result in the maxi-
mum overall trust, which thereby demonstrates the
global optimization ability of the proposed algo-
rithm. JTCGO aims to maximize the unit-cost trust,
but its trust value is still approximately on a par
with that of HARS-PT and is higher than that of
PB-TASCE. Both PSO-C and JTCGO-C sacrifice
trust to pursue cost, resulting in the worst cost per-
formance, but the trust of JTCGO-C is still better
than that of PSO-C.

Fig. 8b shows the average cost comparison of
different algorithms. Both JTCGO-C and PSO-C
perform well in terms of cost. Although both aim
to minimize the cost, JTCGO-C still outperforms
PSO-C in cost, and the average cost reaches the
lowest 9.62. Although JTCGO aims to maximize
the unit-cost trust, it still outperforms BGWO-LT,
HARS-PT, JTCGO-T, and PB-TASCE in terms of
PB-TASCE determines the candidate paths
with the minimum unit cost.

cost.
However, its overall
cost turns out to be the largest because it needs to
consider the service trust when selecting the best
candidate path as the solution. Therefore, although
the solution is determined from the candidate paths
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unit-cost trust

with the minimum unit cost, PB-TASCE cannot
guarantee that VNFs are placed on PNs with the
lowest unit cost, resulting in the difficulty of ensuring
the service cost. This further illustrates the difficulty
in solving the SCSCP problem.

Fig. 8c shows the average unit-cost trust of dif-
ferent algorithms. By combining Figs. 8a and 8b,
it can be seen that the JTCGO algorithm exhibits
the best performance, with an average unit-cost trust
reaching 7.18 x 1072, Although PSO-C performs well
in terms of cost, it is difficult to achieve the balance
between trust and cost. Compared with BGWO-LT
and HARS-PT, which also take only trust or cost into
consideration, JTCGO-C and JTCGO-T achieve a
higher unit-cost trust. PB-TASCE performs the
poorest among them.

In summary, JTCGO, JTCGO-T with the ob-
jective of trust, and JTCGO-C with the objective of
cost demonstrate the best performance in terms of
unit-cost trust, trust, and cost, respectively. Based
on the above comparison results, it can be concluded
that the proposed algorithm JTCGO possesses a
stronger ability to solve the SCSCP problem and
achieve the trade-off of trust and cost, thereby pro-
viding the optimal solution for SFC requests. Con-
sequently, the proposed JTCGO algorithm can en-
sure service trust at a controllable cost, safeguarding
SFCs from network attacks by disrupting the attack
chains in a complex security environment.

7 Conclusions

In this paper, we prevent network attacks from
occurring by disrupting the attack chains in the vir-
tual layer and physical layers of SFCs. Vulnerability
correlation places a specific requirement on the vul-

nerabilities within the attack chains. Specifically, it
demands that the exploitation outcome of an earlier
vulnerability serves as a prerequisite for the exploita-
tion of a subsequent vulnerability. The differences in
vulnerabilities among network entities lead to the
fact that the VNF combination at the SFC com-
position stage and PN selection at the SFC place-
ment stage directly affect whether the attack chains
in SFCs are disrupted. Therefore, we propose the
hierarchical trust model to quantify the likelihood
of existence of attack chains between network en-
tities, which considers the impact of vulnerability
correlation and the vulnerability differences among
network entities on the attack chains. Based on the
trustworthiness assessment, both VNF combination
at the SFC composition stage and PN selection at the
SFC placement stage are considered, and the SCSCP
problem is formulated as an NP-hard problem, which
disrupts the attack chains in SFCs as much as pos-
sible at a controllable cost. We propose the JTCGO
algorithm including the trust update algorithm and
the VCPS algorithm to globally find the SFC deploy-
ment solutions for SFC requests. Extensive evalua-
tions and comparisons demonstrate the effectiveness
of the proposed algorithm in obtaining higher trust
at a controllable cost. Our work prevents the launch-
ing of attacks on SFCs at the source and makes up
for the inadequacy of the existing works, which can
merely act as attack mitigation methods.
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