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Abstract:

Database Security and Protection System (DSPS) is a security platform for fighting malicious

DBMS. The security and performance are critical to DSPS. The authors suggested a key management scheme

by combining the server group structure to improve availability and the key distribution structure needed by

proactive security. This paper detailed the implementation of proactive security in DSPS. After thorough per-

formance analysis, the authors concluded that the performance difference between the replicated mechanism

and proactive mechanism becomes smaller and smaller with increasing number of concurrent connections; and

that proactive security is very useful and practical for large, critical applications.
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INTRODUCTION

How to protect the database, the kernel re-
sources of information warfare, is becoming more
and more important since the rapid development
of computer and communication technology. The
Artificial Intelligence Institute of Zhejiang Uni-
versity has prototyped a Database Security and
Protection System (DSPS) to counter the possi-
ble malicious behavior of untrusted DBMS.
Based on the malicious DBMS threat model ( Cai
et al.» 2002a), DSPS can greatly improve the
critical application” s capability to fight malicious
DBMS by incorporating self-controlled authenti-
cation, principal/object mapping,
attribute encryption/decryption,
level mandatory access control, and parallel
structure of multiple DBMSs ( Cai et al.,
2002b) .

Proactive security is a new security technolo-

transparent
attribute/tuple

gy developed in recent years. It combines thresh-
old cryptography and key refreshment protocol to
improve the security of the critical system keys
during its whole life cycle ( Canetti et al.,

1997).

technology, proactive security does not reactive

Compared with the ordinary security

CLC number:
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only after the system has been intruded and the
critical keys have been exposed, but periodically
executes the key refreshment protocol to fight the
possible undetected attacks .

The authors incorporate proactive security
technology to construct the DSPS server group.
The coherence of the two server group structures
(the DSPS server group structure to improve the
availability and the group structure needed by
proactive security to distribute the cryptographic
key) enable implementation of a highly avail-
able, intrusion tolerant DSPS server group using
less hardware resources.

RELATED RESEARCHES ON PROACTIVE RSA

Proactive security combines the approach
calling for distribution of trust with the one of pe-
riodic refreshment: Proactive = Distributed +
Refresh ( Canetti et al., 1997). That is, first
distribute the cryptographic capabilities among
several servers. Next> have the servers periodi-
cally implement a refreshment protocol that al-
lows servers to automatically recover from possi-
ble, undetected break-ins, and in particular pro-
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vides servers with the new shares of the sensitive
data while keeping the sensitive data unmodi-
fied. Very importantly, information gathered by
an attacker before a refreshment period becomes
useless for attacking the system in the future. In
all, the security of the system will be guaranteed
as long as not too many of the servers are broken
into between consecutive implementations of the
refreshment protocol .

Now we show how a private RSA key can be
broken up into a number of pieces (shares).
Fach share can be stored on a separated key
server and yet the private key can be used with-
out having to reconstruct the secret ( Malkin et
al.> 2000). The basic idea is to pick random
integers di> dy» dj so that d; + d, + d3 = d;
then store share d; on key server i, for 1 = 1,2,
3. When a client wishes to apply d to sign a
message M it sends M to all three key servers.
Each server applies its own share di to obtain S;
= M%, and sends the result S; back to the
client> who obtains S;» S;> and S; from the
three servers; and multiplies them to obtain the
signature S = S; X S, X S;. Since d = d;| + d,
+ ds» we have S = M as required.

Clearly this approach generalizes to distribut-
ing a private RSA key among k servers, called
k-out-of-k sharing. But there are a number of
problems with the Fk-out-of-%£ sharing mode.
Most importantly, it is not fault-tolerant. If one
of the share servers crashes, the entire system
goes offline. If one of the share servers loses its
share, the private key is lost forever. For this
reason, t-out-of-k sharing is more usable. Any
t of the share servers can be used to apply the
key .

We are aware of three implementation efforts
of proactive security systems. The 2 system
(Meiter et al ., 1996) built at AT&T also uses
threshold cryptography to protect private keyss;
but it does not support detection of corrupted
servers or the ability to refresh shares in case a
share server is compromised .

The proactive security toolkit built at IBM fo-
cuses on using proactive security applied to DSS
(Barak et al., 1999). DSS and RSA have dif-
ferent sharing properties. RSA keys are easy to
share, but are hard to generate distributively.
On the other hand, DSS keys are easy to gener-
ate distributively, but are hard to use for thresh-

old signatures ( Malkin et al., 1999). That is
why the DSPS prototype uses proactive RSA. In
DSPS’ s deployment environment the RSA keys
are generated by trusted sever locally, not dis-
tributively .

Stanford University s Intrusion Tolerant via
Threshold Cryptography (ITTC) project ( Malkin
et al ., 2000) intended to embed the proactive
security support into existing applications (such
as certificate authority and Apache web server)
is also based on proactive RSA, but engages too
many key servers. In this paper we make use of
the topological coherence of replicated structure
and proactive share servers, trying to implement
a practical, not expensive critical application en-
vironment .

HIGHLY AVAILABLE AND INTRUSION TOLER-
ANT DSPS

In order to improve the availability and the
system throughput> and also to reduce the aver-
age response time, several DSPS servers provide
services to clients as a group. The communica-
tion between client and DSPS server is secured
by SSL protocol, using RSA algorithm. In this
deployment,> how to protect the private key of the
DSPS becomes the security kernel. As shown in
Fig. 1, there are two traditional approaches to
protect the private key d:

(1) Replicated: Each server in the server
group stores a copy of the private key d. This is
the fastest approach to apply the d because the
encryption and decryption can be performed lo-
cally in each server. Besides, the private key d
will not be lost unless all the servers are corrupt-
ed. But this approach is very sensitive to intru-
sions. The private key d will be lost if attackers
break into any of these servers.

(2) Centralized: There is a specialized Key
Server responsible for storing and applying the
private key d. All the DSPS servers must ask the
Key Server to perform the cryptographic operation
related to d. In this approach compromising the
DSPS servers will not reveal d. The key is ex-
posed only if the Key Server is compromised. In
addition, the key is lost forever if this Key Server
In addition, system performance is
rather low because all the cryptographic opera-

loses it.
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tions (CPU intensive) are actually performed by
a single machine.

=l
H
(b)

Fig.1 Traditional approaches to protect the key d
(a) Replicated Approach; (b) Centralized Approach
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Deployment structure of DSPS

As a security system designed for preventing
information warfare attacks, DSPS has two spe-
cial requirements:

(1) Everything possible should be done to
prevent attacks from succeeding. But most im-
portantly, it should also be assumed that not all
attacks will be averted at the outset, thus placing
increased emphasis on the ability to live through
and recover from successful attacks.

(2) In order to reduce the cost and time of
deploying DSPS it can use the certificates issued
by the existing PKI; if there is one. More impor-
tantly, if there is no PKI, DSPS could issue the
certificates itself so as to reduce the dependence
on other systems. DSPS would incorporate some
functions of certificate authority and issue the
certificates to all the clients Cand the possible
subordinate certificate authorities ), and the
clients would save the public key of DSPS for lat-
er authentication and session key generation.
Since there are many clients in the typical DSPS
deployment environment, the cost of replacing
the public key in all clients is very expensive
once the private key of DSPS is exposed.

So we incorporate the proactive security tech-
nology to construct DSPS server group. The co-
herence of the two server group structures (the
DSPS server-group structure to improve the avail-
ability and the group structure needed by proac-
tive security to distribute the cryptographic key)
enable implementation of a highly available, in-
trusion tolerant DSPS server group using less
hardware resources. The final DSPS deployment
structure is shown in Fig.2.

Local Proxy is responsible for intercepting all
requests from applications to DBMS and forward-

ing them to appropriate DSPS ¢ using random al-
gorithm. If the selected DSPS i goes offline be-
cause of being attacked or other reasons Local
Proxy will try to find another available DSPS
server. In order to assure the usability of the
DSPS system we do not modify any applications.
Local Proxy will monitor the original DBMS ser-
vice port> and receive the original request from
applications .

Fig.2 Highly available and intrusion tolerant DSPS
deployment structure

KeyServer running like a daemon on the
server machine. Each KeyServer; holds a share
d; of the DSPS private key d and all the Key-
Servers form the server group for storing and ap-
plying the d. Each KeyServer can serve multiple
DSPS servers concurrently. Clearly it is desirable
that an adversary is not able to compromise the
KeyServers. However, the intrusion tolerant de-
sign of DSPS’ s deployment structure ensures that
even if a few KeyServers are penetrated and the
shares stored on them are exposed or corrupted,
overall system security is not compromised. In
other words, an attacker learns nothing from
penetrating KeyServers less than threshold. The
system identifies corrupt KeyServers and can be
instructed to take appropriate action to refresh
the shares stored on them.

DSPS is the main security monitor responsi-
ble for enforcing self-controlled authentication,
principal mapping, object mapping, mandatory
access control, and the like. It uses the crypto-
graphic function provided by KeyServer group to
finish the authentication, session key generation
and message signature generation. When a DSPS
server connects to the KeyServers it first authen-
ticates itself as an authorized client ( Each DSPS
i has its own certificate. ). It then interacts with
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the KeyServers to sign a message or decrypt a
given ciphertext using the shared private key
stored in the KeyServer group.

Comparison of three different key manage-
ment mechanisms is shown in Table 1.

Table 1 Comparison of three key management mecha-

nisms

Replicated Centralized Proactive

Fault tolerance Good Bad Good

Intrusion tolerance Bad Moderate Good
Performance Good Bad Moderate

Coherence with DSPS Good Bad Good

Next> we will use the 3-out-of-4 sharing as
an example to illustrate the system initialization
applying the shared private key,
compromised KeyServers, and the key refresh-
ment protocol .

detection of

System initialization

The cryptographic initialization routine local-
ly generates the modulus N, public exponent e
and private exponent d. Then it picks random
integers di» d,» d4» dsand computes ds = d —
dy— dy» d¢=d - dy— ds. According to the
share allocation table shown in Table 2,
KeyServer holds multiple d;” s as indicated by

each

the column corresponding to that KeyServer. Ob-
serve that in the allocation table,
servers can apply the key while any two servers
learn nothing about d. The combinatorial con-

any three
struction of the t-out-of-%& share allocation table
is discussed in (Malkin et al ., 1999) .

Table 2 Share allocation table of 3-out-of-4 sharing
d=d,+ dy+ ds=dy+ ds+ dg

KeyServer, KeyServer,  KeyServer;  KeyServer,
d 1 d 2 d 3 d 3
(14 d4 d 5 d6

In order to strengthen system security, the
KeyServer does not save the shares in its local
storage. they are stored in four IC
cards. Shares d; and d, are encrypted by the ad-

Instead>

ministrator” s passphrase into 1C;> d, and d, into
IC,> ds and ds into IC5> d; and dg into 1C,. Be-
sides the key shares, each IC card stores the
modulus N and the share allocation table. Every

time when the system starts, KeyServer i re-
quires the insertion of IC;> then decrypts the key
shares> modulus, and share allocation table into
memory using the administrator’ s passphrase .

Now the key initialization process is fin-
ished. The public key of DSPS can be copied as
needed, but from then on the private key will
only exist as key shares.

Applying the shared private key

We are now ready to describe the example
interaction that takes place when a client re-
quests the KeyServers to sign a message M using
the private key d (The encryption, decryption,
and verification processes are similar). Each
DSPS; keeps a table KeyServer. Status[ 1. .4] in-
dicating the status of all KeyServers. The value
of KeyServer. Status[ 7 ] can be NORMAL, OF-
FLINE, or COMPROMISED; meaning the Key-
Server; is working normally, currently offline or
compromised. Initially the DSPS; set all the
KeyServer. Status to NORMAL.

When signing a message, DSPS; picks a ran-
dom coalition of three KeyServers that are NOR-
MAL (Suppose they are KeyServer;» KeyServ-
er,» and KeyServer,.), then send the following

message to each of the servers in the coalition:

i

| DSPS

DSPS, . KeyServer,.Seq | SIGN | 8] 8,] 5,] |

where DSPS; is the sender’ s identifiers DSPS; .
KeyServer; . Seq is the request sequence number,
and SIGN is the command code.

After receiving the request; KeyServer; first
checks the wvalidity of the sequence number
DSPS;. KeyServer;. Seq to prevent some replay
attacks. Then based on the coalition being used
and the share allocation table read from IC; dur-
ing startups, the KeyServer; extracts appropriate
dj( KeyServer| use d;> KeyServer, use d,, Key-
Servery use d3)» and returns to DSPS; .

DSPS; collects all three responses from Key-
Server;, KeyServer,» KeyServer, and computes
the required signature S = S| x S, x S; mod N
= M’mod N. If DSPS; cannot comnect to Key-
Server;
KeyServer; in the specific time interval, DSPS;
alters the KeyServer. Statusl j] to OFFLINE and
the message signing process is restarted. Note

or cannot receive the response from
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that DSPS; cannot simply save the partial results
from other KeyServers, send the same request to
another NORMAL KeyServers and collect the re-
sponse as a substitute for different coalition re-
sults in different share used by each KeyServer;
to compute the partial result S;.

Then DSPS; will verify the message signing
process using the public key e. If S = = M
mod NV the signature is correct and the process
terminates.
coalition, DSPS; performs a zero-knowledge test

Otherwise, for each server in the
to validate the server’s response. The test is de-
scribed in the next subsection. All servers that
send incorrect values are marked as COMPRO-
MISED and the message signing process is
restarted .

Throughout the interaction the status informa-
tion in KeyServer. Status is displayed in the
DSPS system’ s monitor board that helps the ad-
ministrator understand the current system status
and take appropriate countermeasures. If the
number of KeyServers which are NORMAL is
less than the threshold 3, the system cannot pro-
vide services to clients. If the number of compro-
mised KeyServers is more than 3, the system is
already compromised and the private key d is ex-
posed; and the whole cryptographic system must
be reinitialized .

Identification of compromised KeyServer

In the above subsection, if DSPS; fails to
verify the signature there is at least one KeyServ-
er which is compromised. In order to identify this
compromised KeyServer we perform a zero-
knowledge test.

(1) We first add the following attributes into
the public key: a random integer g, a public
key share V; = g% corresponding to each private
share d;. Suppose the correct response from
KeyServer; is S;» S, = M®% mod N .

(2) Challenge: DSPS; picks random integers
a and b and computes Z = H( Mg" mod N).
H is a cryptographic hash function. We use
MD5. Next> send Z to each server in the select-
ed coalition.

(3) Verification: The legitimate server will
respond with A; = Z% mol N. Now DSPS; can
check if A; = H( SJ“V,I’ mod ND; If not» Key-
Server; is considered to be compromised.

j
The above protocol is a simplification of a

protocol from (Malkin et al., 2000). We only
substitute MD5 for SHA-1. According to Malkin
et al .(2000), with Small Order Assumption, a
KeyServer which does not have the right d; will

fool the protocol with probability at most 1/ v/ N
(For a 2048 bit key, the probability is less than
1/2'%*) | Further more> if the hash function used
is a random function, the protocol is zero-knowl-
edge.
Key refreshment protocol

The major characteristic of proactive security
is invoking the refreshment protocol periodically .
If the administrator refreshes before the adversary
can break into a threshold of machines, the ad-
versary gains nothing. Second, refresh can be
used to generate new shares to replace lost or
corrupted shares. The key refreshment protocol
is relatively mature. Currently we incorporate a
key refreshment protocol from ( Malkin et al .,
2000) . Limited by the paper length, we do not

introduce here, interested users please refer to

(Malkin ez al.» 2000).

PERFORMANCE ANALYSIS

To make clear the performance difference
caused by these key management mechanisms.,
our test focused on the performance of private
key operations in a large number of simulated
concurrent connections. The test was performed
on an isolated 10M shared Ethernet. A Pentium
III 550, 128M RAM PC was used as the client,
generating lots of threads sending requests to the
DSPS servers. Another four Celeron 500 128M
RAM PCs were used as the server machines,
running DSPS servers and KeyServers. All these
PCs ran Linux operating system.

We focused on the average response time and
system throughput. The test results of 1024 bit
RSA algorithms are shown in Fig.3. The average
response time increased with the increasing num-
ber of concurrent connections, but the system
throughput showed jittery response. Careful anal-
ysis led to the conclusion that it is caused by re-
peatedly thread switching under large number of
concurrent connections. Aside from the impact of
thread switching, the system bottleneck is the
CPU capacity because there are a large number
of digital signing operations which are very CPU
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intensive. So whatever the key management
mechanism selected, the more CPUs engaged in
the cryptographic operations; the larger through-
put can be attained. Therefore, the centralized
mechanism has the smallest throughput Cand the
biggest average response time) because there is
only one server performing the cryptographic op-
erations. On the contrary, the replicated mecha-
nism results in the biggest throughput and the
smallest average response time (using the same
number of CPUs ). The performance of the
proactive mechanism is between that of the cen-
tralized mechanism and the replicated mecha-
nism.

Next, we try to analysis how much perfor-
mance degradation is caused by the proactive

mechanism, compared with replicated mecha-
nism. Limited by the paper length, we only pre-
sent the comparison of average response time be-
tween the replicated mechanism and proactive
mechanism of 1024 bit RSA in Table 3. We can
see that the performance difference becomes
smaller and smaller with increasing number of
concurrent connections. In very large number of
connections, the proactive mechanism even sur-
passes the replicated one (probably caused by
uncertain switching of context) . Considering that
only few private key operations are needed in
connecting a client and that there are relatively
few connections in typical DBMS applications.
the proactive security is very useful and practical
in large critical applications.

Table 3 Average response time of different key management mechanisms for 1024 bit RSA (in second)

Concurrent Connection 50 100 150 200 250 300 350 400 450 500
Replicated(3 Server) 0.407 1.284 2.51 3.779 5.609 7.913 10.058 13.612 16.693 18.286
Replicated(4 Server) 0.332 0.78 1.463 2.285 3.404 4.485 5.681 7.538 8.611 10.448
2-out-of-3 sharing 0.761 1.762 3.119 4.466 6.313 8.193 10.029 11.904 13.221 15.491
2-out-of-4 sharing 0.6 1.346  2.104 3.021 4.206 5.306 6.602 7.965 9.123 10.285
3-out-of-4 sharing 1.141 2.222 4.572 5.714 6.779 9.011 10.446 11.892 14.312 16.462
Centralized (3 Server) 1.575 3.831 8.391 9.98 16.79 22.332 24.88 26.148 29.056 31.39
Centralized (4 Server) 1.842 4.124 8.039 17.375 19.896 23.513 27.282 28.166 36.765 40.482
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Fig.3 Comparison of three different key management mechanisms for 1024 bit RSA
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