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Abstract:

There are many cases when an organization needs to monitor the data and operations of iis super-

vised departments, especially those departments which are not owned by this organization and are managed by

their own information systems. Distributed Heterogeneous Inspecting System (DHIS) is the system an organi-

zation uses to monitor its supervised depariments by inspecting their information sysiems. In DHIS, the in-

spected systems are generally distributed, heterogencous, and constructed by different companies. DHIS has

three key processes-abstraciing core data sets and core operation seis; collecting these seis; and inspecting
these collected seis. In this paper, we present the concepi and mathematical definition of DHIS, a metadata
method for solving the interoperability, a security sirategy for data transferring, and a middleware-based solu-
tion of DHIS. We also describe an example of the inspeciing system at WENZHOU custom.
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INTRODUCTION

Inspecting service is widely used by an orga-
nization to inspect the operations and data of iis
supervised departments, especially those depart-
menis which are not owned by this organmization.

There are many systems which have inspect-
ing services, such as Enterprise Resource Plan-
ning (ERP), financial system, and so forth, but
most of the subsystems in these systems are de-
veloped by the same companies; and have the
same functions and database structure. Howev-
er, Distributed Heterogeneous Inspecting System
(DHIS) differs greatly from the above-mentioned
systems. DHIS is something similar to monitor-
ing system and network management system
(Huang and Wu, 2001; 2002; Sidnie, 1995).
But in DHIS monitored objects are software> mnot
equipments .

In this paper> we propose the concept and
definition of DHIS and present the methods for
implementation of DHIS.
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DEFINITION OF DHIS

Overview of DHIS

In DHIS the inspecting system collects the
data of the inspected systems> (which are gener-
ally distributed, heterogeneous and constructed
by different companies) and then analyzes and
inspecis those data and operations using meihods
such as parameter comparison, sequential analy-
sis» data balancing, data integrity, data mining,
and so on. DHIS has three key processes-ab-
stracting the core data sets and core operation
sets> collecting these sets> and inspecting these
collected sets.

The DHIS architeciure is a tree-like hierar-
chical structure. The leaf nodes are inspected
systemss whose data and operations are inspeci-
ed and audited by the upper-layer inspecting sys-
tem. Upper nodes above inspeciing systems are
displaying systems, which get alarm data from
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the lower inspeciing systems or lower displaying
systems. The inspecting system communicates
with all its inspecied systems separately. The
minimal requiremenis of the inspecting system in
DHIS are as follows:

Collecting data

Inspecting data and operations

Alarming

Query functions and statistical analysis

DHIS is something similar to monitoring sys-
tem and network management sysitem. However,
in DHIS, the monitored objecis are software, not
equipment; and DHIS is much more complex
than the monitoring systems .

The main features of DHIS are:

(1) The inspected systems are distributed
and heterogeneous computer systems. They are
heterogeneous in hardware, networks, protocols
program languages, system functions, databas-
es,> and so on. They are distributed in geological
locations, and they are network systems based on

WAN.

(2) From the conceptual abstract point of
views the inspected systems have the same core
conceptual data sets and same core concepiual
operation flows. DHIS uses these core seis to in-
spect the inspected sysiems.

(3) The inspected systems are developed by
different companies. The previous functions,

system siructures, database structures, and so
on must be kept unchanged, and the code may
be permitted to be modified only slightly. Mean-
whiles security knowledge of the inspected sys-

tems must be kept secret from other sysiems.
Definition of DHIS

From the ontology point of views although
the names and types of data and operations are
different in different inspected systems. we can
find the same entities to express these divergent
terms. The definition of these terminologies is
shown in Table 1.

Table 1 Terminology Definition

Term Symbol Definition
Conceptual data element d Data e~lement entity which may have different names and types in dif-
ferent inspected systems
Conceptual field f Tabl-e field entity which may have different names and types in differ-
ent 1nspected systems
Conceptual table T T=Cfsfosfz°*)s heres fisfssf3 are conceptual fields
Event entity which may have different names and types in different in-
Conceptual event e
spected systems.
Conceptual event series Se Se=Ce;seys e+ ), heres e e,s ey are conceptual events
Core concepiual data set CSd CSd= {dldes;, icli--nl}
Core conceptual table CcT cr=A{TI1T7€S;, i€l1--nl}, CTCCSd
Core conceptual flow CF CF= {}SelSe€ S, i€li--nl}

“ Note: S; is the ith-inspected system.

From the above definitions, we give out the
definition of DHIS.

DHIS is the system which collects CSd Cin-
cluding CT) and CF of the distributed and het-
erogeneous inspected systems inio the inspecting
systems and inspecis these data in order to dis-
cover the false data and un-permitted operations.

Taking SCSd as ihe set of CSd> SCF as the

set of CF, we have:

Here, Insp is the set of inspecting funciions
several of which are listed in Table 2. Function

Up collects and updates SCSd and SCF of the
inspecied systems.

Up: SCSd; x SCF; x t— SCSd,. x SCF,.» 1 &
[1---n]

Here, SCSd; and SCF; are SCSd and SCF
of the rzth-inspected sysiem respectivelys ¢ is
time that defines data sequential relations.
SCSd;,, and SCF,, are the preseniations of SCSd;
and SCF; in inspecting system,> which imply the
time identification.

Inspecting functions can be classified inio
the following two classes from the time point of
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Table 2 List of inspecting functions

Function name Definition

Parameter compar- Inspp: SCSd,. x SCSd, x threshold—
i AuditResult
Inspc: SCSd;, — AuditResult
Inspb: SCSd,.— AuditResult
Operation flow Inspf: SCF, x SCF,— AuditResult
Sequential analysis Insps: SCSd,, —= AuditResult
" Note: SCSd;,+ SCF,, are defined in the paragraph aboves in which i (i=1
1) means that the data come from the i-th inspected system. SCSd, is stan-
dard parameter of SCSdv and SCF, is the standard operation flow. Threshold

is the set of thresholds. AuditResult is the result of inspectings that is,» Audit-
Result = determined falsitys possibles falsitys possible reality, r(*ulil)'}

ison
Data integrity

Data balance

view: (1) post-inspecting which inspects the da-
ta and operation flows after the event happened
in order to alarm the un-regulated data and
flows. (2) pre-inspecting which inspects the re-
al-time data and operation flows and controls the
operations of the inspected systems. Inspecting
functions can also be classified into the following
two classes from the application field viewpoint:

(1) general inspecting functionss which can be
applied in various inspecting systems. (2) do-
main-related inspecting functions, which are
tightly related to the specific fields.

MIDDLEWARE-BASED SOLUTION OF DHIS

Representation conceptual data with metadata

We use metadata to express core conceptual
data sets and core conceptual operation flows.
The entities with the same conceptual meanings
are generally represented by different local
names and types in different inspected systems
and inspecting systems but the relationship of
these entities can be defined by a unique entity
ID. The metadata of entities in DHIS have the
items of 1D, local name, local type, attribute
value, and so on. The metadata of several enti-
ties made by the ontology tool Protégé 2000
(Stanford Medical Informatics, 2000) are shown
in Fig. 1.
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Fig.1

DHIS Metadata
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Security

The user of DHIS such as cusiom will penal-
ize the supervised deparimenis if DHIS finds
forged data or unlawful operations. So, it is very
important to get factual data. Besides collecting
data factually, keeping the data unchanged in
the process of transmission is also prerequisite;
especially as most of daia contain much secrei
business information of inspecied departments.

The security services of data transfer should
include message autheniication> integrity, and
confidentiality. To suit these requiremenis, the
protocol we used, which is originated from the
protocols of Huang et al. (2001; 2002, is
something similar to SNMPv3 ( Case et al.,
1999) . The message of the protocol is authenti-
cated by using MD5 (Message digest algorithm)
and encrypted with DES (Data Encryption Stan-
dard algorithm) .

Data-collection with middleware technology

Data-collection is difficult because the in-
spected systems are disiributeds; heterogeneous
and generally developed by different companies .
Although there are many methods to collect
data, middleware technologies such as CORBA,
COM/DCOM; Java RMI, and so on ( Chiang,
20015 Object Management Group> 1998; Plati,
1999; Richard, 1998; Sneed> 1996) are good

choices. As io DHIS; middleware technology
has many advantages. Firsily> it has good secu-
rity property because it needs no security knowl-
edge such as database password, and so on.
Secondly, middleware technology has the agility
to satisfy the systems’ diverse requirements.
Thirdly, middleware can collect the data from
the inspected systems into inspecting systems
can inspect in real-time these data, and does not
influence the inspected systems’ rurming. Fourth-
ly, middleware technology requires only slight mod-
ification of program code.

Our implemented middleware of DHIS Ccalled
as DHISMW, see Fig.2) is based on message
queuing technology ( BEA Systems, Inc.,
19970 . In DHISMW middleware, the collecting
data strategy that data are sent automaiically by
the owner of the data, rather than passively by
requesiing and responding mode> helps to imple-
meni the systems more easily and reduce the
amount of traffic. The owner of data knows when
the data are to be changed, but the receiving
end cannot. If we use request and respond
mode, we must request repeatedly, and can not
get data in real-time. The proiocol we used in
DHISWM is the subset of the protocol we prop-
osed in the reference ( Huang et al., 2001;
2002 with some modification, which has real-
time and scalable properties.

| Previous function of system

Inspected
system

Inspected
Generate data, send event system
based on contract, receive
event transferred from DHISMWI

[DHISMW |

center inspecting system

Inspected

DHISMW I
system

L
i

—_— j..

»

Network j__;

inspecting system I DHISMW ‘

Generate data, send event based on

other inspecting systems

contract, receive event transferred from

Audting and alarming of data and
operation, queries etc.

Fig.2 Middleware-based DHIS
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I Network

|

]

| Management of message quening, packet translation of protocal, transpert protocol bindingJ

]

Encrypting/decrypting

- t

I Marshalling/demarshalling

]

I Assembling/un-assembling/Parser of protocol J

]

| Metadata entity mapping (such as conversion of conceptual ID and local ID)

]

| APl interface

i

I Application system

Fig.3 Middleware of DHIS (DHISMW)

DHISMW has following modules (see Fig.3):
Metadata-file-reading: This module reads the
conteni of metadata file, and stores the metadata
of DHIS in the memory. The inspected systems
and inspeciing system use the metadata for conv-
ersion between local names and 1Ds.
Communication module: This module
with message queuing, packet iransferring,
transport protocol binding, the destination of
transferred packet, line connected status, secu-
rity services; and so forth.
Encryption/decryption: This module deals with
encryption and decryption of the related segment
of the message.

Marshalling/demarshalling: This module deals
with marshalling and demarshalling of the trans-
ferring data.

Parser: 'This module parses the received pack-
et reorganizes Packet Data Unit ( PDU)D into
core data sets and so on based on the specifica-
tion and metadata of DHIS before submiiting
these data to application system through Applica-
tion Programming Interface ( API). Contrari-

deals

wise, before sending, these data must be orga-
nized into PDU based on the specification and
metadata of DHIS. The format of PDU is defined
and encoded with ASN. 1 CITU-T, 1998a;
1998b) in the following .

PDU of DHIS : = SEQUENCE {
core-data-set SEQUENCE {
core-data-set-1D VisibleString,
data-element SEQUENCE OF SEQUENCE {
data-elemeni-1D VisibleSiring

value VisibleString} }»
core-table-set SEQUENCE {
core-table-1D VisibleSiring
field SEQUENCE OF SEQUENCE {
field-ID VisibleSiring
value VisibleString }},
core-flow SEQUENCE {
core-flow-1D VisibleString,
event-series SEQUENCE OF SEQUENCE {
event-series-1D VisibleString,
event SEQUENCE OF SEQUENCE {
event-ID VisibleString»
value VisibleString}}}}

AN EXAMPLE

DHIS at the WENZHOU cusiom is an impor-
tani project based on the general bureau of cus-
toms to reform management such as preventing
from cheating on tariff. This sysiem includes 10
inspecied port systems and one center inspecting
system. The network between cenier cusiom and
poris is WAN. The cenier inspecting system runs
in LAN neiwork coniaining one communication
server and 12 workstations. The number of ports
and number of workstations may be enlarged or
reduced according to the varied situations.

The inspecied port system includes coniainer
management sysitems oil-can managemeni sys-
tem, and bulk cargo management system. The
inspecting system exchanges real-time data with
port systems, and collects all ports’ changed
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core data. The sources of the inspected data
such as weight, volume of oilcan; container po-
sition, and so on are ports’ monitoring systems
and management systems. Inspecting system in-
spects the core data and core operations from
ports, and alarms if there are any errors. We
have abstracted bulk cargo conceptual table,
container conceptual table, bill of lading con-
ceptual table, oilcan concepiual table, and port
storehouse conceptual table. For example, con-
tainer concepiual table includes container No
concepiual field, lead sealing No concepiual
field> container position conceptual field, con-
tainer type conceptual field, weight conceptual
field, total weight concepiual field, owner con-
ceptual field, and so forth. Moreover, we have
also abstracted core concepinal operation flows,

such as oilcan pass-operation flow, coniainer

pass-operation flow and bulk cargo pass-opera-
tion flow, and so on.

Because all of the inspected sysiems are run-
ning on the Windows operation system> we use
COM technology to implement the middleware.
HgzxCom. dll is inserted into the inspeciing sys-
tem as its component; hgkaCom. dll is inseried
into each inspected port sysiem as its compo-
nent. When core conceptual data of port system
have changed, they are sent to the insitance of
hgkaCom. dll middleware using AddValue meth-
od (see Table 3, then passed over to the in-
stance of hgzxcom. dll middleware. After that,
the instance of hgzxCom. dll middleware uses
UpDataSir event to noiify inspecling system that
there are data to be updated. Whereas, inspeci-
ing system uses PassCommand method to send
pass commands io port systems .

Table 3 Middleware DHISMW API interface

API name DLL Meanings

PortID 1 Set Pori ID

IPAddress 1 Set Center IP Address

StartUp 1,2 Start middleware

AddValue 1 Send data to center

PassCommand 2 Send command to port

LineSiatus 1,2 Line status(event)

PassCommandSir 1 Notify port application of having received center command (event)
UpDatiaStr 2 Notify center application of having received port data Cevent)

TransAllData 1 Notify port application to send all data based on contract Cevent)

SQLsir 2 Get Data from port databases using SQL string

SQLstrReply 1 Send resulis after executing SQLstr command

AnswerStr 1 Notify port application that its sent data have been received by center event)
AnswerPassCmdSir 2 Notify center application that its sent command have been received by port Cevent)

“Note: 1. Custom port middleware: hgkaCom. dll;

Because heterogeneous inspected systems of
DHIS are usually developed by different compa-
nies, the development of DHIS is a challenge.
The experience we got and the lessons we
learned in the development of this example
project may be useful to other similar system de-
velopers. The main experience and lessons are
as follows:

The requirement analysis stage is important
in the life cycle of sofiware development. This
stage is very imporiant especially to DHIS. Be-
cause heterogeneous systems are usuvally devel-
oped by different companies
requiremenis will disperse to all these heteroge-

the changes of

neous systems and lead to waste of time and ef-

2. Custom center middleware: hgzxCom. dll

fort of all the involved companies. So, the user
of DHIS must propose full and detailed require-
ments, and stipulate various standard specifica-
tions such as inspecting items and standard pa-
rameters for auditing and alarming, and so on.

The full and detailed specification documents
and middleware usage documenis must be sent to
and clearly explained to all the involved compa-
nies. The vagueness of the specifications and
middleware usage will cause a lot of errors which
are very difficult to debug.

Many errors are caused by metadata defini-
tion and editing errors, and API interface usage
errors. The errors are difficult to debug because
they may be caused by the application system er-
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rors> middleware errors, communication errors
and the other-end middleware and application er-
rors. For easily debugging, we iniroduce event
C AnswerStr/ AnswerPassCmdSir ) to

notify whether the data/command siring is sent

interfaces

successfully or not. In the string returned by An-
swerStr/ AnswerPassCmdSir, the prefix “FrrorBe-
foreEntermiddleware” means that the errors were
produced before the application system seni the
data/command string to DHISMW middleware;
the prefix " ErrorAfterEntermiddleware ” means
that the errors were produced after the applica-
tion system sent the data/command siring to
DHISMW middleware, but failed to send it to
the proper destination; no prefix means that the
data/command string was sent successfully.

CONCLUSION

From a conceptual abstract we propose the
concept and definition of DHIS, describe the de-
tails of the function of DHIS,; and propose the
method of collecting data based on middleware
technology. The difficulties of colleciing data in
DHIS are as follows: different inspected sysiems
are usually developed by different companies,
and the systems’ properties such as the database
structure are "black boxes”; the sofiware architec-
ture> database, previous funciions and so on will
be kept unchanged, and the code may be modi-
fied only slightly; based on security consider-
ation, the knowledge of security such as operation
system passwords, database passwords must be
kept secret to other systems. We solved the above
hard problems based on message queuing middle-
ware> via conversion between conceptual ID and
local name, and by using contraci-based, daia
auto-transferring  technologies. Inspect functions
can be classified as pre-inspecting and afier-in-
specting ones according to time> and as general
inspecting and domain-related inspecting ones ac-
cording to application fields. Generally speaking
the inspecting functions of DHIS can be trans-
formed inio program code easily.

Our work is also beneficial to similar sys-
tems, and suitable for distributed heterogeneous
data sharing center.

Our next work is to enhance the middleware
to suit all network operation systems.
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