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Abstract:

the traditional signature scheme and the blind signature scheme. In this proposed scheme, the message M that

This paper proposes a new untraceable Partially Blind Signature scheme which is a cross between

the signer signed can be divided into two parts. The first part can be known to the signer (like that in the tra-
ditional signature scheme) while the other part cannot be known to the signer (like that in the blind signature
scheme) . After having signed M, the signer cannot determine if he has made the signature of M except
through the part that he knows. We draw ideas from Brands’ “ Restricted Blind Signature” to solve the Un-

traceable Partially Blind Signature problem. Our scheme is a probabilistic signature scheme and the security of

our Untraceable Partially Blind Signature scheme relies on the difficulty of computing discrete logarithm.
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INTRODUCTION

We consider the problem of a user who wants
to get a message signed by a signer in a blind
and untraceable way. The message signed can be
divided into two parts. One part Cpublic) can be
known to the signer Cas in the traditional signa-
ture scheme ) while the other part ( private )
should not be known to the signer Cas in the
blind signature scheme). This type of signature
is called an Untraceable Partially Blind Signa-
ture. For example, a user wants a bank to sign a
cheque. The bank just cares about the value of
the cheque (the part that the signer knows), but
does not care about other information (the part
that the signer should not know), such as who
receives the cheque. Even after the signature is
verified by a third party, the bank, cooperating
with the third party, should not be able to link
the user with the cheque except through the val-
ue of the cheque worth.

Related works

Blind signature scheme, first introduced by
Chaum (1983; 1985), allows a person to get a

Partially blind signature, Digital signature, Blind signature
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message signed by another party without reveal-
ing any information about the message to the oth-
er party. In untraceable blind signature scheme,
the party who signed the message cannot deter-
mine if he has signed the message. Untraceable
blind signature can be used in electronic cash. It
has drawn much focus ( Okamoto, 1991; Chaum
et al . 1990; Franklin and Yung, 1993). Abe
and Fujisaki ( 1996) have proposed a Partially
Blind Signature scheme whose security is based
on RSA; and also proposed a Partially Blind Sig-
nature scheme based on Schnorr’ s signature
scheme and proved the security of the signature
scheme (Abe and Okamoto, 2000 .

This paper proposes a new untraceable Par-
tially Blind Signature scheme. We borrow ideas
from Brands = “ Restricted Blind Signature ”
(Brands> 1995; 1999) to solve the untraceable
Partially Blind Signature problem. The security
of our Untraceable Partially Blind Signature
scheme relies on the difficulty of computing a
discrete logarithm. Our scheme is a probabilistic
signature scheme while the scheme in Abe and
Fujisaki( 1996 ) is a deterministic one. In our
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scheme; the user starts the signature process
while in Abe and Okamoto (2000) the signer st-
arts the signature process. We believe that al-
lowing the user to start the signature process is
more natural .

Notations

HC...D: an intractable hash function.

U: the User who has a Message and wants S to
sign the message in an untraceable and par-
tially blind way .

S: the Signer who makes a valid signature .

V: the Verifier who checks the validity of a sig-
nature .

Message: denotes the message that U wants S to
sign. Message can be divided into two par-
ts: pubmsg and primsg. The pubmsg can
be seen by the signer> and we call it the
public part of Message> while the primsg
should not be known to the signer, and we
call it the private part of Message .

M : denotes the hash value of the Message that S
really signed. M can also be divided into

two parts: m; and m, with m; = H

Cpubmsg) and m, = HCprimsg) .

Description of Untraceable Partially Blind Signature

Here, we give an informal description of un-
traceable Partially Blind Signature. Untraceable
Partially Blind Signature is a digital signature
scheme with the following properties:

Unforgeable: As in the traditional digital sig-
nature scheme, it must be easy to recognize the
validity of the signature, but difficult to forge it.

Partially blind: Signer signs a message M
with full knowledge of m;, but has no idea about
my .

Untraceable: If Signer later sees the mes-
sage/signature pair> he should not be able to tell
whether he has signed it except through the pub-
lic part of M that he knows.

Note that a more formal definition of Partially
Blind Signature could be found in ( Abe and
Okamoto, 2000) .

Outlining

This paper is organized as follows. In the
second section we will recapitulate Brands’ re-
strictive blind signature. In the third section, we
will introduce our Untraceable Partially Blind

Signature scheme. In the fourth section, we will
give an evaluation of the Untraceable Partially

Blind Signature scheme and the conclusion will
be given in the last section.

RESTRICTIVE BLIND SIGNATURE

Let us start by recapitulating Brands’ re-
strictive blind signature. The arithmetical opera-
tions in the restrictive blind signature scheme are
performed in a group G, of prime order ¢ for
which polynomial-time algorithms must be known
to multiply, and can determine equality of ele-
ments, test membership, and to randomly select
elements. Furthermore, no feasible algorithms
for computing discrete logarithms in G, should
be known. The signer begins with a generator g
of a group G, of prime order mod p, and the

public key A of the signer: h = g*. Here x is
the signer’s private key. All the calculations are
done modulo p> for some large prime p,> unless
otherwise stated. The powers of generator g pro-
duce the ¢ numbers in G, and the prime ¢ di-
vides p — 1. Then g7 = g<1’_1) = 1 mod p.
Let m denote a message. Brands’ restrictive
blind signature begins as follows:
STEP1: The user U sends a message m to the
Signer. It is intended that S signs m with its se-
cret key x .
STEP2: The signer S generates a random num-
ber w in G, and sends to U the following ele-

ments:

w

z=m"> a=g"> b = m

STEP3: U generates a challenge ¢. To do this
U first generates four random numbers: s, ¢ and
u>» vin G,. Using s >t and u > v, U computes

4
m =

m'g', 2 =2k
a/ — albg’l} R b/ — albtbu.)‘m/l'

Then U computes the hash value ¢/ = H(m/',

Z5a’ > b’) and sends to S the challenge c:
c=c'/u mod ¢

STEP4: S responds with

w + ¢x mod ¢

r =

STEPS: U uses the challenge ¢ and the response
r to check that:

ah’ = g" and bz* = m’
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If so» U can accept the signature. Then U
can bind the signature by computing:

r"=ur+v mod g =w + c¢’x mod ¢

Hence the r’ is the response to the challenge ¢ »
but is; however only known to the receiver. m’
is the blinded message, the pair (2, a’> b’ > 1)
is the signature issued by the signer on the mes-
sage m’ . S has nothing about the signature and
U cannot forge a signature.

On receiving the message m’ and the corre-
sponding signature pair (2’5 a’> b>"r’ ), every
verifier can check that:

4 / . 7
a/h( — gf and b/zlc — m/r

where
¢ =H(m' || 2 || & || &) mod q

Here we only give part of Brands’ restrictive
blind signature that is related to the construction
of our untraceable Partially Blind Signature
scheme .

UNTRACEABLE PARTIALLY BLIND
TURE

SIGNA-

There are three participant types in the Un-
traceable Partially Blind Signature scheme: a
User U, a Verifier V> and a Signer S.

Preliminary setup

S chooses a generator g from G, in Z, and
also selects a secret key x in G, and announces
its public key h = g* mod p. S additionally
selects a collision-free hash function H C...)
that outputs a member of the set Z,. S an-
nounces p> ¢»> g»> h> H as public information,
but keeps x secret. All the calculations are done
modulo p, unless otherwise stated.

Partially Blind Signature Protocol

U and S all participate in the Partially Blind
Signature protocol. In the protocol, U asks S to
partially blind sign Message for him. The proto-
col proceeds as following:

STEP1: U sends m,(the public part of M)
and pubmsg (the public part of Message) to S.
It is intended that S sign M with its secret key
x.

STEP2: S checks if m; = HCpubmsg). If

so, S generates a random number w in G, and

sends to U the following elements:
z=mj>» a=g"> b=m"

z could be viewed as S’ s signature on m;. a
and b are used for randomization purpose.

STEP3: U generates a challenge ¢. To do this
U first generates four random numbers: s ¢ and
u>v in G, . These variables are used for blind-

ing purpose. Using s>t and w> v, U computes
m’ = m15gt’ 2 = 2k
a/ — aug’b' R b/ — aufbuSm/’b‘

m’ could be viewed as the blinded message and
7’ : ’ : 4 4
z" could be viewed as S’s signature on m’ . a
and b’ are also used for randomization purpose .
H ( n
lsllell 21 a |l & || my) and sends to S

the challenge c:

Then U computes the hash value ¢’ =

c=c'/u mod ¢

STEP4: S responds to the challenge by cal-

culating:
r=w+ cx mod ¢

Then> S sends r to U.
STEPS5: U uses the challenge ¢ and the re-
sponse r to check that:

ah® = g" and bz = m;’

If the two equations hold> U can accept

what was generated by S. Then U can calculate
the blinded signature by computing:

r =ur+ v mod ¢

The valid Signature token is the pair {(m,,
my) »Css t 525 a’s b5 1 D},

Definition a valid Partially Blind Signature is
apair {{m;>my),Cs, t,2a’> b5 r' )} which

has the following relationships:

a/h(’ - gr
b /Z c - m/ r
where

m/=m15g[
¢ =HCmy [ sl el 2l all bl my

Verify protocol

After an untraceable Partially Blind Signa-
ture is made,> every party can verify the validity
of the signature. To do so, the Verifier ( V) in-
teracts with U as follows:
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STEP1: U sends {Cmys my) »Css ¢ 52"
a’s b5 ' D} and Message to V.
STEP2: V checks if m; = H(pubmsg) and

m, = HCprimsg) . If the check passes, V cal-

culates ¢/ = HCmy || sl ell 221l o || & |
my)s m’ = my'g and checks if

ah’ = g 1
And

bz =m'" 2>

If so> the signature is valid> V can accept it.

EVALUATION OF UNTRACEABLE PARTIALLY

Correctness
If all the players follow the protocol, correct-
ness of our untraceable Partially Blind Signature
is straightforward. Eq.(1) holds because:
Eq.C(1): left = a’h
— gwu gﬁg/aw — gu( cx+w)+w —

u v

- a g hll(‘

ur + v

g ’
= g = right
Eq.(2) holds because:
Eq.(Z): left = b/z/c’ - autbusmlvsngucshtuc

_ wut usw vs o xucs __xuc
= g"m""'m;"g"m ™ g"

usw + uscx + vs ulw + utex + tv
=m,

usCw + ex) +vs _utCw+ ex) + tw

g
_ s’ ' rr
= m" g = =

Unforgeable

Proposition 1  Given that Brands’ restrictive
blind signature is unforgeable and the intractabil-
ity of the hash function H, our untraceable Par-
tially Blind Signature is unforgeable.

Proof  We do not prove the unforgeability of
our untraceable Partially Blind Signature scheme
directly . What we show in this proof is that if U
could forge a valid untraceable Partially Blind
Signature> U could also forge a valid restrictive
blind signature of Brands. Provided that Brands’
restrictive blind signature is unforgeable this will
lead to a contradiction.

A valid restrictive blind signature is a mes-
sage m’ with the corresponding signature pair
(5 a’> b5 1) which satisfy Eq. (1) and Eq.
(2), where

¢ =HCm' >z a5 b)) mod ¢
Our untraceable Partially Blind Signature is a
message pair (m;, m,) with the corresponding
signature pair Cs, ¢>2" 5> a’> b’ > r’) which satisfy

Eq.(1) and Eq.(2), where

m' =m;’g" and
=HCmy Isllellzla |61 my

Suppose that U could fake a valid untrace-
able Partially Blind Signature. Because of the
intractability of hash function H, U has to fix
mis>s>t>z 5 a5 b’s my to compute ¢’ . This
means that given m’ Cdetermined by m,s s> t ),
z’sa’ s b's mys ¢ Cdetermined by hash func-
tion), U could calculate a value r’ which sati-
sfies the Eq. (1) and Eq.(2). This implies that
by setting m, to | » U could calculate the pair
{m’ .2 ,a b1} which is a valid restrictive
blind signature.
Partially blinding
Proposition 2  Given that the intractability of
the hash function H and u is selected at ran-
dom; our untraceable Partially Blind Signature
satisfies the partially blinding property .
Proof Obviously, in our Untraceable Partially
Blind Signature scheme, S knows m; which is
the public part of M because U had sent m; to
S in plain text. The information that S knows
about m, is just ¢/ = HCm, szl 2z |l «
| " || my,) and ¢ = ¢’/u mod q. u is select-
ed by U randomly and is unknown to S. S could
by no means calculate m, .

Untraceable

Proposition 3  Given the intractability of the
hash function H and that it is hard to solve the
D-LOG problem, we declare that even if the
signer S cooperates with a verifier V, the signer
could not figure out if the signature is signed by
him except through the public part of the mes-
sage that is known to him.

Proof let us define View ( P, protocol ) as
the set that contains all the elements which P
can see in protocol . So View (S, signature )
represents what S sees in the signature protocol
and we can compute that View ( S, signature )
= {my>zoabrcowl . ViewCV, verify) rep-
resents what V sees in the verify protocol and we
can compute View CV, wverify) = {my> s, t>
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Zsa sb 51> myt. U could not be traced out
iff S canmot link View( S, signature) with View
CV, verify) except through m; . In our systems,
U does not leak any information about the pair
{u, v} that U chooses randomly. So if S cannot
solve the problem of D-LOG; in no way could S
calculate from the elements in View(V, wverify)
to any element in View ( S, signature ) except
the element m; and vice versa. This means S
cannot link the two Views and the Untraceable
Partially Blind Signature cannot be traced except

through the value m; .

CONCLUSIONS

Untraceable Blind Signature protects the pri-
vacy of the User well, but makes the Signer un-
easy because he knows nothing about what he
has signed. The traditional digital signature
scheme makes the signer very confident, but the
User loses privacy. There is a request that when
signing a message» the user just shows the signer
the part that the signer cares about and lets the
other part (the privacy of the user) be unknown
to the signer. Our Untraceable Partially Blind
Signature scheme solves the problem well. We
solve the Untraceable Partially Blind Signature
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problem by borrowing ideas from Brands’
stricted Blind Signature scheme.
tion in the signature scheme is quite efficient.
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