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Abstract:    Pure position permutation image encryption algorithms, commonly used as image encryption investigated in 
this work are unfortunately frail under known-text attack. In view of the weakness of pure position permutation algorithm, 
we put forward an effective decryption algorithm for all pure-position permutation algorithms. First, a summary of the pure 
position permutation image encryption algorithms is given by introducing the concept of ergodic matrices. Then, by using 
probability theory and algebraic principles, the decryption probability of pure-position permutation algorithms is verified 
theoretically; and then, by defining the operation system of fuzzy ergodic matrices, we improve a specific decryption al-
gorithm. Finally, some simulation results are shown. 
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INTRODUCTION 
 

Due to the development of communication 
technology, information security becomes an in-
creasingly important problem. The wide use of 
multimedia technology and the improvement in 
network transmission gradually enable direct ac-
quisition of information clearly through images. 
Hence, data security has become a critically im-
portant issue. Many encryption algorithms have 
been proposed to protect valuable data from unau-
thorized parties.  

The basic methods can be classified into three 
major categories: position permutation (Bourbakis 

and Alexopoulos, 1992; Matlas and Shamir, 1992; 
Ding and Qi, 1998), value transformation (Kuo and 
Chen, 1991), and the combining form (Yen and 
Guo, 1999; Sridharan et al., 1991; Yang and Kim, 
1996; Lin and Klara, 1998; Refregier and Javidi, 
1995). The position permutation, e.g. Zig-Zag, 
Arnold, Magic square transformation and other 
algorithms, merely moves the positions of the pix-
els in the original image in order to get the effect of 
encryption. Zhao and Chen (2002) introduced the 
concept of ergodic matrix, and used it to uniformly 
present scramble algorithms based on pixel shifting. 
However, there are still some potential weak points 
existing in these pure-position permutation algo-
rithms, which are frail under known-text attack. 

Obviously, the principle of transforming pixel 
positions is easy to find when just to compare the 
pixels’ position in the image before and after en-
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cryption. However, because different pixels’ posi-
tions of the image may have the same gray value, 
the larger the probability of the repetition, the more 
difficult the decryption will be. To deal with the 
weakness of pure position permutation algorithms, 
Lin and Klara (1998) proposed an improved de-
cryption algorithm, which recovers the corre-
sponding algorithm by comparing the original im-
age and encrypted image. 
 
 
PURE-POSITION PERMUTATION ENCRYP- 
TION ALGORITHMS 
 

Pure-position permutation algorithms, which 
are simple and rapid, are widely used in many im-
age encryption systems. By introducing the concept 
of ergodic matrices, Zhao and Chen  (2002) unified 
all the pure position permutations in a uniform 
frame and relevant combing operation to help rea- 
lize their relevant permutation in an easy way, whi- 
ch means all the pure-position permutation algo-
rithms can be realized through ergodic matrices. 

Consider the gray scale images first, and de-
note the original image as I, the encrypted image as 
E, then the following formula is obtained: 
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Unify all the pure position permutations in a 
uniform frame 

(1) Ergodic matrix 
An m×n matrix R is defined as an ergodic 

matrix, if every element of which is in the set of {1, 
2, …, mn} and r(i, j)=r(i′, j′), if and only if i =i′, j= 
j′. Note that r(i−1)n+j= r(i, j). 

The following matrix is defined as a main 
ergodic matrix. 
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(2) Realizing permutation by ergodic matrix 
A rapid scrambling of image pixel permutation 

can be realized by ergodic matrix. 
For instance, we can make an Ergodicity of the 

digital image matrix through the ergodic pattern 
represented by Rm×n and arrange the results line by 
line. Hence, an image data permutation is realized.  

Example: 
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Weakness of pure-position permutation 

Any scramble algorithm can be expressed by 
ergodic matrix (Zhao and Chen, 2002). What is 
most important in decrypting a position permuta-
tion algorithm is to find its corresponding ergodic 
matrix. 

The basic springboard of the algorithm: 
Obviously, it is impossible to recover the 

corresponding ergodic matrix of a scramble algo-
rithm with just one encryption image pair (Namely, 
the original image and the corresponding encrypted 
image using a certain pure-position permutation 
encryption algorithm). This is because the infor-
mation in one encryption image pair is not enough 
for recovering the ergodic matrix. In contrast, with 
a series of encryption image pairs, it will be able to 
possible the ergodic matrix R gradually by synthe-
sizing the information contained in all the encryp-
tion image pairs. 

 
Problems to be resolved 
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In order to theoretically verify the feasibility 
of this approach, we must consider the following 
issues: 

1) How many encryption image pairs are 
needed to make the recovered R clear enough to 
decrypt the encrypted images? Section 3 answered 
this question by simulation results. 

2) How to express the form of the fuzzy R, 
since all the factors of position transform are un-
certain? In Section 3, we will fulfill this task by 
introducing the concept of fuzzy ergodic matrix. 

3) How to accumulate the information of the 
position contained in each image pair? The 
accumulation is accomplished in Section 3 by 
defining the intersection of ,R� and using several 

clearance methods for transforming R�  into R. 
 
 
OPERATION SYSTEM OF FUZZY ERGODIC 
MATRICES 
 

First, the concept of fuzzy ergodic matrix, 
which is a novel definition developed from the 
concept of ergodic matrix, is presented to describe 
the pixel position shifting between the original 
image and the corresponding encrypted image. Any 
element in a fuzzy ergodic matrix is a set, which 
means that mapping can be multiplex. Furthermore, 
we define an operation system of fuzzy ergodic 
matrices, including intersection, union, clearance, 
etc. 
 
Concept and definition 

(1) Fuzzy ergodic matrix 
An m×n matrix { ( , ) :1 ,m n r i j i m× = ≤ ≤R� �  

1≤j≤n}is defined as a fuzzy ergodic matrix, if every 
element of which is a subset of {1, 2, …, mn} and 
satisfy the following conditions: 

C1: ( , )r i j� ≠Φ 

C2: For any two elements 1 1( , )r i j� and 2 2( , )r i j� , 

there must be 1 1 2 2( , ) ( , )r i j r i j Φ,∩ =� �  or 1 1( , )r i j ∩�  
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C4: The time that ( , )r i j�  emerges in the matrix 

is equal to ( , )r i j� (the number of elements in the 

set ( , )r i j� ) 
 (2) Fixed rate/fixed position 
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(3) Definition rate/matrix scale 
The number of elements in all the sets in R�  

represents the memory size needed. The higher the 
number is, the larger the memory size needed, in 
other words, the greater the computational com-
plexity will be. Definitions of definition scale and 
definition rate are described below: 
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sets in

=
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(4) Decryption probability/decryption space 
It is believed that R� could be transformed into 

R and that the probability is related to the fixed rate.  
Decryption space and decryption probability are 
defined as follows: 

 

decryption space number of could be
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= R
R�

1decryption probability
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Operation system 

Although the fuzzy ergodic matrix has been 
defined, the corresponding operation system, which 
is useful in practice, remains to be identified. For 
example, a sort of “intersection” operation will be 
needed. And the “clearance” operation is necessary 
to transform a fuzzy ergodic matrix into an ergodic 
matrix. 

(1) Intersection 
For two m×n fuzzy ergodic matrices 1R�  and 

2R� , we define the intersection of 1R�  and 2R� as the 
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intersection of arbitrary element in 1R� with the 

corresponding element in the same position in 2R� . 

The intersection is still an m×n fuzzy ergodic ma-
trix, as presented below:  
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Example: 
 

1

8 7 (4,6,9)
(4,6,9) 3 (4,6,9)

(1,5) 2 (1,5)

 
 =  
  

R�     

2

(8,7,2) (8,7,2) (6,9)
(6,9) (3,5) 4

1 (8,7,2) (3,5)

 
 =  
  

R�  

Then,  

1 2

8 7 (4,6,9)
(4,6,9) 3 (4,6,9)

(1,5) 2 (1,5)

(8,7,2) (8,7,2) (6,9)
(6,9) (3,5) 4

1 (8,7,2) (3,5)

8 (8,7,2) 7 (8,7,2) (4,6,9) (6,9)
(4,6,9) (6,9) 3 (3,5) (4,6,9) 4

(1,5) 1 2 (8,7,2) (1,5) (3,5)

 
 = =  
  

 
 
 
  


=



R R R� � �∩

∩

∩ ∩ ∩
∩ ∩ ∩
∩ ∩ ∩


 
 
 

8 7 (6,9)
(6,9) 3 4

1 2 5

 
 =  
  

 

 
Similarly we define: 
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Thus we have: 
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Clearance 

For image encryption and decryption, the 
fuzzy ergodic matrix has no practical value by itself. 
But a corresponding ergodic matrix can be gener-
ated from it. Because the informations are not 
enough, and all the position information is uncer-
tain, a clearance should be made: 
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Using an ergodic pattern (for example row 

ergodic pattern) (Zhao and Chen, 2002), the 
minimal values of the set elements in ( , )i jR� are 
each taken in turn as the value of ( , )i jR  (we name 
this method as the “min value method”), and thus 
get R�  clear. 

Example: 
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DECRYPTION OF PURE-POSITION ALGORI- 
THMS 
 

Probability theory can be used to prove that the 
image encrypted by pure position permutation al-
gorithm can be decrypted if we obtain a lot of 
original images and their corresponding encrypted 
ones as reference.  

If there are k image pairs, whose scale is m×n 
and the histogram set is G={0, 1, …, L}, then all 
position sets of the image matrix can be presented 
as Ω={(1, 1), …, (m, n)}={1, 2, …, mn}. 

 
Definition of encryption pairs 

(1) Source images 
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(2) Corresponding encrypted images 
 

1 1

1

1 1

(1,1) (1, )
,

( ,1) ( , )
m n

E E n

E m E m n
×

 
 =  
  

E
"

" " "
"

E2, …, Ek 

 
(3) Other encrypted images (without the cor-

responding source images) 
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Generate fuzzy ergodic matrix 

The above discussion defined the fuzzy er-
godic matrix ;R�  now it is used to note the posi-
tional relation among the image pairs. To do this, 
we should identify all the positions whose values 
equal to E(i, j) should be identified and indicated in 
the corresponding positions of ( , )i jR� . 

Example: 
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With Ii×n+j=I(i, j), then  
 

I1=A, I2=E, I3=F, I4=B, I5=A, I6=B, I7=C, I8=D, 
I9=B,  

and   
E1=D, E2=C, E3=B, E4=B, E5=F, E6=B, E7=A, 
E8=E, E9=A,  

 

Thus, R� can be generated as follows: 
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SIMULATION RESULTS AND CONCLUSIONS 
 

A series of gray 256-scales images of size 
128×128 were selected and encrypted using a cer-
tain pure position algorithm (random-matrix 
change). Then, some image reference pairs were 
used to decrypt the encrypted image. The results 
were satisfactory. 

 
A series of encryption image pairs (Fig.1) 
 

     
I1                   I2                   I3                   I4         

    
 I5                   I6                   I7                   I8 

     
E1                   E2                 E3                  E4 

    
E5                  E6                  E7                  E8 

 

Fig.1 A series of original images and corresponding 
encrypted images 
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Decryption result 
The recovered images are shown as in Fig. 

2−Fig.6. 
 
 

   
S1                   S2                 S3                  S4 

    
S5                   S6                   S7                   S8 

 

Fig.2  Recovered images (k=2) 
 

  
S1                   S2                 S3                 S4         

    
S5                   S6                   S7                 S8 

 

Fig.3  Recovered images (k=3) 
 

    
       S5                   S6                   S7                  S8 

 

Fig.4  Recovered images (k=4) 
 

   
S5                   S6                   S7                   S8 

 

Fig.5  Recovered images (k=5) 
 

  
       S5                   S6                    S7                   S8 

 

Fig.6  Recovered images (k=6) 

When k=2, the encrypted images (E3~E8) 
were decrypted by using the first two image pairs 
(I1-E1, I2-E2); the fixed rate was 39.843750%; the 
definition rate was 44.226097% and the decryption 
probability was 0.000000%. 

When k=3, the encrypted images (E3~E8) 
were decrypted by using the first two image pairs 
(I1-E1, I2-E2), the fixed rate was 96.539307%, the 
definition rate was 96.376471% and the decryption 
probability was 0.000000%.  

When k=4, the encrypted images (E5~E8) 
were decrypted by using the first four image pairs 
(I1-E1, I2-E2, I3-E3, I4-E4), the fixed rate was 
99.639893%, the definition rate was 99.623009% 
and the decryption probability was 0.000000%. 

When k=5, the encrypted images (E6~E8) 
were decrypted by using the first five image pairs 
(I1-E1, I2-E2, I3-E3, I4-E4, I5-E5), the fixed rate was 
99.987793%, the definition rate was 99.987794% 
and the decryption probability was 50%. 

When k=6, the encrypted images (E7~E8) 
were decrypted by using the first six image pairs 
(I1-E1, I2-E2, I3-E3, I4-E4, I5-E5, I6-E6), the 
fixed rate was 100%; the definition rate was 100% 
and the decryption probability was 100%. 

In this test, we could decrypt completely any 
encrypted images using this pure-position permu-
tation algorithm after the sixth step. In fact, we 
tested over 1000 gray 256-scales image pairs (from 
size 64×64 to 512×512). Almost all of the test re-
sults were satisfyingly (limited to 6 steps).  

There were only about 10 exceptions in all the 
over 1000 image pairs. Analysis of the character-
istic of the exceptions showed that the distribution 
of the pixels’ gray values were terribly unbalanced 
in these worst cases. It was obvious that higher 
probability of the repetition of gray values led to 
greater difficulty in the decryption. 

Probability theory and algebraic principle can 
be used to prove that the decryption of 
pure-position permutation algorithms is feasible 
theoretically. 
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