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Abstract:    A new asymmetric watermarking scheme is proposed in this letter. In the proposed scheme, a secret real fractional 
DCT-I transform and a primitive watermark are employed to generate an asymmetric watermark. The secret watermark for em-
bedding is derived from the primitive watermark, and is embedded in the large fractional DCT-I transformation coefficients of a 
cover signal. The asymmetric detection procedure is performed using a correlation test. Simulation results showed that the 
asymmetric detection is reliable, and that the scheme can provide minimum security. 
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INTRODUCTION 
 

Due to the ease of transmitting digital data and 
copying without loss of quality, the unauthorized 
distribution of digital multimedia contents has be-
come easy and popular. Digital watermarking is the 
most promising technique to protect the copyright of 
digital multimedia contents (Cox et al., 2001). Most 
of the proposed watermarking schemes are symmetric, 
in which keys for watermark detecting are identical to 
those for watermark embedding. Therefore, symmet-
ric watermarking schemes are not secure when the 
detector is publicly available to an attacker (Eggers et 
al., 2000). 

In recent years, some researchers began to study 
asymmetric watermarking schemes, wherein detec-
tion keys are different from watermarking keys. The 
asymmetric scheme can provide public detection, and 
the embedded watermark cannot be deduced from the 
public detection key. Some new asymmetric water-
marking schemes were proposed recently (Kim et al., 
2004; Choi et al., 2004). In these schemes, embedded 

watermarks are independent of cover signals, and are 
inserted in each coefficient of the cover signals, 
which will degrade the quality of cover signals greatly. 
In this letter, we propose a new asymmetric water-
marking scheme. The embedded watermark is de-
rived from a primitive watermark and the cover signal, 
and is embedded in the large coefficients of a frac-
tional DCT-I transformation of the cover signal. The 
key for asymmetric detection is the inverse fractional 
DCT-I transformation of the primitive watermark. 

 
 

REAL FRACTIONAL DCT-I TRANSFORM 
 

The kernel matrix of the DCT-I transform (Pei 
and Yeh, 2001) is shown as  
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The eigenvalues of DCT-I transform matrix, λi, 
are 1 or –1, and the unique eigenvectors vi can be 
obtained from the even Hermite-Gaussian eigenvec-
tors of the Fourier matrix in the cosine case. The 
eigendecomposition of an N×N DCT-I transform 
matrix M can be expressed by 

 
T=M V VΛ , 

 
where, V=[v1|v2|…|vN], Λ=diag(λ1,λ2,…,λN). With 
these eigenvalues and eigenvectors, the fractional 
transform matrix Mα is constructed by  
 

T
α α=M V VΛ .                       (1) 

 
To design a real fractional transform matrix, a method 
is presented (Venturini and Duhamel, 2004). Set N=2b 
(b is an integer and b≥2) and λ1=…=λN/2=−1, a 
block-diagonal matrix Λα is computed by 
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where, G1 and G2 are block-diagonal Givens matri-
ces whose blocks are  
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and analogously for G2 with the angle η. θ  and η are 
functions of the real fraction α. Among the choices for 
θ and η, we consider the one with θ(α)=2πα and 
η(α)=πα. 
 
 
THE PROPOSED SCHEME 
 

An embedded watermark and an asymmetric 
watermark (a key for asymmetric detection) are gen-
erated using the following method. 

(1) Generate a primitive watermark u with 
length N. Each element of u is a binary number of {1, 
−1}. 

(2) Construct a fractional DCT-I transform ma-
trix Mα using Eq.(1), where the parameter α is se-
lected randomly and it is a real fractional parameter. 

(3) Compute the asymmetric watermark wp by 
 

T
p α= M uw .                                    (2) 

 
(4) Obtain a transformed signal xT as follows 

 
xT=Mαx,                                     (3) 

 
where x is the cover signal. 

(5) Generate a secret binary sequence t accord-
ing to the following rule 
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where t(i) and xT(i) are the ith element of t and xT, 
respectively, and assuming that there are M elements 
of t whose value is 1.  

(6) Compute the embedded watermark we by  
 

we(i)=u(i)t(i),                                  (4) 
 

where, we(i), u(i) and t(i) are the ith element of we, u 
and t, respectively. 

In the proposed scheme, the asymmetric wa-
termark, the watermark generation algorithm, the 
embedding and detection algorithms can be public. If 
an attacker obtains the fraction α, he can construct the 
fractional DCT-I transform, and then derive u, t and 
we from the public information using Eqs.(2), (3) and 
(4), respectively. Therefore, the fractional parameter 
α should be secret, and only the content owner holds 
them. 

The watermark we is embedded in the fractional 
transformed domain, and the watermarked signal y is 
computed by  

 
( )T T

e eα α αγ γ= + = +y M M x w x M w ,           (5) 

 
where γ is the watermarking strength.  

The user can perform an asymmetric detection 
using a correlation test between the asymmetric wa-
termark wp and the received signal ˆ ,=y y n+ where n 
represents the possible attacking noise. The correla-
tion coefficient is computed as follows 
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Assuming that x and n are Gaussian distributed, we 
have cp≈M/N. After selecting an appropriate decision 
threshold, the asymmetric detection can be realized. 

The content owner can perform a symmetric 
detection as follows. The received signal ŷ  is first 
transformed through the matrix Eq.(1), and then a 
correlation test is performed between the watermark 
we and the transformed signal ˆαM y  as follows 
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In the end, the symmetric detection statistic cs is 
compared with a predefined decision threshold, and 
then we can determine the presence or absence of the 
watermark we. 

Since the asymmetric watermark is public, and 
the proposed scheme is based on the correlation de-
tection, subtraction attack (Kim et al., 2004) can 
disable the public detection. But it cannot disable the 
symmetric detection, which will be demonstrated in 
the simulation. Therefore, the proposed scheme can 
provide the minimum security (Kim et al., 2004). 

 
 

SIMULATION RESULTS 
 

We apply our scheme to image watermarking. 
The test image shown in Fig.1a is a gray-level Lena of 
size 128×128. One thousand asymmetric watermarks 
and the corresponding embedded watermarks are 
generated using the method described in Section 3, 
and their length is 1024. The watermarks are em-
bedded as follows. The test image is first decomposed 
with   2-level   wavelet   transform.  Then   the   mid- 

frequency coefficients of the decomposed image are 
transformed by a fractional DCT-I transform defined 
as Eq.(1). After that, an embedded watermark is in-
serted in the transformed coefficients. In the end, 
inverse fractional DCT-I transform and inverse 
wavelet transform are performed on the watermarked 
coefficients. The watermarked image of PSNR 43.26 
shown in Fig.1b has good perceptual quality. The 
detection probability and the false positive probability 
with different decision thresholds are shown in Fig.2 
and Fig.3 showing that the asymmetric detections are 
highly reliable. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The subtraction attack is one of the most im-

portant public attacks in asymmetric watermarking 
schemes. For correlation-based asymmetric water-
marking schemes, this attack can disable the asym-
metric detection. However, asymmetric watermark-
ing schemes should be able to provide a successful 
symmetric detection when an asymmetric detection is 
disabled by the subtraction attack. In the proposed 
scheme, an attacker can disable the asymmetric de-

(a)                                             (b) 

Fig.1  Original (a) and watermarked (b) images 
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Fig.2  The asymmetric detection probability with different
decision thresholds 
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tection using the subtraction attack: ya=y−βwp, where 
β is the attacking strength. In the simulation, we set 
β=γ, and perform the subtraction attack on the 1000 
watermarked images. The asymmetric and symmetric 
detection statistics are shown in Fig.4. The first 
1~1000 watermark detections are asymmetric, and the 
1001~2000 ones are symmetric. From Fig.4, we can 
clearly see that the symmetric detections are suc-
cessful even if the asymmetric detections are dis-
abled. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

CONCLUSION 
 

In this letter, we present a new asymmetric 
watermarking scheme, in which the fractional DCT-I 
transform is used to construct the asymmetric wa-
termark. The embedded watermark is inserted in large 
coefficients of the transformed cover signal, and the 
watermarked signal has good perceptual quality. In 
the simulations, we apply the scheme to image wa-
termarking, with the simulation results demonstrating 
that the scheme can provide reliable asymmetric de-
tections. Moreover, symmetric detections have been 
performed on the images that suffered subtraction 
attack. The results showed that the scheme can pro-
vide the minimum security. 
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Fig.3  The asymmetric false positive probability with dif-
ferent decision thresholds 
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Fig.4  Asymmetric and symmetric detection statistics un-
der subtraction attacks 
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