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Abstract:    Location privacy means a user keeps his/her geographical location secret. If location information falls into the wrong 
hands, an adversary can physically locate a person. To address this privacy issue, Qi et al.(2004a; 2004b) proposed a special and 
feasible architecture, using blind signature to generate an authorized anonymous ID replacing the real ID of a legitimate mobile 
user. The original purpose of his architecture was to eliminate the relationship of authorized anonymous ID and real ID. We 
present an algorithm to break out Qi’s registration and re-confusion protocol, and then propose a new mechanism based on bilinear 
pairings to protect location privacy. Moreover we show that the administrator or third parity cannot obtain information on the 
legitimate user’s authorized anonymous ID and real ID in our proposed protocols. 
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INTRODUCTION 
 

Improvements in sensor and wireless commu-
nication technology enable accurate, automated de-
termination and dissemination of a user or object’s 
position. There is great interest in exploiting this 
positional data through location-based services (LBS). 
Because of the widespread use of relatively cheap 
cellular phones or other mobile devices, many loca-
tion services will be based on tracking technology to 
reveal the mobile user’s “personal” location at any 
given time (Einar, 2001). This kind of threat also 
exists in multi-hop network, because the user’s data 
packets must be sent to some base station, whose 
administrator can get the location of the mobile user. 

Several studies showed that many individuals 
were concerned about personal privacy (Fox, 2000). 
To address the location privacy issue, architecture for 
location privacy control was presented and experi-
mented (Gruteser et al., 2003; Beresford and Stajano, 
2004; Gedik and Ling, 2005). Gruteser and Grunwald 

(2003) pointed out that anonymity could provide a 
high degree of privacy, save service users from 
dealing with service providers’ privacy policies, and 
reduce the service providers’ requirements for safe-
guarding private information. Moreover we think this 
anonymity must be authenticated. Qi et al.(2004a; 
2004b) proposed a special architecture to protect 
location privacy. In Qi’s architecture, a special 
method—blind signature—was employed to generate 
an authorized anonymous ID that replaces the real ID 
of an authorized mobile device. With authorized 
anonymous ID, the mobile user achieves complete 
personal control over location privacy while main-
taining the authentication function required by the 
administration. 

We mainly focus on analyzing the registration 
protocols of Qi’s scheme. Qi’s registration protocol 
was originally aimed at eliminating the relationship of 
real ID and authorized anonymous ID of a legitimate 
user. After implementation of the registration proto-
col, a legitimate mobile device obtains an authorized 
anonymous ID and is granted permission to access the 
wireless infrastructure. A third party, even the ad-
ministrator of the wireless infrastructure, gets no 
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information on the relationship between authorized 
anonymous ID and real ID. Unfortunately we think 
Qi’s registration protocol may not delete the link-
ability of the real ID and authorized anonymous ID. 
The same flaws exist in the re-confusion protocol. We 
present an algorithm to help the user understand how 
to break Qi’s registration protocol. A full analysis of 
the linkability in Qi’s registration protocol and 
re-confusion protocol is presented below. We also 
propose an improved registration and re-confusion 
protocol using the same cryptographic technique, 
blind signature based on bilinear pairings. We also 
show that the administrator cannot obtain information 
on the legitimate user’s authorized anonymous ID and 
real ID. By employing technology similar to Zhang et 
al.(2003)’s, we can prove that the third party or the 
administrator cannot forge the valid authorized 
anonymous ID of any legitimate mobile user. 
 
 
BLIND SIGNATURE 
 

The concept of blind signatures introduced in 
(Chaum, 1982) provides anonymity of users in ap-
plications such as electronic voting, electronic pay-
ment systems, etc. In contrast to regular signature 
schemes, a blind signature scheme is an interactive 
two-party protocol between a user and a signer. It 
allows the user to obtain a signature on a message in a 
way that the signer cannot have any hint of the mes-
sage or the signature of the sender. In this section we 
recall the formal definition and the standard security 
notion for blind signature schemes introduced in 
(Chaum, 1982; Zhang et al., 2003; Bellare et al., 2001; 
Boldyreva, 2003). 
Syntax    A blind signature scheme BS=(Kg, Signer, 
User, Vf ) is given below: 

(1) The probabilistic key generation algorithm 
Kg takes as input security parameters params and 
outputs a pair (pk,sk) of public-secret keys for signer. 

(2) “Signer” and “User” are two interactive 
probabilistic Turing machines that run in polynomial 
time. Each machine has a read-only input tape, a 
write-only output tape, a read/write work tape, and a 
read-only random tape. The machines communicate 
using a read-only and a write-only tape. Both ma-
chines have a common input consisting of a public 
key pk produced by the key generation algorithm. As 

private inputs, the “Signer” machine has the secret 
key sk corresponding to pk, and the “User” machine 
has a message m to be signed. The two parties interact, 
and at the end of the interaction the expected local 
output is as follows: the “Signer” outputs one of the 
two messages completed, not-completed, and the 
“User” outputs either fail or a signature δ on m. 

(3) The deterministic Vf verification algorithm 
takes as input the public key pk, a message m and a 
candidate signature δ and outputs 0/1, i.e., it either 
rejects or accepts. 

It is required that for all (pk,sk) which have 
non-zero probability of being output by Kg, and all 
messages m, if δ∈R(Signer(sk), User(m)) then Vf(pk, 
(m,δ))=1. 

Security of a blind signature scheme is in terms 
of three requirements: completeness, blindness and 
non-forgeability. Blindness must satisfy that the ad-
ministrator cannot link a signature to the instance of 
the signing protocol that produces the corresponding 
blind signature. The most powerful attack on a blind 
signature is one-more signature forgery introduced by 
Bellare et al.(2001). 
 
 
ANALYSIS ON QI’S PROTOCOL 
 
Qi’s authorized anonymous ID-based scheme 

There are two phases in Qi’s scheme: (1) the 
registration phase specified by a registration protocol, 
and (2) the controlled connection phase specified by a 
controlled connection protocol. In the first phase, a 
mobile user obtains an authorized anonymous ID from 
the Administrator of the wireless infrastructure. In the 
second phase the authenticated mobile device uses 
authorized anonymous ID to request for connection 
and authenticate the packets by access points. The 
protocol in this phase is similar to other architecture 
engaged in authorized ID, so discussion focuses on the 
registration protocols. The definition of some nota-
tions used in Qi’s protocols is listed in Table 1. 

 
 
 
 
 
 
 

Table 1  Notations used in Qi’s protocols 
Symbol Definition 
Ex(m) Encrypt m by using key x 
H(m) One-way hash function with input m
Dx(c) Decrypt a cipher c by using key x 
r0,r1 Random numbers 
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Qi’s registration protocol is presented below: 
Step 1: The user generates random values r0,r1, 

encrypts EA(r0), computes c0=EA(r0)⋅H(r1), and then 
sends c0 to administrator. 

Step 2: The administrator authenticates the user. 
If the user is permitted to access the wireless infra-
structure, the registration protocol continues. 

Step 3: The administrator signs c0 by computing 
c1=DA(c0)=r0DA(H(r1)) and then sends c1 to the user. 

Step 4: The user removes the blind factor id= 
c1/r0. 

Step 5: Verification: If EA(id)≠H(r1) then abort. 
If the former equation holds, the user keeps id as 
authorized anonymous ID. 
 
Analysis of Qi’s registration protocol 

The purpose of Qi’s registration protocol is 
eliminating the relationship of real ID and authorized 
anonymous ID of a legitimate user. After imple-
menting the registration protocol, a legitimate mobile 
user obtains an authorized anonymous ID and is 
granted permission to access the wireless infrastruc-
ture. The user hides the authorized anonymous ID 
only by multiplying a blind factor r0, so the security of 
the blind signature scheme adopted in Qi’s protocol is 
based on factorization. It means if we get any one of 
the two big primes, this kind of blind signature 
scheme will be defeated. 

Now we start to break Qi’s registration protocols. 
Assume that n users Ui (i=1, …, n) want to access to 
the wireless infrastructure, we present an algorithm B 
below that the administrator of wireless infrastructure 
breaks Qi’s registration protocols: 

Step 1: Acting just as Step 1 and Step 2 of Qi’s 
registration protocols. The user Ui (i=1, …, n) ran-
domly chooses values r0i, r1i, computes c0i=EA(r0i)⋅ 
H(r1i), and then sends c0i to the administrator. The 
administrator authenticates the user Ui. The adminis-
trator monitors the communication with the user Ui 
(i=1, …, n) and records the tuple {(Ui, c0i)}. 

Step 2: The administrator signs c0i by computing 
c1i=DA(c0i)=r0iDA(H(r1i)), sends c1i to the user Ui and 
records the tuple {(Ui, c0i, c1i)}. Just as Step 4 and 
Step 5 of Qi’s registration protocols describe, the user 
Ui obtains its corresponding authorized-anonymous 
identity idi. Although maintaining the list L1:{(U1, c01, 
c11), (U2, c02, c12), …, (Un, c0n, c1n)} and L2:{id1, id2, 
 

…, idn}, the administrator does not know at all the 
relationship of L1 and L2, namely, the relationship of 
{U1, U2, …, Un} and {id1, id2, …, idn}. 

Step 3: Assume that an authorized-anonymous 
identity id′∈L2 was chosen, the administrator wants to 
find out the corresponding real user’s identity from L1. 
The administrator encrypts id′ by computing EA(id′). 
For j=1, the administrator gets r0j by computing 
c1j(id′)−1 and then verifies whether equation below 
holds: 

 

0 0( ) ( ).j A j Ac E r E id′ ′= ⋅                    (1) 
 

If Eq.(1) holds, the administrator finds out that 
c0j comes from id′. Furthermore the linkability be-
tween the user’s real ID Uj and id′ will also be com-
promised. Otherwise the administrator increases so 
that j=j+1, j∈(1, 2, …, n) and repeats Step 3 men-
tioned above, if j>n, the administrator fails to break 
Qi’s registration protocols. 

Now we demonstrate the validity of Eq.(1). For 
some j∈(1, 2, …, n), we assume the administrator 
finds out the relationship between the real identity of 
the user Uj and his/her authorized anonymous identity 
id′. Namely, the administrator gets a tuple {(Uj, c0j, c1j, 
id′)} in which four elements must satisfy Eq.(1). We 
deduce Eq.(1) as follows: 

 
0( ) ( )A AE r E id′ ′⋅                                                      

=EA(c1⋅(id′)−1)⋅EA(DA(H(r1)))                       
=EA(r0⋅DA(H(r1))⋅(DA(H(r1)))−1)⋅H(r1)          
= EA(r0)⋅H(r1)=c0.                                     (2) 

 
Obviously, when id′ does not correspond to view 

c0j, c1j, Eq.(2) is not true due to different random 
values r0j, r1j included in id′ and c0j. Otherwise, the 
administrator can find out the linkability between id′ 
and c0j, which reveal the relationship between real ID 
Uj (j∈1, 2, …, n) and anonymous ID id′. 

It is good that Qi introduced Chaum’s RSA blind 
signature to protect the location privacy. But the 
reason why their analysis of the unlinkability is wrong 
is that they did not consider that the randomness r0 
introduced during the blinding phase can be removed 
easily. From the analysis above, we easily know that 
the re-confusion protocol also has the same fault. 
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OUR IMPROVED PROTOCOL 
 
Bilinear pairing and gap Diffie-Hellman groups 

Our protocol is based on bilinear pairings. We 
introduce some definitions and notations below. Let 
G1 be a cyclic group generated by P, whose order is a 
prime p, and G2 be a cyclic multiplicative group of the 
same order p. The discrete logarithm problems in both 
G1 and G2 are difficult. Let e: G1×G1→G2 be a pairing 
which satisfies the following properties: 

(1) Bilinearity: e(P1+P2,Q)=e(P1,Q)e(P2,Q) and 
e(aP, bQ)=(e(P,Q))ab; 

(2) Non-degeneration: There exists P, Q∈G1 
such that e(P,Q) ≠1; 

(3) Computability: There is an efficient algo-
rithm to compute e(P,Q), ∀P, Q∈G1. 
Definition 1    Given an element P of a group G and a 
2-tuple (P,aP), the discrete logarithm problem (DLP) 
is to compute a. It is a difficult math problem. 
Definition 2    Given a generator P of a group G and a 
3-tuple (aP,bP,cP), the decisional Diffie-Hellman 
problem (DDH problem) is to decide whether c=ab. 
Definition 3    Given a generator P of a group G and a 
2-tuple (aP,bP), the computational Diffie-Hellman 
problem (CDH problem) is to compute abP. 
Definition 4    If G is a group such that the DDH 
problem can be solved in polynomial time but no 
probabilistic algorithm can solve CDH problem with 
non-negligible advantage within polynomial time, 
then we call G a gap Diffie-Hellman (GDH) group. 

We assume the existence of a bilinear map e: 
G1×G1→G2 that one can solve DDH problem in 
polynomial time. 
 
Improved registration protocol 

The proposed registration protocol is aimed at 
eliminating the relationship between the real ID and 
the authorized anonymous ID. Our scheme is pre-
sented below: 

Step 1: The user generates random values r0, r1∈ 
RZP

*, computes c0=H(r1)+r0Ppub, and then sends c0 to 
the administrator. 

Step 2: The administrator authenticates the user. 
If the user is permitted to access the wireless infra-
structure, the registration protocol continues. 

Step 3: The administrator signs c0 by computing 
c1=x−1c0 and then sends c1 to the user. 

Step 4: The user removes the blind factor 

id=c1−r0P. The user verifies whether the equation 
e(Ppub,id)=e(P,H(r1)) holds. If it holds, the anony-
mous ID id is a valid ID. Or the user aborts and goes 
to Step 1. 

Step 5: Verification: If e(P,H(r1))≠e(Ppub,id) 
then abort. If the former equation holds, the user 
keeps id as authorized anonymous ID. 

Due to limitation of the paper’s length, modified 
re-confusion protocol is omitted here. 
 
 
ANALYSIS OF OUR PROTOCOL’S SECURITY 
 

From the perspective of the cryptanalysis, we 
present our security proof. We must guarantee that (1) 
the mobile user obtains complete authorized anony-
mous ID, (2) the administrator cannot obtain any 
information on the legitimate user’s authorized 
anonymous ID and real ID, and (3) the third party or 
the administrator cannot forge any authorized 
anonymous ID. For simplicity we only analyze the 
registration protocol, which is the prototype of the 
re-confusion protocol. 
 
Completeness 

The completeness can be verified by the follow 
equations: 

 
e(Ppub,id)=e(xP,c1−r0P)=e(xP, x−1c0−r0P)                  

=e(xP, x−1(H(r1)+r0Ppub)−r0P)                      
=e(xP, x−1H(r1)+r0P−r0P)=e(P, H(r1)).   (3) 

 
The demonstration presented above ensures that 

the legitimate mobile user obtains the correct au-
thorized anonymous ID. 
 
Blindness 

Considering our registration protocol, we can 
prove that the administrator cannot obtain any in-
formation on the legitimate user’s authorized anony-
mous ID and real ID, which is similar to the proof of 
blindness property in (Zhang et al., 2003). 

To prove the blindness of our scheme, we show 
that given a valid authorized anonymous ID id and 
any view (c0,c1), there always exists a unique blinding 
factor r0∈RZP

*. Since the blinding factor r0 is chosen 
randomly, the blindness of the signature scheme is 
naturally satisfied. 
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Given a valid id and any view (c0,c1), then the 
two equations below must hold for r0. 

 
c0=H(r1)+r0Ppub,                         (4) 
id=c1−r0P.                                   (5) 

 
From Eq.(5), we can deduce that 0r′  exists uni- 

quely. Next, we must verify such 0r′  satisfies Eq.(4) 
too. 

Since id is a valid authorized anonymous ID, we 
get 

 
e(P,H(r1))=e(Ppub,id).                   (6) 

 
Now we consider whether Eq.(4) holds for such 

0 :r′  
 

1 0 pub

1 0 pub

pub 0 pub

1 0 pub 0 pub

1
1 pub 0 pub 0

( ( ) , )

    ( ( ), ) ( , )

    ( , ) ( , )

    ( , ) ( , )

    ( , ) ( , ) ( , ),

e H r r P P

e H r P e r P P

e id P e r P P

e c r P P e r P P

e c P e x c P e c P−

′+

′=

′=

′ ′= −

= = =

    (7) 

 
where Eqs.(5) and (6) and equation c1=x−1c0 are used. 

From the property of non-degeneration of the 
bilinear pairing, we have 
 

c0=H(r1)+r0Ppub↔e(H(r1)+r0Ppub,P)=e(c0,P).    (8) 
 

Hence the blind factors r0 always exist which 
lead to the same relation defined in our registration 
protocol, so any view of our blind signature is 
unlinkable to any valid authorized anonymous ID. 
 
Unforgeability 

In our registration protocol forgeability means 
that a third party or the administrator of wireless in-
frastructure can forge a valid authorized anonymous 
ID related to real ID of any legitimate mobile user. 
Actually, the forgeability cannot bring bad effect on 
personal control over location privacy, but we still 
give the method to prove the un-forgeability of our 
scheme. The accepted formalization of security for 
blind signature is security against one-more forgery. 
Bellare et al.(2001) promoted Chosen Target RSA 

Inversion assumption and suggested that an analogue 
of this assumption can be formulated for any family 
of one-way functions. Similar to the proof of security 
in (Bellare et al., 2001), Boldyreva (2003) reduced 
the security in the sense of unforgeability of their 
blind signature scheme to the Chosen-Target CDH 
assumption. Security of the RSA blind signature was 
proven to be secure assuming difficulty of the chosen 
target RSA inversion problem. Based on the contri-
bution of (Bellare et al., 2001; Boldyreva, 2003), 
Zhang et al.(2003) defined Chosen-Target Inversion 
CDH assumption and proved the security of their 
blind signature scheme on this assumption. Assuming 
that Chosen-Target Inversion CDH problem is diffi-
cult, we can also use technique similar to that above to 
prove that our scheme prevents from one-more for-
gery under chosen message attacks. We present the 
following theorem: 
Theorem 1    If the chosen-target inverse CDH as-
sumption is difficult in the group G1, then our blind 
scheme is secure against one-more forgery under 
chosen message attacks. 

Due to this paper’s limitation in length, the se-
curity proof is omitted here. 
 
 
CONCLUSION 
 

Qi He adapted a special and feasible method, 
blind signature, to generate an authorized anonymous 
ID that replaces the real ID of an authorized mobile 
device. They presented two-phase protocol to address 
location privacy, but did not consider that the ran-
domness r0 introduced during the blinding phase can 
be removed easily. We prove that the administrator 
can link real ID with authorized anonymous ID. 
Furthermore we propose an improved registration and 
re-confusion protocol using the same cryptographic 
technique, blind signature based on bilinear pairings. 
Analyzing the security of our proposed protocols we 
conclude that the administrator cannot obtain any 
information on the legitimate user’s authorized 
anonymous ID and real ID. 
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