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Abstract: We propose a novel high-performance hardware architecture of processor for elliptic curve scalar multiplication based
on the Lopez-Dahab algorithm over GF(2'%) in polynomial basis representation. The processor can do all the operations using an
efficient modular arithmetic logic unit, which includes an addition unit, a square and a carefully designed multiplication unit. In the
proposed architecture, multiplication, addition, and square can be performed in parallel by the decomposition of computation. The
point addition and point doubling iteration operations can be performed in six multiplications by optimization and solution of data
dependency. The implementation results based on Xilinx VirtexI1 XC2V6000 FPGA show that the proposed design can do random

elliptic curve scalar multiplication GF(2'%) in 34.11 ps, occupying 2821 registers and 13376 LUTS.
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INTRODUCTION

Recently, Elliptic curve cryptography (ECC) has
drawn more and more attention due to the fact that its
selected key length can be smaller than that in RSA
cryptosystems for the same level of security. Litera-
ture has shown that ECC is the most widely used
public-key cryptosystem, which allows much useful
functionality such as digital signature, public-key
encryption, and key agreements. For those needs,
ECC is indeed an attractive solution as the public-key
scheme. However, the computation involved in the
scalar multiplication for an elliptic curve is time
consuming and more complex than that in RSA.

In many applications a software implementation
of ECC might be appropriate, but in some cases better
performances are required and consequently hard-
ware implementations should be used instead. As the
popularity of ECC increases, the need for efficient
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hardware solutions that accelerate the computation of
elliptic curve point multiplications also increases. The
recent research on implementation of ECC has shown
that highly efficient implementation of arithmetic
operations in a finite field of characteristic two can
enormously speed up ECC computation, and thus
ECC can be favorable in speed compared to RSA for
the same level of security. In particular, the curves
based on fields of type GF(2™) allow efficient im-
plementation in terms of silicon area and execution
time.

Recently, several high-speed hardware imple-
mentations of ECC over GF(2™) have been developed
(Rodriguez-Henriquez et al., 2004; Cheung et al.,
2005; Shu et al., 2005; Sozzani et al., 2005; Sakiyama
et al., 2006; Sakiyama et al., 2007; Al-Khaleel et al.,
2007). A good review can be found in (Meurice de
Dormale and Quisquater, 2007). All the previous
implementations present good performance. The
implementations in (Sozzani et al., 2005; Sakiyama et
al., 2007) were carried out in ASIC (applica-
tion-specific integrated circuit). The implementations
in (Rodriguez-Henriquez et al., 2004; Shu et al., 2005)
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are faster compared to the others implemented in
FPGA (field-programmable gate array). However, the
implementation in (Rodriguez-Henriquez et al., 2004)
is not the one of the conversion of projective coordi-
nates to affine coordinates. Shu et al.(2005) imple-
mented the Koblitz curves instead of general curves;
however, it is not suitable for a random elliptic curve.

This paper focuses on the high-speed hardware
implementation of ECC over GF(2'%) in FPGA. We
optimize the algorithm in parallel and design a novel
architecture, which can do all the operations including
the coordinates conversion over GF(2'®®) random
elliptic curve scalar multiplications. Our design was
implemented on a Xilinx Virtexll XC2V6000 FPGA
device, and the performance comparisons are dem-
onstrated.

The rest of this paper is organized as follows. In
Section 2, we present a brief introduction of the
mathematical background and algorithm of ECC. In
Section 3, we detail the algorithm optimization de-
composition in parallel and resource occupation for
implementation in hardware. In Section 4, we discuss
the proposed architecture of ECC, the modular
arithmetic logic unit and the finite field arithmetic
unit. In Section 5, the implementation results and
performance obtained are compared with those in
other published works. Finally, in Section 6, some
conclusions are drawn.

MATHEMATICAL BACKGROUND AND LOPEZ-
DAHAB ALGORITHM

Elliptic curve cryptosystems can be imple-
mented on GF(p) and GF(2™). Usually GF(2™) leads
to a smaller and faster processor. In this work, we
select the finite field GF(2™) in polynomial basis
representation. For GF(2™), an elliptic curve is de-
fined as a set of points satisfying

y>+xy=x>+ax’ +b (mod f (x)), (1)

where x and y are elements of the field GF(2™), a and
b are the curve parameters (b#£0), and f(x) is an irre-
ducible polynomial. The points on the curve form an
additive group when they are combined with the
“point at infinity”. By definition, the addition of two
elements in a group results in another element of the

group. Taken two points, P and Q, of the curve, it is
possible to define a point addition operation, P+Q.
The particular case P+P=2P is called point doubling.
As a result, any point on the curve, say P, can be
added to itself by an arbitrary number of times, and
the result will also be a point on the curve. The fun-
damental and most expensive operation underlying
ECC is the point multiplication kP, where k is an
integer and P is an elliptic point. A single point (scalar)
multiplication requires multiple computations of
point additions (P£Q) and point doubling (P=Q).
Calculating kP, where P is a point on the curve, will
yield a new point on the curve. This procedure forms
the basics for public-key cryptography using ECC.
Point multiplication is defined by repeated addition:

kP=P+P+---+P.
%/—/

k times

In order to reduce the computation time of the
point multiplication, there are many types of coordi-
nates in which an elliptic curve may be represented.
The so-called projective coordinates have some im-
plementation advantages compared to the affine co-
ordinates. The main conclusion is that point addition
and point doubling can be done in projective coordi-
nates without inversion. More precisely, only one
inversion needs to be performed at the end of a point
multiplication operation.

Several scalar multiplication algorithms have
been proposed in the literature, such as the double-
addition approach, the addition-subtraction algorithm,
the fast simultaneous scalar multiplication approach
(Akishita, 2001), and the complementary recoding
algorithm (Balasubramaniam and Karthikeyan, 2007).
In this work, we use the Lopez-Dahab algorithm
(Lopez and Dahab, 1999), which is based on the
concept of “montgomery”, to calculate kP. The
Lopez-Dahab algorithm calculates one point addition
and one point doubling in each step, which is faster
than other algorithms. Moreover, the algorithm re-
quires fewer register resources compared to other
algorithms in hardware solutions. In this algorithm,
point addition and doubling can be performed in par-
allel; coordinates transformation needs to be per-
formed at the last step. Another advantage of this
algorithm is that it is resistant to timing attacks and
simple power attacks. The Lopez-Dahab algorithm is
shown in Algorithm 1 (Lopez and Dahab, 1999).
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Algorithm 1 Lopez-Dahab algorithm

Input: K=(Kn-1, Kn-2, ---, K1, Ko)2 with ky_1=1,
p(x, y)eE(GF(2")).

Output: Q=kP.

set X;=X, =1, X;=x*+b, 2,=x%;

2. fori=n—2to0do

3. ifk=1then

4 (X1, Z1)«—Madd(xy, z1, X2, Z, X);
(X2, Z)«<—Mdouble(x,, 25, b);

=

5. else
6. (X2, Z)«—Madd(x,, 25, X1, Z1, X);
(X1, Z1)«<—Mdouble(xy, 1, b);

7 endif
8. endfor
9
1

. Qe=Mxy(Xq, 21, X2, Z2, X, ¥);
0. return Q;

In Algorithm 1, Madd() function is the point
addition operation on the elliptic curve, Mdouble() is
the point doubling computation, and Mxy() is the
conversion of projective coordinates to affine coor-
dinates. The reader is referred to (Lopez and Dahab,
1999) for detailed explanation. Functions Madd(),
Mdouble() and Mxy() in Algorithm 1 are defined as
follows:

Madd(xy, 21, X2, 22, X)

{
XXaZoXoZ1 X (X124 Xo21);
Ze(Xazo+Xo21);
return (X, 2);

}

Mdouble(xy, z1, b)

{
X<x;+bz,*:
Z<x,%24%;
return (X, 2);

}

MXY(X1, Z1, X2, Z2, X, Y)

{
X=X1/21;
Y DY+ (X 20) (XXl 22) (XX IXHY;
return (Xg, Yi);

}

In these functions, (x, y) is the coordinate of the
original point P, which is fixed during the calculation
of kP; (X, Yk) is the coordinate of kP. The three basic
functions in turn rely on finite field operations such as
addition, multiplication, and inversion.

ALGORITHM DECOMPOSITION AND OPTI-
MIZATION IN HARDWARE

As can be seen from Algorithm 1, the whole
process of the scalar multiplication operation was
divided into three parts: the initialization operation,
the middle iterations of point addition and point
doubling computing, and the conversion of projective
coordinates to affine coordinates operation. In order
to implement the algorithm, we propose an efficient
finite field modular arithmetic logic unit (MALU) to
perform all the operations of scalar multiplication.
The finite field MALU includes three parts: a finite
field multiplication module, a finite field addition
module, and a finite field square module. In the rest of
this section, we discuss the scalar multiplication de-
composition scheme, which is highly optimized to-
ward the execution of kP through the finite field
MALU.

Initialization decomposition and resource analysis
According to the Lopez-Dahab algorithm, the
initialization calculation formulae are given as

X =X X =x'+b, z,=1 z,=x" 2)
The initialization calculation can be decomposed as

2o X2, Xp4—25°, XpiXot+h,

where there are two squares and one addition opera-
tion. The X, X1, Z1, X2, Z; and b are the indispensability
variables in Algorithm 1. Therefore the initialization
calculation needs no additional intermediate variable
resource.

Point addition and point doubling decomposition
and optimization

1. Decomposition in parallel

The operations of point addition and point dou-
bling are the core of the elliptic curve encryption
scalar multiplication, and they consume the most of
the computation time. In order to speed up the scalar
multiplication, the first idea is to reduce the point
addition and point doubling computation time. The
point addition is carried out as follows:

3)

X =X2,%2, + X(%Z, + XZZl)Z’
Z = (X2, +%,2,)%.
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The input parameters of point addition do not
depend on the current bit of the key, but the output is
stored to different variables with the different bits of
the key. According to Algorithm 1, in point doubling
both input and output parameters depend on the cur-
rent bit of the key, and there are different inputs and
outputs for different bits of the key. Eq.(4) is the point
doubling calculation equation when the current bit of
the key is “1”:

X =x;+bz,, Z=x327. 4)

As can be seen from Egs.(3) and (4), the point
addition and point doubling operations consist of six
multiplications, three additions, and five squares.

Addition can be performed in one clock cycle;
multiplication and square operations need many clock
cycles. However, in the field GF(2™), when the irre-
ducible polynomial defining the field is known in
advance, the complexity of square is significantly
lower than that of multiplication and generally be-
comes comparable to that of addition. In practice,
square can be performed in one clock cycle, which
will be discussed in detail in Section 4. Therefore,
finite field multiplication becomes the bottleneck of
the elliptic curve scalar multiplication. The key for
speeding up the ECC computation is how to imple-
ment the multiplication in a fast and efficient way. Bit
parallel multipliers complete a multiplication in a
single iteration. All the m bits of both input operands
are considered at the same time, and the result is
immediately generated. Unfortunately, the parallel
multiplication occupies too many resources and the
critical path delay is too long. The disadvantage of the
serial multiplication is the small number of iterations
required for the loop. The m iterations translate to a
minimum of m clock cycles, which is not suitable for
high-performance implementation in hardware. A
compromise among these architectures is the most
significant digit (MSD) serial multiplication. In this
study, we focus on the ECC implementation over
GF(2'). In order to minimize the multiplication
computation time and shorten the critical path delay,
we propose a grouping MSD multiplication over
GF(2'%), which can be performed in two clock cycles
and is detailed in Section 4.

As multiplication needs two clock cycles, and
addition and square can be completed in one clock

cycle, we consider addition, square, and multiplica-
tion to be computed in parallel, which will further
reduce the computing time of the point addition and
point doubling. Based on this idea, the point addition
and point doubling operations can be decomposed as
in Algorithm 2. The K;j=1 and K;=0 represent that the
current bit of the private key is “1” and “0”,
respectively.

Algorithm 2 Point addition and point doubling
operation decomposition

Operation order Parallel computation

1. TieXo2; Xoe—Xo?

2. X1—X4Z5 2y—2,%, Tye—1,°

3. X2, 21X +Ty, Xp—2;°
Ki=1 4, To<bT,

5. X1Xx1T X2<—X22, Xoe—Xo+To

6. TyeXxz1

7. XpeX1+Tq

1. TieXp2; 21—24°

2. Xpe—X12, XpeX2, Tpe—2,°

_ 3. 21¢—X121 Zr—Xo+ Ty, 224—222

K=0 . T,—bT,

5. XpX,T1 Xpe—X12, XX+ T,

6. T1<—X2Z,

7. Xoe—Xo+ Ty

As shown in Algorithm 2, the operations of point
addition and point doubling can be completed in turn
with six multiplications and one addition when the
corresponding addition and square are computed in
parallel. Therefore the computation time of a single
point addition and point doubling operation is ap-
proximately equal to that of six multiplications and
one addition, which is less than that of six multipli-
cations, three additions and five squares. The re-
sources required are only two intermediate variables
T, and T, besides X, b, X1, 21, Xg, Zo.

Optimization and solving dada dependency at
iteration transitions

As the multiplication computation time is two
clock cycles, two extra clock cycles are spent on
loading inputs and unloading outputs. This leads to a
total of four clock cycles for one multiplication in
practice. Therefore the loading and unloading of
multiplier consume too many clock cycles. In order to
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reduce the operation time, the loading input of the
next multiplication can be considered at the same time
as the previous unloading outcome, which would
reduce the number of iterations of point addition and
point doubling by five clock cycles. Because of data
dependency, the sixth multiplication needs four clock
cycles and the last addition needs one clock cycle.
The input of the first multiplication for the next it-
eration can be loaded after the completion of the last
addition of the previous iteration, which cannot be
computed with no idle cycle in the entire point addi-
tion and point doubling loop for scalar multiplication.
The entire operation of a single point addition and
point doubling takes 20 clock cycles.

The previous multiplication stores the result into
the register. At the same time, the next multiplication
input can be loaded, which shortens multiplication by
one clock cycle. We consider that the six multiplica-
tions should form a loop without an idle clock cycle if
the data dependency problem can be resolved for the
whole process of point addition and point doubling
iterations, and then the computation time can be re-
duced from 20 to 18 clock cycles. The point addition
and point doubling computation time can be short-
ened by 324 clock cycles for the effective 163 bits of
the key, which is considerable for the high-speed
elliptic curve scalar multiplication in hardware.

In Algorithm 2, we observe that z;, z, and x; are
ready before the last addition when Ki=1. The
unloading of the sixth operation and the loading of the
first operation for the next iteration can be performed
in the same clock cycle. Then the seventh operation of
the previous iteration and the first operation of the
next iteration can be performed in parallel, which
does not affect the input of the other operations. Not
only can the same treatment be done, but also opera-
tion steps 1 and 2 in Algorithm 2 need to swap posi-
tions when K;=0. Based on this idea, the improved
decomposition algorithm of the point addition and
point doubling is shown in Algorithm 3.

Because only the order of operation is adjusted,
Algorithm 3 and Algorithm 2 occupy the same re-
source. As can be seen from Algorithm 3, the iteration
transition has no problem when the current and next
bits of the key are the same. However, there is a mis-
take when the current and next bits of the key are
different; in such a case, we must analyze and im-
prove the iteration transition operation. Let the itera-

tion transition jump from Ki=1 to K;=0. Since z;, X,
and z, have been completed, a few steps at the be-
ginning of K;=0 need to be dealt with in the same way
as Kj=1. The corresponding adjustment also needs to
be done when the transition jumps from K;=0 to Kj=1.
The solution of iteration transition operation is shown
in Algorithm 4 when the current and the next bits of
the key are different.

Algorithm 3 Improved decomposition of point
addition and point doubling

Operation order Parallel computation

1. Ti<Xo24 XpX1+Tq
2. X1—X12o Zy—2,%, Tpe1,
Ki=1 3. T,—Tsb Xoe—Xo?
4. 2,%o2, 21X+, 23¢2°
5. Xp—x1T1 XpeXo2, Xpe—Xp+ T,
6. Ty—XZ1
1. TyX12, Xo—Xot Ty
2. Xpe—XoZ4 2172 Tre—74°
Ki=0 3. ToTob X1<—X12
4. 7;%12, ZyeXot Ty, 22,2
5. Xp—¥XoT1 X1eX12, XpeX1+T;
6. T1«—X2,
Algorithm 4 Solution of iteration transition for

point addition and point doubling

Operation order Parallel computation

1. T1<—X122 X2<—X2+Tl
2. X1XoZ1 L2y, Toe 1y
From 3 2
. T2<—T2b Xo<—Xo
KFO to 2
K=1 4. 25Xp2, X+ Ty, 217y
I
5. XpeXTy XoeXo7, Xo—Xo+ T,
6. T1<—X21
1. T1<—X221 X1<—X1+Tl
2. Xoe—X1Zp 21-2,%, Toe2y’
From 3. T, Tob XpXg?
Ki=1to 2
K:=0 4. 7y—x12 2y—XotTy, 212,
I
5. XpeXoT Xpe—X1°, XpeXg+T
Xzl 14X, X=Xyt 1o
6. T1<—XZZ

As can be seen from the comparison between
Algorithms 3 and 4, only the order of the two multi-
plications and the addition in parallel are different at
the beginning of the iteration operation, as shown by
shadow. The other operations are exactly the same.
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Therefore the problem of iteration transition can be
solved by the additional specialized operations. The
normal iteration transition will be implemented based
upon Algorithm 3 when the current and the next bits
of the key are the same. The different transitions will
be dealt with by the additional specialized operation
based upon Algorithm 4 at the beginning of the itera-
tion operation. This solution does not add to the
number of clock cycles.

As discussed above, the six multiplications of
point addition and point doubling consume 18 clock
cycles besides the first iteration. One extra clock
cycle needed by the first iteration is spent on loading
the inputs of the first multiplication. Therefore, the
total computations of point addition and point dou-
bling need 2917 clock cycles for the effective 163 bits
of the key through optimization decomposition in
parallel and the solution of data dependency.

Coordinates conversion decomposition and re-
source analysis

From the formulae for point operations given in
Algorithm 1, the inversion is avoided by use of pro-
jective coordinates. While projective coordinates are
used, a conversion to affine coordinates is required at
the end of the whole computation. In order to reduce
inversion operations, the coordinates conversion
computation equation can be modified as follows:

X = 2,%X/(2,2,X),
Yo = (X + Xk)[(xl + XZ1)(X2 + Xzz) (5)
+(X* +Y)2,2,1(2,2,X) " +Y.

There is a finite field inversion operation in
Eq.(5). The implementation of finite field inversion in
hardware is the most difficult and expensive. In order
to minimize the resource, the specifically multiplica-
tive inversion is not designed. We adopted (Itoh and
Tsujii, 1988)’s method to compute the inversion by
decomposition of the finite field MALU, which needs
9 multiplications and 162 squares, and thus requires
no specific hardware resource. Coordinates conver-
sion and inversion operation can be decomposed in
Algorithm 5.

Algorithm 5 Coordinates conversion and inversion
operation decomposition

Conversion decomposition Inversion decomposition

1T, < 77, 1.7, « T}
2. 21 <~ le 2. XZ <« ZlTZ
2
3¢ x+17 3.21<—X22
4.2, < Xz, 4. X, < X,2Z,
5. X ¢ XZ,, 2, = X, + Z, 5.7, < x,°
2
6.2, < 2,2,, X, X", X, = X%+ Y 6.x, < 2T,
5
1% < X1y 7.2, < X
8. T, XT, z, < X, +1, 8. X, < X,2,
i 10
9.7, «inv(T,) 9.2, x,°
10.T, <%z
L CNA 10. X, < X,2,
11X, <« x+T, o
11.7, < X,
12. 2, < X,7,
12. X, <= X,Z,
13.2, < 752,
240
14,2, 7,+y 13.2, <%,
14. X, < X,Z,
2
15.7, <X,
16.x, < z7,T,
281
17.2, < X,
18. X, < X,Z,
2
19.7, « X,

Inversion operation requires a total of three reg-
isters through computing decomposition. Six registers
are enough for the whole operation of coordinates
transformation and inversion, and no additional in-
termediate variables are needed. Because of the data
dependency, only some operations of coordinates
transformation can be performed in parallel, and most
of them are computed in serial. Because the coordi-
nates transformation operates only once at the final
step, it has little impact on the timing of scalar
multiplication.

PROPOSED PROCESSOR AND IMPLEMENTA-
TION

Architecture of the processor

The proposed architecture of the scalar multi-
plication processor is shown in Fig.1.

The processor consists of an MALU module, a
control module, a register file module, and two multi-
plexers. The control module consists of a finite state
machine and three counters. Some control signals are
created for the initialization operation, the point ad-
dition and point doubling, and the final coordinates
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y

Fig.1 Architecture of the scalar multiplication processor

transformation operation based on the private key,
according to the Lopez-Dahab algorithm. The register
file module includes the input parameters x, y, b, k and
intermediate results such as X1, z1, X2, 22, T1, T2, Which
are a total of ten 163-bit registers. The interface is
relatively simple, which is not shown in Fig.1. Two
multiplexers are used for the processor, which can
reduce the time of loading data from the register files.
The input of multiplexers can be arranged reasonably
to reduce the resources through the optimization of
algorithm decomposition.

Modular arithmetic logic unit

MALU is an important module for the elliptic
curve encryption processor, which can perform finite
field addition, multiplication, square, and inversion
(converted into multiplication and square) operations.
The architecture of MALU is shown in Fig.2. It con-
sists of six parts: two 163-bit registers, one multipli-
cation, one addition, one square, and one multiplexer
module. In Fig.2, Mload and Mstart are the load and
the start signals of multiplication, respectively; Mend
is the completion signal of the multiplication; ALUin1
and ALUin2 are the two inputs of the MALU; ALUsel
is the selection signal of MALU output, which can be
used to select the output of the addition, multiplica-
tion and square. ALUout is the output signal of
MALU.

The initialization, the point addition and point
doubling, and the coordinates conversion computa-
tions consist of GF(2™) field arithmetic, so the effi-
cient implementation of GF(2™) field arithmetic is
very important to ECC in hardware. The GF(2™) field
arithmetic includes addition, multiplication, and
square. Addition in a binary Galois field is trivial,

since it is a bit-by-bit addition, having no carry bit,
which can be implemented by simply using XOR
gates. The implementations of multiplication and
square are complicated in hardware. In the following
we will discuss how to implement the multiplication
and square arithmetics efficiently.

ALUin1 ALUin2

A 4

][
M Req1l
Mstart
‘IVIena Multiplication||Additior1 |Square|
ALUsel NN

v ALUout
Fig.2 Architecture of MALU

Finite field multiplication

Finite field multiplication is the bottleneck of
scalar multiplication, especially when using projec-
tive coordinates. Finite field multiplication must be
implemented with high efficiency for a high per-
formance design. In Section 3, we have discussed that
the MSD serial modular multiplication is a good
choice for our design.

Multiplication of two elements A(x), B(x)e
GF(2™), with A(X)=anoX™ '+...+a;x+ay, and B(X)=
b X™ ... +byx+by, satisfies

C(x) = A(x)x B(x) mod f(x)

1
= ab.x™ mod f(x), ©)

1]
i

3
3

I
o
I
o

where f(x) is an irreducible polynomial. By expanding
B(x) and distributing A(x) through, we obtain

C(X)=hb, X" A(X) +...+ b XA(X) + b,A(x) mod f(x).
)

We select m=163 for GF(2™) and perform the
operation in two clock cycles by using MSD multi-
plication, in which the size of D is 81 and the critical
path delay of the MSD multiplication is 10 XOR gates.
A too long delay makes the system clock frequency
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very low. In order to speed up the computation, the
finite field multiplication must be optimized. We
propose to implement the multiplication by grouping
in parallel, which needs more registers. It means that
the 163 bits are divided into five groups, each group
implemented using MSD multiplication, and the five
MSD multiplications can be computed in parallel.
Based on this idea, Eq.(7) can be transformed to

C(X) = (X*2(0+ 0+ A(X)b,, x*° +...
+ A(X)b;;X + A(X)by,,) mod f (x)) mod f (x)
+ (X* (AQ)b5, X + A(X)bg X + ..
+ A(X)b,o X + A(X)by, ) mod f (x)) mod f (x)
+ (X® (A(X)byg X + A(X)by, X** + ...
+ A(X)b,, X+ A(X)by, ) mod f (x))mod f (x)
+ (X2 (AX)bg X + A(X)bg, x> + ..
+ A(X)b, X + A(X)b,;) mod f (x))mod f (x)
+ (A(X)b, X7 + A(X)b, X% + ..
+ A(X)b,x + A(x)b,) mod f (X).

(8)

In Eq.(8), each group has 33 bits. The highest bit
of each group is used to judge the initial value of
production that is either 0 or A. The remaining 32 bits
can be performed in two clock cycles when the size of
D is 16. The critical path delay is only seven XOR
gates. From Eq.(8), the multiplier requires one sum
module to add the results of the partition product. In
order to reduce the number of clock cycles of the
multiplier, we consider that the sum model can be
performed in the clock cycle of unloading of the mul-
tiplier, which can reduce one clock cycle for the mul-
tiplier and does not affect the critical path delay.
Therefore the proposed multiplier can be performed in
two clock cycles besides the two extra clock cycles
that are spent on loading inputs and unloading outputs.

The proposed architecture of the multiplier can
be adopted in generic size field GF(2™) to speed up
the computation. However, this method requires more
resource than the general MSD multiplication. The
grouping number and the MSD size are considered by
using different sizes to balance the area and per-
formance when the field size is large. In this study we
take the field size of 1027 as an example. The 1027
bits are divided into four groups, which are computed
in parallel. Based on this idea, Eq.(7) can be trans-
formed to

C(x) = (X" (0+ A(X)b,g,s X2 + A(X)Bygps X" + ...
+ A(X)b,;, X + A(x)b,,,)mod f (x))mod f (x)
+ (O (AD) B X7 + A(X) 7o X2 ...
+ A(X)by,sx + A(x)by,,) mod f (x)) mod f (x) )
+ (O (A X7 + A(X)b,, X2 +...
+ A(X)b,seX + A(X)b,e, ) mod f (x)) mod f (X)
+ (A(X)bg X2 + A(X)b,5 X7 +..
+ A(X)bx + A(X)b,) mod f (x).

In Eq.(9), each group has 257 bits, which can be
performed in 16 clock cycles when the size of D is 16.
The critical path delay is affected by the MSD size.
The computation time is decided by the number of
groups.

Finite field square

The finite field square is a specific case of gen-
eral multiplication and can be performed by the mul-
tiplication, but it takes too much time. Performance
can be improved significantly by optimizing the ar-
chitecture, specifically for the case of square. In (Wu,
2002), a parallel implementation of the square was
presented. The square is computed as follows:

C=A"modf(x)=(a, xX*"P+a ,x™?+...
2 (10)
+a,X"+a,) mod f(x).

The finite field square can be implemented by
expanding A to double its bit-length by interleaving 0
bit in-between the original bits of A and then reducing
the double length result. Eq.(10) can be changed to

C=A>mod f(x)=x"A (x) mod f (x) + A(x), (11)
where
A(X)=0+a, X" > +0+-

3
+(pig2X 0+ Qa2 X 0,

m-1 m-3
A(x)= A X+ 0+ Am-g)2X" T 0t

+a, x> +0+a,.

The irreducible polynomial f(x) has a small
number of non-zero coefficients, which is the trino-
mial polynomials f(x)=x"+x"+1 or pentanomial poly-
nomials f(x)=x"+x"+x+x"+1. Then the high part of
Eq.(11) can be computed using Eq.(12) or Eq.(13)
with different irreducible polynomials:
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x"A (x) mod f(x)=(X'+1)(0+a, ,x"*+0
+eo Q2 X +0),
x"A (x)mod f(x)=(x'+x*+x +1)(0+a, X"

(13)
+0+- 48X +0).

According to Eqgs.(12) and (13), the shift opera-
tion is relatively simple, and then the square can be
changed to the finite field addition.

We select m=163 for GF(2™), and the irreducible
polynomial is f(x)=x*®+x"+x®+x*+1, recommended
by NIST (National Institute of Standards and Tech-
nology, USA). Therefore the implementation of
square can be optimized by the fixed irreducible
polynomial. Eq.(10) can be changed to

A? mod f (x) = x**A (x) mod f (x) + A (X),
where
A (X)=0+a,, X" +0+a,,X™ +---+a,x+0,

(14)

A(X) =3, X% + 0+, X° +0+---+0+a,.
The high part of Eq.(14) can be computed using

X %A (x) mod f(x)=(x"+x° +x* +1)(0+a,,x*

(15)
+0+a,, X +---+a,X+0).

The architecture of square is shown in Fig.3. The
square can be efficiently implemented to generate the
result in one single clock cycle without huge area
requirement. The critical path is the delay of three
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IMPLEMENTATION RESULTS AND PERFOR-
MANCE COMPARISON

The design is coded in VHDL. We synthesized
and simulated the architecture using a Xilinx Virtexl|
XC2V6000 FPGA device, using the Synprify Pro 8.1
and Modelsim Se 6.1. It requires only 3182 clock
cycles for a scalar multiplication. The work frequency
of the ECC processor is around 93.3 MHz, and it
takes only 34.11 us to complete one scalar multipli-
cation over GF(2'%%). Table 1 shows the results of
implementation and the hardware performance com-
parison for the computation of elliptic curve scalar
multiplication over GF(2™).

For a fair comparison, our design was ported into
the same FPGA device, Xilinx XCV2000E, as that in
(Shu et al., 2005). All the designs listed in Table 1
have been published within the last five years. The
designs in Table 1 represent the state-of-the-art with
respect to scalar multiplication performance on
hardware implementations. Table 1 shows that our
ECC implementation has a better performance than
other implementations, except that in (Sozzani et al.,
2005). The reason is that in our proposed architecture,
addition, square, and multiplication could be operated
in parallel by decomposition and the data dependency
was solved by optimization. Another reason is our
carefully designed multiplication. The design in (Sa-
kiyama et al., 2007) is almost as fast as our design due
to their ASIC design. As shown in Table 1, fewer
resources are used in our design compared to
(Rodriguez-Henriquez et al., 2004; Shu et al., 2005).

XOR gates.
A 1
o [ ® ol ol [ | 3| 2] &
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Fig.3 Architecture of the square
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Table 1 Implementation results and performance comparison

Frequency  Time

Reference Computation Device Resource Multiplier/Remarks
, , (MHZ)  (us)
Rodriguez-Henriquez - ,n 191 it xCv3200E 18314 slices, 24 RAMs ~ 9.99 56 -arallel Karatsuba,
etal., 2004 No final inversion
Shu et al., 2005 2™, 163-bit  XCV2000E-7 7467 Regs, 25763 LUTs 68.9 48 MSD, D=32, 8
Sakiyama et al., 2007 2™, 163-bit  0.13 um CMOS 115k gates 500 38
Cheung et al., 2005 2™, 162-bit  XC2V6000 60
Sakiyama et al., 2006 2", 163-bit  Virtex-2 Pro 8450 slices 100 280
Sozzani et al., 2005 2™, 163-bit  0.13 um CMOS 113k gates 416.7 30
This paper 2™, 163-bit  XC2V6000 2812 Regs, 13376 LUTs 93.3 34.11
This paper 2™ 163-bit XCV2000E-7 2819 Regs, 13264 LUTs 53.7 59.25

Although our design has specifically targeted the
field generated by the irreducible polynomial f(x)=
x'%+x"+x%+x*+1, all the mechanisms discussed in
this work has made no assumption about the specific
field targeted, and hence can be easily adapted to

accommodate other designs with different field sizes.

CONCLUSION

We propose a high-performance hardware ar-
chitecture of an elliptic curve point multiplication
processor over GF(2'%%) scheme based on the Lopez-
Dahab scalar multiplication algorithm. The finite
field GF(2'%) is represented in polynomial basis and
an irreducible polynomial is recommended by NIST.
Our proposed architecture was implemented on a
Xilinx VirtexIl XC2V6000 FPGA device. Our design
shows a good timing for elliptic curve scalar multi-
plication over GF(2'%) by performing a scalar mul-
tiplication over GF(2'%%) in 34.11 ps with an opti-
mized parallelism decomposition algorithm and
carefully designed finite field multiplication. Our
design is very suitable for applications such as smart
cards and cellular telephones.
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