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Abstract: The specification of authorization policies in access control models proposed so far cannot satisfy the requirements in
workflow management systems (WFMSs). Furthermore, existing approaches have not provided effective conflict detection and
resolution methods to maintain the consistency of authorization polices in WFMSs. To address these concerns, we propose the
definition of authorization policies in which context constraints are considered and the complicated requirements in WFMSs can
be satisfied. Based on the definition, we put forward static and dynamic conflict detection methods for authorization policies. By
defining two new concepts, the precedence establishment rule and the conflict resolution policy, we provide a flexible approach to

resolving conflicts.
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INTRODUCTION

Workflow management systems (WFMSs) have
attracted a lot of interest within both academia and the
business community in recent years. A workflow is a
collection of tasks which are organized to facilitate
some business process specification, re-engineering
and automation (Georgakopoulos et al., 1995).
WFMSs make it possible to use business processes
within a computerized system, thereby gaining sig-
nificant improvements in efficiency. Access control is
an important mechanism required for secure WFMSs.
Via the specification of authorization policies, in-
formation security can be guaranteed by preventing
objects from being granted illegal access rights
(permissions). Authorization policies aim to define or
constrain the current or future behavior of objects to
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ensure that their actions are aligned with the objec-
tives of the enterprise.

In the past decade, much work (Ferraiolo et al.,
1995; 2001; Sandhu et al., 1996) has been done on
role-based access control (RBAC), in which subjects
and permissions are separated logically by the intro-
duction of roles to greatly simplify the management
of authorization. Authorization policies in RBAC can
be represented as a 3-ary tuple {r, o, a}, indicating
that role r can perform operation a on object 0. Such
authorization policies are passive or static, able to
cause immediate activation of permissions but inca-
pable of satisfying the requirements for access control
in WFMSs. However, WFMSs need active, dynamic
authorization policies. In this case, a permission can
be granted to subjects only when the task corre-
sponding to the permission is activated, and the per-
mission should be revoked immediately when the task
is finished. To address this issue, considerable related
research has been done, such as the workflow au-
thorization model (WAM) (Atluri and Huang, 1996;
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2000; Huang and Atluri, 1999), task-based authori-
zation control (Thomas and Sandhu, 1997), and
task-role based access control (Oh and Park, 2003).
These models provide support for active, dynamic
authorization policy specification. For example, au-
thorization policies in WAM can be represented as a
4-ary tuple {tu, r, o, a}, indicating that role r can
perform operation a on object o only during the life-
time of task tu. However, several important issues
have not been covered by these models:

(1) Context constraints (e.g., time, location,
history information, and user qualification) have
largely been overlooked in the specification of au-
thorization policies in these models. A context con-
straint is a logical expression, defining the conditions
that need to be satisfied for the activation of an au-
thorization policy. For example, standardization en-
gineers can be granted permissions for drawing
standardization during the lifetime of task ‘standard-
ize drawing’ only when they are not the designer or
proof-reader of the drawing.

(2) Only separation-of-duty constraints are
specified in these models, such as mutually exclusive
roles (Huang and Atluri, 1999) and mutually exclu-
sive tasks (Oh and Park, 2003), insufficient to meet
the complicated requirements of security policies in
workflow systems.

(3) A workflow system may span multiple or-
ganization units, each having its own security re-
quirements. Thus, the number of authorization poli-
cies may grow very large and the interactions between
them will be complex and difficult to predict. When
the objectives of two or more policies cannot be si-
multaneously met, conflicts will occur, and in this
case, there may exist no workflow execution that
satisfies all the policies. Therefore, conflict detection
and resolution is a significant research challenge.
However, solutions to this problem have not been
discussed in these models.

Dunlop et al.(2002; 2003) studied the conflict
detection and resolution in policy-based management
systems. By specifying the temporal characteristics of
policies and establishing conflict databases, a scalable

conflict detection mechanism for policies is presented.

He et al.(2005) classified the conflicts in policy-based
management systems and proposed detection ap-
proaches for modality and application correlative
conflicts. However, context constraints have also been

overlooked in the specification of policies in the
above literature. Moreover, these proposed methods
of conflict-resolving are to identify which policy
involved in a conflict situation will take precedence,
such as  specific-overrides-general,  negative-
overrides-positive, and each of them can produce only
valid results in some circumstances. How to integrate
these methods and establish an order of priority for
them is still a research challenge.

All the analysis above shows that existing ap-
proaches to the specification of authorization policies
cannot satisfy the requirements in WFMSs and the
methods proposed so far have not provided effective
conflict detection and resolution methods for au-
thorization polices. To address the problems, we
propose in this paper the following approaches:

(1) A new type of constraint, context constraint,
is proposed since context constraints can meet the
complicated requirements of security policies in
WFMSs.

(2) We give the definition of authorization poli-
cies in WFMSs, in which context constraints are
considered.

(3) Effective static and dynamic conflict detec-
tion methods for authorization policies in WFMSs are
provided.

(4) We bring forth a flexible approach to re-
solving conflicts by defining two new concepts, the
precedence establishment rule and the conflict reso-
lution policy. Security administrators can flexibly
decide the methods for conflict resolution according
to system requirements.

OVERVIEW OF RBAC96 MODEL CONCEPTS

We will base our discussion on RBAC96
(Sandhu et al., 1996), the most well known role-based
access control model. In particular, the RBAC1 model
is adopted owing to its support on the use of a role
hierarchy. In this section, we provide an overview of
the concepts within the model.

Central to the model are the concepts of User,
Role, Role Hierarchy, Permission, Session, User As-
signment, and Permission Assignment. A user is a
human being or an intelligent autonomous agent. A
role is a job function or job title within an organiza-
tion with some associated semantics regarding the



1084

authority and responsibility conferred on a member of
the role. A role hierarchy is a partially ordered set of
roles, able to be represented by a directed acyclic
graph as shown in Fig.1, where each role is associated
with a node. If role r; inherits the permissions of role r;,
denoted as ri>rj, we refer to rj as the senior role of rj, r;
as the junior role of r;. The sets of senior and junior
roles of r; are denoted as Senior(r;) and Junior(r;)
respectively in the following sections.

5

ry I's

Fig.1 The role hierarchy graph

A permission is an approval of a particular mode
of access to one or more objects in the system. A
permission p can be formally described as {obt, op},
where obt refers to an object type, and op is an access
mode for object type obt. Each session is a mapping
of one user to many possible roles; i.e., a user estab-
lishes a session during which the user activates some
subset of roles of which he or she is a member. Users
are associated with roles using the user assignment
relation UAcCUxR, while permissions are linked with
roles using the permission assignment relation
PACPxR.

CONTEXT CONSTRAINTS

Authorization constraints proposed so far can be
classified into four classes (Bertino, 2003):

(1) Separation-of-duty constraints: Separation-
of-duty constraints aim at reducing the risk of fraud
by not allowing any individual to have sufficient
authority within the system to perpetrate a fraud on
his/her own, such as mutually exclusive roles.

(2) Cardinality constraints: Cardinality con-
straints aim at providing constraints on some entities,
such as role cardinality and task instance cardinality.

(3) Prerequisite constraints: Prerequisite con-
straints aim at ensuring the authority subjects to have
enough competency, knowledge, and capability. For
example, a user can be assigned to role A only if the
user is already a member of role B. Role B is the
prerequisite role of role A.
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(4) Temporal constraints: Temporal constraints
aim at temporally providing constraints on enabling
or disabling roles, and are supported by associating
time intervals, possibly periodic, with roles. An en-
abled role can be activated by users, whereas a dis-
abled role cannot be activated by users.

These constraints cannot express complicated

requirements of security policies in WFMSs however.
For example, auditors and technical managers can
approve drawings only when they are on duties and
from local computers. In order to address the issue, a
new type of constraint, context constraint, is intro-
duced in this paper. Context constraints are conditions
that need to be satisfied when subjects are granted
related permissions.
Definition 1 (Context predicate)  Context is any
environmental factor, capable of influencing or con-
trolling when and how an authorization policy is en-
forced. A context predicate context is defined as a
3-ary tuple: context: {type, predicate, (objs, obj,, ...,
objn)}, where type refers to the type of context such as
time and location, (objy, obj,, ..., obj,) the set of ob-
jects with which the context is concerned, and
predicate the character of objects (objy, objy, ..., 0bj,)
or the relationship among them.

For example, context: {time, (between, 09:00,
17:00), access_time} is a time context, stating that the
access time is between AM 09:00 and PM 17:00, and
context: {user, #, (accessdrawing_designer, access-
drawing_proofreader)} is a user context, indicating
that the designer and the proof-reader of an access
drawing cannot be the same person.

Definition 2 (Context constraint) A context con-
straint ac is defined as a logical conjunction of con-
text predicates, which is denoted as ac: Li|Lj]|...|L;
|-k, =L, |...|—L,. Li represents context predi-

cates defined above, ‘|” denotes ‘A’ or *v’, and ‘—L;’

indicates the negative value of L;. Context constraints
can express complicated requirements of security
policies in WFMSs. For example, the following con-
text constraint states that the access date is between
Monday and Friday, the access time is between AM
09:00 and PM 17:00, and the access address is local:
ac: {date, (between, Monday, Friday), access_
date}A{time, (between, 09:00, 17:00), access_time}a
{location, (is, local), access_IP_address}.
Definition 3 (Intersectant context constraints)  For
two context constraints ac; and ac;, if the contextual
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information specified by ac; overlaps with the con-
textual information specified by ac; (e.g., an overlap
between two time intervals and another overlap be-
tween two locations), then they are intersectant con-
text constraints, denoted as Inter(ac;, ac;).
Definition 4 (Non-intersectant context constraints)
For two context constraints ac; and ac;, if one of the
following conditions is satisfied, then they are
non-intersectant context constraints, denoted as
Nonlnter(ac;, ac;):

(1) ac; » —ac;. The reverse of ac; is inferable

by ac;; that is, wherever ac; is satisfied, ac; is not
satisfied.
(2) ac; — —ac,. The reverse of ac; is inferable

by ac;; that is, wherever ac; is satisfied, ac; is not
satisfied.

For example, consider the following three con-
text constraints: acy: {time, (between, 08:00, 10:00),
access_time}, acy: {time, (between, 09:00, 10:00),
access_time}, acs: {time, (between, 11:00, 17:00),
access_time}. Inter(ac,, ac,), Nonlnter(ac,, acs); i.e.,
ac; and ac; are intersectant constraints, while ac; and
acz are non-intersectant constraints. A knowledge-
based or a rule-based inference mechanism can be
employed to perform the above inference.

DEFINITION OF AUTHORIZATION POLICY IN
WFMSs

The specification of authorization policies in

previous research cannot satisfy the requirements in
WFMSs. Accordingly we propose the following
definition of authorization policy:
Definition 5 (Authorization policy)  An authoriza-
tion policy ap in WFMSs is defined as a 6-ary tuple
ap: {tu, R, P, type, inheritable, ac}. Therein tu is the
task associated with ap. A task is an atomic action
within the context of a workflow instance. R repre-
sents the set of roles that can be granted permissions
in P during the lifetime of tu, P is the set of permis-
sions associated with ap, type denotes one of the
policy types belonging to either positive ‘+’ or nega-
tive ‘=, inheritable is used to identify whether ap is
inheritable, and ac is the context constraint associated
with ap, specifying the situation at which the au-
thorization policy is active.

Definition 6 (Positive authorization policy) ap: {tu,
R, P, +, inheritable, ac} as a positive authorization
policy states that roles in R can be granted permis-
sions in P during the lifetime of tu only if the context
constraint ac is satisfied.
Definition 7 (Negative authorization policy) ap: {tu,
R, P, —, inheritable, ac} as a negative authorization
policy means that roles in R are forbidden to be
granted permissions in P during the lifetime of tu if
the context constraint ac is satisfied.
Definition 8 (Inheritable and non-inheritable au-
thorization policies) If senior roles of each role in R
can also be granted permissions in P during the life-
time of tu, then ap is inheritable. If senior roles of
each role in R cannot be granted permissions in P
during the lifetime of tu, then ap is non-inheritable.
In the following sections, let tu(ap), R(ap) and
P(ap) represent the task, the set of roles and the set of
permissions associated with ap, respectively. If ap is

inheritable, then R(ap):Ru(uRSenior(ri)); oth-

erwise, R(ap)=R. Let U(ap) represent the set of users
associated with ap, U(ap)= %f )AU(rj), where
rieR(ap

AU(r;) is the set of users assigned to role ;.

The example WFMS we will use throughout this

work is a drawing management system. Fig.2 presents
the workflow specification and Fig.3 shows roles and
the role hierarchy. Authorization policies in the sys-
tem are defined as in Table 1.
Definition 9 (Correlative authorization policies) For
two authorization policies ap; and ap;, if with an
overlapping scope specified by the following
pre-condition: (tu(ap;)=tu(ap;))A(R(api)NR(ap;)#J)A
(P(api)nP(ap;)#J), then they are correlative au-
thorization policies, denoted as correlate(ap;, ap;).

For example, the policies aps and aps defined in

Table 1 are correlative policies.
Definition 10 (Valid role set and valid user set of
authorization policy) For an authorization policy ap;,
let ValidRole(ap;) represent the valid role set of ap;,
composed of the roles in R(ap;) that can satisfy the
context constraint associated with ap;; let Valid-
User(ap;) represent the valid user set of ap;, consisting
of the users in U(ap;) that can satisfy the context
constraint associated with ap.

For example, suppose that user-role assignments
in the example system are determined as shown in
Table 2.
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Table 1 Authorization policies in example system

Authorization policy Description
ap;: {design drawing, designer, (drawing, design), +, ap; is a positive policy, stating that role ‘designer’ and its senior
inheritable} roles can be granted permission ‘(drawing, design)’ during

the lifetime of task ‘design drawing’
ap,: {design drawing, (proof-reader, standardization  ap, is a positive policy, stating that role ‘proof-reader’, ‘stan-

engineer, auditor), (drawing properties, read), +, dardization engineer’, ‘auditor” and their senior roles can be
inheritable} granted the permission for reading drawing properties during
the lifetime of task ‘design drawing’

aps: {proof-read drawing, proof-reader, (drawing, aps is a positive policy, stating that role ‘proof-reader’ can be
proof-read), +, non_inheritable, ac;}, granted the permission for proof-reading drawings during the
where acy: {user, #, (accessdrawing_designer, lifetime of task ‘proof-read drawing’ only if the proof-reader
accessdrawing_proofreader)} is not the designer of the access drawing

ap,: {standardize drawing, standardization engineer, ap, is a positive policy, stating that role ‘standardization engi-
(drawing, standardize), +, non_inheritable, ac,}, neer’ can be granted the permission for drawing standardiza-
where ac,: {user, #, (accessdrawing_designer, tion during the lifetime of task ‘standardize drawing’ only if
accessdrawing_proofreader, accessdraw- the designer, proof-reader and standardization engineer of the
ing_standardization_engineer)} access drawing are not the same user

aps: {approve drawing, (auditor, technical manager), aps is a positive authorization policy, stating that technical
(drawing, approve), +, non_inheritable, acs}, managers and auditors can be granted permission ‘(drawing,
where acs: {user, #, (accessdrawing_designer, approve)’ during the lifetime of task ‘approve drawing’ if
accessdrawing_auditor)} they are not the designer of the access drawing

aps: {approve drawing, auditor, (drawing, approve),  aps is a negative authorization policy, stating that auditors cannot
—, non_inheritable, ac,}, where ac,: {user, (>, 2), be granted permission ‘(drawing, approve)’ during the life-
accessdrawing_designer} time of task *approve drawing’ if the drawing is designed

collaboratively

Proof-read -
Y drawing Approved Technical manager
dDeS|_gn o Approve Drawing
rawing drawing i 2 v
tug Standardize tug archiving v
drawing Designer Proof-reader Standardization engineer
> Coviger ) (oot D

Fig.2 Example workflow specification Fig.3 Example roles and role hierarchy

Table 2 Example user-role assignments

CONFLICT DETECTION FOR AUTHORIZATION

Role User(s) assigned
(5) 25519 POLICIES

General manager Lu

Technical manager Li . . —
Standardization engineer Fei, Cheng Policy conflicts occur when the objectives of
Designer Ma |_lei Cheng two or more policies cannot be simultaneously met.
Proof-reader Xu. Lei Effective conflict detection methods for authorization
Auditor Liu. Yi policies should be provided to ensure and maintain

the consistency of all policies. Current conflict de-
tection methods primarily focus on the authorization
Let us assume that the designer, proof-readerand  policies in which context constraints are overlooked,
standardization engineer of drawing t are Li, Xu and  hence not suitable for our policies. In this section, we
Fei, respectively. In such a situation, the valid role set  are mainly concerned with the provision of effective
and the valid user set of policy aps are {auditor} and  static and dynamic conflict detection rules for the
{Liu, Yi}, respectively. above defined authorization policies in WFMSs.
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We believe that conflicts can be classified into
two broad categories as defined below:

Definition 11 (Policy-policy conflict) Policy-policy
conflicts occur when two or more authorization poli-
cies are deemed incompatible with each other. For
example, if positive and negative policies have a
triple overlap of tasks, roles and permissions, there is
a potential for policy-policy conflicts.

Definition 12 (Policy-constraint conflict)  Policy-
constraint conflicts occur when the performance of
two or more authorization policies will lead to situa-
tions that are forbidden by other constraints (e.g.,
separation-of-duty constraints) in the system. For
example, when two positive authorization policies
have an overlap of roles and the permissions of the
two policies are defined as conflicting by authoriza-
tion constraints, there is a potential for policy-
constraint conflicts.

Consider the following two authorization poli-
cies: ap;: {design drawing, designer, (drawing, de-
sign), +, inheritable}; ap,: {approve drawing, de-
signer, (drawing, approve), +, inheritable}. The per-
formance of the two policies will introduce conflicts
into the system since the same person must not be
allowed both to design a drawing and to approve the
drawing for the separation of duties. The detection of
policy-constraint conflicts depends on the under-
standing of the semantics of authorization policies.
Due to the complexity and diversity of constraints,
detecting policy-constraint conflicts is a complex
topic, which is outside the scope of this study and will
be addressed in our future work. In this work, we
focus on providing effective static and dynamic con-
flict detection rules for policy-policy conflicts. In the
following sections, ‘conflict’ refers to ‘policy-policy
conflict’.

Static conflict detection

Conflict detection can be classified into static
detection and dynamic detection. The goal of static
detection is to identify an actual conflict that has
occurred and can be resolved statically. Static conflict
detection can be enforced during the definition of
policies.

1. Static conflict detection algorithm

For conflict detection, an authorization policy ap:

{tu, R, P, type, inheritable, ac} can be denoted as ap:
(ac—(tu(ap), R(ap), P(ap)), sign), where ac is the
left-hand side of ap, (tu(ap), R(ap), P(ap)) is the

right-hand side of ap, and sign is the type of ap (for
positive authorization policies, sign is ‘+’; for nega-
tive ones, sign is *=’).

In the following sections, the left-hand sides of

authorization policies are unified as F, and the
right-hand sides are unified as B.
Definition 13 (Graph for authorization policies) The
graph for authorization policies is an undirected one,
denoted as G(AP B)=(V, E), where V is the set of ver-
tices in G(APB), composed of left- and right-hand
sides of all authorization policies, i.e., V={F, Blap:
(F—B, sign)eAP}. AP denotes the set of authoriza-
tion policies, E is the set of edges in G(APB), and
each edge is not directed. An edge in E can be denoted
as e: (vy, Vz, sign), where vy and v, are the two vertices
corresponding to e, and sign is the identifier of e be-
longing to either ‘+” or “=’. For an edge e, it may be
one of the following cases:

(1) e: (F, B, sign), ap: (F—B, sign)eAP. That is,
the two vertices corresponding to e are the left- and
right-hand sides of an authorization policy ap, and the
identifier of e is the type of ap.

(2) e: (Bi, Bj, +), correlate(ap;: (Fi—B;, sign;),
ap;: (Fj—B;, sign)), ap;, apjeAP. That is, the two
vertices of e are the right-hand sides of two correla-
tive policies, and the identifier of e is positive.

(3) e: (Fi, Fj, +), correlate(ap;: (Fi—B;, sign;),
ap;: (Fj—B;, sigm))alnter(F;, F;), ap;, apjeAP. That is,
the two vertices of e are the left-hand sides of two
correlative policies and the left-hand sides of the two
policies are intersectant context constraints. The
identifier of e is positive.

(4) e: (Fi, Fj, —), correlate(ap;: (Fi—B;, sign;), ap;:
(F—B;, sign;))ANonlnter(F;, F;), api, apje AP. That is,
the two vertices of e are the left-hand sides of two
correlative policies and the left-hand sides of the two
policies are non-intersectant context constraints. The
identifier of e is negative.

The static conflict detection for authorization

policies can be enforced by the construction of
G(APB).
Rule 1 (Static conflict detection for authorization
policies) In G(APB), if there is a loop where there
exists one and only one edge identified as ‘-, and the
vertices of the loop are the left- and right-hand sides
of two authorization policies, then authorization
policies in G(APB) are not statically consistent and
conflicts will occur.
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For instance, Fig.4a is the graph for authoriza-
tion policies constructed for the example policies
listed in Table 1. No static conflict is detected for
these policies according to Rule 1. If we add a new
policy ap;: {design drawing, technical manager,
(drawing, design), —, non_inheritable}, the graph for
authorization policies will be reconstructed (Fig.4b).

Ome CuC
+ +
Ome (£

é

(@) (b)

Fig.4 (a) Example graph for authorization policies; (b)
Reconstructed graph with a new policy

The policy ap; states that role ‘technical man-
ager’ cannot be granted the permission for designing
drawings during the lifetime of task ‘design drawing’.
Since the policy ap; defined in Table 1 shows that role
‘designer’ and its senior roles, including role ‘tech-
nical manager’, can be granted the permission to
design drawings during the lifetime of task ‘design
drawing’, the two policies ap; and ap; exhibit a static
conflict. In such a situation, there are a loop in the
graph and an edge identified as ‘-’ in the loop. The
vertices of the loop are the left- and right-hand sides
of the two policies.

Algorithm 1  Static conflict detection for authori-
zation policies

Input: The graph for authorization policies G(APB)=(V, E), a
new policy new_ap: (new_F, new_B, new_sign).

Output: The set of authorization policies exhibiting static
conflicts Conflict_AP.
AuthorizationPolicyStaticConflictDetection(G(AP B), new_ap)

V—Vunew_Funew_B;

E—Eu(new_F, new_B, new_sign);

for each policy ap: (F—B, sign)eAP do

if correlate(ap, new_ap) then
E—EuU(B, new_B, +);
if Inter(F, new_F) then
E—EU(F, new_F, +);
end if
if NonInter(F, new_F) then
E—EU(F, new_F, -);
end if
end if

end for

L<all loops in G(AP B);

for all l;eL (I; contains only one edge signed ‘") do
if (the vertices of [; are the left- and right-hand sides of

new_ap and an existing policy) then
Conflict_AP=Conflict_APuU(ap;, new_ap), apiel;;

end if

end for

2. Proof of completeness and correctness of
Algorithm 1

In this subsection, we try to show how a proof of

completeness and correctness of Algorithm 1 may be
given.
Lemmal For two authorization policies ap;: (aci—
(tu(api), R(api), P(api), signi) and ap;: (acj—(tu(ap;),
R(ap;), P(ap;), sign;), only if one of the following
conditions holds, would the two policies exhibit a
static conflict:

(1) correlate(ap;, ap;)Adifferent_type(api, ap;)A
Inter(ac;, ac;). Therein different_type(ap;, ap;) repre-
sents that ap; and ap; have different types; i.e., one is
positive and the other is negative.

(2) correlate(ap;, apj)Apositive(ap;, ap;)ANon-

Inter(ac;, ac;). Therein positive(ap;, ap;) represents
that ap; and ap; are both positive policies.
Proof  Suppose that ap; is positive and ap; is nega-
tive, and they both satisfy the first condition. The
policy ap; states that roles in R(ap;) can be granted
permissions in P(ap;) during the lifetime of tu(ap;)
only if the context constraint ac; is satisfied. The
policy ap; states that roles in R(ap;) cannot be granted
permissions in P(ap;) during the lifetime of tu(ap;) if
the context constraint ac; is satisfied. These two
policies have an overlapping scope specified by the
pre-condition (tu(ap;)=tu(ap;))A(R(api)NR(ap;)#J)A
(P(api)nP(ap;)#<J) and their context constraints ac;
and ac; are intersectant; thus, we cannot decide
whether the roles in the set R(ap;)mR(ap;) can or
cannot be granted the permissions in the set P(api)n
P(ap;) under the situation in which ac; and ac; are
simultaneously met during the lifetime of task tu(ap;).
We would therefore be able to identify that the two
policies exhibit a static conflict. For example, the two
policies ap; and ap; defined above satisfy the first
condition and exhibit a static conflict.

Suppose that ap; and ap; are both positive poli-
cies, and satisfy the second condition. The policy ap;
states that roles in R(ap;) can be granted permissions
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in P(ap;) during the lifetime of tu(ap;) only if the
context constraint ac; is satisfied. The policy ap; states
that roles in R(ap;) can be granted permissions in
P(ap;) during the lifetime of tu(ap;) only if the context
constraint ac; is satisfied. Since ac; and ac; are non-
intersectant constraints, we cannot decide whether the
roles in the set R(ap;)~R(ap;) can or cannot be granted
the permissions in the set P(ap;)~P(ap;) during the
lifetime of task tu(ap;). Therefore, in such a case, the
two policies would exhibit a static conflict. For ex-
ample, consider the following two policies: aps:
{approve drawing, auditor, (drawing, approve), +,
non_inheritable, ac,}, where ac;: {location, (is, local),
access_IP_address}; ap,: {approve drawing, auditor,
(drawing, approve), +, non_inheritable, ac,}, where
ac,: {location, (is not, local), access_IP_address}.
The policy ap; states that auditors can approve
drawings only when their access IP addresses are
local. Whereas, the policy ap, states that auditors can
approve drawings only when their access IP addresses
are not local. The two policies are incompatible with
each other and exhibit a static conflict.

As Moffett and Sloman (1994) pointed out,
overlap is crucial to the discussion of policy conflicts.
Without certain overlap between the objects in two
policies, there can be no conflict between them. If
having no triple overlap of tasks, roles, and permis-
sions (i.e., they are not correlative), the two policies
would not exhibit static conflicts. For example, the
policies ap; and ap, defined in Table 1 are not cor-
rective, thus exhibiting no static conflict.

For two correlative policies, if not satisfying the
two conditions defined above, they would exhibit no
static conflict. For example, consider the following
two policies: ap;: {approve drawing, auditor, (draw-
ing, approve), +, non_inheritable, ac;}, where ac;:
{time, (between, 08:00, 17:00), access_time}; ap.:
{approve drawing, auditor, (drawing, approve), —,
non_inheritable, ac,}, where ac,: {time, (between,
17:00, 17:30), access_time}. ap; and ap, exhibit no
static conflict.

Lemma 2 Only if two authorization policies exhibit
a static conflict, would there exist a loop in G(APB),
where there exists one and only one edge identified as
‘=", The vertices of the loop are the left- and
right-hand sides of the two policies.

Proof According to Lemma 1, if exhibiting a static
conflict, two authorization policies ap; and ap; must
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satisfy one of the two conditions specified in Lemma
1. In such a situation, we would discover that there
must exist a loop in G(APB), where there exists one
and only one edge identified as ‘—’, and the vertices of
the loop are the left- and right-hand sides of the two
policies. If ap; and ap; satisfy the first condition
specified in Lemma 1, the loop formed is shown as
Fig.5a. If ap; and ap; satisfy the second condition
specified in Lemma 1, the loop formed is shown as

Fig.5b.
TR DR
+ + - +
(&) (r)—(8)

(@) (b)
Fig.5 Loops formed by conflicting policies
(a) Loops formed by policies of different types; (b) Loops
formed by policies of the same type

If two authorization policies ap; and ap; exhibit
no static conflict, there would not exist a loop in
G(APB), where there exists one and only one edge
identified as ‘—’, and the vertices of the loop are the
left- and right-hand sides of the two policies. For
example, the following two policies exhibit no static
conflict and the graph for authorization policies con-
structed for them is as shown in Fig.6 (note that the
loop has no edge identified as ‘—’): ap;: {approve
drawing, auditor, (drawing, approve), +, non_inher-
itable, ac,}, where ac;: {time, (between, 08:00,
17:00), access_time}; ap,: {approve drawing, auditor,
(drawing, approve), +, non_inheritable, ac,}, where
acy: {time, (between, 08:00, 18:00), access_time}.

Fig.6 Example graph for two policies exhibiting no
static conflict

We can conclude from Lemmas 1, 2 that static
conflicts can be detected by constructing the graph for
authorization policies. Only if two authorization
policies exhibit a static conflict, would there exist a
loop in the graph, where there exists one and only one
edge identified as ‘—’, and the vertices of the loop are
the left- and right-hand sides of the two policies. If a
new policy statically conflicts with an existing policy,
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the two policies will be added to the set of authoriza-
tion policies exhibiting static conflicts by the com-
putation of Algorithm 1; if the two policies exhibit no
static conflict, they will not be added to the set.

Dynamic conflict detection

The goal of dynamic detection is to predict a
dynamic, potential conflict that may, or may not,
occur in the future, and more specifically, what cir-
cumstances will expose that conflict. Dynamic de-
tection is enforced at run-time. Dynamic conflict
detection for authorization policies is a complicated
problem, in that the dynamic conflict is potential and
quite unpredictable; that is, it may, or may not, pro-
ceed to an actual conflict, and will be exposed only
under specific circumstances.

For example, we would be able to predict that the
policies of aps and ape defined in Table 1 would be in
a state of potential conflict if a drawing is designed
collaboratively by more than two designers and one of
them is the technical manager. In such a case, policy
aps becomes active and the drawing can only be ap-
proved by the auditor, whereas policy aps also turns
active and the drawing cannot be approved by the
auditor. Therefore, the occurrence of this particular
event means that the dynamic, potential conflict be-
tween aps and aps has been realized.

Note that when a dynamic conflict between aps
and aps occurs, the valid role set of aps is {auditor}; it
means that in such a situation only the auditor is valid
and can be granted the permission for approving the
drawing. If the valid role set of aps is {auditor}, the
auditor cannot be granted the permission for approv-
ing the drawing. In such a case, ValidRole(aps)c
ValidRole(apg), ValidUser(aps)cValidUser(aps).

Note that from the above analysis, when the
dynamic conflict between two correlative authoriza-
tion policies occurs, the requirements of the two
policies become incompatible, and this can be de-
tected by comparing the valid role sets or the valid
user sets of the two policies. Therefore, the dynamic
conflict between two correlative authorization poli-
cies can be detected by the calculation of their valid
role sets and valid user sets.

Rule 2 (Dynamic conflict detection for authorization
policie)  For two correlative authorization policies
api: (aci—(tu(api), R(ap), P(apy)), sign;) and ap;: (acj—
(tu(ap;), R(ap;), P(ap;)), sign;), if one of the following

conditions is satisfied at time t, then ap; and ap; are
not consistent and a dynamic conflict will occur:

(1) (signi="+")A(sign;="—")A((ValidRole(ap;)c
ValidRole(ap;))v(ValidUser(ap;)cValidUser(apy))); i.e.,
if ap; and ap; are different in type, and the valid role
set of the positive policy ap; is included in the valid
role set of the negative policy ap; or the valid user set
of ap; is included in the valid user set of ap;, then the
two policies are dynamically inconsistent.

(2) (signi=sign;j="+")A((ValidRole(ap;)Valid-
Role(ap;)=<)v(ValidUser(ap;)ValidUser(ap;)=<));
i.e., if ap; and ap; are both positive in type and the
intersection of the valid role sets or the valid user sets
of the two policies is empty, then the two policies are
dynamically inconsistent.

CONFLICT RESOLUTION FOR AUTHORIZA-
TION POLICIES

If conflicts occur, it becomes necessary to apply
methods to conflict resolution. A practical method of
resolving conflicts is to identify which policy in-
volved in a conflict situation will take precedence.
Some methods that can be used to establish prece-
dence in conflict situations have been studied, in-
cluding specific-overrides-general and negative-
overrides-positive, but each of them can produce only
valid results in some circumstances. For example,
consider the following two policies: ap;: {design
drawing, employee, (technical drawing properties,
read), +, inheritable}; ap,: {design drawing, proof-
reader, (drawing properties, read), —, non_inherit-
able}. The policy ap; states that the role employee can
read the properties of technical drawings during the
lifetime of task ‘design drawing’. The policy ap,
states that the role proof-reader cannot read the
properties of drawings during the lifetime of task
‘design drawing’. The role of ap, is more specific
than that of ap;, whereas the permission of ap; is
more specific than that of ap,. Therefore, we cannot
decide which policy is more specific.

Precedence based on modality, e.g., negative-
overrides-positive, resolves conflicts in a determinis-
tic way. For example, consider the following two
policies: ap;: {design drawing, employee, (drawing,
design), —, inheritable}; ap,: {design drawing, de-
signer, (drawing, design), +, inheritable}. The policy
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ap; states that all employees cannot be granted the
permission for designing drawings during the lifetime
of task ‘design drawing’. If negative policies take
precedence over positive ones, then none of the de-
signers can design drawings during the lifetime of
task ‘design drawing’.

To address the issue, the concepts of ‘precedence
establishment rule’ and “conflict resolution policy’ are
introduced in this study, and security administrators
can flexibly decide the methods for conflict resolution
according to system requirements.

Definition 14 (Precedence establishment rule) A
precedence establishment rule defines a method to
identify which authorization policy involved in a
conflict situation will take precedence. It can be
formally described as: Priority_Rule: {ap;, (relation,,
relationy, ..., relation;), ap;}—Priority(ap;)>Prior-
ity(ap;), where ap; and ap; are two authorization
policies involved in a conflict situation, and (relation,
relation,, ..., relation;) denotes the possible rela-
tionships between them. For example, (api, >timestamps
ap;) represents that the creation date of ap; is later than
that of ap;, and {api, (>0, NAP), ap;} states that roles
in ap; are more specific than those in ap; (ap; is a
negative policy while ap; is a positive one). The pos-
sible relationships between two policies can be de-
fined flexibly according to the conflict resolution
requirements of the system. The rule states that if two
authorization policies ap; and ap; satisfy the rela-

tionship specified by (relation,, relation,, ..., rela-
tiony), then ap; precedes ap;.
Definition 15 (Conflict resolution policy) A con-

flict resolution policy is a total order of some prece-
dence establishment rules. The policy can be for-
mally described as Conflict_Resolution_Policy:
(Priority_Rule;>Priority_Rule,>...>Priority_Ruley),
where Priority_Rule; (t=1, 2, ..., n) are the prece-
dence establishment rules integrated in the conflict
resolution policy, and ‘>’ denotes the order of priority
established for the rules. Conflict resolution is a
step-by-step process. Sequentially, a precedence es-
tablishment rule of a higher priority is selected to
resolve remaining conflicts at each step, until no
conflict remains.

For example, there is a conflict resolution policy
defined as Conflict_Resolution_Policy: (Priority
Rule;>Priority_Rule,>Priority_Rules). Therein Pri-
ority_Rules: {api, >timestamp, apj}—Priority(ap;)>Pri-
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ority(ap;) states that if the creation date of ap; is later
than that of ap;, then ap; will take precedence over ap;;
Priority_RUleZ: {apia >granter_level: apj}_’Priority(api)
>Priority(ap;) states that if ap; is issued by a higher
authority and ap; by a lower authority, then ap; will
take precedence over ap;; Priority_Rules: {ap;, NAP,
ap;}—Priority(ap;)>Priority(ap;) means that if ap; is
a negative policy and ap; a positive one, then ap; will
take precedence over ap;.

The resolution policy represents that when two
authorization policies ap; and ap; exhibit a conflict,
first we will compare the timestamps of the two con-
flict policies, and a new policy will override the old
policy. If the two conflict policies have the same
timestamp, then compare the level of the two granters,
in which a higher-level granter overrides the
lower-level granter. If the level of the two granters
cannot be compared, then Priority_Rules will be used
for conflict resolution.

COMPUTATIONAL COMPLEXITY

In this section we provide the computational
complexity for the proposed static, dynamic conflict
detection and resolution methods.

Getting enforced by constructing the graph for
authorization policies, the detection of static conflicts
is required when a new policy is added. We gradually
add authorization policies, the number of which ini-
tially defined is denoted by ns. The complexity of
establishing the initial graph for authorization policies

is O(njp), and the complexity of detecting all static

conflicts for these authorization policies is O(njp).

After the graph for authorization policies is initially
constructed, only when a new policy is added or a
policy is updated, will static conflicts need to be de-
tected. In such a case, the complexity of reconstruct-
ing the graph for authorization policies is O(n,p), and
the complexity of detecting static conflicts for the
new policy and existing policies is O(ngp).

Dynamic conflicts are detected by calculating
the valid role sets and valid user sets of authorization
polices. For an authorization policy ap: {tu, R, P, type,
inheritable, ac}, let ny,  represent the number of roles
in R. If ap is inheritable, the complexity of calculating
its valid role set and valid user set is O(n, ;) and
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O(ng_Niny), respectively, since senior roles of each
role in R also can or cannot be granted permissions in
P during the lifetime of tu if ac is satisfied. Here n; is
the number of roles and n, is the number of users in
the system. If ap is non-inheritable, the complexity of
calculating its valid role set and valid user set is
O(nyp ;) and O(ng Mny), respectively. Since the
maximum value of ny , is n;, the complexity of de-
tecting dynamic conflicts for two authorization poli-
cies is O(n,’ny).

Suppose that nyy is the number of all authoriza-
tion policies in the system. The maximum number of
conflicts is Napi(Nape—1)/2. The complexity of resolving
all these conflicts using the proposed conflict resolu-

tion method is O(mnZ,), where m is the number of

precedence establishment rules in the resolution pol-
icy. By the definition of precedence establishment
rules and conflict resolution policies, our resolution
method can resolve conflicts flexibly according to
system requirements. However, existing conflict
resolution methods such as specific-overrides-general
can produce only valid results in some circumstances
and fail to resolve all types of conflicts. The resolu-
tion method proposed in this study is therefore more
effective and efficient.

CONCLUSION AND FUTURE WORK

In this paper, we provide approaches to help
workflow designers construct a flexible, consistent
workflow authorization schema. We introduce a new
type of authorization policy language that is more
suitable and flexible for WFMSs. A set of static and
dynamic conflict detection rules is defined for au-
thorization policies in WFMSs to guarantee the ex-
emption of inconsistency and ambiguities within
these policies. Furthermore, a flexible and novel
conflict resolution method is proposed by the intro-
duction of two new concepts, the precedence estab-
lishment rule and the conflict resolution policy. Se-
curity administrators can flexibly decide the methods
for conflict resolution according to system require-
ments. Our future work will address the following
issues:

(1) The detection and resolution methods for
policy-constraint conflicts are in want of provision.

(2) Validity detection rules for authorization

policies need to be proposed, as conflicts may exist in
an authorization policy itself.

(3) Authorization policies expect further re-
finement, as policies are considered to exist at many
different levels of abstraction.

References

Atluri, V., Huang, W.K., 1996. An Authorization Model for
Workflows. Proc. 5th European Symp. on Research in
Computer Security, p.44-64. [doi:10.1007/3-540-61770-1]

Atluri, V., Huang, W.K., 2000. A petri net based safety analysis
of workflow authorization models. J. Comput. Secur.,
8(2):209-240.

Bertino, E., 2003. RBAC models—concepts and trends.
Comput. & Secur., 22(6):511-514. [doi:10.1016/S0167-
4048(03)00609-6]

Dunlop, N., Indulska, J., Raymond, K., 2002. Dynamic Con-
flict Detection in Policy-based Management Systems.
Proc. 6th Int. Enterprise Distributed Object Computing
Conf., p.15-26. [doi:10.1109/EDOC.2002.1137693]

Dunlop, N., Indulska, J., Raymond, K., 2003. Methods for
Conflict Resolution in Policy-based Management System.
7th IEEE Int. Enterprise Distributed Object Computing
Conf., p.98-109. [d0i:10.1109/EDOC.2003.1233841]

Ferraiolo, D.F., Cugini, J.A., Kuhn, D.R., 1995. Role-Based
Access Control (RBAC): Features and Motivations. Proc.
11th Annual Computer Security Application Conf.,
p.11-15.

Ferraiolo, D.F., Sandhu, R.S., Gavrila, S., Kuhn, D.R.,
Chandramouli, R., 2001. Proposed NIST standard for
role-based access control. ACM Trans. Inf. Syst. Secur.,
4(3):224-274. [doi:10.1145/501978.501980]

Georgakopoulos, D., Hornick, M., Sheth, A., 1995. An over-
view of workflow management: from process modelling
to workflow automation infrastructure. Distrib. Parall.
Databases, 3(2):119-153. [doi:10.1007/BF01277643]

He, Z.L., Tian, J.D., Zhang, Y.S., 2005. Analysis, detection and
resolution of policy conflict. J. Lanzhou Univ. Technol.
31(5):83-86 (in Chinese).

Huang, W.K., Atluri, V., 1999. SecureFlow: A Secure Web-
enabled Workflow Management System. Proc. 4th ACM
Workshop on Role-based Access Control, p.83-94.
[d0i:10.1145/319171.319179]

Moffett, J.D., Sloman, M.S., 1994. Policy conflict analysis in
distributed system management. Ablex Publish. J. Organ.
Comput., 4(1):1-22.

Oh, S., Park, S., 2003. Task-role-based access control model.
Inf. Syst., 28(6):533-562. [d0i:10.1016/S0306-4379(02)
00029-7]

Sandhu, R.S., Coyne, E.J., Feinstein, H.L., Youman, C.E.,
1996. Role-based access control models. IEEE Comput.,
29(2):38-47. [doi:10.1109/2.485845]

Thomas, R.K., Sandhu, R.S., 1997. Task-Based Authorization
Controls (TBAC): A Family of Models for Active and
Enterprise-oriented Authorization Management. Proc.
IFIP WG11.3 Workshop on Database Security, p.11-13.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


