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Abstract: Recently, Sun et al. (2005) highlighted the essential property of perfect forward secrecy (PFS) for e-mail protocols
when a higher security level is desirable. Furthermore, Sun et al. (2005)’s protocols take only a single e-mail server into account.
Actually, it is much more common that the sender and the recipient register at different e-mail servers. Compared to existing
protocols, the protocol proposed in this paper takes into account the scenario that the sender and the recipient register at different
servers. The proposed protocol is skillfully designed to achieve PFS and end-to-end security as well as to satisfy the requirements
of confidentiality, origin, integrity and easy key management. The comparison in terms of functionality and computational effi-

ciency demonstrates the superiority of the present scheme.
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1 Introduction

Nowadays, people are used to communicating
with each other by e-mail. Since e-mail is always
transmitted over open networks, it is not secure
against eavesdropping, modification, and so on. In
e-mail protocols, keeping the confidentiality and
integrity of transmitted e-mail is so crucial that e-mail
protocols such as pretty good privacy (PGP) (Zim-
mermann, 1995) and security/multipurpose Internet
mail extensions (S/MIME) (Thompson, 1995) have
been proposed.

PGP and S/MIME e-mail protocols use the hy-
brid system by combining the public-key cryptosys-
tem (Diffie and Hellman, 1976) and the symmetric
cryptosystem. A sender generates the digest of e-mail
content M, say H(M). Next, while the digest is en-
crypted the sender’s private key PRs is adopted,
which is then concatenated with M, say Z=
Fpr (H(M))|[M. The sender uses a session key ks to

encrypt Z, say Ei[Z]. Finally, the session key kg and
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E[Z] are encrypted with the public key of the re-
cipient before the mail is sent to the recipient. Using
PGP and S/MIME, the confidentiality and integrity
are easy to achieve.

Certified e-mail protocols (Schneier and Riordan,
1998; Park et al., 2003; Puigserver et al., 2005) have
recently been proposed to achieve fair exchange. That
is, when a sender sends an e-mail to a recipient, the
sender can confirm whether the recipient successfully
receives the e-mail or not. On the other hand, the
recipient can also confirm whether the e-mail has
been sent from the sender.

Perfect forward secrecy (PFS) is important for a
security protocol. It means that when the long-term
keys of either the sender or the recipient are com-
promised, the previous short-term keys are still kept
secret. Unfortunately, the above-mentioned schemes
(Thompson, 1995; Zimmermann, 1995; Schneier and
Riordan, 1998; Park et al., 2003; Puigserver et al.,
2005) do not have this property.

Sun et al. (2005) proposed two secure e-mail
protocols that could achieve PFS. However, Dent
(2005) pointed out that Sun et al. (2005)’s second
protocol did not have the property of PFS. Phan (2008)
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further showed that Sun et al. (2005)’s first protocol
could not resist replay attacks or unknown key-share
attacks. Thus, some e-mail protocols (Kim et al., 2006;
Lin et al., 2006) have been presented to improve the
security of Sun et al. (2005)’s.

It is worthwhile to note that the above-
mentioned e-mail protocols take only a single e-mail
server into account. Actually, it is much more com-
mon that the sender and the recipient register at dif-
ferent e-mail servers.

The guidelines of designing a secure e-mail
protocol are highlighted as follows:

1. End-to-end confidentiality: An e-mail should
be transmitted in the form of ciphertext so that it
cannot be decrypted by anyone else (including e-mail
servers) but the intended recipient.

2. Origin and integrity: The recipient can check
the origin of the received e-mail and the integrity of
the content of the e-mail. This property can be guar-
anteed through adopting message authentication code
(MAC) or digital signature.

3. PFS: This property is in particular suitable for
applications with the essential need of high security. It
can be achieved with the characteristic of Diffie-
Hellman key agreement scheme (RSA Laboratories,
2000)

4. Public key infrastructure (PKI) complexity: It
is well known that it is expensive to maintain a PKI
environment. Security protocols that intuitively adopt
public key cryptosystems often suffer from this.

In this paper, a new e-mail protocol, in which the
sender and the recipient register at two different
e-mail servers, is proposed to meet all the properties
mentioned above. The comparison in terms of func-
tionality and computational efficiency between the
protocols in related works and the proposed protocol
demonstrates that the present scheme does work well.

2 Proposed method

The proposed e-mail protocol consists of three
phases: registration, sending, and receiving. Some
notations shown in Table 1 are depicted to help un-
derstand the proposed protocol.

2.1 Registration phase

Either the sender or the recipient has to register
at an individual e-mail server at the beginning. For

example, when a participant 4 (resp. B) registers at
e-mail server Sy (resp. Sp), it implies that 4 shares
password O; with S,. 4 submits ID, and (g*' mod n)
to Sy, where #n is a big prime number, g is a generator
with order n—1 over GF(n), and a is a random number.

S, computes the registration information (g mod n)
with Ql’] and stores (g“ mod n). Likewise, the par-

ticipant B shares , with e-mail server Sp. Sp stores
(gb mod 7) for B. For simplicity, ‘mod »’ is omitted
hereafter.

Table 1 Notations used in the proposed scheme

Notation Description

1D, IDg A or B’s identity, including the field of the
identity of an e-mail server at which 4 or
B has registered

Sy, Sp The two e-mail servers at which 4 and B
have registered

[‘1k The symmetric encryption or decryption
operation with the key &

01, 0, The integers computed from the passwords
are shared between the sender and the
e-mail server or e-mail and the recipient.
And the size is large enough to resist dic-
tionary attacks

n A large prime number

g A generator with order n—1 over GF(n)

MACG() A one-way hash function with the key k&

K The secret key shared in advance between
two e-mail servers S, and Sy

X—>Y:M X sends the message M to Y

2.2 Sending phase

When sender 4 intends to send an e-mail to re-
cipient B, the operation goes as follows:

Step 1: A—S,: Request.

If A wants to deliver an e-mail to B, he should
send the request to Sy firstly.

Step 2: S;—Sp: Request.

S, forwards the request to S to ask for the reg-
istration information of B.

Step 3: Sp—S,: IDg, g, MACk(ID3, &°).

S finds g” of B. Then Sz computes the MAC
value of IDg, gb with K, and sends IDj, gb, MACk(IDg,
gb) to S B

Step 4: Sy—4: IDp, g’, MAC (D3, g°).

In order to check the validation of the received
message, Sy computes MACk(IDg, gb) and checks if
the computed MAC value is equal to the received
MAC value. If it holds, S; computes the MAC value
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of IDg, g” with O and sends 1D, g”, MACy (1D, &)
to 4.

Step 5: A—>SA: IDA, IDB, [M]gvb, gx’ MACQI(IDA,
IDg, [M]g#, &).

Upon receiving the message, A4 computes
MAC (IDg, ¢") and checks if the computed MAC

value is equal to the received MAC value. If it holds,
A computes g with a random number x and g by
computing (g")". 4 encrypts M with g, where M is
the content of the e-mail. 4 computes the MAC value
of IDy, IDg, [M]g+, g with Q) and sends ID,, IDg,
[M]gxb, gx, MACQI(IDA, IDB, [M]gxb, g‘c) to SA.

Step 6: Sy;—Sp: 1D, IDg, [M]gw, g°, MACK(ID,,
IDB, [Mg‘b’ gx)-

S, checks the validation of the received message.
It computes MACg (ID 4, IDg, [M]go, g") and checks if

the computed value is equal to the received value. If it
holds, S, computes the MAC value of ID4, IDg, [M]g,
¢" with K and sends ID 4, IDg, [M]g+, g, MACK(ID,4,
IDg, [M]gv, &) to Sp. After receiving the message, Sp
stores the e-mail message for B.

2.3 Receiving phase

Step 7: B—Sp: IDs, g”, MACo (IDs, g”, &)

When B is on-line and intends to check e-mails,
he will compute gb, with a new random number 5’ and
MACo,(IDg, g, g’). Then B sends ID; g’
MAC, (IDg, g", &) to Ss.

Step 8: Sg—B: 1D 4, IDg, [M]gs, g°, MACq (ID4,
1D, [M]g, &, &)-

Upon Sy receiving the message, Sp verifies
MAC,(IDg, g”, &"). If the verification fails, Sz will
reject the request from B; otherwise, Sz updates g’
with g”". Lastly, Sz computes the MAC value of ID,,
D, [M]ge, &', g" with O, and sends ID 4, IDg, [M]g»,
g', g", MACq (ID;, IDp, [M]v, g, &) to B.

When B receives the message from Sp, he
computes MAC (ID, IDg, [M]g», g°, g”). B checks if
the computed MAC value is equal to the received
MAC value. If it holds, he computes g’ by computing
(" to decrypt [M]g.

3 Security analysis

This section provides the security analysis of the
proposed e-mail protocol. Before explaining the se-

curity, we make some assumptions to help prove the
security.
Assumption 1 (Discrete logarithm problem, DLP)

5

Given a prime 7, a generator g of Z , and an element

n?

b ez, find an integer a, l<a<n—2, such that

g“=b mod n. The DLP assumption is that there is no
feasible way to solve the DLP problem, computing a
by giving b, for all probabilistic polynomial time.
Assumption 2 (Computational Diffie-Hellman
problem, CDH) Given g“ and g’, there is no feasible
way to compute g“b in probabilistic polynomial time.
Assumption 3 (One-way hash assumption) A one-
way hash function is defined as that the hash function
can take input of any size and output the fixed-size
result. For a secure one-way hash function y=h(x),
given x to compute y is easy but given y to compute x
is hard.

Next, we analyze three security properties: con-
fidentiality, integrity, and PFS. Confidentiality is the
protection of the transmitted e-mail: only the author-
ized recipient can obtain the content of the mail. The
general method is encrypting the e-mail. Secondly,
integrity ensures the e-mail not modified on the way
of transmitting. Finally, PFS is a security-sensitive
property. If the long-term secret keys or passwords
are compromised, the previous session keys will be
still kept secret and, thus, the confidentiality of the
past e-mail will be guaranteed. Besides, replay attacks
are one of the most common attacks to a security
protocol. In an e-mail protocol, they aim at cheating
the e-mail recipient.

Proposition 1 (Confidentiality with end-to-end se-
curity) This protocol provides confidentiality of the
transmitted e-mail by keeping the encryption key
secret.

Proof Cipher-e-mail is delivered from 4, Sy, Sp to
the recipient B. Although the attacker can intercept g*
and gb, he has no feasible way to compute gXb based
on Assumption 2. The cipher-e-mail is not decrypted
until the recipient does it. On the way of delivery,
neither outsiders nor e-mail servers can open it. Thus,
confidentiality with end-to-end security is achieved.
Proposition 2 (Integrity)  This protocol provides
integrity of the transmitted e-mail.

Proof In this protocol, the integrity of the trans-
mitted e-mail is enabled by introducing MAC func-
tions. The integrity of e-mail is guaranteed by means
of protecting the integrity of [M]g».
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The integrity of [M],» between sender 4 and
e-mail server S, is verified by S (Step 5) with Q.
Secondly, the integrity of [M],+ between e-mail server
S4 and recipient Sp is verified by Sg (Step 6) with the
secret key K. Thirdly, the integrity of [M],» between
e-mail server Sp and recipient B is verified by B (Step
8). Hence, this protocol can provide the integrity of
the transmitted e-mail.

Proposition 3 (Perfect forward secrecy, PFS)  This
proposed protocol provides the property of PFS.
Proof If the passwords Q;, O, and the secret key K
are disclosed to an attacker for some reason, and the
attacker can compute g and gb, the attacker has no
efficient way to compute the session key g based on
Assumption 2. Also he cannot solve x (resp. b) to
compute (g)" (resp. (g")") based on Assumption 1. It
implies this protocol provides the property of PFS.
Proposition 4 (Resistance to replay attacks)  This
protocol can resist replay attacks.

Proof Two nonce numbers a and b are involved in
all MAC functions in Steps 3-8 to guarantee the
freshness of transmitted messages. Each participant

can easily measure the freshness of message traveling.

Accordingly, the freshness of the received message
can be guaranteed by checking the validation of MAC
values.

4 Discussion

The following discussions are given to highlight
the advantages of the present protocol.

1. Generalization. In order to meet the scenario
of common e-mail protocol, i.e., involving the two
server e-mail servers for two participants, the pro-
posed protocol enables two participants registering at
different servers to transfer an e-mail.

2. Computation complexity. The present e-mail
protocol involves cost-efficient hash operations in-
stead of cost-expensive asymmetric cryptographic
operations. Hash operations are about 100-10000
times faster than asymmetric cryptographic opera-
tions (Rivest and Shamir, 2001), and symmetric op-
erations are about 1000 times faster than asymmetric
cryptographic (RSA Laboratories, 2000). Therefore,
the computation complexity can be decreased effi-
ciently in the proposed scheme.

3. Key management. Complexity of PKI arises

from public-key dictionary maintenance including
public-key certificate generation and public-key re-
voking in the system. However, such certificate-
based public-key cryptosystems have mainly the
following potential problems. Firstly, the cost for
verifying the certificate is necessary. Secondly, the
heavy burden of maintaining PKI is involved. The
proposed scheme removes these shortcomings of the
related protocols in (Sun et al., 2005; Kim et al., 2006;
Lin et al., 20006).

Table 2 summarizes the comparisons of security
and functionality between the related e-mail protocols
and ours. Table 3 shows the comparison of perform-
ance between the related e-mail protocols and ours.

Table 2 Functionality comparison between the related
e-mail protocols and ours

Protocol Reference COFlﬁ._ Integrity PFS RTRA PKI NR
dentiality
PGP Zimmermann,
1995 Y Y N Y Y Y
S/MIME Thompson, v v N Y Y Y
1995
SHH Sun et al., Y N Y N Y Y
2005 % N N N Y Y
LLW Lin et al.,
2006 Y N Y Y Y Y
KKL Kim et al., Y N Y Y Y Y
2006 % N Y Y Y Y
SR Schneier and
Riordan, 1998 N N Yy vy Y N
PRCS Park et al.,
2003 Y N N N Y Y
PGR Puigserver et
al., 2005 N N NONOY Y
Ours Y Y Y Y N Y

Y: the e-mail protocol can provide the property; N: the e-mail protocol
can not provide the property; NR: non-repudiation; PFS: perfect forward
secrecy; PGP: pretty good privacy; PKI: public key infrastructure;
RTRA: resistance to replay attacks; S/MIME: security/multipurpose
Internet mail extensions

Table 3 Computation comparison between the related
e-mail protocols and ours

AIS/B AIS4/S5/B
Computation
SHH LLW KKL Ours

Publickey 52 222 2202 21172 11000 0/0/0/0
en(de)cryption

Modular 515 111 111 233 233 310002
exponential

Session-key 0 )01 1011 112 112 100/
en(de)cryption
Hash function 1/0/1 1/0/1 1/0/1 0/0/0 1/0/1 ~ 2/4/4/2

KKL (Kim ef al., 2006); LWW (Lin ef al, 2006); SHH (Sun et al, 2005)
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5 Conclusion

In this paper, a more generalized protocol pro-
viding perfect forward secrecy and end-to-end secu-
rity is presented. This protocol can guarantee not only
the high security of end-to-end confidentiality, origin,
integrity and perfect forward secrecy, but also the
performance in terms of generality, key management,
and computation efficiency.

References

Dent, A.W., 2005. Flaws in an e-mail protocol of Sun, Hsich
and Hwang. [EEE Commun. Lett., 9(8):718-719. [doi:10.
1109/LCOMM.2005.1496593]

Diffie, W., Hellman, M.E., 1976. New directions in
cryptography. IEEE Trans. Inf. Theory, 22(6):644-654.
[doi:10.1109/TIT.1976.1055638]

Kim, B.H., Koo, J.H., Lee, D.H., 2006. Robust e-mail proto-
cols with perfect forward secrecy. I[EEE Commun. Lett.,
10(6):510-512. [doi:10.1109/LCOMM.2006.1638632]

Lin, I.C., Lin, Y.B., Wang, C.M., 2006. An Improvement on
Secure E-Mail Protocols Providing Perfect Forward Se-
crecy. Proc. 9th Joint Conf. on Information Sciences,
p-697-700. [doi:10.2991/jcis.2006.102]

Park, J.M., Ray, I., Chong, E.K.P., Siegel, H.J., 2003. A Cer-
tified E-Mail Protocol Suitable for Mobile Environments.
Proc. IEEE Global Telecommunications Conf.,

p-1394-1398. [doi:10.1109/GLOCOM.2003.1258467]

Phan, R.C.W., 2008. Cryptanalysis of e-mail protocols pro-
viding perfect forward secrecy. Comput. Stand. Inter.,
30(3):101-105. [doi:10.1016/j.csi.2007.08.007]

Puigserver, M.M., Gomila, J.L.F., Rotger, L.H., 2005. Certi-
fied E-Mail Protocol with Verifiable Third Party. Proc.
IEEE Int. Conf. on e-Technology, e-Commerce and
e-Service, p.548-551. [doi:10.1109/EEE.2005.46]

Rivest, R.L., Shamir, A., 2001. PayWord and MicroMint: Two
Simple Micropayment Schemes. MIT Laboratory for
Computer Science, Cambridge, MA, p.1-18. [doi:10.
1007/3-540-62494-5_6]

RSA Laboratories, 2000. RSA Laboratories’ Frequently Asked
Questions about Today’s Cryptography, V4.1. Bedford,
USA.

Schneier, B., Riordan, J., 1998. A Certified E-Mail Protocol.
Proc. 14th Annual Computer Security Applications Conf.,
p-347-352.

Sun, H.M., Hsieh, B.T., Hwang, H.J., 2005. Secure e-mail
protocols providing perfect forward secrecy. [EEE
Commun. Lett., 9(1):58-60. [doi:10.1109/LCOMM.2005.
01004]

Thompson, J., 1996. S/MIME Message Specification: PKCS
Security Services for MIME. RSA Data Security Inc.
Available from http://www.rsa.com/ [Accessed on Feb.
22,2009].

Zimmermann, P.R., 1995. The Official PGP User’s Guide.
MIT Press, Cambridge, Massachusetts, USA.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice


