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Abstract:    With the development of high-speed railways in China, more than 2000 high-speed trains will be put into use. Safety 
and efficiency of railway transportation is increasingly important. We have designed a high availability quadruple vital computer 
(HAQVC) system based on the analysis of the architecture of the traditional double 2-out-of-2 system and 2-out-of-3 system. The 
HAQVC system is a system with high availability and safety, with prominent characteristics such as fire-new internal architecture, 
high efficiency, reliable data interaction mechanism, and operation state change mechanism. The hardware of the vital CPU is 
based on ARM7 with the real-time embedded safe operation system (ES-OS). The Markov modeling method is designed to eva-
luate the reliability, availability, maintainability, and safety (RAMS) of the system. In this paper, we demonstrate that the HAQVC 
system is more reliable than the all voting triple modular redundancy (AVTMR) system and double 2-out-of-2 system. Thus, the 
design can be used for a specific application system, such as an airplane or high-speed railway system. 
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1  Introduction 

 
A high-speed railway is an energy-saving,  

environmentally-friendly, and sustainable transport 
mode. It has the advantages of being safe, punctual, 
fast, and comfortable. High-speed railway trunk lines 
in China will be completed in 2012. With the con-
struction of intercity railways, a high-speed railway 
network, covering large cities with a population of 
more than 500 000, will be gradually formed. There 
will then be more than 2000 high-speed trains put into 
operation. Safety and efficiency of railway transport 
is increasingly important. The train operation control 

system is the key signal system equipment to guar-
antee the safety of train operation and improve the 
transport efficiency. The system is composed of an on 
board automatic train protection (ATP) system and a 
ground control system. The on board train control 
system is the so-called ATP, including on board vital 
computer (VC), track circuit reader (TCR), balise 
transmission module (BTM), data recording unit 
(DRU), driver machine interface (DMI), train inter-
face unit (TIU), and train and wayside communica-
tion unit (TWC), etc. ATP is the final safety executant 
to ensure safe operation of a high-speed train, satis-
fying the requirements of safety integrity level 4 
(SIL4), with fault-oriented safe attributes. 

Commonly, the existing domestic ATP system 
uses a double 2-out-of-2 VC platform. This computer 
platform is built on a hot-standby redundant  
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subsystem, which uses the 2-out-of-2 VCs (Qin et al., 
2010). When a failure is found in any module of the 
subsystem, it will be in the fail-safe state, and the 
double 2-out-of-2 system is transformed into 2-out- 
of-2 redundancy system (Dou et al., 2007), whose 
hardware fault tolerance is 1. In the 2-out-of-3 VC 
platform, if a failure is found in a certain module, the 
system will be changed into the 2-out-of-2 redun-
dancy system. If more than two modules failed, the 
system will be in the fail-safe state. The hardware 
fault tolerance of the 2-out-of-3 VC platform is also 1. 
There is no disparity between the double 2-out-of-2 
VC platform and the 2-out-of-3 VC platform in the 
aspect of hardware fault tolerance (IEC 61508-6: 
2000). 

There are two approaches to improve the relia-
bility and safety of the system to block the failure of a 
system. The first is fault avoidance, and the second is 
fault tolerance (Kim et al., 2005). Because compo-
nents may develop faults with time, a fault avoidance 
technique is very difficult to apply (Kim et al., 2002). 
However, with the fault tolerance technique, the sys-
tem has a redundancy, and a fault is allowed without 
termination of its normal operation. 

There are several types of fault tolerance tech-
niques, such as hardware redundancy, software re-
dundancy, time redundancy, and information redun-
dancy techniques (Kim et al., 2005). In the high 
availability quadruple vital computer (HAQVC) sys-
tem, we use a hardware redundancy technique, em-
bedded software redundancy and safe-bus redun-
dancy. Technologies used in safety systems mainly 
include voting structure, or parallel structure, or both 
structures. The typical voting system is comprised of 
n units. The k/n system is that if the numbers of active 
units are no less than k (k is between 1 and n), the 
system will not be inactive. We assume that the re-
liability of n units is R, and the reliability mathemat-
ical model is shown as 
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ity. The parallel system is also comprised of n units,  
 

and each unit of the system is independent. When all 
of its units are inactive, the parallel system will be 
inactive. The reliability mathematical model is shown 
as 
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where Fi and Ri are the unreliability and reliability of 
unit i. 

Using the voting and parallel structures, it not 
only has the voting structure’s advantage of high 
safety, but also has the parallel structure’s advantage 
of availability and maintainability. The reliability 
mathematics model of the system is shown as 
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As shown in Eqs. (1)–(3), we can obtain the reliability 
function of the 2-out-of-2 system, the 2-out-of-3 
system, and the double 2-out-of-2 system, which can 
be formulated as follows: 
 

2
2-out-of-2

2 3
2-out-of-3

2 4
double2-out-of-2

,

3 2 ,

2 .

R R

R R R

R R R

 


   
   

               (4) 

 
However, the above analysis shows that there is 

no disparity between the double 2-out-of-2 system 
and the 2-out-of-3 system. In fact, the 2-out-of-3 
system is of the highest reliability. In order to provide 
full play to the advantages of four modules architec-
ture, and ensure the safety of the system, while im-
proving the reliability and availability of the system, 
we designed a novel HAQVC system, based on the 
research on the framework and the mechanism of data 
interaction and redundant degeneration of the VC 
platform. At the same time, we draw the curves of 
reliability of the HAQVC system, the double 2-out- 
of-2 system, the 2-out-of-3 system, and the 2-out-of-2 
system in the same figure as a contrast (Fig. 1). Ob-
viously, the HAQVC system is of the highest  
reliability. 
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2  System design 

 
Compared with a general industrial control sys-

tem, the on board ATP system is essentially a special 
safety control system with high-speed trains as its 
controlled object. The interface units and the function 
modules of the on board ATP system adopt the gen-
eral modules except for the TIU, which mainly falls 
into two categories: multifunction vehicle bus (MVB) 
and relay interface. The function and scale of the 
system controller, types of input-output (IO) module, 
IO knot number, and types and number of commu-
nication module have been mostly determined. On the 
basis of meeting the requirements of the installation 
of rolling stock mechanical structure, electromagnetic 
compatibility, and convenient maintenance, a tho-
rough study has been conducted for the key elements 
of the system, such as the requirements of safety, 
reliability, availability, maintainability, and real-timing 
 
 
 
 
 
 
 
 
 
 
 
 
 

and their restrictive relationships, so as to determine 
the scale of the control system, system architecture, 
network topology, hardware platform, and the me-
chanisms of communication scheduling and redun-
dancy switching-over. 

The VC module, input module, and output 
module of the HAQVC system are all of quadruple 
structure, linked by four redundancy safety buses 
(SBUS1, SBUS2, SBUS3, and SBUS4). The structure 
of the system is shown in Fig. 2. The system is double 
2-out-of-2 when the four VC modules are operating 
correctly, in which one subsystem with 2-out-of-2 
redundancy structure is composed of VC-A and 
VC-B, while the other subsystem is composed of 
VC-C and VC-D. We use four safety buses to achieve 
the interconnection, clock synchronization, and the 
communications scheduling between each subsystem. 
With the safety bus, the module can achieve the 
purpose of fault diagnosis, data synchronization, state 
information interaction, and safety data verification. 

The traditional computer system of the double 
2-out-of-2 includes two subsystems I and II, which 
are in a standby mode. Generally, only the master 
subsystem sends the results out, while the other sub-
system is in the standby mode. Should the master 
subsystem break down, the slave subsystem will 
switch to the master subsystem and be run by the 
communication module. The way it works can sig-
nificantly affect the availability and real time 
attributes of the system. If some data are lost because 
of the handover process, it will lead to an emergency 
brake. The HAQVC system works in a parallel oper-
ation mode. The subsystems I and II are in output 
states; thus, there is no disturbance caused by the 
shut-down process in the HAQVC system.  
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Fig. 2  Architecture of the high availability quadruple vital computer (HAQVC) system 
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In the traditional double 2-out-of-2 VC system, 
the system transforms into the 2-out-of-2 architecture 
when a failure is found in a certain module. Although 
there are two modules operating correctly, the system 
will be in the fail-safe state if subsystems I and II both 
have failures. However, if any module fails, the 
HAQVC system will degenerate to the 2-out-of-3 
architecture. And if any two modules have faults, the 
system will transform into the 2-out-of-2 architecture. 
If more than three modules have faults, the HAQVC 
system will be in the fail-safe state. Table 1 lists the 
working state of the HAQVC system and the tradi-
tional double 2-out-of-2 system. States 2–5 mean the 
operating states of the system when only one module 
fails. The HAQVC system is operating with a 
2-out-of-3 architecture and the hardware fault toler-
ance is 1. In the same condition, the traditional double 
2-out-of-2 system is operating with a 2-out-of-2 ar-
chitecture and the hardware fault tolerance is 1. States 
7–10 indicate that two modules of subsystem I and II 
have faults. The HAQVC will be operating with 
2-out-of-2 architecture while the double 2-out-of-2 
system is in the fail-safe state. The HAQVC system 
has a distinct advantage over the traditional double 
2-out-of-2 system. 

In the system based on the HAQVC architecture, 
the key IO module and communication module use 
the similar architecture. And the interfaces of the ATP 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

system, vehicle, and wayside equipment are more 
susceptible to the surge current and group impulse 
(Paul, 2006). In the application and engineering, we 
have found that the maintenance ratio of those inter-
faces is high. Therefore, using the HAQVC archi-
tecture can ensure the high availability and safety of 
the system, and enhance system reliability and 
maintainability.  

 
 

3  Hardware and embedded safe operation 
system (ES-OS) 

 
In fault-tolerant design techniques, there are 

passive hardware redundancy, active hardware re-
dundancy, and hybrid hardware redundancy. The 
HAQVC system is passive hardware redundancy, 
which has a fault masking and detection. If the 
HAQVC system has no more than two faults, the fault 
is masked and has no effect on the system operation 
before repair. The HAQVC system is designed on 
ARM7. 

The hardware fault diagnosis is one of the core 
contents of the hardware design of the safety-related 
system. According to the safety requirement of SIL4, 
the system hardware should be designed with high 
diagnostic coverage (DC). The DC should be more 
than 99% and 90% for the systems whose hardware  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 1  Working state of the high availability quadruple vital computer (HAQVC) system and the double 
2-out-of-2 vital computer* 

Sequence No. VC-A VC-B VC-C VC-D HAQVC Double 2-out-of-2 vital computer

State 1 ○ ○ ○ ○ Double 2-out-of-2 Double 2-out-of-2 

State 2 × ○ ○ ○ 2-out-of-3 2-out-of-2 

State 3 ○ × ○ ○ 2-out-of-3 2-out-of-2 

State 4 ○ ○ × ○ 2-out-of-3 2-out-of-2 

State 5 ○ ○ ○ × 2-out-of-3 2-out-of-2 

State 6 × × ○ ○ 2-out-of-2 2-out-of-2 

State 7 × ○ × ○ 2-out-of-2 Fail-safe 

State 8 × ○ ○ × 2-out-of-2 Fail-safe 

State 9 ○ × × ○ 2-out-of-2 Fail-safe 

State 10 ○ × ○ × 2-out-of-2 Fail-safe 

State 11 ○ ○ × × 2-out-of-2 2-out-of-2 

State 12 × × × ○ Fail-safe Fail-safe 

State 13 × × ○ × Fail-safe Fail-safe 

State 14 × ○ × × Fail-safe Fail-safe 

State 15 ○ × × × Fail-safe Fail-safe 

State 16 × × × × Fail-safe Fail-safe 
* ○: Normal; ×: Fault 

 



Tan et al. / J Zhejiang Univ-Sci A (Appl Phys & Eng)   2011 12(12):926-935 930

fault tolerances are 1 and 2, respectively (IEC 
61508-2:2000). The DC of the HAQVC system is 
over 99% by self-diagnosis of single module and the 
diagnosis between the modules. The vital CPU mod-
ule will test the hardware equipment to ensure that the 
hardware is normal. The detecting items include in-
struction set, register, RAM, FLASH, the stack 
pointer, program sequence, crystal oscillator fre-
quency, and power, etc. In terms of function, the 
detection module falls into four categories, power up 
detection sub-module, periodic check sub-module, 
the sub-module of interface of hardware detection 
circuit, and fault alarm sub-module. The system test 
and diagnostic flow is shown in Fig. 3. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
The power up detection sub-module will conduct 

a complete hardware detection of key hardware to 
ensure its normal operation when the system starts. 
The detecting objects include instruction set, register, 
RAM, and FLASH. The detection should not be 
complex, such that the power-on time of equipment is 
not too long. However, the detecting range must in-
clude the whole target objects. 

In order to find hardware faults, the function of 
periodic check sub-module is to detect each part of 
hardware in real time during equipment operation. 
The detecting objects include instruction set, register, 
RAM, the stack pointer, and the chip. 

The sub-module of interface of hardware detec-
tion circuit will receive the failure warning signal 
from the hardware detection circuit, such as the de-
tection of the sequencing of programs using watchdog 
circuit, the crystal failure, the power management 
chip, and fault diagnosis of power. 

The function of fault alarm sub-module is to 
record and report the failure detected by the hardware 
and provide corresponding measures. 

The vital CPU hardware has been developed for 
nearly five years (Fig. 4). Besides the technical part of 
the development, an internal organization that cor-
responds to the European Committee for Electro-
technical Standardization (CENELEC) standards has 
to be built (EN 50126:1999; EN 50128:2001; EN 
50129:2003). During the development period, the 
general and complex CENELEC process was stripped 
to an easier-to-handle specific process for generic 
developments. Thus, the development-process and 
the product itself fulfill the requirements of EN 
50126:1999, EN 50128:2001, and EN 50129:2003. 

 
 
 
 
 
 
 
 
 
 
 
 
 
According to the requirements of the safety 

system, a real-time embedded safe operation system 
(ES-OS) has been designed for the VC system. The 
ES-OS and application-program are non-volatile 
stored in compact flashcards. Power-on programs will 
be transferred to synchronous dynamic random access 
memory (SDRAM) and executed from there. Execu-
tion of the ES-OS begins with short self-tests and 
cyclic long-time-testing is proceeded by the ES-OS in 
background. The interface between the ES-OS and 
application via the application-interface (API) and 
application works with cyclic proceeded main-loops. 

Hardware-abstraction-layer (HAL) communi-
cates with hardware on chip and on board. HAL-  
functions include connector localization in rack,  
address-switch, on board/chip universal asynchron-
ous receiver/transmitters (UARTs), test-signal refer-
ence, bus-arbitration, power-supervision, watch-
dog-supervision, pushing buttons, reset, light emitting 
diode (LED)-display, and so on. 

Fig. 4  Picture of the hardware 
Fig. 3  System test and diagnostic flow
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The ES-OS functional modules communicate 
with HAL and API, serving as an interface between 
HAL and API. The functions of the ES-OS modules 
include general-control-module, communication 
between HAL and API, output of massages to display, 
scanning and control of pushing buttons, self-tests,  
exception-handling, system-functions, and so on. 

API communicates with application, serving as 
an interface between ES-OS and application. Based 
on practical application, six kinds of API are designed 
in the ES-OS. EA-input-API announces the state of 
the inputs to the application. EA-output-API controls 
the outputs by the application layer and reading back 
the state of the outputs to the application layer. 
Man-machine-interface-API (MMI-API) displays 
messages and reacts of pushing buttons. External- 
communication-API (E-COM-API) sends and rece-
ives data via the buses and local area network (LAN), 
building and analyzing the safeguarded telegrams. 
Internal-communication-API (I-COM-API) commu-
nicates with the other channel. Error- 
handling-API (Errhler-API) announces errors to the 
application and exception-handling. System API is 
for special non-safe system functions such as timers. 
 

 
4  Safety bus and deterministic communica-
tion schedule 

 
The safety communication protocol has been 

adopted to develop the quadruple safety bus. By 
adding three bytes safe cyclic redundancy check 
(CRC) and extending a complete byte, a total of four 
bytes are transmitted to ensure the safety of the 
message. CRC adopts the Hamming distance h which 
equals 7 to ensure the safety of the 24-byte data. In 
this study, the bit false rate (BFR), which is usually 
set to the value of 10−9 in good transmission equip-
ment, is 10−4. The maximum transmission rate of the 
applied communication equipment is 500 frames/s. 
Each packet of the transmission frame format con-
tains all the relevant safety performance. After the 
camouflage identification, the packets will be re-
jected and the message will be resent. 

When the Hamming distance equals 7, 6-bit 
camouflage data can be identified. If 7-bit or more 
camouflage data emerges, there will be risks. Since 
the probability of over 7-bit camouflage data ap-

pearing is far lower than 7-bit camouflage data whose 
frame format is 216-bit, it can be neglected. Suppos-
ing that the number of bit is n, the binomial distribu-
tion would be: in a message frame format, the prob-
ability of the existence of k-bit camouflage data is 
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every 500 frames/s, the risk rate is shown as 
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In the double-channel system, the risk rate when 

the packet data of channels A and B are camouflaged 
simultaneously is 5.2×10−19 h−1. Because of the low 
rate, it can be neglected during the actual calculation 
process, especially for the situation when only 20 
addresses can be used for the system. 

All the communications between modules and 
CPU rely on the safety communication bus. The 
HAQVC system adopts a fixed address coding tech-
nique. The first address of a set of modules (n) is a 
multiple of 4, n=4k. The other three address codes of 
the group module are 4k+1, 4k+2, and 4k+3, and the 
following codes 4(k+1), 4(k+1)+1, 4(k+1)+2, and 
4(k+1)+3 are for the next set of modules. The CPU 
modules of HAQVC occupy four communication 
buses. For the ATP system, the relationship among 
communication links of the modules is fixed, and the 
content of communication will change over time and 
circle. Although the communication among different 
VC modules occupies the bus, it will not take the CPU 
resources of other modules, because the irrelevant 
information will be blocked in the link layer of the 
bus interface chip. At a certain time, some emergency 
concerning driving happens, such as the track cir-
cuit’s code sequence mutates, active balise informa-
tion and IO information on train safety status change. 
Even though the fixed communication slot has 
passed, the transmission of relevant messages will be 
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through event-trigger communication, so that the vital 
CPU module can take safety measures in time and not 
need to wait until the next cycle (IEC/PAS 
62409:2005). The specific scheduling diagram is 
shown in Fig. 5. 

The vital CPU module of HAQVC provides in-
teractive information exchange between diagnostic 
message and synchronic information through the 
safety bus in the second and third time slots. In addi-
tion, through the inter-communication, vital CPU 
module receives real-time working status and calcu-
lation results of other CPU modules, and thus guar-
antees the effectiveness and real time attribute of 
safety output function based on the voting structure, 
false diagnosis and screening function, rapid regres-
sion function, and failure-oriented safety function. 
The control data can be obtained in the fourth time slot. 

The certainty of communication scheduling of 
the whole system is based on precision clock syn-
chronization. The measurement accuracy is shown in 
Fig. 6. The system, which combines hardware and 
software synchronization, achieves the precise syn-
chronization among modules and ensures the safety 
of clock synchronization. Master clock sends  
synchronization-related messages within the first 
communication slot. The system supports the access 
of absolute clock of global positioning system (GPS) 
to realize global synchronization, and provides a 
guarantee for accident and error recording. 

The device modules of the HAQVC system are 
connected with system bus through isolating com-
munication interface modules, so that the fault mod-
ule can be cut off in case of failure, and thus ensure 
the system bus safety when modules are disconnected 
from it. 

 
 
 

 
 
 
 
 
 
 
 
 
 

5  System modeling 
 

The proposed HAQVC system structure is 
shown in Fig. 2. This system is comprised of four 
subsystems. As shown in Fig. 2, each CPU module 
receives voting data from four input modules and 
each output module receives voting data from four 
CPU modules. Thus, two CPU module, input module 
or output module failures have no influence on the 
system. To start the modeling, we have adopted the 
following assumptions. 

1. The system starts in the perfect operation when 
all of the system’s modules are operating correctly. 

2. Only one failure will occur at a time. 
3. The error probabilities are the same for the 

same module of the system, which show symmetry. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 Fig. 5  Communication scheduling sequence

Fig. 6  Diagram of accuracy of clock synchronization 
Green and yellow represent pulses generated by any two 
different modules. The synchronization accuracy is 
represented by the time difference of the two pulse rising 
edge 
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4. Errors affecting different components of the 
same unit are statistically independent. 

A Markov model of the HAQVC system is pro-
posed in Fig. 7. The system is composed of 28 states. 
The PF state is a failure state and the rest state is op-
erating. λP, λIN, and λOUT are the failure rates of the 
CPU module, the input module, and the output mod-
ule, respectively, and r designates the system repair 
rate of the HAQVC system. For simplicity, we assume 
that the repair rate is a specific value for all states of 
the system. The discrete system equation is highly 
complex, and thus it is represented in a simple form as 
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where Si,j is the state transition probability from state i 
to state j and Σ is the state transition probability sum 
of row of the matrix.  

 
 
6  Evaluation 
 

In order to be sure that this design is meaningful, 
we have carried out experiments to compare the per-
formance of the HAQVC system, the all voting triple 
modular redundancy (AVTMR) system (Kim et al., 
2005), and the double 2-out-of-2 system (Wang et al., 
2007). Keeping the failure rate and the repair rate 
unchanged, we draw the curves of reliability, availa-
bility, maintainability, and safety (RAMS) parame-
ters of the three systems in the same figure as contrast 
using Matlab. 
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The number indicates the module state. From left to right, the first number is the CPU module state, the second one is the input 
module state, and the third is the output module state. For example, 200 means that only two CPU modules break down, 101 
means that just one CPU module and one output module have failed, while the other modules are operating correctly.

Fig. 7  Markov model of the high availability quadruple vital computer (HAQVC) system 
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6.1  Reliability 

As is well known, reliability is the ability of a 
system to perform its required functions under stated 
conditions for a specified period of time. As shown in 
Fig. 8a, initially, the HAQVC system is of the highest 
reliability until about 730 000 h, and from 730 000 h, 
the double 2-out-of-2 system is the same with the 
HAQVC system. Anyway, the AVTMR system is not 
of good reliability among the three systems for a 
lengthy time. 

6.2  Availability 

Availability means the ability of a product to be 
in a state to perform a required function under given 
conditions at a given instant of time or over a given 
time interval assuming that the required external re-
sources are provided. Availability of the HAQVC 
system, the AVTMR system, and the double 2-out- 
of-2 system is shown in Fig. 8b. For simplicity, the 
repair rate of each system is assumed to be 0.003 for 
simulation. The availability of each system is close to 
that shown in Fig. 8b. The HAQVC system has the 
highest availability, and the double 2-out-of-2 system 
is better than the AVTMR system. 

6.3  Maintainability 

Maintainability is the probability that the failed 
system will be restored to an operational state within a 
specified period of time. As shown in Fig. 8c, the 
AVTMR and double 2-out-of-2 systems are of higher 
maintainability than HAQVC. Thus, this design can 
improve the availability of the system. 

6.4  Safety 

Safety is the probability of systems where there is 
no dangerous failure. That is, safety is a state in which 
there is no danger. We take each system as a repairable 
system and the repair rate is 0.003. As shown in 
Fig. 8d, the HAQVC system has the highest safety.  

 
 

7  Conclusions 
 

In this paper, based on the analysis of the archi-
tecture of the traditional double 2-out-of-2 system and 
the 2-out-of-3 system, we propose the HAQVC sys-
tem, which is a novel fault-tolerant system with 
fire-new redundancy structure, and can significantly  

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 8  Reliability (a), availability (b), maintainability 
(c), and safety (d) of each system  
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improve the reliability and safety. Its working process 
has been described and compared with the AVTMR 
system and the double 2-out-of-2 system in RAMS. 
Simulation results indicate that the HAQVC system 
has the best characteristic in RAMS and it is a better 
VC platform for a railway signal system. 
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