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Abstract: Constructing a neuromorphic electromechanical system based on a flexible memristor is of great significance for the 
development of biomimetic electrical-mechanical transverters. A bioinspired electromechanical system can perform real-time 
energy-efficient processing of multimodal signals, including electrical activities and mechanical motions. Here, we propose a 
bioinspired electromechanical system composed of a two-disc dynamo driven by a dual integrate-and-fire neuron. A memristive 
system exists in the bioinspired electromechanical system, as observed in the current–voltage relationship. The neuromorphic 
electromechanical model can exhibit a multiscroll hidden attractor by adjusting a controllable parameter. Complex chaotic 
behaviors have been demonstrated by numerical simulations, including two-parameter bifurcation, Lyapunov exponents, and 
phase diagrams. Finally, the applicability of a chaotic encryption scheme is successfully implemented on a neuromorphic 
electromechanical system.
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1 Introduction 

Bioinspired memristive systems have emerged as 
promising candidates for developing neuromorphic 
circuits with analog electrical activities (Kamsma et al., 
2023; Yang et al., 2024b; Lei et al., 2025; Ma, 2025). 
For example, neuromorphic memristive circuits based 
on VO2 material can not only exhibit neuronal excit‐
ability and bursting patterns associated with saddle 
nodes on invariant cycles and Hopf bifurcations but 
also achieve phase synchronization and locomotion 
rhythms (Dutta et al., 2019; Bonagiri et al., 2024; Shao 
et al., 2025a, 2025b). Memristive Josephson junction 
circuits can generate neuronal dynamical behaviors, in‐
cluding excitability, spiking, bursting, in-phase/antiphase 
bursting synchronizations, and spatiotemporal patterns 

(Wu et al., 2024; Wu and Feng, 2025). Based on the 
electromagnetic effect induced by the exchange of 
ionic currents, memristive coupled neuronal models 
can exhibit a wide range of firing modes and collective 
behaviors (Xu et al., 2018, 2023; An and Qiao, 2021; 
Yang et al., 2023). Double-membrane neuronal models 
composed of two capacitors and memristors have been 
proposed to describe biophysical functions and behav‐
iors (Bao et al., 2024; Li et al., 2024; Yang et al., 
2024a; Feng et al., 2025). The complex oscillating 
modes obtained from dynamical systems hold rela‐
tively great value in technological applications because 
of their high randomness and unpredictability. In re‐
cent years, chaotic dynamical systems have been in‐
troduced into image encryption to enhance informa‐
tion security issues (Yang et al., 2022; An et al., 2023, 
2024; Lai and Liu, 2025).

To interact with electronic devices effectively, 
advanced neuromorphic circuits should be equipped 
with an electromechanically transformed module that 
can convert between multimodal motions and abun‐
dant electrical activities (Kitio Kwuimy and Woafo, 
2007, 2008; Mboussi et al., 2014; Drapaca, 2015; 
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Kouami et al., 2020; Mbeunga et al., 2021). An elec‐
tromechanical system integrates electrical and me‐
chanical components to convert electrical energy into 
mechanical motion, or vice versa, enabling it to per‐
form precise, automated, or controlled tasks. Disk dy‐
namo is a classic model in the electromechanical sys‐
tem, illustrating the interplay between electromagnetic 
induction and mechanical motion. The homopolar dy‐
namo consisting of rotating disks and associated coils can 
perform oscillations of constant amplitude (Bullard, 
1955). When a disk rotates, it cuts magnetic field lines, 
generating a motional electromotive force (EMF). This 
EMF drives a current in the coil, which in turn pro‐
duces a magnetic field. The interaction between the 
mechanical rotation and the electromagnetic effects is 
at the heart of the disk dynamo. An improved electro‐
mechanical model consisting of two coupled disk 
dynamos was proposed to generate chaotic behaviors 
(Rikitake, 1958). Two-disk dynamo models with an 
emerging chaotic switching sequence were employed 
to reveal the sequence of reversals of the Earth’s mag‐
netic field (Cox, 1968; Cook and Roberts, 1970; Ito, 
1980; Ershov et al., 1989; Donato et al., 2009). The 
dynamo is crucial for understanding self-sustaining 
magnetic field generation, offering insights into how 
mechanical energy can be converted into electrical en‐
ergy and how electromagnetic systems can exhibit 
complex dynamical behaviors.

The nervous system can generate neuronal elec‐
trical signals to convert mechanical signals into con‐
trol signals for muscles. An electromotor driven by 
the neural circuit is employed to mimic arm contrac‐
tion (Guo et al., 2025a). Electromechanical systems 
with a pair of jointed pendulums have been proposed 
to represent the movements of artificial muscles (Ma 
and Guo, 2024; Guo and Ma, 2025; Guo et al., 2025b). 
Neuromorphic circuits are introduced into electrome‐
chanical systems to emulate the effective and rapid re‐
sponse of muscle contraction and relaxation. In this 
paper, we propose a novel electromechanical system 
comprising a two-disk dynamo and a dual neuromor‐
phic circuit. The electromechanical system can pro‐
duce complex oscillatory rhythms. Based on the cha‐
otic sequence of the electromechanical system, an im‐
proved image encryption scheme is proposed to ex‐
plore the real-world applicability of the neuromorphic 
electromechanical model.

2 Model 

To study the coupled two-disk dynamo loaded 
with dual integrate-and-fire (IF) neurons, as shown in 
Fig. 1a, we make the following assumptions and con‐
duct modeling from both circuit and dynamics per‐
spectives. It is assumed that the two disks and their 
connected coils have the same physical parameters, 
including radius r, moment of inertia J, inductance L, 
resistance R, and the number of turns per unit length 
of coil n. Both discs are subjected to the same con‐
stant external torque N, and the coils are regarded as 
infinitely long straight solenoids.

When the left disc 1 rotates, it generates a mag‐
netic field B1= μ0nI1 at the position of the right disc. 
Similarly, when the right disc 2 rotates, it generates a 
magnetic field B2=μ0nI2 at the position of the left disc, 
where μ0 is the vacuum permeability, and I1 and I2 are 
the coil currents. When the left disc rotates at angular 
velocity ω1, for a line element dl at radial distance l 
from the axis, the left motional electromotive force is

dε1 = lω1 B2dl. (1)

Integrating this, the total motional electromotive 
force for the left disc is obtained as

ε1 = ∫
0

r

lω1 B2dl = kI2ω1 (2)

where k=0.5μ0nr2 is a constant determined by the geo‐
metric and electromagnetic properties of the disc and 
the coil. Similarly, when the right disc rotates at angu‐
lar velocity ω2, the total motional electromotive force 
for the right disc is ε2=kI1ω2. This derivation establishes 
the bidirectional electromagnetic coupling between the 
two rotating discs: the rotation of one disc induces an 
electromotive force in the other disc via the generated 
magnetic field, which forms the core electromechani‐
cal interaction of the system. For the subsequent cir‐
cuit modeling, we adopt the following physically jus‐
tified simplifications: the mutual inductance between 
the two coils is neglected (as the induced motional 
electromotive force dominates the coupling dynamics 
in this disc dynamo configuration), while the self-
inductance of each coil is fully considered to accu‐
rately describe the current evolution in the circuit. 
Based on the above electromotive force expressions 
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and simplifying assumptions, the circuit equations 
for the two-disc dynamo system, which is further cou‐
pled to a dual IF neuron model as illustrated in Fig. 1b, 
are derived as follows:
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(3)

where Iext represents the external currents, and V1 and 
V2 are the membrane potentials of the corresponding 
neurons. The parameters are described as inductors L1 
and L2, resistors R1, R2, r1, and r2, capacitors C1 and 
C2, and inductive memristors ε1=kω1I2 and ε2=kω2I1, 
where the mem-conductance is written as M(ωi)=kωi. 
The model in Eq. (3) describes the relationship be‐
tween the induced motional electromotive force, the 
self-inductive motional electromotive force, and the 
membrane potential across the IF neuron.

Fig. 1 provides a comprehensive illustration of 
the proposed neuromorphic electromechanical system, 

including both its physical structure and equivalent 
circuit representation. Fig. 1a depicts the bidirectional 
coupling mechanism between the two disks and the 
dual IF neurons: the rotation of each disk generates a 
magnetic field that induces electromotive forces in the 
other disk, while the neurons modulate the electrical 
currents across the system. This structure explicitly 
demonstrates how mechanical rotation (angular veloc‐
ities ω1, ω2) and neural activity (membrane potentials 
V1, V2) are integrated in a unified framework. Fig. 1b 
presents the corresponding equivalent circuit, which 
consists of standard circuit elements (resistors, capaci‐
tors, and inductors) together with velocity-dependent 
inductive memristors. This circuit model quantifies the 
electromagnetic coupling and provides a mathemati‐
cal basis for deriving the system’s dynamic equations.

The line element of the left disc is subjected to a 
resistance force as

df1 = I1dl ´B2 (4)

from which the electromagnetic damping torque N1=
kI1I2 is derived. Similarly, the electromagnetic damping 
torque of the right disc is N2=kI1I2. There is no fric‐
tion at the rotation axes of the two discs. Combined 
with the rotational law, the dynamic equations are ob‐
tained as

ì
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ï
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ï

J
dω1

dt
=N - kI1 I2

J
dω2

dt
=N - kI1 I2.

(5)

Subtracting the two dynamic equations gives 
d(ω1−ω2)/dt=0, that is, ω1−ω2=c0 (where c0 is a con‐
stant). Let ω1=ω+0.5c0 and ω2=ω−0.5c0, where ω is 
the angular velocity. Then, the dynamic equation is 
simplified to

J
dω
dt

=N - kI1 I2. (6)

By combining the circuit equations in Eq. (3) with 
the simplified dynamic equation in Eq. (6), based on 
Kirchhoff’s theorem, the model of a two-disk dynamo 
loaded with a dual integrate-and-fire neuron is ex‐
pressed by

Fig. 1  Schematic diagram of the proposed two-disk 
neuromorphic electromechanical system: (a) physical 
structure showing the bidirectional electromagnetic coupling 
between the two rotating disks and their coupling to the 
dual IF neurons; (b) equivalent circuit model of the system
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  (7)

where the physical parameters (C1, L1, C2, L2, J, Iext, R1, 
r1, R2, r2, N, k) are selected with suitable values, and 
this model can be adjusted to present complex burst‐
ing, spiking, and even chaotic patterns. By observing 
the model in Eq. (7), there exist two memristors that 
can be expressed as
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These physical variables are replaced with dimen‐
sionless variables under scale transformation as
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The mathematical model of a two-disk dynamo 
loaded with dual integrate-and-fire neurons is de‐
scribed by
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The appearance of the memristive term introduces 
more adjustable parameters into the biophysical model, 
and the normalized parameters (d1, d2) are relative to 
the property of coupled discs.

3 Numerical results and discussion 

3.1 Dynamics of a memristive system

There are two memristors in the neuromorphic 
electromechanical system. The important property is 
the appearance of a pinched hysteretic loop in the 
current–voltage characteristics of the simplified mem‐
ristive model subjected to a periodic input.

Fig. 2 illustrates the current–voltage hysteresis 
characteristics of a simplified memristor model under 
periodic input signals. The currents through the two 
memristors are assumed to be equal, i.e., I1=I2=I, and 
the motional electromotive force is denoted as ε. To 
characterize the memristive behavior, periodic sinu‐
soidal input signals I=Asin(2πfτ) are applied, where A 
and f are the input amplitude and frequency, respec‐
tively. Fig. 2a presents the hysteresis curves under a 
fixed low frequency f=0.01 with varying amplitudes. 
It is clearly observed that the area enclosed by the 
hysteresis loop monotonically increases with the input 
amplitude A, a typical signature of memristive devices. 
Fig. 2b further explores the frequency dependence of 
the hysteresis behavior at a fixed amplitude A=0.2. 
The results demonstrate that the area of the hysteresis 
loop gradually decreases as the frequency f increases, 
and the I–ε curve converges to the characteristic of a 
nonlinear resistor when the frequency approaches 

Fig. 2  Current–voltage (I–ε) hysteresis characteristics of 
the simplified memristor model under periodic sinusoidal 
input signals I=Asin(2πfτ): (a) hysteresis loops obtained at 
a fixed frequency f=0.01 with varying amplitudes: green, 
blue, and red curves correspond to A=0.1, A=0.05, and A=
0.01, respectively; (b) hysteresis loops obtained at a fixed 
amplitude A=0.2 with varying frequencies: green, blue, 
and red curves correspond to f=0.1, f=0.01, and f=0.001, 
respectively
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an infinitesimal value. These findings fully validate the 
memristive nature of the adopted model, laying a solid 
physical foundation for the subsequent dynamical anal‐
ysis of the coupled electromechanical-neuronal system 
and its application in chaotic encryption.

3.2 Dynamics of a neuromorphic electromechanical 
system

Based on the theoretical analysis of Section S1 
in the electronic supplementary materials (ESM), the 
system exhibits chaotic dynamics and dissipative prop‐
erties when the constant external current is selected as 
iext=0.05.

Fig. 3 presents a comprehensive analysis of the 
dynamical behaviors of the electromechanical system 
with respect to parameter m0, including a one-parameter 
bifurcation diagram, an interspike interval (ISI) bifur‐
cation diagram, the largest Lyapunov exponent (LLE) 
spectrum, and a frequency diagram. Specifically, Fig. 3a 
shows the one-parameter bifurcation diagram, which 
directly reveals the transition routes among the resting 
state, chaotic oscillation, and period-1 motion as m0 
increases. Fig. 3b displays the ISI bifurcation diagram, 
which further verifies the evolution of firing intervals 
corresponding to different dynamical states. Corre‐
spondingly, as shown in Fig. 3c, the electromechanical 

system exhibits chaotic behaviors when the LLE is 
greater than zero. When the LLE is less than zero, it 
indicates that the electromechanical system is in a 
state of rest. Similarly, in the resting state, the system 
exhibits a zero frequency. In the chaotic regime, the 
frequency fluctuates markedly, reflecting pronounced 
instability. In the periodic region, the frequency remains 
stable and is significantly elevated. Thus, the dynami‐
cal transitions of the electromechanical system are de‐
pendent upon the parameter m0.

Fig. 4 presents the time series diagram of state 
variables (x1, x2, y1, y2) (as shown in Figs. 4a, 4b, 4d, 
and 4e) and the phase diagram of the state variable (x2–
x1, y2–y1) (as shown in Figs. 4c and 4f) of the electro‐
mechanical system when the parameter m0=1. Specifi‐
cally, observing the amplification window of the time 
series diagram, we find that the system exhibits con‐
tinuous nonperiodic fluctuations over time. The corre‐
sponding phase diagram shows complex and irregular 
limit cycles. These characteristics verify that the elec‐
tromechanical system is in a chaotic state when m0=1.

Fig. 5 presents the time series diagram of the state 
variable (x1, x2, y1, y2) (as shown in Figs. 5a, 5b, 5d, 
and 5e) and the phase diagram of the state variable (x2–
x1, y2–y1) (as shown in Figs. 5c and 5f) of the electro‐
mechanical system when the parameter m0=1.1. Com‐
bined with the time series and phase trajectory, it can 
be seen that the system exhibits a period-2 oscillation 
when m0=1.1. This conclusion is entirely consistent 
with the various analysis results in Fig. 3, which fur‐
ther verifies the authenticity and consistency of the 
system dynamics behavior.

Fig. 6 illustrates the time series diagram of state 
variables (x1, x2, y1, y2) (as shown in Figs. 6a, 6b, 6d, 
and 6e) and the phase diagram of the state variables 
(x2–x1, y2–y1) (as shown in Figs. 6c and 6f) of the elec‐
tromechanical system at m0=2.6. The time trajectory 
exhibits a strictly repetitive waveform with a single 
period, whereas the phase diagram displays a single, 
closed limit cycle orbit. This indicates that the system 
exhibits a stable period-1 oscillation state at m0=2.6. 
The above dynamic characteristics are highly consis‐
tent with the multidimensional index analysis results 
shown in Fig. 3, which thoroughly verifies the reli‐
ability and consistency of the observed system response.

Fig. 7 illustrates a comprehensive analysis of 
the dynamical behaviors of the electromechanical sys‐
tem with respect to parameter iext, including the one-
parameter bifurcation diagram, ISI bifurcation diagram, 

Fig. 3  Dynamic characteristics of the electromechanical 
system versus parameter m0 with iext=0.05: (a) one-parameter 
bifurcation diagram by scanning the peak value of output 
as y1 peak; (b) ISI bifurcation diagram; (c) LLE spectra; 
(d) frequency diagram. Other parameters are selected at 
g1=100, a1=0.05, g2=100, b1=100, c=300, d1=200, g3=100, a2=
0.05, g4=100, b2=100, d2=200, and e=0.5
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LLE spectra, and frequency diagram. In particular, ac‐
cording to LLE, which remains positive in the inter‐
val from 0 to 3, it can be seen that the system is always 

in a chaotic state during the increasing process of iext. 
At the same time, the oscillation frequency exhibits sig‐
nificant random fluctuations within the range, further 

Fig. 4  Dynamical behaviors of the proposed neuromorphic electromechanical system when m0=1: (a, b, d, and e) time series 
of the state variables x1, x2, y1, and y2, respectively, with insets showing magnified views of the steady-state fluctuations; 
(c and f) corresponding phase-plane portraits in the (x1, x2) and (y1, y2) planes, respectively. The parameters are selected as 
g1=100, a1=0.05, g2=100, b1=100, c=300, d1=200, g3=100, a2=0.05, g4=100, b2=100, d2=200, and e=0.5, while fixed at iext=0.05

Fig. 5  Dynamical behaviors of the proposed neuromorphic electromechanical system when m0=1.1: (a, b, d, and e) time series 
of the state variables x1, x2, y1, and y2, respectively, with insets showing magnified views of the steady-state fluctuations; 
(c and f) corresponding phase-plane portraits in the (x1, x2) and (y1, y2) planes, respectively. The parameters are selected 
as g1=100, a1=0.05, g2=100, b1=100, c=300, d1=200, g3=100, a2=0.05, g4=100, b2=100, d2=200, and e=0.5, while fixed at iext=0.05
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confirming that the system possesses the characteris‐
tics of a chaotic attractor. The above results clearly 
demonstrate that the external stimulus current has a 

significant nonlinear effect on the electromechanical 
system. To further confirm the reliability of the above 
conclusions, the time series and phase trajectory are 
numerically fitted, as shown in Fig. 8.

Fig. 8 presents the time series diagram of state 
variables (x1, x2, y1, and y2) (as shown in Figs. 8a, 8b, 
8d, and 8e) and the phase diagram of the state vari‐
ables (x2–x1 and y2–y1) (as shown in Figs. 8c and 8f) of 
the electromechanical system when iext=0. It can be 
seen from the time series diagram that the state vari‐
ables x1, x2, y1, and y2 oscillate nonperiodically with 
time, and the waveform shows obvious nonrepetitive 
and irregular characteristics, and the amplitude still 
maintains violent fluctuations in the long-term evo‐
lution process. The phase trajectory diagram exhib‐
its a diffuse and complex structure, with no closed 
limit cycle formed, further confirming that the system 
is in a chaotic state. These results are entirely con‐
sistent with the characteristics of various indicators 
shown in Fig. 7, which verifies the correctness and 
consistency of the chaotic behavior of the system 
under the condition of iext=0.

Fig. 9 further explores the two-parameter bifur‐
cation characteristics of the electromechanical system 

Fig. 7  Dynamical transition characteristics of the electro‐
mechanical system versus parameter iext with m0=1: (a) one-
parameter bifurcation diagram; (b) ISI bifurcation diagram; 
(c) LLE spectra; (d) frequency diagram. Other parameters 
are selected at g1=100, a1=0.05, g2=100, b1=100, c=300, d1=
200, g3=100, a2=0.05, g4=100, b2=100, d2=200, and e=0.5

Fig. 6  Dynamical behaviors of the proposed neuromorphic electromechanical system when m0=2.6: (a, b, d, and e) time 
series of the state variables x1, x2, y1, and y2, respectively, with insets showing magnified views of the steady-state 
fluctuations; (c and f) corresponding phase-plane portraits in the (x1, x2) and (y1, y2) planes, respectively. The parameters 
are selected as g1=100, a1=0.05, g2=100, b1=100, c=300, d1=200, g3=100, a2=0.05, g4=100, b2=100, d2=200, and e=0.5, while 
fixed at iext=0.05
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in Eq. (10), systematically investigating the combined 
effects of the external current iext and the parameter m0 
on the system’s nonlinear dynamics. Fig. 9a presents 
the distribution of the LLE, which serves as a quanti‐
tative indicator for judging chaotic motion. The color 
gradient clearly shows that positive LLE values domi‐
nate a large portion of the parameter plane, confirm‐
ing the widespread existence of chaotic behavior in 

the proposed system. Fig. 9b displays the correspond‐
ing average oscillation frequency f, revealing how the 
frequency distribution evolves with varying iext and 
m0. The consistency between the two-parameter results 
in Fig. 9 and the single-parameter bifurcation analy‐
ses (Figs. 3c, 3d, 7c, and 7d) further validates the reli‐
ability and accuracy of the numerical results. Overall, 
Fig. 9 not only demonstrates the rich dynamical com‐
plexity of the neuromorphic electromechanical system 
but also identifies key parameter ranges where chaotic 
signals are sufficiently strong. This provides essential 
guidance for selecting appropriate parameters in the 
design of chaotic encryption systems, as discussed in 
the following sections.

3.3 Image encryption based on the neuromorphic 
electromechanical system

This section discusses an application of the pro‐
posed neuromorphic electromechanical system to im‐
age encryption. The encryption and decryption process 
of the image is shown in Fig. 10.

Fig. 10 provides a comprehensive overview of the 
complete workflow for the proposed chaotic image 
encryption and decryption scheme, which integrates 

Fig. 8  Dynamical behaviors of the proposed neuromorphic electromechanical system when iext=0: (a, b, d, and e) time 
series of the state variables x1, x2, y1, and y2, respectively, with insets showing magnified views of the steady-state 
fluctuations; (c and f) corresponding phase-plane portraits in the (x1, x2) and (y1, y2) planes, respectively. The parameters 
are selected as g1=100, a1=0.05, g2=100, b1=100, c=300, d1=200, g3=100, a2=0.05, g4=100, b2=100, d2=200, and e=0.5, while 
fixed at m0=1

Fig. 9  Two-parameter diagrams of the electromechanical 
system described by Eq. (10) with respect to the external 
current iext and parameter m0: (a) LLE distribution; (b) average 
frequency f distribution. Parameters are set as g1=100, a1=
0.05, g2=100, b1=100, c=300, d1=200, g3=100, a2=0.05, g4=
100, b2=100, d2=200, and e=0.5
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the electromechanical chaotic system with DNA com‐
puting. The blue upper section details the encryption 
process: the input color image is first decomposed 
into independent red (R), green (G), and blue (B) 
channels. Each channel undergoes image segmen‐
tation processing, followed by DNA encoding to 
convert pixel values into DNA sequences. These se‐
quences are then subjected to DNA operations, which 
are strictly controlled by the pseudorandom chaotic 
sequences generated from the previously validated 
electromechanical chaotic system. After DNA decod‐
ing and a final row-column permutation step, the en‐
crypted ciphertext image is produced, which appears 
as noise and is resistant to unauthorized access. The 
green lower section outlines the symmetric decryp‐
tion process, which reverses all encryption steps in 
the correct order, using the same chaotic sequences 
to recover the original plaintext image. This flow‐
chart explicitly demonstrates the bidirectional, se‐
cure nature of the algorithm, with the electrome‐
chanical chaotic system serving as the core crypto‐
graphic primitive that ensures the high sensitivity, 
large key space, and strong security of the entire en‐
cryption scheme, laying a clear structural foundation 
for the detailed performance analysis presented in 
subsequent sections. The detailed mechanism of the 

DNA encryption and decryption process will be ana‐
lyzed below.

In the DNA encryption algorithm, the input Qx×Qy 
color image is first preprocessed and divided into 
three independent gray channels: red (R), green (G), 
and blue (B). The pixel value range of each channel is 
0 to 255. Then, a random key sequence K with a 
length of Qx×Qy and a range of 0 to 255 is generated. 
Its randomness and confidentiality are the keys to en‐
cryption security. Then, the pixel values Pi, j of each 
channel are encrypted, and the encrypted pixel values 
Ci, j are calculated by the formula Ci, j= (Pi, j+Ki, j) mod 
256 to ensure that the encrypted pixel values remain 
in the range of 0 to 255, where Ki, j indicates the values 
of the corresponding positions in the key sequence 
used for encryption. Then, a mapping rule is defined 
to map each encrypted pixel value to a specific DNA 
sequence, so that the encrypted pixel values of the R, 
G, and B channels are converted into the correspond‐
ing DNA sequences DR, DG, and DB, respectively. Fi‐
nally, these DNA sequences are stored or synthesized 
by biotechnology for subsequent decryption. The 
whole process makes full use of the biological charac‐
teristics of DNA and the enormous information storage 
capacity, which provides an innovative and efficient 
method for the secure encryption of image information.

Fig. 10  Flowchart of the proposed chaotic image encryption and decryption scheme based on the electromechanical 
chaotic system and DNA operations. The blue-shaded region denotes the encryption process. The green-shaded region 
represents the symmetric decryption process
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In the DNA decryption algorithm, the image de‐
cryption process includes the following steps. First, 
three independent DNA sequences were extracted from 
stored or synthesized DNA samples, corresponding to 
red (R), green (G), and blue (B) color channels. Then, 
according to the mapping rules consistent with the en‐
cryption, these DNA sequences (DR, DG, and DB) 
are converted into the corresponding encrypted pixel 
values CR, CG, and CB. Then, the encrypted pixel 
values Ci, j of each color channel are decrypted. The 
decrypted pixel values Pi, j are calculated by using the 
formula Pi, j=(Ci, j−Ki, j) mod 256. The consistency of 
the key sequence is the key to successful decryption. 
Finally, image reconstruction is performed to create a 
blank image with a size of Qx×Qy, and the decrypted 
R, G, and B channel pixel values are filled into the 
corresponding channels to restore the original color 
image. This process verifies the efficiency and reli‐
ability of DNA encryption technology in the field of 
information security.

To systematically evaluate the performance of the 
proposed DNA algorithm, we employ three metrics in 
this section: the histogram, inter-adjacent pixel corre‐
lation, and information entropy.

In the field of image encryption, histogram anal‐
ysis serves as a crucial statistical metric for evaluating 
algorithm performance, as it intuitively reveals the 
distribution of pixel values in an image. A histogram 
uses pixel values as the horizontal axis and the fre‐
quency or number of corresponding pixel values as 
the vertical axis. By counting the frequency of distri‐
bution of each pixel value, a discrete bar chart is 
formed. For a plaintext image, its histogram typically 
exhibits an irregular and uneven pattern, which may 
provide vulnerabilities for attackers. A core objective 
of encryption is to eliminate such statistical properties 
of the plaintext through confusion and diffusion mech‐
anisms, thereby resisting statistical analysis attacks. A 
well-performing encryption algorithm should produce 
a ciphertext image with a highly uniform histogram, 
approximating the distribution of random noise. This 
paper employs histogram analysis to evaluate the per‐
formance of the proposed DNA-based encryption al‐
gorithm. By converting pixel values into nucleotide 
sequences and performing nonlinear operations, the 
algorithm effectively disrupts the correlation among 
pixels in the plaintext image, achieving excellent diffu‐
sion. Therefore, a more uniform histogram distribution 

of the encrypted image demonstrates superior con‐
fusion and diffusion properties, significantly enhanc‐
ing the resistance against statistical attacks.

Correlation analysis between adjacent pixels is 
another key statistical measure for evaluating the per‐
formance of image encryption algorithms. It measures 
the linear dependence between adjacent pixel values 
in the horizontal, vertical, or diagonal directions of 
the image. Plain images typically exhibit strong spa‐
tial correlation in these directions, meaning that adja‐
cent pixel values are highly similar, thereby forming a 
smooth visual contour. Because of this, this correla‐
tion is often used by attackers for statistical analysis 
attacks to crack encryption algorithms. In DNA image 
encryption, the use of this index aims to quantify the 
effectiveness of the encryption algorithm in destroy‐
ing this spatial correlation through its obfuscation and 
diffusion mechanism. The DNA encryption algorithm 
converts pixel values into base sequences through 
complex algebraic operations and nonlinear transfor‐
mations, and performs highly randomized processing. 
This process not only completely disrupts the statisti‐
cal structure of the original plaintext but also effec‐
tively removes the correlation between adjacent pixels, 
rendering the encrypted image statistically indistin‐
guishable from a random distribution.

In the field of image encryption, information en‐
tropy is used to measure the degree of disorder in the 
distribution of pixel values within an image. The higher 
the information entropy value is, the more uniform the 
pixel value distribution, the closer it is to a random 
distribution, and the greater the uncertainty of the in‐
formation contained in the image. Therefore, high in‐
formation entropy means that the encryption system 
has a stronger ability to resist statistical attacks. This 
paper introduces this index to evaluate the effective‐
ness of the DNA encryption algorithm in randomizing 
plaintext images. The algorithm randomizes the pixel 
value of the original image through algebraic opera‐
tions and nonlinear transformations based on DNA 
coding rules, thereby improving the information entropy 
of the encrypted image. We can evaluate the perfor‐
mance of the DNA algorithm by comparing the infor‐
mation entropy of the plaintext image and the encrypted 
image. Suppose the information entropy of the en‐
crypted image is significantly higher than that of the 
plain image. In that case, the DNA algorithm effec‐
tively increases the randomness of the image and 
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improves the security of the encryption. The informa‐
tion entropy of the output ciphertext of an encryption 
algorithm with excellent performance should be very 
close to the theoretical maximum value of 8. The closer 
the calculation result is to 8, the more equal the proba‐
bility of each pixel value in the ciphertext, the stron‐
ger the randomness, and the better the confusion ef‐
fect of the algorithm on the plaintext.

To intuitively verify the effectiveness of the DNA 
encryption algorithm proposed in this paper, this sec‐
tion focuses on the test images of a cat and fruits, and 
comprehensively analyzes the above indicators in the 
form of visual maps (histograms and adjacent pixel 
correlations) and data tables (information entropy).

Fig. 11 presents the histogram analysis results for 
cat images. Specifically, Fig. 11a displays the plaintext 
cat image, and Fig. 11b shows the cat image after 

encryption, which becomes indistinguishable and ex‐
hibits characteristics of random noise. This is the in‐
tended effect of the encryption algorithm, which is de‐
signed to protect the image content from unauthorized 
access. Fig. 11c is the decrypted image, which has 
been restored to a state similar to the original image, 
confirming the effectiveness of the encryption and de‐
cryption processes. Figs. 11d–11f corresponds to the 
histograms of the red (R), green (G), and blue (B) 
color channels of the plaintext cat image, respectively. 
The pixel value distribution of each channel exhib‐
its a distinct concentration trend, reflecting the charac‐
teristics of the color distribution in the original image. 
Figs. 11g–11i illustrate the pixel value distributions of 
the red, green, and blue color channels in the encrypted 
image. Compared to the plaintext image, the pixel value 
distribution of the encrypted image is more uniform 

Fig. 11  Histogram analysis results of the proposed chaotic image encryption scheme using the cat image as the plaintext: 
(a) plaintext cat; (b) ciphertext cat; (c) decrypted image; (d–f) histograms of the R channel, G channel, and B channel of 
the plaintext cat image; (g–i) histogram of the R channel, G channel, and B channel of the ciphertext cat image
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and closer to a random distribution. This phenomenon 
indicates that the encryption algorithm effectively dis‐
rupts the statistical characteristics of the original image, 
making it difficult to recognize or analyze, thereby 
significantly increasing the randomness of the image 
and enhancing the security of the encryption. Further‐
more, this improved randomness also demonstrates the 
good performance of the encryption algorithm in terms 
of confusion and diffusion, further ensuring the pro‐
tection of the image content.

Fig. 12 shows the correlation analysis results be‐
tween adjacent pixels in the cat image. Specifically, 
Figs. 12a–12c show the pixel correlation distributions 
of the three color channels of red (R), green (G), and 
blue (B) in the horizontal, vertical, and diagonal direc‐
tions of the cat image. Figs. 12d–12f show the pixel 
correlation distributions of the encrypted image in the 
same directions. In Figs. 12a–12c, the pixel correlation 
of the plaintext image exhibits obvious linear charac‐
teristics, indicating a high correlation between adja‐
cent pixels in the plaintext image. This correlation is 
uniformly visible in the horizontal, vertical, and diago‐
nal directions, reflecting the inherent statistical laws in 
each color channel in the plain image. In contrast, the 
encrypted images (Figs. 12d–12f) show significantly 
different correlation distributions. In the encrypted 

image, the correlation between adjacent pixels is re‐
duced dramatically, and the scatter distribution tends 
to be random and evenly distributed throughout the 
range. This change is consistent in all directions, indi‐
cating that the DNA encryption algorithm effectively 
destroys the spatial correlation between the pixels of 
the plaintext image and significantly enhances the ran‐
domness and security of the image.

Fig. 13 provides the results of the histogram 
analysis of fruit images. Figs. 13a–13c show the plain‐
text fruit image, the encrypted ciphertext image, and 
the decrypted image, respectively. The content of the 
encrypted image becomes unrecognizable, and the de‐
crypted image is highly similar to the original plain‐
text image, which verifies the effectiveness of the en‐
cryption and decryption process. Figs. 13d–13f and 
Figs. 13g–13i depict the pixel value distributions of the 
plain and ciphertext fruit images on the three color 
channels of red (R), green (G), and blue (B), respec‐
tively. By comparing these two sets of histograms, we 
can observe that the pixel value distribution of each 
color channel in the plain image shows a specific con‐
centration trend, which reflects the characteristics of 
the color distribution in the original image. In contrast, 
the pixel value distribution of the ciphertext image is 
more uniform and closer to a random distribution. 

Fig. 12  Correlation analysis of adjacent pixels in the R, G, and B channels of the plaintext and ciphertext cat images, 
evaluated in the horizontal, vertical, and diagonal directions: (a–c) correlation distributions of the R, G, and B channels 
for the plaintext cat image in the horizontal, vertical, and diagonal directions, respectively; (d–f) correlation distributions 
of the R, G, and B channels for the ciphertext cat image under the same directional conditions
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This phenomenon demonstrates that the encryption al‐
gorithm effectively disrupts the statistical characteris‐
tics of the original image, making it difficult to identify 
or analyze the image content, thereby significantly en‐
hancing the randomness of the image and improving 
the security of the encryption.

Fig. 14 shows the correlation analysis results be‐
tween adjacent pixels in the fruit image. Figs. 14a–14c 
show the pixel correlation distribution of the three color 
channels of red (R), green (G), and blue (B) in the 
horizontal, vertical, and diagonal directions of the plain 
fruit image. Figs. 14d–14f correspond to the pixel cor‐
relation distributions of the ciphertext fruit image in 
the same directions. In the plain image, the pixel corre‐
lation exhibits a clear linear trend, indicating a strong 
correlation between adjacent pixels. In the encrypted 
image, the correlation distribution becomes random 

and scattered, indicating that the encryption algorithm 
effectively destroys the correlation between pixels and 
enhances the image’s randomness, thereby improving 
the encryption’s security. These results further verify 
the good performance of the encryption algorithm in 
terms of confusion and diffusion.

To intuitively evaluate the performance of the 
DNA encryption algorithm at the data level, we dis‐
play the correlation coefficients and information en‐
tropies of different images in tabular form, as shown 
in Tables 1 and 2.

Table 1 presents the correlation coefficients of the 
red (R), green (G), and blue (B) color channels in the 
horizontal (H), vertical (V), and diagonal (D) direc‐
tions for the images (cat and fruit). In the plain image, 
the correlation coefficient of each image is generally 
close to 1, indicating a strong correlation between 

Fig. 13  Histogram analysis results of the proposed chaotic image encryption scheme using the fruit image as the 
plaintext: (a) plaintext fruits; (b) ciphertext fruits; (c) decrypted image; (d–f) histograms of the R channel, G channel, 
and B channel of the plaintext fruit image; (g–i) histograms of the R channel, G channel, and B channel of the ciphertext 
fruit image
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adjacent pixels, a typical feature of natural images. 
After encryption, the correlation coefficient is sig‐
nificantly reduced, approaching zero or exhibiting a 
slight negative correlation, indicating that the encryp‐
tion algorithm effectively destroys the correlation be‐
tween pixels and substantially improves the image’s 

randomness. The comparison results show that the 
DNA encryption algorithm performs well in reduc‐
ing the correlation of image pixels, thereby enhancing 
the security performance of image encryption. There‐
fore, the algorithm has a significant impact on disturb‐
ing the statistical characteristics of the image and en‐
hancing the security of encryption, which has consid‐
erable reference value for evaluating the effectiveness 
of the encryption algorithm.

Table 2 presents the information entropy values 
of cat and fruit images in both plaintext and cipher‐
text states for the red, green, and blue color channels. 
The information entropy value of the plaintext image 
varies between different images and color channels, 

Table 2  Information entropy calculation results for different 

images

Image

Cat

Fruit

Information entropy

Plaintext image

R
7.5297

7.2515

G
7.7148

7.7321

B
7.7410

6.4726

Ciphertext image

R
7.9992

7.9992

G
7.9994

7.9992

B
7.9993

7.9994

Table 1  Calculated correlation coefficients for different images

Image

Cat

Fruit

Direction

H

V

D

H

V

D

Correlation coefficient

Plaintext image

R

0.9921

0.9889

0.9825

0.9966

0.9945

0.9918

G

0.9890

0.9850

0.9758

0.9930

0.9899

0.9850

B

0.9899

0.9859

0.9770

0.9806

0.9754

0.9642

Ciphertext image

R

−0.0062

0.0000

0.0031

−0.0077

−0.0041

−0.0018

G

0.0085

−0.0025

0.0063

−0.0078

−0.0064

0.0042

B

0.0133

0.0059

−0.0094

0.0063

0.0042

0.0020

Fig. 14  Correlation analysis of adjacent pixels in the R, G, and B channels of the plaintext and ciphertext fruit images, 
evaluated in the horizontal, vertical, and diagonal directions: (a–c) correlation distributions of the R, G, and B channels 
for the plaintext fruit image in the horizontal, vertical, and diagonal directions, respectively; (d–f) correlation distributions 
of the R, G, and B channels for the ciphertext fruit image under the same directional conditions
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indicating an uneven distribution of the original im‐
age information. In contrast, the information entropy 
of the ciphertext image is close to the theoretical max‐
imum value of 8, indicating that the encrypted image 
information is more evenly distributed. The encryption 
process significantly improves the image information 
entropy and enhances the randomness of the ciphertext 
image, thereby improving security, because high infor‐
mation entropy means stronger unpredictability. The 
improvement of information entropy also reflects the 
effectiveness of the encryption algorithm in increasing 
the uncertainty of image data, which helps to resist at‐
tacks by analyzing data patterns. Therefore, the data in 
Table 2 demonstrate the effectiveness of the encryption 
algorithm in enhancing image information entropy and 
improving encryption security, which is a key indicator 
for evaluating the algorithm’s performance.

4 Conclusions 

In this paper, a neuromorphic electromechanical 
system is constructed by combining the two-disk dy‐
namo and the integrate-and-fire neuron model. The 
proposed five-dimensional autonomous system exhib‐
its abundant and complex dynamical behaviors, in‐
cluding multiscroll hidden attractors, based on the anal‐
ysis of multiple bifurcation parameters. These rich dy‐
namics enable the system to effectively mimic the 
nonlinear characteristics of neuro-electrical activities 
coupled with mechanical motions, offering a new ap‐
proach to explore the interaction between neural sig‐
nals and mechanical movements. Furthermore, a novel 
chaotic image encryption scheme is designed based 
on the chaotic sequences generated by the proposed 
system. The corresponding results show that the en‐
cryption algorithm has high information entropy and 
strong key sensitivity, guaranteeing reliable security 
in information protection. Overall, this work unifies 
neuromorphic modeling, electromechanical dynamics, 
and chaotic encryption into a coherent framework. The 
proposed system not only enriches the family of cha‐
otic systems with hidden attractors but also provides a 
promising chaotic carrier for practical encryption ap‐
plications. It exhibits good application prospects in ar‐
tificial tactile devices, intelligent sensing, and secure 
communication and is expected to promote further in‐
terdisciplinary research in related fields.
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