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Abstract:    Web service composition is a low cost and efficient way to leverage the existing resource and implementation. In 
current Web service composition implementations, the issue of how to define the role for a new composite Web service has been 
little addressed. Adjusting the access control policy for a new composite Web service always causes substantial administration 
overhead from the security administrator. Furthermore, the distributed nature of Web service based applications makes traditional 
role mining methods obsolete. In this paper, we analyze the minimal role mining problem for Web service composition, and prove 
that this problem is NP-complete. We propose a sub-optimal greedy algorithm based on the analysis of necessary role mapping for 
interoperation across multiple domains. Simulation shows the effectiveness of our algorithm, and compared to the existing 
methods, our algorithm has significant performance advantages. We also demonstrate the practical application of our method in a 
real agent based Web service system. The results show that our method could find the minimal role mapping efficiently.  
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1  Introduction 
 

Web service, which is based on the infrastructure 
of three major standards—the simple object access 
protocol (SOAP), the Web service definition language 
(WSDL), and universal description discovery and 
integration (UDDI), has been widely adopted by fi-
nancial enterprises to build up the IT systems (Dust-
dar and Schreiner, 2005; Eid et al., 2008). However, a 
single Web service may not satisfy changing system 
requirements in dynamic systems, such as the 
multi-agent system (MAS) (Sycara et al., 2003; Talib 
et al., 2006). This creates a need for automated Web 
service composition that enables the construction of a 
powerful, robust service network by integrating a 
number of collaborated agent-based Web services. 
Assume that there are three domains, D1, D2, and D3, 
in the foreign exchange order MAS. Web service S1 
hosted in D1 provides the real time rates for the cur-

rency pair; service S2 in D2 accepts the foreign ex-
change order and makes the trade; service S3 in D3 
records the trade order and generates the report. In 
such a case, a service that takes the given currency 
pair and accomplishes the trade with the latest market 
rate is not available. However, through Web service 
composition, S1, S2, and S3 can be composed into a 
new service CS which accepts the currency pair as 
input and accomplishes the deal. Although such Web 
service composition provides a cheap, effective, and 
efficient means for application integration over ex-
isting resources, all the benefits can be obtained only 
after the access control policy is set up properly. 

The role base access control (RBAC) model, 
proposed by Ferriaiolo and Sandhu in the 1990s, has 
been used widely as a powerful way to satisfy the 
access control needs of Web service (Ferraiolo et al., 
2001; Essmayr et al., 2004; Carminati et al., 2005; Li 
and Tripunitara, 2006). RBAC96 is currently the most 
widely used access control model in enterprises be-
cause of its fine grained control over the privilege (Li 
et al., 2007). Furthermore, using RBAC we can model 

 Journal of Zhejiang University-SCIENCE C (Computers & Electronics) 
ISSN 1869-1951 (Print); ISSN 1869-196X (Online) 
www.zju.edu.cn/jzus; www.springerlink.com 
E-mail: jzus@zju.edu.cn 

 

‡ Corresponding author 
© Zhejiang University and Springer-Verlag Berlin Heidelberg 2010 



Huang et al. / J Zhejiang Univ-Sci C (Comput & Electron)   2010 11(5):328-339 329

a wide range of access control policies including 
discretional access control (DAC) and mandatory 
access control (MAC) (Ferraiolo et al., 2001). RBAC 
is widely accepted as a best practice and implemented 
in various systems such as the Microsoft active di-
rectory, SELinux, FreeBSD, Solaris, and Oracle 
DBMS (Park et al., 2001; Ferraiolo et al., 2003). An 
access control policy is a statement that specifies the 
rules about how to setup the process for granting or 
denying authorizations to the users (Schaad et al., 
2001). 

With the increasing complexity of Web service 
based applications, more and more distributed Web 
services need to do the composition (Lécué et al., 
2008). The access control policy for the new com-
posite Web service has to be updated accordingly (Ko 
et al., 2008). To the best of our knowledge, there is 
little work addressing which kind of role should be 
defined for the access control policy to access the 
composite Web service CS. Role mapping has proven 
to be an effective and efficient way to handle the 
interoperation. Through setting up role mapping 
among the domains, the interoperation across the 
multiple Web services hosted in different domains 
will be achieved. However, how to find the proper 
roles for the composite Web service to set up the role 
mapping is still an untouched area. This is a new form 
of role engineering. The concept of ‘traditional role 
engineering’ given in Coyne (1996) remains in force: 
“the process of defining a good, complete, and accu-
rate role system is called role engineering”. Atluri 
(2008) pointed out that role engineering is the most 
important and expensive step when implementing the 
RBAC model, which is also true for role engineering 
in Web service composition. The role engineering 
methodologies fall into two categories: bottom-up 
and top-down (Goncalves and Poniszewska, 2008). 
Top-down role engineering is the requirement engi-
neering in nature. By analysis of the system re-
quirement, role information attached to the function 
process can be delivered. It is necessary to make a 
detailed analysis of each function process, in which 
permission information is embedded. Therefore, 
top-down role engineering is usually taken along with 
requirement engineering. Neumann and Strembeck 
(2002) introduced a scenario-driven role engineering 
method, in which the ‘scenario’ is regarded as the core 

of role engineering, permission and role definition 
can be inferred via scenario evolution, and the direc-
tive process framework is also given. In contrast to 
the top-down method, the bottom-up method is based 
on the assumption that, there is valuable access control 
information embedded in the existing user-permission 
matrix and the information can be partly or totally 
retrieved using appropriate data mining methods, so 
the bottom-up role engineering method is also called 
‘role mining’. Vaidya et al. (2007) formally defined 
the role mining problem (RMP), and discussed sev-
eral extensions based on RMP. They proved that such 
problems are NP-complete and the solution can be 
made with data mining algorithms. Colantonio et al. 
(2008) presented a cost-driven role mining method, 
pointing out that it lacks role quality measure metrics; 
thus, they proposed the cost-based measure method, 
and also introduced the associate rule-based role 
mining algorithm to find the lowest cost candidate 
role set. Schlegelmilch and Steffens (2005) gave an-
other role mining algorithm based on cluster analysis, 
utilizing the role mining tool ORCA. Adjustments to 
mining rules can be made during the mining process 
to acquire a better role set. Besides, there are a great 
number of researchers (Ene et al., 2008; Frank et al., 
2008; Molloy et al., 2008) working on the role mining 
problem. However, none of the above works ad-
dresses the role mining problem in Web service 
composition. To find the roles in setting up role 
mapping for Web service composition, the bottom-up 
role engineering method is a more efficient and rea-
sonable manner, since there exists an access control 
policy hosted in each individual domain. 

 
 

2  Motivating problem 
 

Since a composite Web service usually needs to 
access services located in other domains, the inter- 
domain operation is unavoidable. To guarantee the 
security of the enterprise system, first we need to set 
up a proper access control policy to manage the  
interoperation. 

In Fig. 1, local user Bob of Domain 1 wants to 
access a simple composite Web service {S1, Sa}. It is 
easy to assign the role R1 to Bob, since Bob is a valid 
local user in Domain 1. However, for the access  
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request to service Sa, the access control of the inter-
operation needs to be set up. Currently, there are two 
mechanisms for such an interoperation: 

1. Add Bob to the valid user set of Domain 2 as 
Bob′, and assign role Ra to Bob′. When Bob accesses 
Domain 2, the session will be switched to Bob′ to 
obtain the permission to access service Sa. 

2. Implement the single sign-on across the mul-
tiple domains, and assign role Ra to the foreign user 
Bob. When user Bob requests for the access to service 
Sa, the single sign-on will maintain the global session 
of the identification information, and the access con-
troller will check the permission. 

As for the first mechanism, it is unreasonable to 
add the foreign user to local domains, which are 
separated logically. Another problem is that if there 
are other users like Tom, Kate, etc. who need to ac-
cess the composite service {S1, Sa}, Domain 2 has to 
create ‘shadow’ users for all those that have to access 
the composite service. As regards the second mecha-
nism, assigning a local role to the foreign user is also 
subject to the overhead of management confusion. 
Besides, both mechanisms are involved in extending 
the management boundary to a foreign domain, which 
casts a heavy burden for each local administrator. 

For the access control management of Web ser-
vices based distributed systems, the best practice is to 
manage the local access control policy locally and to 
manage the global access control policy concerning 
foreign domains globally. A role mapping technique 
can leverage existing access control policies and fill  
 

the gap of the access control policy across multi- 
domain at low cost, which makes it a promising and 
attractive way to realize the interoperation. Through 
adding role mapping from role R1 of Domain 2 to role 
Ra of Domain 2, the users who have been assigned R1 
will have the right to act as the one who owns Ra 
when accessing Domain 2. Such role mapping can be 
managed globally to alleviate the administration 
burden, since the access control information is no 
longer distributed separately at each individual do-
main. However, all of the benefits can be obtained 
only after the role mapping is defined and managed 
properly. In Fig. 1, for the composite Web service {S1, 
Sa}, both role mappings (R1, Ra) and (R2, Ra) satisfy 
the requirement for Bob to interoperate with the ser-
vices located in Domain 2; however, (R1, Ra) is ob-
viously more advantageous, since role mapping (R2, 
Ra) is against the security principle, least of privilege, 
i.e., assigning only the necessary permissions to the 
user and keeping as few user permissions as possible. 
Compared to (R1, Ra), role mapping (R2, Ra) grants 
the user an unnecessary permission to access local 
Web service S2. To the best of our knowledge, there 
has not been any report of how to mine the minimal 
role mapping set for a composite Web service. 

 
 

3  Mining minimal role mapping 
 

How to compose the Web service is out of the 
scope of this paper. We assume that the Web services 
have been composed automatically or manually in 
advance, and that under both situations the Web ser-
vice composite graph or network is available. 

3.1  Primitives 

We adopt the NIST standard of the RBAC model. 
For simplicity, we do not consider any RBAC con-
straint. In other words, we restrict our study to 
RBAC1. The RBAC policy is an access control 
specification, which defines users, roles, permissions, 
and relations of them. It serves as the fundamental 
basis for access control implementation. Fig. 2 gives 
the schematic of the RBAC96 model. 
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Definition 1 (Single domain RBAC policy)   A single- 
domain RBAC policy sp is a 6-tuple (U, R, P, RH, RP, 
UR): 

U, R, P are finite sets of users, roles, and per-
missions, respectively, wherein P is defined as 
P=2Op×Ob (Op and Ob are the sets of operations and 
objects respectively). 

RH (role hierarchy) is a partial order relation 
defined on role sets, RH⊆R×R. If (r1, r2)∈RH, r1 is a 
senior role whereas r2 is a junior role, and r1 inherits 
all the permissions of r2. The relation can be ex-
pressed as r1 r2. 

RP (role-permission) is a relation defined on the 
role set and the permission set, RP⊆R×P. 

UR (user-pole) is a relation defined on the user 
set and the role set, UR⊆U×R. 
Definition 2 (Global RBAC policy)    The global 
RBAC policy GP is a 2-tuple (SP, RM):  

SP is the set of single-domain RBAC polices as 
defined in Definition 1. 

RM (role mapping) is a binary relation defined 
on the global role set, RM⊆R×R. If (r1, r2)∈RM, r1 is 
a senior role in Domain 1 whereas r2 is a junior role in 
Domain 2, and r1 inherits all the permissions of r2. 
The relation can also be expressed as r1 r2. 

In this paper, for simplicity, we assume that the 
permissions to access the Web service have been 
properly defined and the relationship between per-
missions and Web services is one-to-one. Assuming 
the Web service set is WS, the following functions 
can be deduced: 

ws_role: R→2WS, maps each role to a set of 
services that are granted to the users who own this 
role to access. 

role_ws: WS→2R, maps each Web service to a 
set of roles that are assigned the permissions to access 
the Web service. 

3.2  Web service composition 

Although there are several modes for Web ser-
vice composition, the following three are the basic 
ones. Other more advanced modes can be constructed 
from these three compositions. 

1. Sequential: S1⊙S2 represents a composite 
service that performs service S1 followed by service 
S2. ‘⊙’ is an operator of sequence. 

2. Alternative: S1⊕S2 represents a composite 
service that behaves as either service S1 or service S2. 
Once one of them executes its first operation the 
second service is discarded. ‘⊕’ is an alternative op-
erator. 

3. Parallel: S1\\S2 represents a composites ser-
vice that performs both of S1 and S2 in parallel. ‘\\’ is 
a parallel operator. 

The composite Web service could be defined by 
the following BNF-like notation: 

 
CS :: | | | \ ,\S S S S S S S= À ¾  

 
which could also be represented as the Web service 
composition graph (Fig. 3). 

If there are alternative nodes in the Web service 
composition graph, it can be decomposed as the right 
part of Fig. 3 to facilitate access control policy 
analysis. Thus, we will consider the composition 
graph that contains only sequential and parallel Web 
service nodes. 
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3.3  Problem analysis 

In this subsection, we address the problem of 
role mining for Web service composition. Numerous 
studies have shown that the automated bottom-up role 
discovery process provides a number of advantages 
over the traditional top-down engineering approach. 
The existing role of the organization can be found in 
this process by the analysis of existing IT system 
security architectures. The bottom-up method of role 
discovery avoids putting in a lot of time and energy to 
define the role in a top-down process, and it is more 
accurate because it reflects the practical role of the 
existing users rather than the system security admin-
istrator’s opinion. Another important advantage of the 
bottom-up role in the discovery process is that it can 
be automated to some extent, using powerful data 
mining tools and methods. 

Take the role mining problem in Fig. 4 as an 
example. The Web service composition is 

 
WSC={S2, S3, S4, S5, S6, S7}, 

 
and there is a role hierarchy (R1, R4)∈RH. R1 is a 
senior role to R4. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

From Fig. 4, we could see that the candidate role 
set to access the composite Web service is  

 
CR={R1, R2, R3, R4, R5, R6}. 

 
Obviously the candidate role set is not the 

minimal one to access the composite Web service. If 

the role mapping policy is set up based on the can-
didate role set, the superfluous administration effort is 
wasted, and the principle of least privilege is violated. 
We could find a smaller role set, which is our target 
mining role set, as follows: 

 
TR={R1, R2, R3, R4}. 

 
Thus, the role mining problem for Web service 

composition is to find the role set that provides the 
lowest administration overhead and best complies 
with the principle of least privilege when setting up 
role mapping.  
Definition 3 (Role mining problem for Web service 
composition, RMP4WSC)    For a Web service com-
position WSC={ws1, ws2, …, wsn} and a candidate 
role set CR={r1, r2, …, rn} to access all the services in 
WSC, the problem is to find the minimal set of roles 
R⊆CR, such that 
 

ws_role( ) = WSC.
r R

r
∈∪  

 
Given the Web service composition, the candi-

date role set can be determined via merging the role 
set of each Web service. The basic role mapping 
mining problem is concerned with an exact role set to 
access the composite Web service. However, such an 
exact role set usually does not exist in the real world. 
Thus, the security administrator has to tolerate a role 
set that does not conform to a certain extent. We in-
troduce ‘∂-consistency’ to measure the accuracy of 
the mining roles. 

The reason why the discovered roles fail to give 
a permission to Web services outside WSC is that it is 
of great significance for the financial systems to 
comply with the principle of least privilege, which is 
also known as the principle of minimal privilege. This 
principle requires that the subject should be able to 
access only the resources (objects) that are necessary 
for its legitimate purpose. According to the business 
requirement of the financial systems, the access con-
trol of the composite Web service should be regulated 
as strictly as possible, and it should allow the users to 
access only the Web services that facilitate the ful-
fillment of their duties. Any additionally granted 
permission to access the extra Web service may lead 
to sensitive information leakage. In our real applica-
tions, there was once a Web service composition to 
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Fig. 4  Role mining problem for Web service composition
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generate the audit trail report of the foreign exchange 
orders. Different traders had different levels to access 
different order types, for usually one trader has no 
right to view the trading details of other type orders. 
However, in the original composition, the roles de-
fined to access the composite service granted the 
permission not only to generate the report but also to 
view the detailed audit trail of the orders, which leads 
to the leakage of sensitive information. Although such 
leakage is just among the internal traders, the poten-
tial risk is serious. No financial systems can stand 
such a risk. Thus, we emphasize the significance of 
RMP4WSC, which describes the problem in finding 
the roles that must cover WSC alone.  
Definition 4 (∂-consistency)    Given a role set R and 
a Web service composition WSC, and an integer ∂, 
∂-consistency holds between R and WSC, marked as 
R~∂WSC, if and only if 
 

(1) WSC ws_role( )
r R

r
∈

⊆∪ , and 

(2) ws_role( ) WSC
r R

r
∈

− ≤ ∂∪ . 

 
∂-service consistency is a notation used to bound 

the degree of difference for a role set when it is as-
signed to access the Web services. It is also a meas-
urement of the extent to which how the role set com-
plies with the principle of least privilege. The smaller 
is the value of ∂, the more precise is the role set. 
Definition 5 (∂-RMP4WSC problem)    Given an 
integer ∂, WSC={ws1, ws2, …, wsn}, and a candidate 
role set CR={r1, r2, …, rn} to access all the services in 
WSC, the problem is to find a set of roles R⊆CR, such 
that R~∂WSC and |R| is minimized. 

Although the main purpose is to find the minimal 
target role set for the role mapping setup, sometimes 
we need to find the role set that abides by the principle 
of least privilege most, which is the following  
problem: 
Definition 6 (Maximum consistency RMP4WSC 
problem, MC-RMP4WSC)    Given a Web service 
composition WSC={ws1, ws2, …, wsn}, a positive 
integer k, and a candidate role set CR={r1, r2, …, rn} 
to access all the services in WSC, the problem is to 
find a set of roles CR={r1, r2, …, rn}, |R|=k, and a 
positive integer ∂, such that R~∂WSC and ∂ is  
minimized. 

Theorem 1    RMP4WSC is NP-complete. 
Theorem 2    ∂-RMP4WSC is NP-complete. 
Theorem 3    MC-RMP4WSC is NP-complete. 

To prove the above three theorems, we reduce 
them to the classical NP-complete problem, i.e., the 
set basis problem (Vaidya et al., 2007). We follow the 
steps proposed by Garey and Johnson (1979) to prove 
that all of the above three problems are NP-complete. 
Proof (of Theorem 1)    We select the set basis prob-
lem as KP and apply the following transformation. 
Let S denote the Web service set, c∈C the Web ser-
vice composition WSC, and ws_role(r) (r∈R) the 
element in B. Now the role mining problem to find the 
role set R is equal to the set basis problem. The map-
ping is just the simple one-to-one relation; thus, the 
transformation can be accomplished in polynomial 
time. 
Proof (of Theorem 2)    ∂-consistent RMP4WSC is 
NP-complete. ∂≥0, ∂-consistent RMP4WSC can be 
categorized into two situations: 

1. ∂=0. Theorem 2 is an extended version of 
Theorem 1. If ∂ equals zero, Theorem 2 is reduced to 
Theorem 1, which has been proved. 

2. ∂>0. It takes only polynomial time to select 
the set ts∈(S−c), and |ts|=∂. We select the set basis 
problem as KP and apply the following transforma-
tion. Let S denote the Web service set, c∪ts the Web 
service composition WSC, and ws_role(r) (r∈R) the 
element in B. The role mining problem to find the role 
set R is equal to the set basis problem. The role set R 
satisfies R~∂WSC. The mapping is just the simple 
one-to-one relation; thus, the transformation can be 
accomplished in polynomial time. 
Proof (of Theorem 3)    MC-RMP4WSC is NP- 
complete. Given the role set R and the Web service 
composition WSC, it takes only polynomial time to 
judge whether WSC is contained in ws_role( )

r R
r

∈∪ . 

It also takes polynomial time to calculate the value of 
| ws_role( ) WSC |

r R
r

∈
−∪  and to ensure that the 

value is less than or equal to ∂ under the condition that 
|R| equals k. We select the set basis problem as KP and 
apply the following transformation. Let S denote the 
Web service set, c∈C the Web service composition 
WSC, and ws_role(r) (r∈R) the element in B, and set 
∂=0. Then the role mining problem to find the role set 
R is equal to the KP. The mapping is just the simple 
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one-to-one relation, and thus the transformation can 
be accomplished in polynomial time. 

3.4  Minimal role mining algorithm 

Given the candidate role set and the composite 
Web services, the intuitive way to find the minimal 
role set to access the composite Web services is to 
enumerate all the possible combination to form the 
role se; however, the number of possible role com-
binations can reach 2n, wherein n is the candidate role 
number. Obviously, the quantity of meaningful ones 
is much less than 2n and the time taken to enumerate 
all the possible roles is a big issue. We give our greedy 
minimal role mining algorithm Greedy-MRM (Algo-
rithm 1). The algorithm consists of three phases: 

1. Identification of the initial set of roles. In this 
phase, we find the entire roles whose granted Web 
services are totally included in the composite Web 
service. The roles found in this phase serve as the 
basis of the minimal role set. 

2. Removing redundant roles caused by role hi-
erarchies. The roles found in phase 1 are redundant 
since there are roles that are junior to others as a result 
of the role hierarchy. Removing such juniors reduces 
significantly the size of the roles, especially for the 
complicated role systems that involve a great number 
of role hierarchies. 

3. Suboptimal role enumeration. In this phase, 
for each rest role, the granted accessible Web services 
set is computed, and the one which shares the maxi-
mum intersection with the composite Web service is 
selected. 

The main steps of the algorithms are as follows: 
Step 1 (line 1): The mining role set MR, the 

temporary role set TR, and the temporary Web service 
set TS are initialized. 

Step 2 (lines 2-3): Start the loop to find the can-
didate role set based on the composite Web service. 

Step 3 (lines 4-6): Start the loop to add the roles 
whose granted Web services are completely included 
in the composite Web service. TR and MR will serve 
as the basis role set for the mining. 

Step 4 (lines 7-11): Start the loop to remove the 
redundant roles from MR, since if role hierarchies 
exist among the roles in MR, then only the senior 
roles will be kept, and the redundant role will be  
discarded. 

Step 5 (lines 12-22): Start the main loop to find 
the minimal role set. In lines 13-15, the next role will 
be chosen based on the maximum Web service set 
intersection. In lines 16-22, the chosen role will be 
added to the mining role set according to its hierarchy 
relationship with the existing roles in the set MR. 

Step 6 (line 23): The mining role set MR is  
returned. 

Table 1 lists the results after the execution of the 
Greedy-MRM of the example in Fig. 4. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 

 
 
 
 
 
 
 
 
 

Algorithm 1    Greedy minimal role mining 
(Greedy-MRM) 
Input: Web service composite graph WSC. 
Output: the minimal role set. 
1 initialize MR←∅; TR←∅; TS←∅; 
2 foreach ws∈WSC 
3     add role_ws(ws) to CR; 
4 foreach r∈CR 
5     if ws_role(r)⊆WSC 
6         add r to TR and MR; 
7 foreach r∈TR 
8     foreach r′∈(TR−{r}) 
9         if r r′ 

10             remove r′ from MR; 
11     add ws_role(r) to TS; 
12 while (WSC−TS)≠∅ do 
13     foreach r∈(CR−TR) 
14         find r that maximizes |ws_role(r)∩(WSC− 

TS)|; 
15         add r to TR and MR; 
16     foreach r′∈MR 
17         if r r′ 
18             remove r′ from MR; 
19             add r to MR; 
20         else if r′ r 
21             remove r from MR; 
22     add ws_role(r) to TS; 
23 return MR. 

Table 1  Algorithm results for the example in Fig. 4 
Step No. Variables 

1 MR={}, TR={}, TS={} 
2 MR={}, TR={}, TS={}, CR={R1, R2, R3, R4, 

R5, R6} 
3 MR={R1, R2, R3, R4}, TR={R1, R2, R3, R4}, 

TS={}, CR={R1, R2, R3, R4, R5, R6} 
4 MR={R1, R2, R3}, TS={S2, S3, S4, S5, S6, 

S7}, TR={R1, R2, R3, R4}, CR={R1, R2, 
R3, R4, R5, R6} 

5 MR={R1, R2, R3}, TS={S2, S3, S4, S5, S6, 
S7}, TR={R1, R2, R3, R4}, CR={R1, R2, 
R3, R4, R5, R6} 

6 MR={R1, R2, R3} 
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4  Simulation 
 
The first purpose of the experimental evaluation 

is to validate if our algorithm could work in the sys-
tem that comprises complex role hierarchies. The 
second purpose is to verify the effect of our approach 
on reducing the burden of access control management 
for the security administrator.  

We created a test data generator based on the one 
proposed by Vaidya et al. (2008). First a set of roles 
was created, the number of which was set to a certain 
maximum number, and the hierarchy relationships 
were constructed randomly at a certain ratio. Next for 
each role a random number of permissions were 
chosen to form the role, and the permissions were 
associated to a random number of Web services. Fi-
nally Web service composition was created via 
choosing Web services randomly, and the number of 
composite Web services was set to a certain number. 

The experimental data was collected on a ma-
chine with a single Intel Core 2 T7500 @ 2.20 GHz, 
with 1 GB main memory. The operating system was 
Microsoft XP SP4, and the programming language 
was Java (JRE version 1.6.0_02). Each data entry of 
the datasets was obtained as the average time (in ms) 
over 10 runs. 

For each set of experiments, we reported the 
speed as well as the mining role number. To observe 
the changes of execution time of different Web ser-
vice compositions, we define the service-role ratio as 
follows: 
 

Composite service numberSR .
Role number

=  

 
Two kinds of tests were performed on the gen-

erated data. One was our greedy approach (G algo-
rithm) to find the sub-optimal role set and the other 
was the algorithm that exhaustively enumerates all 
possible role subsets to find the optimal role set (E 
algorithm). The comparisons were based on two di-
mensions: execution time and mining results. 

Figs. 5a and 5b show the execution time of the G 
algorithm and the E algorithm respectively, from 
which we have the following observations: 

1. The G algorithm is efficient enough for prac-
tical purpose. To the best of our knowledge, most of 
 

current Web service compositions are more light- 
weight than the one tested in our experiment. 

2. The execution time increases as the value of 
SR increases under the condition that the role num-
bers are the same. This makes sense since for a given 
role set, the larger is the value of SR, the more com-
plicated is the Web service composition. 

3. The G algorithm runs much faster than the E 
algorithm, since the E algorithm needs to enumerate 
all the possible role subsets, which takes more loops 
to obtain the result. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 6 shows the mining results of the G and E 

algorithms with different numbers of Web services for 
composition. The E algorithm generated optimal re-
sults certainly, since it compares all the possible 
situations. The results of the G algorithm were also 
acceptable, only a little different from those generated 
by the E algorithm. Thus, our approach is qualified to 
serve as a sub-optimal solution. 
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Fig. 5  Execution time of (a) the G algorithm and (b) the E
algorithm 
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5  Case study 
 
Our approach has been applied in a northern 

American bank B, in which there were a great number 
of legacy systems. Access control policy management 
for agent-based Web service composition was a part 
of the bank’s enterprise application integration (EAI), 
which was to integrate the legacy enterprise applica-
tion systems as a seamless combination. The solution 
was based on Web service and agent techniques. 
There were other traditional EAI solutions. The sig-
nificant advantage can be obtained via adopting agent 
and Web service techniques, such as simplicity, open 
standard, flexibility, and dynamic extensibility. 

However, all these benefits could be gained after 
the access control policy was managed properly. All 
the local enterprise applications have been upgraded 
to use the RBAC as the base of the access control 
policy. It is costly to transfer the whole local access 
control policy to the central management agent. Thus, 
role mapping is a sound choice, via keeping the local 
policy nearly intact and adding the global access 
control agent to manage the inter-domain access 
control. 

We built up a global access control agent 
(GACA) based on Java agent development frame-
work (JADE), which is a platform for developing 
foundations of intelligent physical agents (FIPA) 
specification in accordance with a multi-agent system. 
JADE is programmed using Java, which simplifies 
the implementation of a multi-agent system via util-
izing a FIPA standard middleware and a tool sup-
porting debugging and deployment. The JADE plat-
form takes charge of agent communication, agent 

schedule, agent life cycle management, and other 
shared resources. 

The target of bank’s enterprise legacy applica-
tion integration is a multi-agent system, in which the 
collaboration among agents is built up on the basis of 
communication sessions. A session is composed of 
request, direction, and others. The session of the 
agents follows a certain state changing rule, and every 
message will lead the application to a determined 
state. The major agents are categorized as follows: 

AMS (agent management system): An AMS is a 
built-in agent in JADE, which is used to manage the 
lifecycle of other agents. 

DF (directory facilitator): A DF is used as a 
yellow page service, by which other agents could 
register their services and look up others’ services. 

SB (service broker): An SB is used for the ser-
vice consumer and service provider to measure the 
service quality. It also monitors the service running 
status, and updates the corresponding entry in the DF. 

SA (service agent): An SA is used to manage the 
local Web services for each domain. 

SCA (service composition agent): An SCA has 
the permissions to access all the meta-information of 
available services. It comprises the services if the 
composition of current services could meet the new 
service requirement. 

LACA (local access control agent): An LACA 
takes the responsibility to manage the local access 
control policies, including local user-role assignment, 
policy changes, and access evaluation. 

GACA (global access control agent): A GACA is 
responsible for the management of the global access 
control policy, maintaining the information about the 
role mappings across multiple domains. GACA con-
tains a component called the ‘role miner’, which is 
implemented based on the Greedy-MRM algorithm. 
A role miner is responsible for finding the minimal 
role set for a new composite Web service. 

Via the collaboration of local agents and global 
central agents, automated service composition can be 
achieved, and RMA will take charge of the role 
mining for each new composite Web service. The 
process of setting up access control for a new com-
posite Web service (Fig. 7) includes the following 
steps: 
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Fig. 6  Mining results of the G and E algorithms
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Service request: The authenticated user sends a 

service request to do some operations or access cer-
tain resources. 

Service composition request: The SA finds that 
no available Web services satisfy the requirement of 
the user’s request, and then sends the service compo-
sition request to the SCA. If no possible composition 
exists, the response will be sent to SA immediately to 
indicate a failure of composition; otherwise, a new 
Web service will be composed and the access control 
will be set up for the composite Web service. 

AC setup request: An access control setup re-
quest is sent to the GACA, which contains the role 
miner. 

Candidate role query: The role miner sends the 
request to each individual LACA to query the candi-
date roles. 

Role response: An LACA checks the request 
from the role miner against the local access control 
policy and sends back the response containing the 
candidate roles in its domain. 

Role mining: The role miner finds the minimal 
role set using the Greedy-RMR algorithm, and after 
the confirmation of the security administrator, a glo- 
bal role mapping relation will be set up in the GACA. 

Local AC update: For the domain from which 
the composition request is sent out, local AC update 
information is needed, including the addition of new 
roles or hierarchies if necessary. 

Result response: Finally a notification is sent out 
to inform the SCA that the access control policy has 

been set up. 
We introduce four practical systems in bank B to 

use our approach (Huang et al., 2009). Note that we 
change the system names for confidentiality. 

1. FXLS, a foreign exchange limit order man-
agement system. A foreign exchange system deals 
with a great number of complicated business rules, 
which involves many access control roles to guaran-
tee the successful processing of the order. 

2. TAS, a trading audit system. Auditing is a 
critical function for financial systems, since without 
auditing it is hard to trace the business process, espe-
cially when there are some financial frauds. TAD is 
widely used in bank B for a lot of trading systems 
including foreign exchange and stock trading. 

3. GDMS, a global software development man-
agement system. In bank B, the development teams 
are distributed worldwide (USA, China, Japan, etc.); 
GDMS is used for software management throughout 
the entire development stages. 

4. RMS, a resource managing system for em-
ployees to manage the resources. The most compli-
cated part of RMS is the reporting module that gen-
erates the reports with different sensitive data ac-
cording to the different user roles. 

The numbers of roles and existing Web services 
are shown in Table 2. 

 
 
 
 
 
 
 
 
 
GACA has been used for more than two years. 

During this period, the role miner has been requested 
frequently while a new Web service is composed. 
Fig. 8 shows the CPU time records of the role miner. 
The records were selected from the execution log and 
we selected only those with execution time of larger 
than 100 ms. The log contained the composition, 
which may be cancelled by the administrator due to 
constraint violation; however, this cancellation has no 
impact on our observation about the performance and 
effectiveness of our approach in real applications. The 

Table 2  Algorithm results of the example 

System Number of roles Number of Web services
FXLS ≈280 >450 
TAS ≈400 >610 
GDMS ≈320 >500 
RMS ≈150 >230 
Total   ≈1150   >1790 

Fig. 7  Process of the access control setup for Web ser-
vice composition 
SA: service agent; AC: access control; SCA: service com-
position agent; GACA: global access control agent; LACA: 
local access control agent 
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maximum execution time was less than 1.2 s, which is 
efficient enough for practical enterprise use. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 3 shows the application results of our ap-
proach. Due to space limitation, we listed only 15 
records of the results. In Table 3, |WSC|, CanRN, 
MRN, CRN, DRN, and ARN are the numbers of Web 
services, candidate roles, mined roles by applying our 
approach, roles confirmed by the security manager, 
roles deleted after review of the security manager, and 
roles added by the security manager, respectively. AR 
is the amending ratio, 

 
AR=(|ARN|+|DRN|)/|CRN|×100%. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

And CR is the correct ratio, 
 

CR=|CRN|/|MRN|×100%. 
 

We used AR and CR to evaluate the effective-
ness of the mining algorithm. The lower value of AR 
and the higher value of CR indicate the better algo-
rithm. Table 3 shows that our approach is acceptable 
in practical applications. 

 
 

6  Conclusion 
 
In this paper, we describe the role engineering 

issue encountered in Web service composition. The 
role mining problem for Web services has not been 
addressed yet. Based on implementation experience, 
we analyze the minimal role mining problem for Web 
service composition, and give a formal definition. 
The minimal role mining problem for Web service 
composition is NP-complete and thus the problem is 
reduced to a set basis problem. We also propose a 
greedy algorithm to find the sub-optimal mining re-
sult of the roles. We demonstrate the simulation re-
sults and introduce a real application context to illus-
trate the practical usage of our methods. Security 
aware Web service composition and the way to set the 
bound to the minimal cover size will be our future 
work. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 8  CPU time of the role miner according to the log
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Table 3  Application results of our approach 
No. |WSC| CanRN MRN CRN DRN ARN AR (%) CR (%) 
1 18 69 8 8 0 0   0.00 100.00 
2 16 58 9 9 0 0   0.00 100.00 
3 15 48 10 10 0 0   0.00 100.00 
4 31 79 13 12 1 0   8.33   92.31 
5 27 74 12 12 0 0   0.00 100.00 
6 16 56 9 9 0 0   0.00 100.00 
7 23 59 11 10 1 0 10.00   90.91 
8 25 61 10 10 0 0   0.00 100.00 
9 31 73 14 13 1 0   7.69   92.86 
10 18 81 10 10 0 0   0.00 100.00 
11 22 66 11 11 0 0   0.00 100.00 
12 30 73 13 13 0 0   0.00 100.00 
13 30 84 15 14 1 1 14.29   93.33 
14 21 70 13 13 0 0   0.00 100.00 
15 23 64 12 12 0 0   0.00 100.00 

|WSC|, CanRN, MRN, CRN, DRN, and ARN: numbers of Web services, candidate roles, mining roles by applying our approach, roles con-
firmed by the security manager, roles deleted after review of the security manager, and roles added by the security manager, respectively. AR: 
the amending ratio, AR=(|ARN|+|DRN|)/|CRN|×100%; CR: the correct ratio, CR=|CRN|/|MRN|×100% 
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