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Abstract:    We investigate the use of two integer inversion algorithms, a modified Montgomery modulo inverse and a Fermat’s 
Little Theorem based inversion, in a prime-field affine-coordinate elliptic-curve crypto-processor. To perform this, we present a 
low-power/energy GF(p) affine-coordinate elliptic-curve cryptography (ECC) processor design with a simplified architecture and 
complete flexibility in terms of the field and curve parameters. The design can use either of the inversion algorithms. Based on the 
implementations of this design for 168-, 192-, and 224-bit prime fields using a standard 0.13 μm CMOS technology, we compare 
the efficiency of the algorithms in terms of power/energy consumption, area, and calculation time. The results show that while the 
Fermat’s theorem approach is not appropriate for the affine-coordinate ECC processors due to its long computation time, the 
Montgomery modulo inverse algorithm is a good candidate for low-energy implementations. The results also show that the 168-bit 
ECC processor based on the Montgomery modulo inverse completes one scalar multiplication in only 0.4 s at a 1 MHz clock 
frequency consuming only 12.92 μJ, which is lower than the reported values for similar designs. 
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1  Introduction 
 

Standard public-key cryptography (PKC) algo-
rithms and protocols have been used as the basis for 
providing security in many real-life applications 
(Stamp, 2006). The implementation of these algo-
rithms for use in applications based on energy/area 
constrained devices, like radio-frequency identifica-
tion (RFID) tags and wireless sensors, has been the 
subject of many recent research activities (Kaps, 2006; 
Kumar, 2006). These implementations are difficult 

due to the limitations of the power/energy consump-
tion and calculation time and also due to the complex 
and calculation-intensive nature of the algorithms 
(Kaps, 2006). Amongst standard PKC algorithms, 
elliptic-curve cryptography (ECC) algorithms have 
the advantage of providing an equal level of security 
using smaller numbers (Hankerson et al., 2004). This 
makes ECC algorithms more suitable for use in ap-
plications with limitations in power/energy and tim-
ing (Kaps, 2006). Recently, ECC hardware imple-
mentations have been shown to be able to meet pow-
er/energy and timing limitations of these devices and 
applications (Öztürk et al., 2004; Gaubatz et al., 2005; 
Wolkerstorfer, 2005; de Dormale et al., 2006; Batina 
et al., 2007; Feldhofer and Wolkerstorfer, 2007; 
Fürbass and Wolkerstorfer, 2007). 

Different approaches have been taken by re-
searchers to design low-power/energy ECC proces-
sors. In many of these approaches, whilst the main 
goal has been to reach lower power consumption 
levels, researchers have concentrated on minimizing 
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the total calculation time at the same time to make 
their implementations applicable to a wider range of 
applications (Öztürk et al., 2004; Gaubatz et al., 2005; 
Wolkerstorfer, 2005; de Dormale et al., 2006; Batina 
et al., 2007; Feldhofer and Wolkerstorfer, 2007; Für-
bass and Wolkerstorfer, 2007). In a hardware ECC 
processor, the total calculation time may be reduced 
either by using a higher clock frequency or by re-
ducing the total number of clock cycles necessary to 
complete the calculations. The use of a higher clock 
frequency directly translates to more power con-
sumption and complicates the design process (Öztürk 
et al., 2004). Hence, to minimize the calculation time 
while maintaining low power consumption, the me-
thod of choice is to reduce the number of necessary 
clock cycles, which can be achieved by selecting 
faster algorithms. The most time-consuming opera-
tion in a prime field ECC processor is the field in-
version, which can be calculated with different algo-
rithms (Hankerson et al., 2004). Therefore, the choice 
of the algorithm for the field inversion operation will 
have a great impact on the calculation time. Obvi-
ously, this will also affect the power and energy 
consumption of the ECC processor. 

In this paper, we present two low-power ECC 
processor hardware designs which may be considered 
for wireless sensor network and RFID tag applica-
tions. The designs, which are flexible prime-field 
ECC processors, differ only in the chosen field in-
version algorithm. One design takes the Fermat’s 
theorem approach for the implementation of the field 
inversion while the other uses the Montgomery 
modulo inverse algorithm. The designs are compared 
in terms of energy consumption, area, and calculation 
time. 
 
 
2  Mathematical background of elliptic-curve 
cryptography 

 
In cryptography, elliptic curves can be defined 

over prime number fields and over binary extension 
fields (Hankerson et al., 2004). In this work, we con-
sider only the elliptic curves over prime fields. The 
reasons for this choice will be provided in the fol-
lowing sections. A prime field, denoted by GF(p), is 
defined as the set of all integers modulo a prime 
number p (i.e., {0, 1, 2, ..., p−1}) together with the 

addition and multiplication operations on integers 
modulo p (Hankerson et al., 2004). In the cryptog-
raphy context, an elliptic curve E over GF(p) is de-
fined as the set of points P=(x, y) with x, y∈GF(p), 
which satisfy the simplified Weierstrass equation 
(Hankerson et al., 2004) as 

 
2 3 ( mod )y x a x b p≡ + + .             (1) 

 
Here, a, b∈GF(p) and 4a3+27b2≠0. Another point O 
at infinity is also included in the curve (Hankerson et 
al., 2004). The field parameter is p whose length in 
bits is the field size, while a and b are the curve pa-
rameters. Note that the field size is the bit-length of 
the numbers corresponding to the size of the registers 
in the hardware implementation. 

Over any curve E, a ‘point addition’ operation is 
defined where for every two points P1, P2∈E, there 
exists a point P3∈E, P3=P1+P2. The set of the points 
on the curve E together with the point addition op-
eration forms an abelian group, with the point at in-
finity serving as the identity member. This abelian 
group is the basis for elliptic-curve cryptographic 
systems (Hankerson et al., 2004). Based on the geo-
metric properties of elliptic curves, the point addition 
operation is defined as follows: 
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Using repeated point additions, another opera-

tion called ‘scalar point multiplication’ is defined 
over the curve E, where for every point P∈E and 
every integer k∈GF(p), there exists a point Q∈E, 
Q=kP. 

 

add 1 times
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k
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             (4) 

 
Elliptic curves defined over binary extension 

fields follow the same definitions but have slightly 
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different equations. Further details of the mathemat-
ics of the ECC can be found in Hankerson et al. 
(2004). 

The cryptography using elliptic curves is based 
on the hardness of finding the unknown value k from 
known points P and Q when it is known that Q=kP. 
This is called the ‘elliptic-curve discrete logarithm 
problem’ (ECDLP). The cryptographic protocols 
based on elliptic curves are mathematical procedures 
that manipulate and hide the information (i.e., num-
bers or messages) using the hardness of ECDLP. The 
point addition and scalar point multiplication opera-
tions are performed by ECC processors, which are the 
building blocks of the systems based on ECC. 

As deduced from Eqs. (2)–(4), to perform the 
scalar point multiplication, one needs to do addition 
(and subtraction), multiplication, and division (i.e., 
inversion) operations on integer numbers. All of these 
operations must be performed modulo the prime 
number p; i.e., the results of the calculations must be 
reduced modulo p, hence becoming a member of 
GF(p) (Hankerson et al., 2004). The modulo addition 
may be easily done by the addition operation, fol-
lowed by a conditional subtraction of the modulus p. 
The modulo multiplication and modulo inversion, 
however, are much more complex operations, and 
different methods exist for their calculation (Han-
kerson et al., 2004). 

2.1  Modulo multiplication algorithms 

The modulo multiplication can be accomplished 
by first multiplying the numbers as ordinary integers 
and then reducing the result modulo p. In general, this 
reduction step requires an integer division, which is 
an expensive operation in terms of hardware cost and 
timing (Hankerson et al., 2004). One way to avoid 
this cost is to limit the application to using only spe-
cially chosen modulus values that enable us to use fast 
reduction algorithms. Examples of such p values and 
the corresponding fast reduction algorithms can be 
found in the NIST recommendations (NIST, 2000). If 
these limitations cannot be accepted in a system, other 
relatively fast reduction methods like the Barrett re-
duction or the Montgomery multiplication can be 
used (Hankerson et al., 2004). 

The Montgomery multiplication (Montgomery, 
1985) is a method for performing the modulo multi-
plication using only additions and binary shifts and 

hence is suitable for low-power implementations. For 
this to be possible, the ordinary integers must first be 
mapped into the so-called ‘Montgomery domain’. 
Any number of modulo additions and multiplications 
can then be performed on the numbers, before map-
ping back to the ordinary integer domain. Each map-
ping of the numbers into and out of the Montgomery 
domain requires one Montgomery multiplication, 
which can be performed using the same hardware. 
The timing overhead of the mapping operations will 
be negligible when many modulo multiplications are 
to be calculated, as is the case in the ECC calculations. 
Therefore, to handle the modulo multiplication with 
general p values in ECC, the Montgomery multipli-
cation is a reasonable choice. 

 
 
3  Modulo inverse algorithms 

 
In a prime-field ECC processor, the modulo in-

verse operation has the greatest effect on the timing of 
the calculations, especially for the implementations 
based on the affine coordinates. In this section, we 
briefly discuss different algorithms for performing the 
modulo inverse operation in prime number fields. 

3.1  Algorithm based on Fermat’s Little Theorem 

The most favorable modulo inverse algorithm 
for use in low-area/low-power ECC hardware is 
based on Fermat’s Little Theorem (Hankerson et al., 
2004). This algorithm performs the inversion by re-
peating the modulo multiplication operation using 

 

1 21 (mod ).pX X p
X

− −≡ ≡               (5) 

 
The modulo multiplier used for this operation is 

an essential part of the ECC processor hardware 
(Hankerson et al., 2004), and hence the inversion 
operation may be implemented with negligible 
hardware overhead and a very small increase in power 
consumption (Hankerson et al., 2004). Note, however, 
that this algorithm increases the number of clock 
cycles necessary for the ECC calculations (especially 
when the affine coordinates are used), and is suitable 
only for the applications where the calculation time is 
not a design concern (Hankerson et al., 2004). As a 
result of the longer calculation time, the total energy 
consumption for each ECC operation will also be 
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higher. In this paper, we quantitatively evaluate the 
effect of using this algorithm on the calculation time 
of affine-coordinate processors. 

3.2  Binary extended Euclidean algorithm 

The extended Euclidean algorithm (EEA) de-
termines the inverse of an integer in a number field 
using repeated division operations (Hankerson et al., 
2004). Since performing the division with hardware is 
very expensive, the binary version of the EEA re-
places the division with shifts and subtractions, which 
can be implemented efficiently in hardware 
(Hankerson et al., 2004). In comparison to the Fer-
mat- based algorithm, the binary EEA needs addi-
tional hardware resources, but performs the inversion 
operation in many fewer clock cycles (Hankerson et 
al., 2004). While the power consumption will be 
higher, the calculation time and the total energy 
consumption per ECC operation will be lower. 
Variants of the binary EEA have also been imple-
mented for use in the ECC hardware (Wolkerstorfer, 
2005; Fürbass and Wolkerstorfer, 2007). 

3.3  Montgomery modulo inverse algorithm 

This algorithm, which has been introduced by 
Kaliski (1995) and later completed by Savaş and Koç 
(2000), is a variant of the binary EEA, adjusted to 
manipulate the numbers in the Montgomery domain. 
The algorithm performs the inversion in the Mont-
gomery domain, and is therefore more suitable than 
the EEA when the ECC design is based on the 
Montgomery multiplication (Hankerson et al., 2004). 
It also works faster than the binary EEA for numbers 
in the Montgomery domain (Kaliski, 1995; Hanker- 
son et al., 2004). 
 
 
4  Related works 

 
An obvious design method to obtain a low-area 

(and hence low-power) hardware for calculation- 
intensive mathematics applications such as ECC, is to 
simplify the underlying equations. Different research 
groups have taken various approaches to this simpli-
fication. 

Some researchers have confined their designs to 
the elliptic curves over the binary extension fields (de 
Dormale et al., 2006; Batina et al., 2007). Working on 

these fields, one can take advantage of the more 
simple carry-free binary field operations. In addition 
to using binary extension fields, the flexibility of the 
design parameters has been further reduced to meet 
the power limitations. Confining the design to binary 
fields and limiting the flexibility of the design pa-
rameters restrict the number of the applications that 
can use the final device, because any change in the 
security parameters will require that all of the 
tags/sensors be replaced. A more important drawback 
of these designs is that they cannot be used for higher 
level standard EC-based protocols like the elliptic 
curve digital signature algorithm (ECDSA) (Feld-
hofer and Wolkerstorfer, 2007). These higher level 
protocols, in addition to the ECC operations, are 
based on ordinary integer modulo operations 
(Hankerson et al., 2004). For the binary field designs, 
as stated in Feldhofer and Wolkerstorfer (2007), these 
modulo operations must be undertaken either in a 
separate processor (which is not present in many of 
the RFID tags) or in separate hardware (which will 
consume additional power). 

The same approach of limiting the flexibility of 
the design parameters for reducing the power con-
sumption has also been used in designs based on 
elliptic curves over the prime fields. In Öztürk et al. 
(2004), Gaubatz et al. (2005), and Kaps (2006), spe-
cial prime numbers were chosen to simplify the 
arithmetic implementations. However, these GF(p)- 
based designs will also need separate hardware for 
ordinary integer operations (Fürbass and Wolker-
storfer, 2007), imposing restrictions on the application.  

Many other designs, which consider the case of 
the ECC over prime fields without limiting the flexi-
bility, can be found in the literature (Daly et al., 2004; 
Byrne et al., 2007). These designs support GF(p) 
ECC calculations with any desired field or curve 
parameter values. Here, we focus only on those that 
have power consumption levels suitable for RFID 
tags and/or wireless sensors (Wolkerstorfer, 2005; 
Feldhofer and Wolkerstorfer, 2007; Fürbass and 
Wolkerstorfer, 2007). These designs have minimized 
the power consumption using, e.g., an optimum 
choice of the curve point coordinates, different 
mathematical methods, and design techniques such as 
bit-serialization.  

A flexible GF(p) ECC processor for use in 
ECDSA calculations on RFID tags was presented in 
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Fürbass and Wolkerstorfer (2007). For the field mul-
tiplication, a radix-4 Montgomery multiplier with 
Booth recoding was used. The radix-4 was used to 
reduce the area-cycles product of the processor. To 
perform the field inversion, a variant of the EEA was 
used. Also, two separate units were designed for 
multiplication and inversion operations using a total 
of nine registers for the whole ECC processor. Finally, 
to minimize the critical paths, carry-save adders 
(CSAs) have been employed.  

A more efficient design has been presented in 
Feldhofer and Wolkerstorfer (2007), a dual-field ECC 
processor performing both the prime and binary field 
operations. To reduce the power consumption, the 
authors made use of techniques such as clock-gating 
and glitch-elimination and used a bit-serial imple-
mentation of the Montgomery multiplier. Since their 
RFID tag application is not time-critical, the design 
was operated at a frequency of 100 kHz to further 
reduce the power consumption. Another similar 
dual-field ECC processor for RFID tag applications 
has been presented in Wolkerstorfer (2005). CSAs 
and redundant number representation were used to 
minimize the critical path delay for obtaining a higher 
maximum clock frequency. This design also uses the 
EEA for field inversion and the Montgomery method 
for field multiplication, and achieves low-power con-
sumption by lowering the clock frequency to 175 kHz. 
 
 
5  Target applications and design decisions 

 
Several types of wireless sensors and RFID tags 

have been introduced, having a vast range of capa-
bilities (Kaps, 2006). The main problem of these 
devices is the limited amount of power/energy 
available for the operation of the hardware. Also, 
many applications of these devices do not impose 
high clock frequency requirements. 

Based on our discussion of the previously re-
ported low-power ECC processors and the specifica-
tions of the target applications mentioned above, we 
made two design decisions. As discussed in Section 4, 
most of the designs used the approach of limiting the 
flexibility of the field type and/or curve parameters to 
simplify the implementation for lowering the power 
consumption of the hardware. Based on our explana-
tions, we decided to design a flexible prime-field 

ECC processor with the additional ability to perform 
ordinary integer modulo operations with any required 
modulus value. The second decision was motivated 
by the fact that some of the reported designs at-
tempted to reduce the critical path to obtain a higher 
maximum clock frequency. The designs, however, 
used a much lower clock frequency to reach the de-
sired low-power specifications. Note that, most often, 
reducing the critical path is accompanied by an in-
crease in the area and power consumption. Since high 
clock frequencies are not necessary for our target 
applications, we decided to focus mainly on lowering 
the power/energy consumption as our primary design 
concern. 

In this paper, two ECC processor designs based 
on Fermat’s theorem and Montgomery modulo in-
version algorithms are investigated. The architectures 
of both designs are very similar enabling us to eva-
luate the efficiency of the algorithms. 
 
 
6  Design of proposed elliptic-curve crypto- 
graphy processors 

 
In this section, we describe two designs of a 

flexible prime-field ECC processor suitable for use in 
power/energy-constrained devices like RFID tags and 
wireless sensors. 

6.1  Features of the designs 

Here we explain the features of the prime-field 
ECC processor implementations. Each of the proc-
essors can perform all the ECC cryptography opera-
tions by itself without requiring any additional 
hardware. Additionally, the processors can perform 
the integer modulo operations required for the im-
plementation of the cryptography protocols (e.g., for 
protocols like ECDSA), mentioned in Section 4. It 
was decided that the designs would be completely 
flexible in terms of the field parameter (i.e., the 
modulus) and curve parameters without using any 
special hardware optimization for a specific prime 
field or curve. When synthesized for a specific field 
size, the processors can perform calculations (both the 
ECC and the integer modulo operations) for any 
chosen modulus with a length not larger than the 
designed field size. All of the field and elliptic curve 
parameters are given as inputs to the ECC processors. 
This guarantees the reusability of the hardware design 
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when a change in the security parameters is needed. 
As explained in Section 2, to have flexibility, the best 
way to perform modulo multiplication is the Mont-
gomery multiplication. Therefore, all of the opera-
tions are performed on the numbers in the Mont-
gomery domain. 

The designs are based on the affine representa-
tion of the curve points. This simplifies the design, 
reduces the necessary storage elements to the mini-
mum of two registers for a curve point, and leads to 
lower power consumption (Fürbass and Wolkerstor-
fer, 2007). Also, to further minimize the area and 
power consumption, we avoided introducing com-
plexity throughout the design as much as possible. 
For example, instead of using a random access 
memory (RAM) block to store the intermediate vari-
ables (Wolkerstorfer, 2005; Batina et al., 2007), we 
have used ordinary flip-flops as the storage elements. 
This, in addition to lowering the power consumption, 
simplified the controllers. 

6.2  Architecture of the proposed ECC processors 

The general architecture of both designs is 
shown in Fig. 1. The architecture, which is kept as 
simple as possible, consists of only two calculation 
units as the central part of the design. The two units, 
an adder/subtractor with the modulo reduction 
(Fig. 2a) and a Montgomery multiplier (Fig. 2b), are 
very similar to those used in Daly et al. (2004) and 
Byrne et al. (2007), with the difference that we have 
not merged them into one larger arithmetic logic unit 
(ALU). Our study shows that merging the two units, 
as done in Daly et al. (2004) and Byrne et al. (2007), 
increases the number of multiplexers, giving rise to an 
increase in the power consumption. Similar to what 
was performed in Byrne et al. (2007) to eliminate a 
conditional subtraction step between the consecutive 
Montgomery multiplications, the width of the regis-
ters is taken three bits longer than the field size, and 
each Montgomery multiplication is completed in n+2 
clock cycles, where n is the field size. Further details 
of the functionalities of the units may be found in 
Byrne et al. (2007). A dedicated controller consisting 
of three inter-related finite state machines (FSMs) 
controls the adder/subtractor and multiplier units to 
perform the elliptic-curve point addition and doubling 
operations. In addition to the two dedicated registers 
of the Montgomery multiplier (B and M in Fig. 2b), 

this controller uses three registers to store the tem-
porary values. These temporary registers are also 
three bits longer than the field size. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The controller (three inter-related FSMs) to-

gether with the three temporary registers, the neces-
sary multiplexers, and the two calculation units, are 
called the ‘point-adder’ (Fig. 3). At the top level 
(Fig. 1), another controller uses the point-adder to 
perform the scalar point multiplication with the dou-
ble-and-add method (Hankerson et al., 2004). At this 
level, only two more registers are needed that will 
finally contain the coordinates of the resulting curve 
point. The value of the ‘scalar’ is shifted in bit-by-bit 
by the controller. This is the best choice to reduce the 
area and power consumption of the hardware. 

Adder /
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+ reduction
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multiplier

Inter-related FSMs

Point adder

FSM
+

2 registers

ECC processor

3 registers + Muxs

FSM:  finite state machine      Mux: multiplexer

Fig. 1  Architecture of the elliptic-curve cryptography 
(ECC) processor 
Redrawn from Ahmadi and Afzali-Kusha (2009b) 
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Fig. 2  Adder/Subtractor with modulo reduction (a) and 
Montgomery multiplier (b) 
Redrawn from Ahmadi and Afzali-Kusha (2009a) 
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In the first design, to achieve a very small 

hardware size and lower power consumption, we use 
the same adder/subtractor and multiplier units to 
perform the field inversion. To do this, Fermat’s Little 
Theorem is used. As mentioned in Section 3, in this 
algorithm a prime-field inversion is transformed into 
multiple modulo multiplications, which can be per-
formed using the same Montgomery multiplier, with 
no additional hardware units. The ‘Inversion FSM’ 
uses the ‘Montgomery multiplier FSM’ to perform 
the inversion (Fig. 3a). Since the FSM for multipli-
cation is available, the inversion controller will be 
very small including only a four-state FSM and will 
not add any new controlling signals to the hardware 
units (Fig. 3a). Although the decision to use Eq. (5) 
for the inversion operation reduces the hardware cost 
to only a four-state FSM in the controller, it causes the 
calculation time to become very long, leading to 
higher energy consumption. 

In the second design, we use a fast inversion 
algorithm to shorten the calculation time and achieve 
lower energy consumption. Since our ECC processor 
design is based on the Montgomery-domain numbers 
and uses the Montgomery multiplication, the best 
algorithm to perform field inversion is the Mont-
gomery modulo inverse (MMI), as discussed in Sec-
tion 3. Only three adders and four registers are needed 
to implement the Montgomery modulo inverse algo-
rithm (Daly et al., 2004). Therefore, we are able to 
re-use the existing units after some small modifica-
tions inside the Montgomery multiplier and adding 
some extra multiplexers. This way adding a separate 
unit for the inversion operation is avoided. In this 
design, a ‘Montgomery inverse FSM’ directly con-
trols the hardware units to perform the Montgomery 
modulo inversion (Fig. 3b). The details of the im-
plemented algorithm follow. 

6.3  Modified Montgomery modulo inversion 

The MMI algorithm, initially introduced in 
Kaliski (1995), consisted of a calculation phase and a 
halving phase. In both phases, only repeated additions 
(or subtractions) and binary shifts were used, making 
it suitable for hardware implementation. However, it 
could not be used in its original form in Montgomery 
ECC hardware, because when input with an integer 
mapped into the Montgomery domain, the algorithm 
automatically maps the result back to the ordinary 
integer domain (Savaş and Koç, 2000). Savaş and 
Koç (2000) showed that adding one extra Montgom-
ery multiplication operation, either before or after the 
calculation phase in the algorithm of Kaliski (1995), 
can correct the result such that it could be used in 
Montgomery-domain ECC designs. Our study shows 
that adding the extra multiplication before the calcu-
lation phase requires no additional resources, leading 
to lower power consumption. In our design, we used 
the correction proposed in Savaş and Koç (2000) 
before the calculation phase of Kaliski (1995). Details 
may be found in Kaliski (1995) and Savaş and Koç 
(2000). 

The halving phase of the algorithm of Kaliski 
(1995) should be modified further before being used 
in our Montgomery-domain ECC hardware. This 
modification is explained here. The halving phase of 
this algorithm for n-bit numbers is shown in Fig. 4. As 
mentioned above, each Montgomery multiplication in 
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unit
Adder unit

Mult. REG (M) Adder REG

TEMP 1 REG TEMP 2 REG

Mi

Mi-1

Point adder
FSM

Montgomery
multiplier

FSM

Inversion
FSM

DatapathController + Control signals

(a)

Fig. 3  Details of the ‘point adder’ block in the first design 
(a) and the second design (Montgomery inversion) (b) 
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our design takes n+2 cycles, where n is the field size. 
The halving phase in the algorithm of Kaliski (1995) 
must be corrected for these two extra cycles in our 
design. The corrected code is given in Fig. 5. Note 
that only two conditional shift operations are added, 
which has only a small effect on the hardware and 
power consumption. 

6.4  Security of the ECC processors against SPA 

Security against simple power analysis (SPA) is 
a key design criterion for every public-domain cryp-
tography hardware (Hankerson et al., 2004). The 
architecture of our ECC processors may be secured 
against SPA, as explained here. In the top level of our 
processor architecture, we have used a double-and- 
add method to perform scalar multiplication. In this 
method, the point addition operations are performed 
only when the bits of the ‘scalar’ are set. In addition, 
because of the difference between the point doubling 
and point addition operations, these operations can be 
distinguished from their timing behavior and/or 
power consumption. Therefore, an analysis of the 
power consumption of the hardware can reveal the 
value of the bits of the ‘scalar’ (Hankerson et al., 
2004). 
 
 
 
 

 
 
 

 
 

 
 
 
 

 
 
 
 
 
 

One step toward securing the hardware against 
SPA is to change the ‘point-adder’ block so that it 
performs both the point addition and point doubling 
operations in exactly the same flow (Hankerson et al., 

2004). This will cause the timing and power con-
sumption traces for each of these operations to be 
indistinguishable during the operation of the ECC 
processor (Hankerson et al., 2004). As will be ex-
plained shortly, this may be easily achieved in our 
proposed ECC processors as we used a unified circuit 
to perform the point addition and doubling operations. 
Considering Eqs. (2) and (3), the only difference 
between the point addition and doubling is in the 
calculation of Δ in Eq. (3). In the implementation of 
the ‘point-adder’ controller, we have only one extra 
multiplication and one extra addition in the point 
doubling operation. If we perform exactly the same 
calculations during the point addition operation (ob-
viously, without actually using the results), the timing 
and power traces of all point operations will be the 
same and the operations cannot be distinguished. In 
the first design, since the calculation time is large, this 
change will have a negligible effect, while in the 
second design it will introduce a 3.6% increase in the 
calculation time (and energy consumption) of the 
whole scalar multiplication. In terms of the area and 
power consumptions, the overhead will be negligible. 

Note that, even if the addition and doubling op-
erations are exactly equal in timing and power be-
havior, because of the double-and-add method, the 
attacker will still be able to extract the number of 1’s 
in the ‘scalar’ by counting the total number of point 
operations. Therefore, the above changes cannot be 
regarded as a way to completely secure the hardware 
against SPA. Complete security can be reached with 
the always-double-and-add method in our ECC 
processors. A very simple change in the controller can 
force the hardware to perform a point addition for 
every bit of the ‘scalar’ regardless of its value. 
Therefore, our proposed ECC processors can be 
completely secured against SPA with no area or 
power consumption overhead. However, the calcula-
tion time of the scalar multiplication will increase 
25% on average, due to the additional operations. 

6.5  Low power design of the two ECC processors 

The application of our ECC processors in RFID 
tag and wireless sensor network allows the use of very 
low clock frequencies. We have used this property 
throughout the design process. This has allowed us to 
use smaller adder blocks with longer critical paths 
inside the two calculation units contrary to other 

Fig. 4  Halving phase of the inversion algorithm from 
Kaliski (1995) 
Redrawn from Ahmadi and Afzali-Kusha (2009a) 
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Fig. 5  Corrected halving phase of the inversion algorithm
Redrawn from Ahmadi and Afzali-Kusha (2009a) 
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works (Wolkerstorfer, 2005; Fürbass and Wolker-
storfer, 2007), which used larger adder blocks to have 
shorter critical paths. In addition, special care was 
taken during the synthesis of the design to use only 
the smallest-size version of each technology standard 
cell, which led to some extra power savings. 

As a more effective technique to reduce the 
power consumption, clock-gating is also used. Each 
one of our designs uses a total of seven registers, each 
with the same width as the field size (168 bits or 
more), which adds up to more than 1000 flip-flops. 
Therefore, an efficient application of the clock-gating 
technique may significantly reduce the power con-
sumption. Since the performance of the clock-gating 
in reducing the power consumption of a register is 
dependent on the design, the synthesis parameters, 
and the CMOS technology characteristics, the exact 
effect of the clock-gating on each of the registers 
should be checked by simulation. In the first design, 
the simulations showed that, the two registers of the 
Montgomery multiplier had high enough usage and 
therefore the clock-gating did not reduce their power 
consumption. The other five registers benefited from 
the clock-gating, especially the two registers at the 
top level, which had relatively low value changes. 
Our results showed that the application of this tech-
nique in the case of a 192-bit ECC processor led to a 
39.4% reduction in the total power consumption. For 
the second design, simulations indicated that all seven 
registers could benefit from clock-gating. In this de-
sign, for the case of a 192-bit ECC processor, a 35.2% 
reduction in the total power consumption was 
achieved. 
 
 
7  Results and discussion 
 

In this section, first we compare the area, pow-
er/energy consumptions, and calculation time of the 
two ECC processors. Then, the designs are compared 
against the similar designs previously reported in the 
literature. 
 
 
 
 
 
 
 

7.1  Results for our ECC processors 

The two prime-field ECC processor designs 
were synthesized in a standard 0.13 μm CMOS 
technology for three standard-recommended field 
sizes, i.e., 168, 192, and 224 bits (NIST, 2000). The 
hardware specifications and the results of the hard-
ware synthesis are shown in Table 1. The reported 
areas, which are the results of placement and routing 
(PAR), show that the processors are small enough to 
be embedded in RFID and wireless sensor network 
applications (Wolkerstorfer, 2005). For the target 
applications, such as RFID item management and 
electronic product code (EPC), a maximum frequency 
of higher than 13.56 MHz will be enough for the ECC 
processors (Chawla and Ha, 2007). As the results 
show, both ECC processors meet the 13.56 MHz limit. 
In practice, for lowering the power consumption, 
much lower clock frequencies will be applied to the 
ECC processors. The examination of the circuit tim-
ing shows that the maximum frequency is limited by 
the long carry propagation path inside the adders. 
This is the reason why the two designs have similar 
timing specifications and why the maximum fre-
quency is inversely proportional to the field size. 

Table 2 shows the power/energy consumption 
and calculation time of the two ECC processors at 
1 MHz clock frequency. The average power con-
sumption is derived from the simulations with many 
different random field parameters, curve points, and 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 2  Power, energy, and timing at three different field sizes for the two designs at 1 MHz clock frequency* 

Average power (μW) Total energy (μJ)** Total time (ms)** 
Design 

168 bits 192 bits 224 bits 168 bits 192 bits 224 bits 168 bits 192 bits 224 bits

First design 23.1 26.3 30.7 225.5 410.1 782.6 ∼9800 ∼15 525 ∼25 565

Second design 32.3 39.3 48.6 12.92 20.63 35.23 ∼400 ∼525 ∼725 
* Both prime-field and flexible-parameter designs are implemented in 0.13 µm CMOS technology. ** For one scalar multiplication 

Table 1  Results of synthesis at different field sizes (in bit) 
for the two elliptic-curve cryptography (ECC) processor 
designs* 

Placement and routing 
area (mm2) 

Maximum frequency 
(MHz) Design

168 192 224 168  192 224

First <0.13 <0.15 <0.18 >21 >18 >15.7

Second ≈0.14 ≈0.17 <0.20 ≈22.3 ≈18.5 ≈15.2
* Both prime-field and flexible-parameter designs are implemented in 
0.13 µm CMOS technology 
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scalar numbers. The post-synthesis netlist was simu-
lated with a large amount of random input data and 
then the power consumption was calculated using 
exactly the same approach as explained in Lee et al. 
(2008). 

Table 3 shows the details of area consumptions 
of different parts in the 192-bit version of both ECC 
processors in gate equivalents (GE). It can be seen 
that using the MMI algorithm in the second design 
results in a much larger controller and also some 
increase in the data-path area due to the larger multi-
plexers (Fig. 3a). Also, the results show that the stor-
age elements consume nearly 30% of the total area. 
 
 
 
 
 
 
 
 
 
 
 

7.2  Comparison of modulo inverse algorithms 

In this part, we compare the efficiency of the 
modulo inverse algorithms in terms of power, energy, 
and timing results.  

Table 4 compares the calculation time and clock 
cycles of the two designs for one scalar multiplication. 
For a field size of n bits, the inversion algorithm based 
on Fermat’s theorem takes O(n2) cycles due to the 
serial implementation of the modulo multiplication 
while the MMI takes O(n) cycles for the inversion 
operation. Since our designs are based on the affine 
coordinates, a complete scalar multiplication will take 
O(n3) cycles in the first design and O(n2) cycles in the 
second design. This explains the larger number of 
clock cycles in the first design.  

Table 5 compares the power consumptions of 
both designs at 1 MHz clock frequency. The increase 
in the power consumption in the second design (MMI) 
is mostly due to the multiplexers added to the circuits 
to enable the re-use of the same calculation units for 
performing the MMI. The growth in the complexity 
of the multiplexers will be higher for larger field sizes, 
and hence, the increase in the power consumption 
becomes larger with the field size.  

Table 6 compares the total energy consumption 
of the designs for one scalar multiplication. The MMI 
algorithm shows a great improvement which is nearly 
proportional to the field size for our specific imple-
mentation. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
7.3  Comparison to previous works 

Table 7 compares the results of the ECC proc-
essors used to evaluate the efficiency of the designs 
presented in this work. The designs selected for this 
comparison have used the same technology as in this 
work. In addition, all have been optimized for low- 
power/energy applications. Note that, although the 
designs in Daly et al. (2004) and Byrne et al. (2007) 
are similar to our design, they were implemented in 
field-programmable gate arrays (FPGAs) and did not 
report any values for power/energy consumption, and 
hence, were not included in the comparison. The  

Table 3  Area consumptions of different parts for the 
two elliptic-curve cryptography (ECC) processor de-
signs at a field size of 192 bits 

Area 
Type 

First design Second design 
Total 25 900 GE 30 200 GE 
Storage 8600 GE (33.2%) 8600 GE (28.5%)
Datapath 10 000 GE (38.6%) 10 600 GE (35.1%)
Controller 7300 GE (28.2%) 11 000 GE (36.4%)

GE: gate equivalent. Value in brackets is the ratio to the total area 

Table 4  Calculation time at three different field sizes 
for the two elliptic-curve cryptography (ECC) proces-
sor designs at 1 MHz clock frequency 

Calculation time (ms) 
Design 

168 bits 192 bits 224 bits 
First design  ∼9800 ∼15 525 ∼25 565 
Second design ∼400 ∼525 ∼725 

Number of clock cycles Design 
168 bits 192 bits 224 bits 

First design  ∼9.8×106 ∼15.5×106 ∼25.5×106

Second design ∼400×103 ∼525×103 ∼725×103

Improvement ratio 24.5% 29.6% 35.3% 
 

Table 5  Power consumption at three different field sizes 
for the two elliptic-curve cryptography (ECC) proces-
sor designs at 1 MHz clock frequency 

Power (μW) 
Design 

168 bits 192 bits 224 bits
First design 23.1 26.3 30.7 
Second design  32.3  39.3  48.6  
Improvement ratio 39.8% 49.4% 58.3% 

Table 6  Total energy for the two elliptic-curve cryp-
tography (ECC) processor designs 

Energy (μJ) Design 
168 bits 192 bits 224 bits

First design  225.5  410.1 782.6 
Second design 12.92  20.63 35.23 
Improvement ratio 17.45% 19.88% 22.21%
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results reveal that our first design cannot compete 
with other works, since it has a very long calculation 
time. The second design, however, outperforms the 
other designs in terms of power consumption. Note 
that Batina et al. (2007) did not take into account the 
power consumption of its RAM blocks. The total 
energy consumption of the second design is also 
lower than that of the prime-field designs, even when 
our design supports larger fields. Only the binary- 
field designs have somewhat lower total energy 
consumption than our second design, which was 
foreseeable, since the calculations are faster in binary 
fields. 

Table 8 compares our ECC processors with 
some other prime-field processors in terms of area 
and total cycles. The designs selected for this com-
parison are all prime-field and have the same sizes as 
those of our processors. The areas for both ECC 
processors are in the same order as those of other 
similar designs. For the second design, the total nu-
mber of cycles for one scalar multiplication is also in 
the same order. 

 

 

 

 

 

 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
7.4  Further improvements 

The comparison results discussed above reveal 
that the second design is a good candidate for the 
target low-power/energy applications. This design, 
however, may be further improved. Here, we discuss 
two possible modifications for the improvement of 
the second design. One of the ways to reduce the 
calculation time is to speed up the modulo multipli-
cation operation. This could be done using high-radix 
serial multiplication, in which two or more bits of the 
multiplication operand are processed in each clock 
cycle. Using this method will improve the speed at the 
price of increasing the area and power consumptions, 
while the net effect on the energy consumption will be 
dependent on the implementation. As an example, we 
implemented the second ECC processor with a 
radix-4 Montgomery multiplication (two rounds of 
the multiplication in one clock cycle). The results 
showed a 23% decrease in the calculation time, while 
the power and area consumptions were increased by 
17% and 10%, respectively. The total energy con-
sumption decreased by 9%. Since high-radix multi-
plication can be implemented in different ways, the 
design space to be explored for this optimization is 
very large. 

To improve the area and power consumption, 
latches (instead of flip-flops) could be used for the 
storage elements as suggested in de Dormale et al. 
(2006) and Bock et al. (2008). Note that, since the 
flip-flops are edge-triggered and the latches are level- 
triggered, for using latches in place of flip-flops, 
special pulse-generation circuits must be employed 
(Nedovic and Oklobdzija, 2005). The use of pulse- 
generation circuits requires special attention, making 
it more suitable for custom-designed hardware blocks. 

Table 7  Comparison of elliptic-curve cryptography (ECC) processor designs 

Design Field size & type Total energy
(μJ) 

Reported average power 
(μW) @ clock frequency

Calculation time 
(ms) 

Total num-
ber of cycles

Öztürk et al. (2004) 168-bit, special prime 31.58   990 @ 20 MHz 31.9 545 440
Gaubatz et al. (2005) 102-bit, special prime 161.88 394.4 @ 500 kHz 410.54 205 270
de Dormale et al. (2006) 193-bit, binary 8.10   428 @ 10 MHz ~19 190 000
Batina et al. (2007)* 134-bit, binary 2.73    <13 @ 200 kHz 210 42 000
Lee et al. (2008) 163-bit, binary 8.94    36.63 @ 1.13 MHz 244.08 275 816
First design 168-bit, flexible prime 225.50 23.1 @ 1 MHz 9800 ~9.8×106

Second design 168-bit, flexible prime 12.92 32.3 @ 1 MHz 400 ~400 000
Second design 192-bit, flexible prime 20.63 39.3 @ 1 MHz 525 ~525 000

* The power/energy values did not include the RAM block 

Table 8  Area and the total number of cycles of the  
elliptic-curve cryptography (ECC) processors 

Design Field size 
& type 

Total num-
ber of cycles

Area 
(GE)

Öztürk et al. (2004) 168-bit, SP 545 440 30 333
Fürbass and Wolker-
storfer (2007) 192-bit, FP 502 000 23 656

Wolkerstorfer (2005) 192-bit, FP 677 500 23 800
First design 192-bit, FP 15.5×106 25 900
Second design 168-bit, FP 400 000 25 200
Second design 192-bit, FP 525 000 30 200

GE: gate equivalent. SP: special prime; FP: flexible prime 
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To see the impact of this optimization on our ECC 
processor design, we compared the standard-cell 
flip-flops with standard-cell latches in the 0.13 μm 
technology. We have assumed that the overheads for 
the pulse-generation circuits for latches and the 
clock-gating circuits for flop-flops are the same. The 
results presented in Tables 9 and 10 indicate that there 
is not much improvement in the area or power con-
sumption of our design if we use standard-cell latches 
instead of flip-flops in our 0.13 μm technology. In 
custom-designed hardware, however, one can build 
custom low-area storage elements, which greatly 
reduces the storage area (and power), as explained in 
de Dormale et al. (2006). 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
8  Conclusions 

 
In this work, we studied two designs for a flexi-

ble prime-field elliptic-curve crypto-processor. The 
designs for both ECC processors were the same ex-
cept for the modulo inverse algorithm. The first 
processor used the Fermat’s Little Theorem approach 
for the inversion and the second one was based on the 
Montgomery modulo inverse algorithm. To evaluate 
the efficiency of the designs in terms of power/energy 
consumption and timing, we synthesized and simu-
lated the processors in a 0.13 μm CMOS technology. 
The results showed that both processors had low area 
and low power consumptions while the design based 
on the Montgomery modulo inverse had much shorter 

calculation time and lower energy consumption. In 
addition, we compared our processors with some 
previously reported processors. The results showed 
that our second design outperforms similar reported 
designs in terms of power and energy consumption 
while having a similar area. Finally, the use of 
high-radix multiplication and using latches as the 
storage elements to further improve the efficiency of 
the second ECC processor were considered. 
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