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Abstract:
resource constraints.

Wireless sensor networks (WSNs) are vulnerable to security attacks due to their deployment and
Considering that most large-scale WSNs follow a two-tiered architecture, we propose an
efficient and denial-of-service (DoS)-resistant user authentication scheme for two-tiered WSNs. The proposed
approach reduces the computational load, since it performs only simple operations, such as exclusive-OR and a
one-way hash function. This feature is more suitable for the resource-limited sensor nodes and mobile devices. And
it is unnecessary for master nodes to forward login request messages to the base station, or maintain a long user
list. In addition, pseudonym identity is introduced to preserve user anonymity. Through clever design, our proposed

scheme can prevent smart card breaches. Finally, security and performance analysis demonstrates the effectiveness

and robustness of the proposed scheme.

Key words: User authentication, User anonymity, Smart card, Two-tiered, Wireless sensor network (WSN)

d0i:10.1631/jzus.C1000377 Document code: A

1 Introduction

Recently, there have been many studies of wire-
less sensor networks (WSNs) due to the critical need
for applications, e.g., environmental monitoring, pre-
cision agriculture, health-care, and factory automa-
tion. Most large-scale WSNs follow a two-tiered ar-
chitecture (Desnoyers et al.,, 2005; Gnawali et al.,
2006; Diao et al., 2007): a lower tier and an upper
tier (Fig. 1). A great number of resource-constrained
sensor nodes are included in the lower tier, while the
upper tier contains only a few master nodes (i.e.,
gateway nodes) that act as cluster heads. Note that
sensor nodes are in charge of sensing tasks, while
master nodes, which have more resources than sen-
sor nodes, are responsible for processing the raw
sensed data and forwarding the processed data to
the base station or legitimate users. Furthermore,
master nodes constitute a multi-hop wireless mesh
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network to communicate with each other. As is well
known, this two-tiered sensor network architecture
is indispensable for increasing network capacity and
scalability, reducing the complexity of system man-
agement, and prolonging the lifetime of the network
(Desnoyers et al., 2005; Gnawali et al., 2006; Diao et
al., 2007).

Although most data queries are issued by a base
station in WSN applications, there has been a great
demand for authorized users to be able to send real-
time data queries to sensor nodes. This may be inef-
ficient, unscalable, and vulnerable to many potential
attacks along the long communication path between
the base station and each sensor node. Thus, the
authorized users should have the ability to enter the
sensor field to directly access data on sensor nodes
without involving a base station. And it is essential
for each sensor node to authenticate the data queries
from users.

Due to typical features of two-tiered WSNs,
providing user authentication for this architecture
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Fig. 1 Architecture of an abstract two-tiered sensor
network

brings challenges. On the one hand, sensor nodes
in WSNs are limited in computation, storage, and
energy resources. Thus, asymmetric cryptography
(e.g., the signature schemes based on RSA or ECC)
is often too expensive for many applications. There-
fore, symmetric cryptographic (e.g., DES and AES)
and one-way hash (e.g., MD5, SHA-1, and SHA-2)
operations are more suitable for WSNs. On the other
hand, the sensor nodes can be easily captured by the
intruder, since WSNs are deployed in a hostile envi-
ronment. Thus, all the secret information stored in
sensor nodes is exposed to the intruder.

In practice, a large-scale WSN may have tens
of thousands of users.
tion load between the base station and master nodes,
each master node may have to maintain a long user
list. Although the master nodes can provide stable
network services through this method, it is too ex-

To reduce the communica-

pensive in terms of storage and management. Mean-
while, there is a growing requirement of protecting
users’ anonymity. If the users’ personal information
is stored in the master nodes, the intruder can ob-
tain this from compromised master nodes. Although
anonymity is widely considered to be an important
right in the literature, it is difficult to preserve user
anonymity due to the open wireless communication
environment.

A smart card is any pocket-sized card with em-
bedded integrated circuits that can process and store
data, and communicate with a terminal via radio
waves (http://en.wikipedia.org/wiki/Smart_card).
Das (2009) applied smart cards to store registration
information, validate the user’s identity and pass-
word, and issue the login message to the gateway
node that the user wants to login. Note that ma-

licious parties may obtain the sensitive information
stored in the smart card. One example is that an
intruder successfully cracks the smart card that was
lost by the user, and obtains security information via
an illegal card reader or device. With the informa-
tion stored in the smart card and the messages in-
tercepted during the previous login transactions, the
intruder can repeatedly guess the user’s password via
an offline hacking program. If an intruder acquires
the correct user password by decrypting the infor-
mation stored in the smart card, he/she can pass the
authentication process and obtain this user’s privi-
lege (Fan et al., 2005). Recently, a set of user au-
thentication protocols has been proposed for sensor
networks (Benenson et al., 2005; Wong et al., 2006;
Das, 2009; He et al., 2010). However, these user au-
thentication protocols are not suitable for two-tiered
WSNs. More details of these schemes will be pro-
vided in Section 2. In addition, relevant studies have
been carried out by Shi et al. (2009) and Zhang et
al. (2009), which focused mainly on ensuring secure
range queries in event-driven two-tiered sensor net-
works, offering data confidentiality, and allowing the
network owner to verify whether a query result is
authentic and complete (Shi et al., 2009). However,
these two studies did not address the problems of
user authentication in two-tiered WSNs.

In this paper, we propose a new user authen-
tication protocol, which employs only exclusive-OR
operations and a one-way hash function. This fea-
ture makes our proposal more suitable for large-scale
resource-limited sensor networks. The proposed
scheme uses data tables of warrants to achieve user
anonymity, and is secure against replay attacks, im-
personation attacks, denial-of-service (DoS) attacks,
and other network attacks. To ensure that our pro-
posal is secure, the model checking tool AVISPA (au-
tomated validation of Internet security protocols and
applications) (http://www.avispa-project.org) is ap-
plied. By examining all possible execution traces of
our proposal in the presence of a Dolev-Yao intruder
(Dolev and Yao, 1983), it is shown that the scheme
is trustworthy to enforce its security guarantees.

2 Related work

As far as we know, the design of an efficient user
authentication for WSNs has not been addressed ad-
equately, owing to the open nature of wireless com-
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munication and the limited resources of sensor nodes.
In particular, to the best of our knowledge, there has
been no user authentication scheme for two-tiered
WSNs. Moreover, with the disclosure of a user’s real
identity, unauthorized entities are permitted to track
his/her moving history and current location. There-
fore, user anonymity has captured more and more
attention from researchers in wireless communica-
tion protocols. We review the user authentication
schemes for wireless communication below.

2.1 User authentication schemes for the
global mobility network

In the literature, there have been some studies
on smart card based user authentication schemes for
wireless communication (Lee et al., 2006; Tsai, 2008;
Wu et al., 2008; Hsiang and Shih, 2009; Liao and
Wang, 2009; He et al., 2011). A light-weight and
efficient authentication scheme was presented in Lee
et al. (2006). There are some security weaknesses in
Lee et al. (2006), however, and a modified version
was proposed in Wu et al. (2008) to overcome them.
Compared with other authentication schemes, there
are mainly three advantages in these two schemes
(Lee et al., 2006; Wu et al., 2008). Firstly, they
require simple operations on a mobile user’s smart
card, such as symmetric encryption/decryption and
hash function operation. Secondly, they take only
one round of login message exchange between a mo-
bile user and a visited network, as well as between the
visited network and home network. Thus, these pro-
tocols totally require only four message exchanges.
Thirdly, these protocols implement the one-time key
between the mobile user and the visited network.
Thus, their realizations are simple and reliable for
wireless communication. However, three recent stud-
ies (Lee et al., 2009; Xu and Feng, 2009; Zeng et al.,
2009) reported that the schemes of Lee et al. (2006)
and Wu et al. (2008) cannot provide user anonymity.
In particular, an intruder who has registered as a
user of a home agent can obtain the identities of
other users as long as they have registered at the
same home agent. Later, Hsiang and Shih (2009)
proposed an improved version to overcome the short-
comings of Liao and Wang (2009). He et al. (2011)
showed that the protocol of Hsiang and Shih (2009),
however, is still vulnerable to the masquerade attacks
when the secrets stored in the smart card are used by
the intruder. On the basis of above studies, we have

proposed a strong user authentication scheme with
a smart card for a wireless communication network
(He et al., 2011). The protocol is the first user au-
thentication scheme for the global mobility network
that can prevent a smart card security breach.

2.2 User authentication schemes for wireless
sensor networks

In the literature, there have been many studies
on user authentication schemes for WSNs. Solutions
for user authentication with smart cards were firstly
proposed in Chang and Wu (1991). The base sta-
tion or authentication server issues a smart card to
a user who registers in the system. Later, each user
possesses the smart card for login to any foreign net-
work. Due to tamper-resistance and convenience in
managing passwords, smart card based authentica-
tion is one of the most effective methods for user
authentication and secret session key establishment
(He et al., 2011). A number of user authentication
schemes using smart cards can be found (Hwang and
Li, 2000; Awasthi, 2004; Awasthi and Lal, 2004; Das
et al., 2004; Lee et al., 2005). The scheme of Hwang
and Li (2000) adopts El-Gamal encryption, which
uses a pair of asymmetric keys for encryption and
decryption. However, the scheme can be broken
by creating a valid pair of the user’s identity and
password without knowing the secret key of the sys-
tem (Wong et al., 2006). A malicious user can im-
personate another legitimate user by means of the
shortcoming. Further, this protocol is not suitable
for resource-limited devices in WSNs. To address
these problems, Benenson et al. (2005) implemented
a user authentication based on elliptic curve cryp-
tography (ECC) with the redundancy to withstand
the node capture. ECC signature is implemented
on sensor nodes, and thus it is not applicable to the
large-scale sensor network, since ECC needs more re-
sources than the symmetric key scheme. Das (2009)
proposed a two-factor user authentication protocol
using only hash function operations. He et al. (2010)
have shown that this protocol is insecure, however,
for insider attacks and impersonation attacks, and
proposed an improved version to remedy these secu-
rity weaknesses.

On the other hand, dynamic ID-based user au-
thentication schemes are also widely used for WSNs.
Das et al. (2004) proposed a dynamic ID-based
scheme based on the strong-password authentication
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approach. The network users can change their iden-
tities and passwords freely in their scheme, and it is
unnecessary to assign a password for a certain user.
This feature has been incorporated into subsequent
user authentication schemes for WSNs as well. The
scheme of Das et al. (2004) was claimed to be secure
against ID-theft, and able to resist replay attacks,
forgery attacks, and insider attacks.
was later found to have loopholes in the process of
password verification (Awasthi, 2004). These flaws
are already enough to make the whole system inse-
cure, as an intruder can use any random password to
log into the system. Later, Wong et al. (2006) pro-
posed a light-weight user authentication just based
on exclusive-OR operations and a one-way hash func-
tion. However, He et al. (2010) found that the user
identity is exposed to everyone, and anyone can trace

However, it

the user’s activity in login and authentication phases.

To the best of our knowledge, no user authen-
tication scheme has been proposed for two-tiered
WSNs. Moreover, none of the protocols mentioned
above are suitable for two-tiered WSNs.

3 Network and intruder models
3.1 Network model

We assume that a large-scale two-tiered WSN is
deployed over a region, which contains thousands
of resource-poor sensor nodes and relatively few
resource-rich master nodes. As shown in Fig. 1, the
network region is partitioned into several physical
cells, each consisting of one master node and many
sensor nodes. We follow the conventional assump-
tion that all the nodes know which cell they belong
to. And the sensor nodes in each cluster need only to
transfer data to the corresponding cluster head (i.e.,
master node) through one-hop.

Compared to normal sensor nodes, master nodes
are assumed to have abundant resources in storage,
energy, and computation, and they form a multi-
hop wireless mesh network via relatively long-range,
high-rate radios, such as 802.11b and 802.11g. On
the contrary, sensor nodes are constrained in re-
sources, and they communicate with neighbor nodes
via low-power, low-rate, and short-distance radios
such as 802.15.4. Moreover, considering that WSNs
are deployed in the hostile environment, before send-
ing the data queries, network users have to register

to the network owner.
3.2 Intruder model

We assume that an intruder can launch outsider
and insider attacks. In outsider attacks, an intruder
may launch arbitrary attacks such as physical-layer
jamming, passive eavesdropping, and bogus-message
injection to disturb sensor network operations, for
which we resort to existing elegant defenses (Es-
chenauer and Gligor, 2002; Du et al., 2003; Liu and
Ning, 2003; Lazos and Poovendran, 2004; Zhang et
al., 2006; Zhou and Fang, 2007; Zhou et al., 2007;
Ren et al., 2008; He et al., 2009).
tacks, an intruder can compromise a number of mas-
ter nodes and sensor nodes. Once compromising a
master/sensor node, the intruder can access all se-
cret information stored there; afterward, the com-
promised master /sensor nodes can be used to inject

In insider at-

the forged data packets, or return juggled and/or in-
complete data in response to user queries. In this
study, we focus mainly on user authentication on the
That is, we deal with how to
authenticate a registered user for all sensor nodes.

sensor nodes side.

4 The proposed user authentication
scheme

In this section, we propose an efficient and
denial-of-service (DoS)-resistant user authentication
scheme for two-tiered WSNs. Under the network
model mentioned in Section 3, the WSN can be di-
vided into a number of cells (i.e., clusters) to enhance
its flexibility and energy conservation. Each clus-
ter is administered by a master node (i.e., gateway
node). Legitimate users can access a cell in the WSN
by their access devices (e.g., PDA, mobile phone, lap-
top). The devices are assumed to have the ability to
perform computational operations and communicate
with sensor or master nodes. Considering that WSNs
are deployed in the hostile environment, before send-
ing the data queries to nodes, the network users have
to register with the network owner. Our main idea
is that each user will receive a warrants data table in
the registration process. The table includes the cer-
tificates of each cell that the network user can access.
Then, with the help of a smart card, the user can log
into the master node and access data from the cell
or a sensor node directly. The proposed scheme is
divided into three phases: registration, login, and
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authentication. The notations used throughout this
paper are shown in Table 1.

Table 1 Notations used in the protocol

Notation Description

U; The ith user of WSN

MN; The jth master node of WSN
BS The network owner (base station) of WSN
1D; The identity of U;

PW; The password of U;
X The symmetric key of BS
Y; The secret number shared between BS and MN
Sk The secret number shared between MN and

its sensor nodes

Nij The ith user’s warrant for the jth master node
h(-) One-way hash function

h™(m) Operating n-times hash function on message m

4.1 Registration phase

We assume each master node, say MN;, has
already been deployed in the designated area and
shares the secret number Y; with the base station,
say BS; meanwhile, each sensor node in a cell shares
the secret number S, with the master node. Suppose
a new user U; wants to register with the BS for ac-
cessing services. The registration phase is as shown
in Fig. 2. The details are presented as follows.

Step R1: U; sends his/her identity ID; and pass-
word PW; through a secure channel to the base sta-
tion BS. An example is that U; encrypts {ID;, PW,}
using BS’s public key and issues it to BS.

Step R2: To conceal the real identity, we in-
troduce a pseudonym identity RID; for each user
U;, which has already been applied in Jiang et
al. (2006). BS selects a random sufficiently large
number R; (e.g., 256 bits) and computes RID; =
h(R;||IDps) @ ID; ® IDps, where IDpg represents the
identity of BS. Then BS calculates the following
equations:

A; = h(X) @ h*(ID;||PW,),
V; = h3(ID;||PW;).

Meanwhile, BS generates a data table including user
U;’s warrant N;; (e.g., the network user’s permis-
sions, the period of validity, and the master node’s
identity) for relative master nodes and the value of
U; may not need to access all of the cells in the WSN,
and the warrant table can restrict users as to which

cell they can login. In this way, it is unnecessary for
each master node to maintain a long user list.

Step R3: The information of {RID;, R;} is
added into the registration database in the BS,
and BS does not record any information about U;’s
password. With this approach we can conceal the
real identity ID; and provide identity anonymity for
users without increasing the computation complex-
ity. Then BS personalizes a smart card with the
parameters h(-), RID;, V;, A;, and the data table
of warrants {N;;, B;;}. Note that the argument N;;
is fixed-size in our scheme (e.g., 88 bits including 8
bits of the network user’s permissions, 64 bits of the
period of validity, and 16 bits of the master node’s
identity). The size of B;; is also fixed since it is a
hash value (e.g., 256 bits). Thus, the total size of
each warrant is 344 bits, and the whole table will
not exceed 42 KB if there are 1000 master nodes.
Considering the small size of the warrant table, most
mobile devices (e.g., smart card and PDA) have suf-
ficient space to store it. Finally, the BS sends the
personalized smart card to U; in a secure manner.

- Choose PW,

" - Select: R,

- Compute:

RID; =h(R; || IDg) ® ID; @ IDgg

A =h(X)@h*(ID, | PW,)

V, =h*(ID, || PW,)

- Generate:

{N;, By =h(N,Y,)®h(ID; || PW,)}
- Store: RID;, R,

ID,, PW,

- Write into the
smart card

h(),RID;, AV, {N;,B,}

i i

-t

Fig. 2 The registration phase of the proposed scheme

Table 2 An example of the data table of user U;

Ni1 Bi1 = h(N11]Y1) @ h(ID1|[PW1)
Ni2 312 = h(N12||Y2) @ h(ID1||PW1)
Nis (N13||Y3) @h(ID1||PW1)
Nig Bl4 = h(N14||Y4) ® h(ID1||PW1)
Nis (N15||Y5) @ h(ID1][PW1)

4.2 Login phase

When user U; wants to acquire sensed data,
he/she needs to insert the smart card into a terminal,
and input ID; and PW;. The smart card computes
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the value of h3(ID;||PW;), and compares the result
with the stored V;. The steps to be performed in this
phase are detailed as follows.

Step L1: U; keys ID and PW;. Note that the
smart card issued by BS has been inserted into the
user’s mobile devices.

Step L2: The smart card computes V* =
R3(ID}||PW), and checks whether V;* and V; are
equal or not. If yes, the legitimacy of the user can
be assured and the phase proceeds to the next step.
Otherwise, end this phase.

Step L3: U; chooses which master node to login,
and the smart card reads corresponding values of
the master node: {N;;, B;;}. Then it computes the
following equations:

TK; = h((Bi; @ h(ID;||[PW;))|T)
= h(h(Ny[|Y;)[|T),

SID; = RID; @ h((A; ® h*(ID;||PW,))||T)
= RID; @ h(h(X)|T),

where T is the time-stamp of U; generating the login
message.

Step L4: The smart card computes C; =
sends the message {N;;,C1,C2, T} to the master
node. Meanwhile, the smart card erases ID;, PW,,
from its memory, and records the last login time-
stamp 7" in the mobile device’s cache.

4.3 Authentication phase

Upon receiving the message {N;;,C1,Cs, T} at
time T, the master node authenticates U; by the
following steps.

Step Al: Validate T. If T* — T < AT holds,
the master node proceeds to the next step, where T*
indicates the time-stamp when the master node MN;;
receives the login message.

Step A2: Compute TK; = h(h(N||Y)T),
where Y; is the pre-shared key between MN; and
BS. Furthermore, the master node computes the
shadow identity SID; = Cy; @ TK; and C; =
h(TK]||SID; ||N;;||T). If C5 = C3, the master node
accepts the login request. Otherwise, the master
node simply rejects the login request.

Step A3: After accepting the login request, the
master node stores {SID;, T’} for the subsequent op-
eration. Note that MN; can report U;’s abnormal

behaviors to BS; meanwhile, BS can collect the data
of U;’s usage information in each MN} for pricing. If
BS receives the message {SID;, T} sent by a master
node, it can calculate RID] = SID; ®h(h(X)||T) and
reveal the real identity of the network user U; (i.e.,
ID;) by computing ID; = RID; $1Dps @ h(R;||IDps).

Step Ad: The computes
the temporary authentication key TKM; =
h(h(Ni;[|Y;)|1SID; || Tvn) for the network user U,
where Tyn is the time-stamp of the master node

master node

MN; generating the message, and selects the random
number K to generate session key Key = h(Sk|| K).
Afterwards, the master node calculates the following
equations:

D1 = Key D TKMj,
D2 = h(I(ey”TI(l\/[]HTMN)7

and sends the message {Di,Ds,Tun} back to
user U;. Meanwhile, MN; issues a random num-
ber K to its sensor nodes, which is included in
{K,Tun, h(K||Tun||Sk)}-  Then the sensor node
computes the hash value of { K||Twvn||S;}, where S}
is the secret number shared between MN and its sen-
sor nodes. If the hash value is equal to the one in-
cluded in the message, the sensor node can obtain the
session key by computing Key = h(Sy||K). Thus, an
authenticated user can send queries to either master
nodes or sensor nodes.

Step A5: Upon receiving the message issued by
the master node MNj, the smart card checks the
time-stamp as in Step Al. Then the smart card re-
quires the network user to re-enter his/her identity
and password for verification. If it is correct, the
smart card will recalculate h(N;;||Y;) and SID; as in
Step L3. As the last login time-stamp 7" has recorded
in the cache, h(NV;;]|Y;) and SID; are easily calcu-
lated. Finally, the smart card calculates TKM] =
h(h(N”H)/j)HSIDlHTMN) and Key* =D TI(I\/[;k
If D3 (= h(Key™ | TKM} | T\n)) is equal to Dy which
is included in the message, the network user U; ac-
cepts the session key Key and after that, U; can
send queries and receive sensed data encrypted by
Key. Note that all the temporary variables will be
removed after the network user logs out the master
node.

Fig. 3 shows the login and authentication
phases, where MN and SN represent a master node
and its sensor nodes, respectively.
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Fig. 3 The login and authentication phases of the
proposed scheme

5 Analytical evaluation

In this section, we present the analysis of secu-
rity features of the proposed protocol and a compar-
ison of the costs.

5.1 Security analysis

In the following, we analyze the security of the
proposed scheme.

5.1.1 User anonymity

As shown in Fig. 2, the real identity ID; of U;
is replaced with his/her pseudonym identity RID; =
h(R;||IDgs) ® ID; @ IDps, and the random number
R; is not stored in user’s own smart card or master
nodes. Thus, only BS knows the relationship be-
tween RID; and the user’s identity ID,;, and nobody
except BS can trace the network user U;. On the
other hand, as shown in Fig. 3, C'j included in the lo-
gin message contains SID; = RID; @ h(h(X)||T); its
value varies with the time-stamp T and is concealed

by TK; = h(h(Ny||Y;)||T). Anybody who wants
to obtain the RID; from C; must generate h(X) and
h(N;;||Y;). Clearly, the value of h(N;;||Y;) concealed
by the hash value of the user’s identity and password
is installed only in the user’s smart card, and any-
one who wants to obtain the value of h(N;;|Y;) must
crack the user’s smart card and own the user’s iden-
tity and password. Therefore, there is no feasible
way for the intruder to extract the pseudonym iden-
tity RID; from C; and trace the location of a targeted
mobile user. Given all this, the proposed scheme can
preserve user anonymity.

5.1.2 Preventing the smart card breach

Although it is generally assumed that the smart
card is safe and cannot be cracked, there is a risk of
a smart card crack. Here, it is demonstrated that
our proposed scheme can prevent the smart card
breach. The details are as follows: Firstly, if the
intruder attains a smart card and cracks it, he/she
can obtain h(-), RID;, V; = h3(ID;||PW,), A; =
h(X) @ h*(ID;|PW;) and {Ny;, Bij = h(N;||Y;) ®
h(ID;||PW;)}. The intruder has no feasible way to
generate h(X) and h(N;;||Y;) without knowing U;’s
identity ID; and password PW,. As the smart card
does not record any procedure variable, such as SID;
and h(N;;||Y;), the intruder cannot obtain the user’s
permissions. Secondly, a malicious user can crack
his/her own smart card to obtain the secret value
h(X). When the malicious user steals another net-
work user U,’s smart card and obtains the value
h2(ID,|[PW,,) from A, he/she has no feasible way
to obtain the value of h(Ny,;|Y;) from B,;, since
he/she does not know the user’s {ID,,,PW,}. The
malicious user cannot generate h(ID,|[|PW,) based
on h?(ID,,||PW,,). Hence, he/she cannot obtain the
authentication of user U,,. Furthermore, if the mali-
cious user forges SID; to prevent from being tracked
by BS, the license included in N;; will be terminated
through broadcasting the ‘termination’ message by
BS, and the user is no longer permitted to log into
the related master node. Given this, the proposed
scheme can prevent a smart card breach.

5.1.3 Resisting the password guessing attack

The hash value of user’s password PW; is stored
only in the user’s smart card, which is concealed in
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B;j = h(N;;||Y;) @ h(ID;|[PW;). Assume an intruder
steals the smart card of a network user and cracks
it. It is infeasible to guess the user’s password with-
out knowing h(X), Y;, and ID;. Thus, the intruder
has no convenient way to ascertain the password.
Therefore, the proposed scheme can resist a pass-
word guessing attack.

5.1.4 Resisting the replay attack

A replay attack (replaying an intercepted
message) cannot work in our protocol.  Sup-
pose the intruder intercepts a valid login request
{Ni;,C1, Ca, T} and tries to login to the master node
by replaying the same. The verification of this login
request fails because of the interval T* — T > AT,
where T* is the master node’s system time while
receiving the replayed message. Therefore, the pro-
posed scheme can resist a replay attack.

5.1.5 Resisting the impersonation attack

In our protocol, if the intruder wants to imper-
sonate a user to pass the verification of the master
node, he/she must calculate a valid {C, C>}, where
Because the intruder does not obtain h(X) and
h(Ni;||Y;) which are stored in the user’s smart
card, the intruder cannot forge a valid message
{Ni;,C1,C2,T}. As the above provides, even if the
smart card is cracked, the intruder cannot extract
h(X) or h(N;;||Y;) without knowing the user’s ID;
and PW,. Therefore, the intruder has no chance to
log in by launching the impersonation attack.

5.1.6 Resisting the stolen-verifier attack

Assume that an intruder has stolen verifier
V; = h3(ID;||PW;). To pass the verification of a mas-
ter node, the intruder must have h(ID;||PW;) to gen-
erate TK;, and h?(ID;||PW;) to generate SID;. The
intruder cannot calculate h(ID;||PW;) since he/she
does not know the user’s ID; or PW,. Therefore, the
proposed scheme can resist a stolen-verifier attack.

5.1.7 Resisting the denial-of-service attack

As shown in Fig. 3, the whole process of user
authentication requires only two hash operations for
each sensor node. Thus, the authentication of each
message will not occupy too much energy, mem-
ory, or computational resources on the sensor node.

Therefore, the proposed scheme can resist the DoS
attack.

5.2 Formal proof
5.2.1 AVISPA

Formal proof is not an easy task due to the com-
plicated procedure. Any intruders who are called
the Dolev-Yao intruder (Dolev and Yao, 1983) can
overhear, intercept messages, inject new messages,
or modify messages in transit. AVISPA (automated
validation of Internet security protocols and appli-
cations) (http://www.avispa-project.org) is a tool
which provides a modular and expressive formal lan-
guage, called the high level protocol specification
language (HLPSL), for specifying intended protocols
and formally validating them. The current version
of the tool integrates the following four back-ends:
on-the-fly model-checker (OFMC), constraint-logic-
based attack searcher (CL-AtSe), SAT-based model-
checker (SATMC), and tree automata based on au-
tomatic approximations for the analysis of security
protocols (TA4SP). The Dolev-Yao intruder is im-
plemented in AVISPA, which is appropriate to the
analysis of wireless security protocols.

5.2.2 Verifying the proposed protocol

Since the user’s identity 1D;, password PWj,
and the smart card are encrypted in the transfer
channel, the intruder cannot crack the network user
or the BS’s secret messages through a secure channel.
Thus, the formal proof is focused mainly on the login
and authentication phases. The whole process is as
follows. Firstly, the network user calculates related
parameters and then sends the login message to the
master node. Secondly, the master node verifies the
login message. If the message can pass the verifica-
tion, the master node selects a random number, and
generates a session key for the user and sensor nodes
in its cell. Finally, the master node issues the session
key to the user, which is concealed by a temporary
key. Meanwhile, it issues the random number to the
sensor nodes. Fig. 4 presents the diagram transitions
for the whole process mentioned above, which can be
easily translated to HLPSL.

The test results are detailed as follows: (1)
OFMC reports that the protocol is safe; (2) CL-
AtSe reports that the protocol is safe; (3) SATMC
reports that it does not support the protocol owing
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User
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O

RCV(K.h(K.SK.Tyn)-Twn)

Fig. 4 The diagram transitions for the login and au-
thentication phases

to the requirement of the algebraic equation on the
XOR operator; (4) TA4SP also reports that it does
not support the XOR operator currently.

5.3 Cost overhead evaluation

In this section, we analyze the proposed scheme
in terms of computation and communication costs.
Some notations are further defined as: (1) Ty, the
time of performing a one-way hash function A(-); (2)
TxoRr, the time for performing an XOR operation;
(3) Cup, the delay time for the communication be-
tween a user and the base station; (4) Cym, the delay
time for the communication between a user and the
master node (i.e., gateway node); (5) Chs, the de-
lay time for the communication between the master
node and a sensor node.

Assume that there are m master nodes in the
network scopes. Table 3 shows the overall cost of the
proposed efficient and DoS-resistant user authenti-
cation scheme for two-tiered WSNs.

As shown in Table 3, the total cost, which is the
sum of computation and communication costs for all
the three phases, is (25 + n)T, + (11 + n)Txor +
2Cuw + 2Cum + Chs-
tiered architecture of WSN, the network model of our

In order to suit to the two-

proposed scheme assumes fewer resource-rich master
nodes (i.e., gateway nodes) in the WSN.

5.3.1 Computation cost

Considering the constrained resource in the

sensor node, we use only a one-way hash function
and exclusive-OR operation. As shown in Table 3,
even though the BS needs to operate n times hash
function operations for the network user to gener-
ate the warrant table, the computational cost of our
scheme in the registration phase is well-suited to the
assumed network model. Especially, if there is only
one master node, the total computational cost in the
registration phase is 67} +47Txor. Furthermore, the
master node needs no computation and stores the
users’ registration information. As the sensor node
requires only two hash operations, the computational
cost of our protocol in the authentication phase is fit
for the resource-limited sensor node. Therefore, our
scheme is practical for real world applications in en-
hancing the security over wireless communications.

5.3.2 Communication cost

In our proposed scheme, the user login and au-
thentication phases require three messages be ex-
changed among the user, the master node, and sensor
nodes. Obviously, the message size is under control
owing to the length of the hash value, such as C1,
Dy, and h(K||Sk||Tvx). Thus, the consumption of
communication is low and restricted.

To sum up, according to the above analysis, the
proposed scheme is simple and efficient for two-tiered
WSNs.

6 Conclusions

In this paper, an efficient and DoS-resistant
user authentication scheme has been proposed for
two-tiered wireless sensor networks. The proposed
scheme does not request master nodes to forward
login request messages or to maintain a long user
list. Further, the proposed approach can preserve
user anonymity and prevent a smart card security
breach. According to security analysis, the scheme
can withstand replay attacks, impersonation attacks,
DoS attacks, and various other network attacks.
Since the proposed approach applies only the one-

Table 3 Cost of the proposed protocol in all the three phases

Overhead cost

Phase
U; Base station Master node (gateway node) Sensor node
Registration Cub b4+ n)Th + (3+n)Txor + Cupb
Login 6Ty + 3TxoR + Cum

Authentication 6Ty + 3Tx0oR

6Ty + 2Tx0R + Cum + Cms 2T
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way hash function and exclusive-OR, operations, it
is suitable for the resource constrained sensor nodes.
To the best of our knowledge, there has to date been
no user authentication scheme for two-tiered WSNs.
In conclusion, our proposed authentication scheme
for two-tiered WSNs is efficient and secure enough
to be applied in the real world.
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